


Mastering Python Networking
Third Edition

Your one-stop solution to using Python for network
automation, programmability, and DevOps

Eric Chou



Python onga ceteBbliX
MHYXXEeHEPOB

TpeTbe nsgaHume
ABTOMATM3aLING CETH,

nporpamMmmpoBaHme n DevOps

SpuUukK Yoy

ZnnrTep:
CaHkT-lMeTepb6ypr - MockBa - MUHCK

2023



Spuk Yoy

Python gnsa ceteBbIX UHXeHepPOB.
ABTOMaTu3auuma cetu, nporpammupoBaHue u DevOps

Cepus «[ns npogheccuoHanosx

Mepesen c aHrnuiickoro C. YepHukoe

PyxoBoautens qUBU3NOHA 10. Cepeuenko
PyxoBoaurens npoekra A. ITumupumos
Benymmii pegaxrop H. I'punuux
Hayunblii penakrop A. Kucenes
JlureparypHslit pegakTop 11. Jlebeoesa
Xy0KeCTBEHHBIH pelakTop B. Mocmunan
Koppexropst C. Bensesa, E. Ilagrosuu

BBK 32.973.2-018.1
YK 004.43

Yoy Apuk

Y-75  Python gns ceteBbix MHXeHepoB. ABTOMaTU3aLms ceTu, nporpammuposanune n DevOps. — CI16.:
Mutep, 2023. — 528 c.: un. — (Cepus «ns npodeccrmoHanoB).

ISBN 978-5-4461-1769-7

Cety 00pa3yrOT OCHOBY JUISl Pa3BEPTHIBAHMS, TONIEPIKKH 1 00CITYKHBAHNS IPHIIOKeHUHT. Python — nieanbhbIit
SI3BIK JUISI CETEBBIX HH)KEHEPOB, PE/UIArafoluii HHCTPYMEHTBI, KOTOPbIE paHee ObIITH OCTYITHBI TOJIBKO CHCTEMHBIM
HHKCHepaM U pa3paboTuHKaM MPUIIOKEHHIA. [IpourTaB 3Ty KHUIY, BBl U3 OOBIYHOTO CETEBOIO HH)KEHEPa PEBPATHTECh
B CETEBOTO Pa3pabOTUYNKa, ITOATOTOBIEHHOTO KO BCTPEUE C CETSAMH CIIEYFOIIETrO OKOICHHS.

TpeThbe U31aHKUE MOTHOCTBIO TTepepaboTaHo M 0OHOBIICHO UIs Mcronb3oBanHus Python 3. [ToMumo HOBBIX IiaB,
MIOCBSIIIICHHBIX aHAJIN3Y CeTeBBIX NaHHBIX ¢ momornipio creka ELK (Elasticsearch, Logstash, Kibana u Beats) n Azure
Cloud Networking, B Hero BKIJIFOUEHBI CBEICHHS 110 UCTIoNb30BaHMI0 Ansible n gpperimBopkos pyATS u Nornir. Kpome
TOTO, OBIIIN OOHOBJICHBI IPUMEPBI IS JTyHIIET0 ITIOHNMAHHs KOHIETINH 1 00eCTIeYeH s COBMECTUMOCTH.

16+ (B cootBeTcTBMU ¢ PepepanbHbiM 3akoHOM oT 29 gekabps 2010 r. Ne 436-$3.)

ISBN 978-1839214677 aHrn. © Packt Publishing 2020. First published in the English language under
the title «Mastering Python Networking — Third Edition — 9781839214677)»
ISBN 978-5-4461-1769-7 © lMepeBop Ha pycckuit a3bik OO0 «Mporpecc kHura», 2022

© W3paHune Ha pycckoMm sa3blke, ocopmneHne OO0 «[Mporpecc kHuray, 2022
© Cepus «[Ans npodeccroHanosy, 2022

MpaBa Ha nsgaHwe nonyyeHsl nNo cornaweHuio ¢ Packt Publishing. Bce npasa 3awmuieHbl. Hukakas yactb gaHHON
KHWUTM He MoxeT BbITb Bocrpou3BedeHa B Kako 6bl TO HY Bbino dopme 6e3 NMCbMEHHOro pa3peLleHus BrnagenbLes
aBTOPCKUX MpaB.

MHdopmaumsi, cogepxallasnca B AaHHOW KHUre, noflyyeHa 13 UCTOYHUKOB, paccMaTpyBaeMbIX U30aTenibCTBOM Kak Ha-
aexHble. TeM He MeHee, UMesi B BUAY BO3MOXHbIE YEMNOBEYECKME UMK TEXHUYECKME OLUMOKN, N30aTeNbCTBO HE MOXET
rapaHTMpoBaTb abCOMOTHYO TOYHOCTb W MOMHOTY NPUBOAUMbIX CBEAEHWUI U HE HECET OTBETCTBEHHOCTM 3@ BO3MOXHbIE
oLnbKH, CBSI3aHHbIE C UCMONb30BaHWEM KHUMN. 3aaTensCcTBO He HECET OTBETCTBEHHOCTU 3@ AOCTYMHOCTb MaTepuarnos,
CCbIJIK/ Ha KOTOpPbIE Bbl MOXXETE HANTU B 3TON KHUre. Ha MOMEHT NOATOTOBKM KHUMM K U3[4aHWI0 BCE CChINTKU Ha MHTEPHET-
pecypcbl Obinv AENCTBYOLLMMU.

Wsrorosieno B Poccun. Msrorosutens: OO0 «IIporpece kuHura». Mecto HaxoxaeHus U hakTHyecKkuii aapec:
194044, Poccus, T. Cankr-IletepOypr, b. Camnconnesckuit np., 1. 29A, nom. 52. Ten.: +78127037373.

Jlara wsrotosnenus: 08.2022. HanmeHoBaHue: KHIKHAS IPoyKius. CpPOK TOHOCTH: HE OrPaHHYCH.
Hanorosas nerora — o6mepoccuiickuii kmaccupukarop npoxykunn OK 034-2014, 58.11.12 — Kuuru nevatHsie
npodeccHOHAIbHbIC, TEXHUYECKHE 1 HayYHbIE.

Wmmnoprep B benapycs: OO0 «ITUTEP M», 220020, Pb, r. Munck, yin. Tumupsizesa, a. 121/3, k. 214, ten./axc: 208 80 01.
TMoamucano B neuars 08.07.22. ®opmar 70x100/16. Bymara odeernas. Yeu. m. 1. 42,570. Tupax 700. 3aka3 0000.



KpaTtkoe copepxaHue

https://t.me/it_boooks

[IPEOMCIIOBUE « v v vttt ittt ittt iiii i it eeeeeeeeeeeeesnnnnnnnns 16
==Y 1T TN 18
OB GBTOPE . « v vttt ettt enneeesennaeeeenneeeennneesennneesnnns 20
O HOYYHOM PEAAKTOPE v vttt e v et nnnaseseenasssesnnsesennnnsennns 21
BCTYMNEHNE « v ittt it i ittt i i it i e i e e 22
Mmaea 1. O630p TCP/IPuPython . v v v in ittt ittt i in e 27
Maea 2. HuskoyposHeBOE B3AMMOAENCTBUE C CETEBLIMU YCTPOMCTBAMM « « « v v v v o o & 61
MMaBa 3. APIUMIDN-CETU v vttt it i ittt ittt ittt ittt eeeenennnnnnns 100
Masa 4. OcHoBbi Ansible v v it i it ittt i i iine e 142
Maea 5. Ansible: cnemylolwmi YPOBEHD « v vt v v vt e vt tnnenneesnesnnennnsss 177
Masa 6. Ceresas 6esonacHocTs ¢ ncnonbsosanuem Python oo ovvveivieiut. 211
Mmasa 7. CeTeBoi MOHWUTOPUHT C ucnonb3osanuem Python:yacte T v ovvvvnt. 240
Mmasa 8. CeteBoit MOHUTOPHHT C Mcnonb3oBaHuem Python:wactb 2 v vv v vt 270
Mmasa 9. Cosaanue ceTesbix Be6-cepsrcos ¢ nomolwbio Python v v vvvvvv e 305
Mmasa 10. O6naunbie ceterble TEXHOMOTIMM AWS « ittt ee e 338
Maea 11. O6nayHbie ceTeBble TEXHOMOTUM AZUME v vttt v v ittt nnn e e ennnens 373
Maea 12. Auanus cetesbix aaHHbix ¢ nomowpsto Elastic Stack . ...oovvvioit. 412
MaBa 13. PaBOTA CGit e vt vt it iii ittt ittt eniienneennennnennses 446
Mmaesa 14. HenpepbieHas nuterpaums ¢ nomowsio Jenkins oo v v vvvv v e vn v, 474

TNAaBA 15, TDD AN CETEM vttt ittt et e teeeoeeeeeeeesenencnsenennnnas 499



OrnaBsnenue

T o= Tl 1oL T 16
Y= Y ] - PP 18
OB GBTOPE « vt vttt ittt it enneenennaeeeenneeeennneeeennneeennns 20
O HAYUYHOM PEAAKTOPE ¢ ¢ ¢ ¢t oottt v veeeeeessnssnnnnnnnnnnnnnnnnnnnaas 21
o Y3 YT 22
KOMY MOBOMBET 3TAO KHUTG ¢ v v e v vttt tve e eennnneeeeonnnneeeeannnnns 23
Kakme TeMbl 3[6Ch OCBELLAIOTCH « « + v vttt e e e eennnnnnnnnnnnnnnnnsnnnnns 23
Kak 13Bnedb MOKCUMYM U3 STOM KHUTM v v v v v oo s s v e s oo oonnnesssasnnnnnss 25
3arpy3ka GaiIoB C MPUMEPOMM KOLA « ¢ o o o o ottt vvvssseensnnnnnnnnnnnns 25
3arpy3sKka MOMHOLBETHBIX MIIOCTPOLMM & v v v v v e s o v onnsesennnseennnsss 26
YCNOBHBIE OBOBHAUYEHMS 4 v v e v v v e e evnnoeeennnseennnseeennnseennns 26
OT MBAOTENMBCTBA ¢ ¢ v v v oo evnneeesnnooeennnsocessnoseennnssennns 26
Maea 1. 0630p TCP/IPuPython ... .ottt ittt i, 27
KpaTKiit 0B30P MHTEPHETA & v v v vt v e et e eeeae et enneeeennneeennnneenns 29
CepBepbl, XOCTbI U CETEBBIE KOMMOHEHTBI « « « s s s s s o s v s asoosnnnssennnns 30
[OSIBNEHME [ATA-LEHTPOB « v v v vt e e v e aseeesnnsseenansoennnnesens 31
Momenb OSl . i i i it ittt 35
KNMeHT-CEPBEPHAS MOMEMb « v vt vttt e et eete et e nnaaeennaseennnnnenns 37
HaBopbl CETEBBIX MPOTOKOMOB « + ¢ ¢ ¢ vt vttt v vvennnnnnnnnnnnnnsnssnnens 38
MpoTokon ynpasnenus nepepauei (TCP) oo v ittt i ittt innennnns 39
MpoTokon nonbsosatensckmx gatarpamm (UDP) .o vvv v viiineiin e, 40
Mexceteroit MpoTokon (IP) v v v vttt ittt e it e e 41
OB3opssbika Python « oo v i i i i 43
Bepcnn Python « oottt e e et e e 45

ONEPALMOHHBIE CUCTEMBI « ¢ ¢ ¢ ¢ttt ot e vsssnnnnnnnnnnnnnnnsaassess 46



Ornasnenne 7

Buinonnenue nporpammel Ha Python v oo v e v it i ittt e e 47
BerpoeHHbie B Python TUAbI AQHHBIX ¢ « v v v v v v e v i ii i iei it eii i eeaenn 48
OnepatopbiBPython oo vi it i i e 54
CpeacTea ynpasneHus NOTOKOM BbinonHeHus B Python w o oovvvivivoint 55
DYHKLMM B PYHON vttt ittt et et e et i e e 56
Knaceh B Python e v v v v ittt ittt ettt 57
Mogynm naketsi B Python v v vii ittt e i i e e 58
PEBIOME v i it i it i e e 60
Mmaea 2. HuskoypoBHeBOE B3AMMOAEMCTBME C CETEBBIMM YCTPOMCTBAMM « v v v v v v e o 61
TpyaHOCTH PABOTHI C CLl v vt vttt ittt it ittt e e e eeannns 62
Co3aaHKe BUPTYQIBHOM NTABOPATOPHM . ¢ ¢ v o v vt v e eneeeneenaceneennas 64
DUBNYECKME YCTPOMCTBA « 4 v e v v v vve e enneeeennneesennneeennnns 64
BUPTYONbHBIE YCTPOMCTBA v v v vttt ittt iiiieeeeeeeeeeeeeeeeeennnns 65
CiscoOVIRL vttt ittt it ittt i iiiiinnnnnnnnaaaaaas 66
CiscoDevNetudCloud. .o v vei i iii ittt i e e eeens 71

L N S TP 73
Bubnmoteka Python Pexpect « vt vv i it ie it inniiineeneeneennennasss 75
BuptyanbHas cpeaa Python v vv e ii ittt i 75
YCTOHOBKA PEXPECt v vt vt i ittt ittt ittt ittt ittt 76
Kpatkuit 0630p Pexpect v v v vttt ittt i i 76
Hawa nepsas nporpamma Ha ocHoBe Pexpect v v v vvv v v v iiiivvnneennn 81
Jpyrie BOBMOXHOCTM PeXpect v v v vt e it iiiiii et iinineeeeennnnnnns 82
Pexpect M SSH v v v ittt ittt it i 84
MtoroBasi nporpaMma Ha ocHoBe Pexpect v v v v v v vttt ittt ittt i i 85
Bubnuoteka Python Paramiko « v vvvvivi it 86
YeraHoBKa Paramiko v v v oo v et i e e e 86
KpaTkinit 0630p Paramiko v v v vv e i i in it inniiininnennennaennnns 87
Hawa nepeas nporpamma, HancaHHas ¢ ucnonbsosannem Paramiko ... .. .. 920
Opyrve BoaMoXHOCTM Paramiko v v vv i vi i it iiiiiiiiiiiinneennenn 91
Wrorosas nporpamma Ha ocHose Paramiko v oo vvv it ii i i i, 93
Bubnmoteka Netmiko « v vt e ittt i i e i e e 94
DPeMMBOPK NOMIM vttt vttt ettt e et ittt ittt eeesseeeeennnnnnns 96

Hegocratku Pexpect u Paramiko no cpasHenmio ¢ apyrimu nnctpymentamn . . . 98

PEBIOME vttt it it e it e ettt 99



8 Ornasnenne

MaBa 3. APIUIDN-CETH ¢ v oo vt i it ittt ittt e einiennaennnes 100
MHPPACTPYKTYPA KAK KOB '« ¢ e e oot veveeeessnnnnnnnnnnnsnnnnnnnnas lo1
CeTH, OPUEHTUPOBAHHBIE HO HOMEPEHMS « « v v s s s o e v v anasennnnsonnnns 102
KoHconbHbil BbIBOA M CTPYKTYpUpOBaHHbIE pesynbtatsl APl-sanpoca . ... ... 103
Mogenmposatne aanHbix aasi laC o i it e e 106
YANG UNETCONF .ottt ittt it ittt e innaenns 108
APl 1 mnaThopMa ACT 0T CiSCO v vttt v vttt iiiiiiieee et eeeeeeeeeeeens 108
CisCONX-APl s e i i it ittt it eennnaeennas 109
Mopenb Cisco YANG ittt i i ittt iiiiiieennanes 115
Cisco ACIMAPIC-EM « ottt it ittt ie e 116
Kontponnep Cisco Meraki « v v vviivieiiniiniinneiinenneeenennness 119
APl Ha s3bike Python gns Juniper Networks oo vvvvviiiii i, 120
Juniper U NETCONF « ottt i i i iieaaaaas 121
Juniper PyEZ pns pa3paBOTUMKOB v v v vt vve et inieeiennneeeennnens 125
APl Ha s3bike Python ans yetporctB Arista. v v v v v v e iiiiiiii it ineenen 130
PaB0Ta C €APl OT AMiSta v v v vt v vt e i ittt ittt et eeennnens 130
Bubnmoteka Arista Pyeapi « oo v ve ittt i e 135
Mprmep pabotbl c VYOS vttt it ittt iiatinaennnennnns 140
LLPYTHE BUBIMOTERM ¢ « v v v vttt it es it s naennnennnenasennesnnennnss 141
T T 141
Mmasa 4. Ochoebr Ansible ... vvvn i i e 142
Ansible: 6onee neknapATUBHBIN DPEMMBOPK « ¢ v v v vt vevvueeneennesnasss 143
Kopotkuit npumep c Ansible v vt vi v ittt i i e 146
YCTOHOBKAO YMPOBSHIOLLETO Y3IIQ « o o o o e o oo oot vvvosssosoenonnnnnnnnns 146
YcranoBka pasHbix Bepcuit Ansible M3 MCXOBHOTO KOAA « + v v v v v v vt v e v v u e 147
MOArOTOBKA NABOPATOPMM '+ v v v e v vene e nnaeeennneeeennneenns 148
Baw nepebit cuenapuit Ansible v o v i e e 149
MpenmywectBa Ansible « v vit ittt it i it it it e 153
OTCYTCTBME AIEHTOB « v v v vttt vttt eseeeeennnnnnnnnnnnnnnnnnans 154
MIEMMOTEHTHOCTb « + v vt e v e v e e e s nasesennsssennanesennnneses 155
MPOCTOTA M PACLLMPSEMOCTD + v v vt v vt tsssaannnnoeeeeeeeeeeeeenns 155
MopnepXxKka OT NPOU3BOAMTENEN CETEBOTO OBOPYHOBAHMSA « « « v v o v v v v v v s 156
Apxutektypa Ansible « oo i e 158
YAML e ettt e 159

DAV PEECTPOB « v v v vt e v e eennenaesnnenasenasennosnnenanss 159



Ornasnenne 9

[TEPEMEHHBIE ¢ vt vttt ettt ennneeeeesnoneesoonnnnnnsos 161
oS To T T N 1o 1/ 165
Cetebie Moy Ansible « ot vi i i e 165
JTokanbHbIE COBAMHEHMS U PAKTBl « v v v v v ettt eeeseeeeeeannnnnnnns 166
[lepPeMEHHOR PrOVIAEr « v v v vttt e it et e entennsenssensonnsanns 166
Mpumep Ansible ¢ ycTporcTBAMU CiSCO v v v vv v v e i e et i v aenneennennnsss 168
Mpumep cueHapms ans Ansible 2.8 v ve ittt it ittt e e 171
Mpumep Ansible ¢ yctporctBamm Juniper oo vve et e iii i i innennnen. 174
Mpumep Ansible c ycTporctBaMM Arista v oo v v vi it i ii it ii i i en e 175
T 176
Mmasa 5. Ansible: cnepytowmit ypoBeHb oo viiiii it 177
[OArOTOBKA NABOPATOPMM & v vt v v vve et e e nneeeeenneesennneesennnees 178
YenosHbie Boipaxkerns BANsible. o oo et e 178
BhipaxeHMe When o oo v ittt i i i e 179
PakTbl 0 ceTesbix ycTpoicteax B Ansible. . oo vt ii i 181
YCnoBHbIE BBIPAXEHMS B CETEBBIX MOLYIIAX ¢ ¢ o o s s v oo oo nonoeeeennnsns 184
T 30N 11 1N 185
CTOHAAPTHBIE LMKITBI « ¢ ¢ o o o oo oot eesesssessnnnnnnnnnnnnnnnnnnas 186
LIMKAMYECKMI NEPEBOP CNOBAPEM « v vt vttt e v vt eeennneeennnnens 188
oY o T 190
MepemeHHble B IABAOHAXJINJAZ v vv v ittt i it i ittt it ettt ieennnnns 192
D T =3 L1 3T 2 193
YcnoBHbIE BLIPAXEHMA BJINJAZ v vt viie e iniinieennaneeennnnaeans 193
[lepeMEHHBIE TPYMM M XOCTOB '« ¢ ¢ v v vt v v vveeennnnnnnnnnnnnnnnnnnnnns 196
[TepEeMEHHBIE TPYMMbl « oo v v v vt esnnsesennnsseenanesennnnesns 196
[TEPEMEHHBIE XOCTA vt vttt vt vt e oo oonnneeseesnnneeseennnnecsns 197
Ansible Vault . o v vt e e 198
Mopkmiouerme darnos mponmBAnsible. .o v v v it ie i iiii i, 200
Muctpykumminclude s Ansible + oo vveii it 201
Porm Ansible .« oot vn i et e 202
HanncaHne COBCTBEHHOTO MOBYIS ¢ v v v v v vt vttt et vnnneeennnneeennnnes 206
BOLL MEPBBIAMOBY b « ¢ ¢ v ettt vttt oneeeeesnnneeseennnnneeos 206
BALL BTOPOM MOBYIIb « ¢ ¢ v v v vt v e e eeonnoneeeeosnsnseseansnnnssos 208

PEBIOME vttt it i e it et ettt et 210



10 Ornasnenne

Mmasa 6. Cetesas 6ezonacHocTb ¢ Mcnonb3osarmem Python ..o ovvviiiiin 211
[OArOTOBKA NNABOPATOPHM & v vt v v v va e e v nneeeennoeeennnneeennnnes 212
PYHON SCaPY vttt ittt e e i e e e e e e 216

YCTOHOBKO SCAPY & v v v v v v vt eeeeeeeeeeeeeeeeseeeeeesssnsnnnnns 216
MHTEPOKTUBHBIE MPUMEPDI « v v v v v v s s s s oo nnnnnseeeeeeeeeeeeenns 218
3aXBAT NAKETOB C MOMOLLBIO SCAPY + v v e v v v o s sounesennasesnnnness 220
CKaHMPOBAHME TCP-MOPTOB . « ¢ v v vt v ettt tnnnnnnennnnnnnnnnnns 221
Konnekumsi NAKETOB A MPOBEPKM CBABM « 4+ s v v e o oo v s vvessossnnnnnns 225
PacCnpPOCTPAHEHHBIE OTAKM v v v vt vttt it i it iiiei et et eeeeeenns 226
Pecypchl 0 SCaPY v vt vttt i e 226
(13T 70 T Yot 571 T 227
Peanusaums cnmckos goctyna c nomowsio Ansible v oo oo vii i a i 228
Crinckn octyna no MAC-aAPECaM v v vttt i i it i eeeens 231
TTOMCK B SYSIOg + vt vttt ittt ittt ettt ettt neeneneenennenenns 233
MouncK € MOMOLLBIO MOAYIIS PETYSISIPHBIX BEIPAKEHUM o o ¢ o v v v e e v v nneeens 234
LIPYTHE MHCTPYMEHTBI ¢ ¢ v v v vt vttt et st s nnnnnnnnnaaeeeeeeeeeeeeens 236
MpuBatHble VLIAN . o ottt it ittt i ittt i naa e 236
8 Yo 237
JlONOMHUTENBHBIA MATEPHAI v v v v ot vsvvveesoonsnneeeoonsnosseesans 238
PEBIOME i i e i i i it i e e 239

Maea 7. CeTeBoi MOHMTOPMHT C Mcnonb3oBaHueM Python:vacts 1 ... oo v u e 240
[OArOTOBKA NNABOPATOPHM & v vt v v vve e e nnneeeennoeeennneeeennnees 241
IS D11 P 242

[lOBMOTOBKA « v v vttt ettt iiiiieiiaaiaeeeeaeaeeeeeeeenns 244
PYSNMP & it e i e e 246
Python a0 BU3YQNMBALMU BOHHBIX « et v oot vv v e eenesenesnoeenesensss 251
Matplotlib « oottt i et e 252
T P 259
PaBotacCactiBPython v v vvtvii ittt it ettt i it iie e 264
YCTOHOBKO « v v vt ettt eeeeieenneeeeeeeeeeeeeeeeeesnannnnnnnnns 265
CueHapwit Ha Python B kQuecTBe MCTOYHMKA AOHHBIX « ¢ o v o o o v v s e v e s nassns 267
o T 269

Mmasa 8. CeteBoit MOHUTOPHHT ¢ Ucnonb3osaHuem Python:wactb 2 . ..o v v vn e 270

L= 1P 271

[OLArOTOBKA NIABOPATOPUM « v v v vt vt een s eenesnsennssenesnnennns 272



Ornasnenue n

YCTOHOBKO v v et ettt eeeeeeiaaeeeeeeeeeeeeeeeeeeasnnnnnnnnns 274
Mprmepbl pabothl  Graphviz v vv v vt i ii i iii ittt i e ennns 274
Mpumepst ¢ Graphvizu Python. oo oo 277
Cospanue rpada 6amxanwmx cocegeit ¢ nomowsio LIDP oo veeiiiat 278
[1OTOKOBBIA MOHUTOPUHT & v v v o o oo s s s vssooonnsnssossssssssesssnnnns 287
Pasbop NetFlow c nomowpto Python v oo v v v ie i i e iii i e i e ae 288
MoHUTOPHHT TPADHUKA C MOMOLLBIO NOP « v v v v v v et e et eeas e eennennns 293
Pacwmpenme ntop c nomowpio Python v v v v v v et i e i it et 296
P 300
PesloMe it i i i i i i i e 304
Mmasa 9. CozpaHue ceterbix Be6-cepaucos ¢ nomolpio Python. ..o oo ovivn ot 305
CpaeHetne Beb-ppeitmeopkos ans Python v oo vvvv v ii ittt 307
Flask 1 NOArOTOBKQ NOBOPATOPMM vt v v et ve v v et e nesenssnosenesnnsss 309
Beenermne B dppeimBopk Flask « v vvvvveiii it i i i e 310
KnmeHT HTTPiE v vt ittt ittt ittt ittt e e ieeeens 312
Mapuwpymsauna URL oo oottt it i it i i e 313
URL-MEPEMEHHBIE + v v vt v ittt nneeeeennnnsesoonnnnnnsos 314
TeHepauMa URL . v v v vt ittt ittt it i e eeeeeeens 316
BosspalueHre pesynbTaTa ¢ NOMOLLBIO [SONIfY + v vv v v ev e nennenennens 317
APl A5l CETEBBIX PECYPCOB « v v v v v v v v e v e vonnonnsoseeeeeeeeeeessssss 318
Flask-SQLAIChemy « v oottt ittt ittt ittt e innenaeenns 318
AP| onisi paBOThl C COBEPKUMBIM CETH v v v e v v vve v ennneeennneesens 320
APl anst paBOTbI C YCTPOMCTBAMM '+ v v v v v v v s e ennnenaosnnonnnennns 323
AP| ons paboThl C OTAENLHBIMK YCTPOMCTBAMM + v v s e e v v v v e e e ennnnessns 325
JMHOMMYECKME CETEBBIE OMEPALIMM « o v s v v v e s oo onnnossssssssnssssssns 326
ACHHXPOHHBIE OMEPALIMM ¢ + v v v s e v e s anessennsssennnsessnansssns 328
AYTEHTUPHKALMA U OBTOPHUBALM « + v o o e v v oo eennnsoennnseeennnseens 331
BuinonteHme Flask B KOHTEMHEPAX + v vt v v v v i tnnernneonesenennnsss 333
PEBIOME v i i i e e ittt e e 337
Masa 10. O6naytbie ceTeBble TEXHOMOTMM AWS L .o v ittt iii i it ennnnn 338
Moarotoeka K paBote CAWS Lottt ittt it ittt iiiie e 339
AWS CLIMPython SDK « vttt i ettt ittt ittt it aeeenenn 340
OB30p CeTM AWS ittt ittt ettt et e 344
BUPTYQNbHOE YOCTHOE OBMAKO « v v v v et e e vae e teenneesennneeeennnees 351

TaBAULBI U LENM MOPLUPYTUBALMM « ¢ ¢ v v vt evnneesennneesnnneesens 355



12 Ornasnenne

AgsTtomaTtnsaums ¢ ucnonssoeanmem CloudFormation. oo vvvve v v, 357
lpynnbl 6€30MACHOCTH M CIMCKM JOCTYNA K CETU « v v e e v v v v eeennneenns 361
T el 1P 363
NAT-LUIOBB 4 vt vttt ettt ettt nnnnnnnseeeeeeeeeeeeeeessssssss 364
Direct Connect M VPN . o oottt i i i i i i i i ieeaaaaas 366
VPN-LIO3Bl « v vt ettt ettt e neaneennnanesennasesennnnnnns 366
Direct CONNECE v v v v vttt e ettt eeeeeeenns 367
CepBHUCHI AN1S MACLUTABUPOBAHMUS CETEM & v o v v v vt eennneesenneeeennns 368
Elastic Load Balancing v v v v viiie it iini i iiiiiiniiinenananns 369
CepercRoute 53 DNS Lot i i i ittt 370
Hocraeka cogepxumoro ¢ ucnonsszosanmem CloudFront oo vvvev vt 370
Hpyrue cetesble cepBucbl OTAWS Lottt ittt it ittt i e 371
PEBIOME i i i e it i ittt e e 371
Maea 11. O6nauHbie CETEBbIE TEXHOMOTMM AZUIE . v o o v v v v et e e e aeeeennnens 373
CpasHeHue ceTeBbix cepBrcoB B Azure MAWS Lottt ittt 374
MOArOTOBKA K PABOTE CAZUIE « ¢ v v v vttt evet et enneeeennnneeennnees 375
AnmuunctprpoBarne Azure M APl Lo v i it 378
CyBbeKTbI-CTYXObI BAZUME v v vt vvie e it nnneeeennneesenneeeennns 381
CpagHenue Python uPowerShell . ..ottt i, 383
Mo6anbHAA MHAPACTPYKTYPA AZUME vttt it e ettt iei et ieniaeeeennnens 384
BUPTYQnbHBIE CETU AZUIE v vttt ittt it ittt iiiie e iennneeennnnns 386
L OCTY M K MHTEPHETY vttt ittt ittt iineeeenannennnnnnenns 389
CoO3A0aHME CETEBBIX PECYPCOB « v v vt v v v vvenennnnnnnnnnnnnannnsesas 392
KoHeuHble Toukm cepBucoB At VNet. v oo v i i ittt ittt ittt ittt 394
VNE-MUPUHE v v v vttt ittt ittt ittt ettt eeeeeeeeeeeennnnnnns 395
MapLwpyTH3aumst B BUPTYQIBHBIX CETAX « e ¢ o o o o oo oo oo v eeossnnnnnnnnnns 397
CeTeBble rpynMbl GE30MACHOCTU « v v v v et v v v v et eesnneesennneeenennns 402
AzZUrE VPN L ettt i i e 405
Azure ExpressRoute « v vv v ittt i i e e e 408
CeteBble HANAHCUPOBLUMKU HOMPY3KU B AZUIE « v v v v v vt vvve oo ennneeenennns 409
Lpyrve CeTeBbIe CEPBUCHI AZUTE v v vttt ittt it iiieiaeeeeeeeeeeeeeeens 411
PEBIOME it i i i e i i i et i i e i e e 411
Masa 12. AHanus ceTeBbix paHHbIX ¢ nomouwpio Elastic Stack . .....oovviiiutt. 412
Yro takoe Elastic Stack . v oo oo v i i 413

ToOMONOTUA NABOPATOPHM « v v oo v vt v i e s aennnenanenassnnesnnennnss 415



Ornasnenue 13

Elastic Stack KaK yeayra v v v et n ittt ittt it i it 420
[TEPBbIA MOMHBIM MIPUMEP « ¢ ¢t vttt vt v eeseeenennnnnnnnnnnnnnnnnnnas 421
Elasticsearch v knment Ha ssbike Python v vve i iiii it iii i, 425
Mpuvem panHbix ¢ nomowpsio Logstash « oo v v v v e i i e it 427
Mpuem paHHbIX € ncnonb3oBaHnem Beats oo v v it i it i i i 430
Mowck ¢ nomowwsio Elasticsearch «vvvvvvniv ittt it 435
Busyanusaums aamnbix ¢ ucnonbsosanmem Kibana oo vvoviiiiiiiiii L 440
PEBIOME i i i i i ittt e 445
MaBa 13. PABOTA CGit v v v vttt ittt ittt ittt enennaennnes 446
Git M pa3Hble ACNEKTH YNIPOBIEHMS KOHTEHTOM '« ¢ ¢ o ¢ o o oo v v v v v v nnnnnnns 447
BBEIEHNE B Gt v vttt it ieeeteeeeeeeoeaeeeesenenencnasesenennns 448
MperMyecTBA Git e v v vttt ittt it ittt i eeeeeeenn 449
TEPMUHONMOTUA Gt v v vt vt i i et ettt ee ettt eeeeeeeeeeesnnnnnnnns 450
GitMGitHub « vt e e 451
MoAroTOBKA Git K PABOTE + v v v vttt v ettt enneeeeenneeeennneeeennnnes 451
L1 T 2T £ 452
MprMepbl PABOTEI C Git v vt i ittt it i it it enaeenaennnennnns 454
BeTBU B Gt vt vii ittt i i i it i it i e 458
Mpumep pabotbl c GitHUb « v v v v vttt et ettt e i e e 460

L Y 11T P 467
LT 11T 467
PyGitHUub . o o et e e 468
ABTOMATM3ALMS PE3EPBHOMO KOMMPOBAHMS KOHPUIYPALMOHHBIX PAMNOB & v v v o v & 470
CosmecTHas paboTa ¢ UCNonb30BAHMEM Git v v v ve et ii it iiin e e 472
o T 473
Mmasa 14. HenpepbieHas nHterpaums ¢ nomowpio Jenkins . oo oo oo v v vvn v 474
TPOAMULMOHHbIMA NPOLLECC YNPABIEHNS UBMEHEHUAMM e « v v v o o o v s v v oeooonnnns 475
BeeneHvEe B HEMPEPLIBHYIO MHTEMPALMIO « v v v v v v v v v v v nnnnnnnnnnnnnaaas 477
YeTaHOBKAJENKINS v vttt i i e e 478
Mprmep cJenking vttt ittt ittt ittt ittt ii i innenen 481
Mepeoe saganmre pns cueHapus Ha Python. o oo v e v i e i it i iine e, 481
MnarmHbI Jenkins v v v e vt ittt ittt i e e 487
MNprmep HeNpepbIBHOM MHTENPALMM B KOHTEKCTE CETEBBIX TEXHOMOTUM « « « « « « . 489

JenkinsPython. oo it e 496



14 Ornasnenne

HenpepbiBHas MHTErPALYS B KOHTEKCTE AAMMHUCTPUPOBAHUS CETM . o v v v v v v o o 497
PEaIOME i i i i e et it e e e 498
TnaBa 15. TDD Biisl COTEM . v v v v vttt ettt eteoeeeeseseseoeosesenencnnes 499
O630p pa3pabOTKM HEPE3 TECTUPOBAHME v v v v v v e v s ennoenncnnsennsens 500
PO3HBIE BABBI TECTOB v v v vt v vttt e e easennnnasennanesnnnnnenns 501
TOMOMOMMA KAK KO « « ¢ o ¢ e o e o e oo aeosesencncncssesenensnssesennnsas 502
Momynb UNIESE + v v vttt ettt ettt ettt it e 507
Ewe o TecTmpoBaHmm BPYthon « oot i it i it ittt e i 510
[TPUMEPBI CPYIESt s v v v v ettt e et tinneeeeeononeeseonnnnnnsos 511
HaMMCOHME TECTOB AN CETEM + v vt vttt i et i et naseennnneennnnnas 513
TeCTMPOBAHME LOCTYMHOCTM « v s v v v v v e s eennnosenanessonnnenens 514
TeCTUPOBAHME 30EPKEK CETU « v v v v vttt eeeeeseeeennnnnnnnnnns 515
TeCTUPOBAHNE BE30MACHOCTM e & v ¢ v v v v v s e nnacesennsessnnneennns 516
TeCTUPOBAHME TPAHIAKLMM « ¢ v s s v v v oo o onnnoesesosssnosssesnnnnns 517
TeCTUPOBAHME CETEBOM KOHPUIYPALIMM « ¢ ¢ e o oo v v v v vvvennnnnnnnnnnns 517
Tectuposanue cueHapres Ansible « v oo vi it it e 518
Muterpaums pytestclenkins oo vt i iii ittt i i e 519
Muterpauma cJenking oo v et ii it i iintiinienerenernncennnanns 519
PYATS U GENIE vt ttiiiiiiiiiiiteettiieeeeeeeeeeeeessnnnnnnnnns 524

PEBIOME vttt it i e e e et e et 527



Moeii acene Toicoanne u demam Muxaenun u Icmu.

Moum podumensim, Komopule 3axcenu 80 MHe CMPACMb MHOZO Jlem HA3ao.



[peamcnosue

MHuorne nymaior (Man KTO-TO Tak UM CKa3al), YTO U3ydeHHe TPOrpaMMUPOBaHNS
u s3bika Python moiiger um Ha mosb3y. « HaBbIKH IpOrpaMMUPOBAaHU [OJIb3YIOTCS
CIIPOCOM, TIO9TOMY BbI JIOJIKHBI CTAaTh MPOrPAMMUCTOM». DTO HEIJIOXOU COBET.
Ho Jtydiiie 0TBETUTH Ha BOIIPOC: KAk, UMEsT ONIPEIE/IEHHBIN OIIBIT B KAKOI-TO 00J1aCTH,
oTiepe/INTh CBOMX KOJIJIET 32 CYET aBTOMATU3AIMN W PACITUPEHUST CBOUX YMEHWH
C IIOMOIIbIO HaBbIKOB padpaborku [10? ViMeHHO 9Ta 1[eJib CTABUTCS B IaHHON KHITE.
Boi Gyzere sHakoMuThest ¢ Python B KOHTEKCTe HACTPOMKH, aMITHUCTPUPOBAHUST
1 MOHUTOPUHTA CETH.

Ecmm Bam Ha/10€J10 TTOCTOAHHO 3aXOAUTh Ha CBOU CEPBEPDI U BBOAUTDL Ky4y KOMaH/I
I HaCTpOfIKH CETH; €CJIN Bbl XOTHUTE OBITh YBEPEHHBIMU B HAIEKHOCTU 1 BOCITPO-
N3BOJIUMOCTH HACTPOEK cBOein CETH; €CJIN XOTUTE B peaJibHOM BpEMEHU CJICAUTD 3a
BCEM IIPOUCXOJAIINM B Heﬁ, TO PythOIl — 9TO TO, 4YTO BaM HY’KHO.

Bl yike, HaBepHOE, IPUIILIU K TOMY, YTO BaM HEOOXOIMMO OBJIA/IETh HABBIKAMU ITPO-
TPaMMHUPOBAHN, KOTOPbIe MOKHO TTPUMEHUTH JIJIsT YIIPABJIEHUS ceTsiMU. B KoHIe
KOHI[OB, TAKHE TEPMUHBI, KaK 1poZpammHo-onpedensiemvie cemu (Software-Defined
Networking, SDN), B ioCJieiHIE HECKOJIBKO JIET Y Beex Ha cayxy. Ho nouemy Python?
Mosket 6bITE, JyuIe BoryanTh JavaScript, Go uin kakoit-to apyroit s36ik? Bos-
MOJKHO, CTOUT cjiesiaTh yrop Ha Bash u ocBouts pazpaboTky ciieHapues Ha s3bIKe
KOMaHIHOH 06009KH?

Ecrp aBe IpuuuHbl, 110 KOTOPHIM Python oT/IMYHO NOAX0IMT /17151 CETEBBIX TEXHOJIOTHIA.

Bo-11epBbIX, Ha cTpaHMIAX 9TOW KHUTU JPUK IOKaxKeT, uTo A1 Python Hanucano
MHOKeCTBO 6MOIMoTEeK (MHOIIA MX HA3bIBAIOT TAKETaMU ), [IPeHA3HAYEHHbIX CIIeIIH-
aJTbHO J7Tst paboThI ¢ ceThio. ITpocToil monck Ha https://pypi.org o cioBy network naer
6osiee 500 pasyHbIX OMOJMOTEK /I aBTOMATHU3AMK U MOHUTOpUHTa ceTr. C 110-
MOIIBIO TakuX 6ubmorek, Kak Ansible, BbI cMozkeTe co31aBaTh CJI0KHbBIE CeTEBbIE
1 cepBepHbIE KOHMUTYPAIINHU IeKJIapAaTUBHBIM CIIOCOOOM, UCTIOIB3YsI TPOCThIE KOH-
uryparmonnbie haitibl.
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Hcnonbsys Pexpect nian Paramiko, Bbl cMosKeTe yIIpaB/IsTh yCTapeBIIUMU yaleH-
HBIMU CHCTeMaMu, Kak eciii Obl y HuxX 61 cBoil APT nogepskku ciienapues. Ecim
y HACTPauBaeMOro BaMy yCTpoiicTBa ecTh cBoil API, To s paboThl ¢ HUM, CKOpee
BCETrO, yKe CylecTByeT crenuanbias 6ubanoreka na Python. IToatomy manubIit
SI3BIK, HECOMHEHHO, TIOJIXOTUT JIJIST TAKUX 33/1a4.

Bo-Bropsix, Python sanumMaer 0coboe MeCTO Cpeint SI3bIKOB TPOrPAMMUPOBAHMSL.
41 Ha3BIBAIO €TO A3bIKOM NOJIHO20 CNEKMPA T OTIPEEISAI0 9TOT TEPMUH TaK: OYeHb ITPO-
cToi B ocBoeHnM $3bIK (print("hello world") — Kak BaM?) U OU€Hb MOIIHAS TEX-
HOJIOTH, JIesKalllasd B OCHOBE HEBEPOATHBIX IPOrPAMMHBIX KOMILJIIEKCOB, TAKUX KaK
youtube.com.

Ito pezikoe siBenne. CymecTBYIOT XOPOIITHE SI3bIKU JIJIST HAUWHAOIINX, TIO3BOJISTIONINE
6bICcTPO HauaTh nporpammuposaTh. Cpasy Becnomunaercs Visual Basic, a Takxke
MATLAB u npyrue kommepueckue s13biku. Ho y HUX orpannueHnHble BO3MOKHOCTH
npuMenenus. Moskere i Bbl cebe npeacrasuth Linux, Firefox wiu Bujeonrpsl, Ha-
nucanubie Ha J1060M 13 HuX? KoHedHo e Her.

Ha npyrom KoHIle criekTpa HaXO/sITCSI OUeHb MOIIHBIEe s13b1kH, Takne kak C++, NET,
Javau muorue apyrue. C++ mucrnosib3yercs [J1s1 CO3/IaHNsT HEKOTOPBIX MOJLYJIei si/ipa
Linux u KpymHBIX TIPOrPAMMHBIX MTPOEKTOB, TaknX Kak Firefox. OHAKO 3T SA3bIKU
He JiIs1 HOBUYKOB. YTOOBI HAYaTh IHUCATh KO, BaM TIPHIETCS pa3o0dpaTbes B yKasa-
TEeJISTX, KOMITUIISTOPAX, KOMITOHOBIIMKAX, 3aTOJIOBOYHBIX (haiisiax, Kiraccax, Moaudu-
katopax gocrymna (public/private) u . 1.

Python coBmernaer B cebe sryutiee u3 aTux AByX MUpoB. C 0HOIT CTOPOHBI, Ha HEM
OYeHb JIETKO HAIIUCATD YTO-TO [OJIE3HOE, YIOKUBIIUCH B HECKOJIBKO CTPOYEK KO
U UCTIOJIb30BAB MPOCThIE KOHIIEMIIH TporpaMMupoBanst. C 1pyroit — ero Bee yarie
IPUMEHSIIOT B BeCbMa 3HAYUTEeIbHBIX IpoekTax: YouTube, Instagram, Reddit u 1. z1.
Kommnanus Microsoft peanusosana na Python unmepgeiic komanonoii cmpoxu
(Command Line Interface, CLI) qust Azure (XoTs 17ist pabOThI ¢ HUM He HYKHO 3HATh
WM ucnosib3osath Python).

Wrak, OABITOKIM. Y MeEHIE TIPOrPaMMUPOBATh — 3TO CYMEPCUIIA, CTOCOOHAST BbI-
BECTH Ballll MHKEHEepPHble HABBIKM Ha HOBbI ypoBeHb. Python — oauH us cambix
GBICTPOPA3BUBAOIIUXCS 1 MOIYJISIPHBIX SI3BIKOB IPOrPaMMUPOBaHust B Mupe. Kpome
Toro, ;uist Python umMeercst MHOKECTBO BHICOKOKAUECTBEHHBIX CETEBBIX OHOINOTEK.
Kuura «Python 1151 ceTeBbIX HHKEHEPOB» OCBEILIAET BCE BhILIEIIEPEUNCAEHHOE 1 13-
MEHUT Ballle pejicTaBieHre 0 pabote ¢ ceTssMu. B 1oOpbrii myTh!

Maiixn Kenneou, ocnosamenv nookacma Talk Python,
Hopmuend, wmam Opezon, CIITA
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B 2014 rony #a kordepentmn Cisco Live s mposes iepsbiii cemunap Coding 101 mo
Python u REST API aia cereBbix uzkenepos B DevNet Zone. B momernennu 6b110
MIOJIHO U3BECTHBIX CETEBBIX MHIKEHEPOB U aDXUTEKTOPOB, MHOTHE U3 KOTOPBIX B 3TOT
JIleHb ciesrasu cBoi iepBbiit API-Bbi30B. ITociie 9TOro MHE MOCYacT/IMBUIOCH PaboTaTh
C CEeTEBBIMU MHKEHEPAMHU CO BCETO MUPa, KOTOPbIE PEIIU/IN J0OABUTD B YHCJIO CBOUX
HABBIKOB [IPOrPaMMHUPOBaHUE.

Ot el HHGOPMAITMOHHBIX TEXHOJIOTUN 1 aIMUHUCTPUPOBAHUS HAUMHAIOT MEHSITh-
cs1. 51 cumraio, 9to B Gyyiiem ceTeBble HHKeHeps! u paspaborunku 110 GyayT 00b-
eIMHATHCS B eIUHBIE KOMAH/IbI. /1 pa3BepThIBAHUS COBPEMEHHBIX TIPHIOKEHII
HEOOXOIUMBI MacIITabUpyeMble, CIOKHBIE U Oe30macHbie cetu. M aToObl cesnaTh
yTIPaBJIEHNE 9TUMU CETSIMU BOCTIPOU3BOIUMBIM, HAJIEKHBIM 1 THHAMUUHBIM, TPEOY-
eTCsT aBTOMATH3ATIHS.

CereBble HHKEHEPBI IMEIOT OOJIBIIIOH OITBIT PEIlleHNUsT BCEBO3MOKHBIX IIpobJieM. Ecim
B X HAOOP WHCTPYMEHTOB yIpaBjaeHus cetsimu 1o6asuth Python, aBromarusarniio
u ymenue paborars ¢ API, To mosyuntest morpsicaoniast kombunarst. C IoMoIbio
TUX JIOMOJHUTEIbHBIX TEXHOJIOTUI WHKEHEPBI CMOTYT TI0-HOBOMY MOIXOIUTD
K PEIIEHNI0 UMEIOTITIXCsT TPo0IeM 1 GPAaThCsT 32 HEMBICTUMbIE paHee 3aadui. JTa
KHMTa — LEHHBII pecypc Kak /ISl CeTeBbIX MHKEHEPOB, KOTOPbIE XOTAT OCBOUTD [1PO-
rpaMMUPOBAHUE, TAK U [JIs1 pa3paboTunkos [10, jKenaomux BOCIOAb30BATHCS TIPE-
UMYIIECTBAMU HOBOI TPOrpaMMUPyeMOit HH(GPACTPYKTYPBL.

Wmskenepst yacto Mens cripamuBaioT: «C yero Hayath?» Moii coBeT: HaunHalTe ¢ 1po-
croro. Beibepure «usBednbie» IpobIeMbl, ¢ KOTOPBIME CTAIKUBAETCS Ballla KOMAH/a,
U TIOTTBITANTECh ABTOMATH3UPOBATD IMATHOCTUKY U ¢60p MH(MOPMAIINU. 3aTEM MOTPO-
GyiiTe aBTOMATU3UPOBATh Mepeiady cOOPaHHOTO B CHCTEMY TUKETOB HJIH B TIPUIIOKE-
HITe MOHUTOpHHTA. BCKope y Bac HauHeT BBIPUCOBBIBAaThC pabounii mporiece. Takoe
TOCTETIEHHOE BHEIPEHVIE HOBOBBEIEHN T TIOMOJKET YKPETIUTH IOBEPUE K AaBTOMATH3AITNN
B KOMaH/I€ U TIO3BOJIUT €€ YJieHaM OCBOUTHCSI C HOBBIMU UHCTPYMEHTAMU.

CHavajia cocpefoTOubTeCh Ha IIPHOOpeTeHny 6a30BbIX HABBIKOB IIPOrPAMMUPOBAHNS,
KOTOpbIE IPUTOJATCS BaM B JIIOOOM IIPOEKTE, BKJII0Yas IporpaMMuposatue Ha Python
u REST API. Takske ynennte BHUMaHUe TakuM HHCTpyMeHTaM, kKak Git u GitHub,
KOTOPbIE IIOMOTYT BaM yTIPABJISITh CBOUM UCXOJIHBIM KOJIOM U OPraHU30BaTh COBMECT-
HyI0 paboTy. Yieaure BpeMst MOArOTOBKe cpe/ibl pazpabotku. [Tompodyiite pasHbie
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PEaKTOPHI [T HAITMCAHNUS KO/Ia U MHCTPYMEHTHI 11T uccaenoBanus AP, takue xax
Postman u curl. Msyuute npuemsr o6padorku JSON u XML. Haunute uccienosaThb
METOIOJIOTHH Pa3pabOTKH MPOTPAMMHOTO 0OECTIEUeHHST, TAKIE KaK paspabomii uepes
mecmuposanue (Test-Driven Development, TDD) u octoBHbie nputtmisl DevOps!.

ITa KHUTA OTJIUYIHO MOIOUAET JIJIst TPUOOPETEHMS 3TUX HABBIKOB U TIOMOKET BaM
U3YYUTH BCE ITH TEMbI B KOHTEKCTE PaboThI ¢ ceThio. OHa HAUMHAETCS € UCTIOIB30-
Banus Python /st mpocThix B3aUMOIEHCTBII € CETEBBIMU YCTPOUCTBAMHU TIOCPE/I-
crBom CLI u API, a 3arem nepexoauT K (hpeiMBOPKY aBTOMATU3AIMK 00IIero Ha-
3HAYEHUs] — U BCE 3TO C TOUKU 3PEHUsI CeTeBBbIX MHKeHepoB. [lonmyTHo Dpuk
JEMOHCTPUPYET MpUMepbI Koga Ha Python st obecniedennst ceTeBoii 6e30macHoOCTH,
MOHHUTOPHHTA U TIocTpoeHust cBoero API ¢ momorpio ¢hpeiimBopka Flask. 3nakomur
¢ 06JIAYHBIMY CETEBBIMY TEXHOJIOTHIMU Ha ripumepe AWS u Azure u obimenpuns-
ThiME HCTpYMeHTaMu DevOps, Takumu kak Git, Jenkins u TDD. B cBoux o0bsic-
HEHUSIX JPUK UCIIOJIb3YET MPArMATUIHDIN MTOX0/I, OCHOBAHHBIN HA MPAKTUIECKOM
ombITe. DTO MOMOKET BaM BHEIPUTH U3YUEHHbBIE KOHIENIMU B CBOIO PaboTy.

DevOps u ob61auHbie TEXHOJIOTHE TPAHCHOPMUPYIOT HAly WHAYCTpuio. KoMaHsl,
3aHUMAIOTIIECsT 00CTyKIUBaHEM ceTell, pazpaboTkoii 1O n aMUHUCTPUPOBAHIEM,
HAYMHAIOT TI0-HOBOMY B3aMMO/IeHICTBOBATH, Pa3/IeJIsIsl OTBETCTBEHHOCTD 32 IOCTILKE-
Hue o0mux 6usHec-11esell. CeTeBble MHKEHEPDI C HABBIKAMU MTPOTPAMMUPOBAHUS
MIOMOTYT OIIPeeJIUTH X0/ ATOI TpaHChOPMAIIHH.

Haiizure cebe kakoii-HUOY b TIPOEKT U HAYHKUTE OTTAYMBAThH TH HABBIKU B €I'0 KOH-
Tekcre. Boibepure Kakoe-To IpocToe AeiCTBIE, KOTOPOe BaM Obl XOTEJIOCh HAIEKHO
BOCIIPOU3BOJANTD, 1 IIONBITAUTECH €TO aBTOMATU3UPOBATD. Haunure ntucato KO/J
¢ caMoTo Havasia — U jieJiaiite 910 novarie. Haiigure nin opranusyiite cebe pabouee
MECTO JI/IST 9KCIIEPUMEHTOB. YeM Gouibiie Bbl OyieTe 9KCIepUMEHTHPOBATD, TEM Obl-
crpee noiijier obydyeHue.

VHHOBAIMK, KOTOPbIE CTAHYT PE3YJIBTATOM COBMECTHOI PAOOThI CETEBBIX HHKEHEPOB
1 pa3paboTUNKOB B OJIMIKAIIINE TISITh JIeT, GY/IYT PEBOJIOIMOHHBIMU.

Creaiite mepBbie Iaru HaBcTpeuy Oy/IyleMy U He 3a0yIbTe OTIIPA3IHOBATD [EPBbIil
YCTENTHBIN 0TBeT 200 OK cBoero API.

Y naunoro nporpammupoBaHus!

Mbsnou Yatinu,
cmapwuil dupexmop no nodoepicke paspabomuuxos, Cisco DevNet

! DevOps — unTerpaiiyst pazpaboTku u akcrryararnui. Dopma opraHusaiu Tpya, rIIaBHoN

ETBI0 KOTOPOI ABJIAETCS HATAKUBAHNE COTPYAHUUYECTBA CIyKObl akciryaTannu (Ops)
u KoMaH ibl paszpaborunkos (Dev). — IIpumeu. peo.



O6 aeTtope

Ipuk Yoy — IT-TexHos0r ¢ 60Iee ueM ABaIaTHIETHUM OTIBITOM. VIMeJ 1610 ¢ KpyTI-
HEHITMMU CeTSIMU B UHYCTPpUH, paboTtast B Amazon, Azure v IPyruxX KOMIAHUAX U3
crimcka Fortune 500. 9puk cTpacTHO yBIEKAETCST aBTOMATU3AINEN CETEH U SI3BIKOM
Python 1 momoraeT opranusanusiM B cosiann 9 GeKTHBHBIX MEXaHU3MOB Ge30T1ac-
HOCTH.

OH Taxske coasrop kuuru Distributed Denial of Service (DDoS): Practical Detection
and Defense (O'Reilly Media).

Ente na cuery dpuka nBa amepukanckux narenrta B cepe [P-resepornu. Croum
rIyGOKUM UHTEPECOM K TEXHOJIOTHSIM OH JIEJIUTCS B KHUTAX, JIEKIUAX U OJI0TE, 8 TaK-
JKe yUaCTBYET B HEKOTOPBIX TOMYJISIPHBIX TIPOEKTAX C OTKPBITHIM KOZIOM Ha SI3bIKE
Python.

$1 GBI XOTE TT06Iar0AAPUTH YIEHOB COOOIIECTBA U Pa3pabOTIMKOB OTKPhI-
toro ITO, ceresbix apxutekTyp u Python, KoTopble meapo gensres CBouMM
3HAHUSIMU U KOZIOM. be3 HMX MHOTHe TIPOEeKThI, yTOMUHAEeMble B 3TON
KHHTe, HUKOrAa Obl He yBuAean cBeT. Hazeloch, s Toske BHEC CBOI CKPOM-
HBIN BKJIA/.

Birarogapto komany usznarenabersa Packt: Tymrapa, Toma, Mana, Asekca,
JI;KOHa ¥ MHOTHX IPYTHX 32 BO3MOKHOCTH COBMECTHOI PabOThI HAJl TPETHUM
usganueM s10ii kauru. Ocobas GiaarogapHocts Pukapay Képxke sa coria-
cue BBIYNTATh MOM TEKCT.

Cnacu6o Bam, Manau u Maiiki1, 4To Halmcanu NpeaucJ0BUe K 9TOI KHu-
re. MHe CT0KHO BBIPA3UTh CJTOBAMU, HACKOIBKO S BaM TIpu3HaTeieH. Bl
MOJIO/IIbI!

Monm POAUTEIIAM 1 MO€H ceMbe: Ballli TTOCTOSTHHBIE IO AEPKKa U 060-
ApeHune caesiajin Mets TeM, KTO 5 €CTb. 1 Bac mm06.110.



O HayyHOM pepakTope

Puxapn Képke paboraer koHcysbranToM 110 Net DevOps B kommanuu SDNit B rpy1i-
TI€ OMBITHBIX TEXHUYECKUX CIIEIUATICTOB, TIPOSBISAIONTMX IIyOOKUI MHTEPEC U BHU-
MaHUe K MePCIEeKTUBHBIM CETEBBIM TEXHOJOTHSIM.

ITporpaMMucT-caMoOy4Ka, KOTOPOro B 0CHOBHOM mHTepecyer Python. B uncio ero
eKeIHEBHBIX 00SI3aHHOCTEH BXOAUT YIIPABJIEHHE CETEBBIMU YCTPOUCTBAMU C TOMOIIIBIO
TaKWX CPEICTB OpKecTparnuy, kak Ansible.

OH Taxske O6bLT HayuYHBIM pepaktopoM KHUTH Mapka I'. Cobenst A Practical Guide to
Linux Commands, Editors and Shell Programming. Third Edition.



Bctynnenue

Kaxk Hartucan Yapons Jlukkenc B «IToBecTH 0 IBYX rOpoax», <370 ObLIO JIydlliee H30
BCEX BPEMEH, 9TO OBITIO Xy/IIITee N30 BCEX BPEMEH; 9TO ObIIT BEK MYAPOCTH, 9TO OBLT
BEK IJIYIIOCTU». JTU HA MEPBbIIl B3IJISI IIPOTUBOPEYNBBIE CIOBA U/I€ATBHO OMUCHI-
BAIOT Xa0C W HACTPOEHIsI, TIApsIIIye BO BpeMeHa mepeMeH 1 mpeobpasoBanuii. Mbr,
HECOMHEHHO, UCITBITbIBAEM HEYTO HOlIO6HO€ B CBA3W CO CTPEMUTEJIbHBIMI N3MEHE-
HUSIMU, TPOUCXOJANIUMU B 06J1aCTH ceTeBBIX TexHosoruil. [To Mepe Toro kak pas-
paborka ITO Bce riry0ske MPOHUKAET BO BCE ACTIEKTHI CETEM, TPAAUIIMOHHBIN HHTEP(Eiic
KOMaHZ.IHOfI CTPOKHM M BEPTUKAJbHO MHTEIPUPOBAHHBIC CETEBbIC METOAMNKN TI€pecTa-
10T GBITH ONITUMATBHBIME CIIOCOOAMHU YITPABIEHUST COBPeMEHHBIMU ceTsiMu. C TOUKK
3pEHT CETEBBIX NHKEHEPOB, MI3MEHEHNST, KOTOPbIE MbI HAOJIIOIAEM, BOJTHYIOTIN: OHH
OTKPBIBAIOT HOBBIE BO3MOKHOCTH, HO B TO JK€ BPEMST CO3/IAI0T TPYIHOCTH, 0COOEHHO
VIS T€X, KOMY MIPUXOAUTCS GBICTPO afaliTUPOBATHCS, YTOOBI TIOCHEBATH 32 HOBIIIE-
CTBaMU. JTa KHUTA HATIMCAHA C TIEJTHIO 0OJIETYNTH MEPEXO]T IJIST CETEBBIX CIEIITATUCTOB
U COMIEP/KUT MPAKTHUECKOE PYKOBOJICTBO, B KOTOPOM OODBSCHSIETCS, KaK BHEIPUTD
B TPAUIIHOHHYIO 1aTHOPMY METOAMKY 13 Mupa paspaborku I10.

B xauectBe ga3blka IPOrpaMMUPOBAHUS [IJIS pellieHUs 3a/1a4 YIIPABJICHUS CETSIMU Mbl
OyzeM ucnoab30Bath Python. D10 jerkuii B u3y4eHnn BHICOKOYPOBHEBBIIL SI3bIK,
KOTOPBIIi TOMOTAET CETEBBIM MHKeHepaM 3(h(PeKTUBHO PEaTM30BBIBATH X TBOPUECKIIE
CIIOCOGHOCTH ¥ TIPUMEHSITH HABBIKH PENTeHHUsT TPoGIIeM 1 06JI€TYAET WX TIOBCETHEBHYIO
pa6ory. Python cTaHOBUTCS HEOTHEMIIEMON YACTBIO MHOTHX KPYITHOMACIITAGHBIX
ceTel, ¥ ¢ TIOMONIBIO 3TON KHUTH $1 TIOTBITAIOCH TTOJIEJTUTHCS ¢ BaMU YCBOCHHBIMU
MHOIO YPOKaMHU.

C MOMeHTa BBIXOJIa IEPBOTO U BTOPOTO U3/IAHUIA 5T TIPOBEJT HHTEPECHBIE 1 COIEPKATEIb-
Hble Gece/Ibl CO MHOTHME MOUMH YUTATENAMU. 1 GBI TOJBINEH YCTIEXOM 9TOH KHUTH
U CEPHE3HO OTHECCSI K TIOJTyYeHHBIM OT3bIBaM. B TPeTheM U3/[aHNH 5T TIOIBITAJICS] OXBATHTD
MHOT'0 HOBBIX OMGJIMOTEK U OOHOBIJT TIPHMEPBI, UCTIOIb30BAB CAMOE CBEKEE TPOrPaMM-
HOe U anmapartHoe obecriedenne. S Takske 106ABUI [BE TJIABBI, KOTOPbIE, KAK MHE Ka-
JKETCsT, OY/LyT BaXKHBI JIJIST CETEBBIX HHKEHEPOB B CETOHSIIHUX YCJIOBHSIX.

Bpemena nepeMen OTKpPBIBAIOT OTJIWYHbIE BO3MOKHOCTH JIJIsI TEXHUYECKOTO TPO-
rpecca. Konreniuu 1 ”HCTPYMEHTbI, OITUCAHHbBIE B 9TON KHUTE, OU€Hb TOMOTJIN MOEN
Kapbepe, U 5T Ha/Iet0Ch, YTO TY JKe POJIb OHU CHITPAIOT U B Balllel KU3HU.
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Komy nomonget 31a KHMra

ITa KHUTA uaeaabHo mogoiaetr UT-crmenmaamnctam n HKeHEPaM, KOTOPbIe 3aHIMa-
I0TCST A/IMUHUCTPUPOBAHUEM CETEBBIX YCTPOMCTB U XOTST PACHIMPUTD CBOU 3HAHUS
o Python u apyrux uHcrpymenrax s peienus cereBbix 1mpobiem. JKemareabao
UMeTh XOTs1 OBl 6a30BO€ IOHMMaHKE CETeBbIX TexHoMornil u Python.

Kakne Tembl 30ecb OCBELLAKOTCS

I'nasa 1. O630p npomoxonos TCP/IP u Python. Comepsxut KpaTkuii 0630p GpyHIaMeH-
TAbHBIX TEXHOJIOTHI, U3 KOTOPBIX COCTOSIT COBPEMEHHbIE MHTEPHET-KOMMYHUKAIIUH,
naunnas ¢ OSI 1 KJmeHT-cepBepHOit MOJIes TN 1 3akaHunBas ipotokogamu TCP, UDP
u IP. 31ech Mbl ToroBopuM 06 0CHOBax s3bika Python: Tumax maHubIX, omepaTopax,
UKJIax, GyHKINAIX 1 TaKeTax.

Inasa 2. Huskoyposuesoe saumodeticmsue ¢ cemesvimu ycmpoticmeamu. Ha npaktu-
YECKUX PUMePax WLTIOCTPUPYET UCIIOJIb30BaHue Python /ist BITOTHEH ST KOMAH]T
B KOHTEKCTE CETeBOro ycrpoiicta. Takke 00Cy/KIaeT TPYAHOCTH aBTOMATH3AIUN
¢ oganm b CLI-unrepdeiicom. B mpumepax ucnonbsyiores 6ubamorexku Pexpect,
Paramiko, Netmiko u Nornir.

I'nasa 3. API u IDN-cemu. O6cyskaet HOBEHIIME ceTeBble yCTPOUCTBA C TIOIEPIKKON
unmeppeiicoe npuxiadnozo npoepammuposanus (Application Programming Interface,
API) n pyTux BBICOKOYPOBHEBBIX METO/IOB B3aMMO/IEHCTBUI. 3/1ech TakKe paccMma-
TPUBAIOTCSI HHCTPYMEHTDI, TIO3BOJISIONTIE a0CTPArnpOBaTh HU3KOYPOBHEBBIE 3a/[aU 1
U COCPENOTOUUTHCS Ha OOIINX IEJISIX, KOTOPBIE CTOSIT TIEPEL CETEBBIMU HHKECHEPAMU,
O6cyskaenre u npumepsl 6yayT kacarbest Cisco NX-API, Meraki, Juniper PyEZ,
Arista Pyeapi u Vyatta VyOS.

Inasa 4. Opetimsopx asmomamusavuu 1a Python: ocroewvt Ansible. O6cysxpaet 0CHO-
Bl Ansible, otkpsiToro dpeiimBopka aBromatusaiuu Ha Python. Ansible — arto
nanbHetiee pasputne uaen API ¢ akiieHTOM Ha feKkIapaTHBHOE OMMCAaHUe 33/1a4.
B ar0ii r71aBe ONMUCHIBAIOTCS IPEUMYIIeCTBa cucTeMbl Ansible 1 ee BBICOKOYPOBHEBOIA
APXUTEKTYPBI, a TAK)KE IEMOHCTPUPYIOTCSI IIPUMEPBI UCIIOJIb30BAHUS C YCTPOICTBA-
mu Cisco, Juniper n Arista.

Iiasa 5. @peiimsopx asmomamusayuu na Python: credyrowuii yposens. TIpoposrkaer
IPEBIYILYIO IJIaBy U OXBaThiBaeT GoJiee croxkHbie acriekTsl Ansible. 3xech Mbl 110-
roBOpHM 00 YCIOBHBIX BhIPAsKEHUAX, IIMKIaX, IadpoHax, nepeMeHHbIx, Ansible Vault
1 POJISAX, @ TAK/Ke 3aTPOHEM OCHOBBI CO3/IaHKsT COOCTBEHHBIX MOy JIEH.
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Inasa 6. Cemesasi 6esonacnocmy ¢ ucnoavzosanuem Python. IlpencrasisieT HECKOIb-
KO MHCTPYMEHTOB, HAMMMCAHHBIX HA Python, KOTOpPBIE TOMOTYT BaM 3alllUTHTh BaIIly
cetb. OOCY’KIaeT UCTOIB30BaHIe Scapy st TecTupoBanus GezonacHoctr, Ansible
171t GBICTPOI peamsanuy CrmucKoB goctyma u Python s perpocrnekTusHoro ana-
JIN3a MHIIUJECHTOB B CE€TH.

I'nasa 7. Cemesoii monumopune ¢ ucnoivsosanuem Python: vacms 1. OxBaTbiBaeT
MOHHUTOPHHT CeTell ¢ MOMOIIBIO PA3TUYHBIX HHCTPYMeHTOB. COMEPKUT IIPUMEPHI
ucnonb3zoBanng SNMP u PySNMP g nonydennst uadopManum U3 yCTPOUCTB.
IleMoHcTpupyeT npuMepsl uctosb3oBanust Matplotlib u Pygal s npencrasienust
pe3yabTaToB B rpacdniecKoM Brje. B KoHIIe TOKa3aH MpUMep NCIIOIb30BaHN CIie-
Hapust Ha Python B posn ucTounmka gauHbx s Cacti.

I'nasa 8. Cemesoii monumopune ¢ ucnorvsosanuem Python: uacmv 2. OXBaTbiBaeT 10-
MOJIHUTETbHBIC MHCTPYMEHTBI MOHUTOPUHTA. BHavyasme Mbl co3iagnm rpahudeckyio
muarpammy cetu u3 LLDP-gannbix ¢ ucronbzoBanueM Graphviz. 3arem nepeiizem
K MACCUBHOMY ceTeBOMY MOHUTOpPUHTY Ha ocHoBe Netflow u gpyrux texnosoruii.
MblI IeKOIUpYeM TIOTOK MAKETOB ¢ TIOMOIIbio Python 1 ipumeHM ntop st Busya-
JI3AIMHU Pe3yJIbTaToOB. 3/1eCh BBI TAKIKe Haliiete KpaTkuii 0030p cucremsr Elasticsearch
U TIPUMEHEHWS JIJISI MOHUTOPUHTA CETH.

I'nasa 9. Cosdanue cemesvix 6e6-cepaucos ¢ nomouspio Python. 3mech Mbl IOKaKeM,
Kak co31aTh cobcTBennblit API 1151 aBTOMaTH3aMy yIIPaBAEHUS CETHIO ¢ OMOIBIO
BeO-dpeitmBopka Python Flask. IIpeumymiectsa takux API: cokpbitue geraneit
OpraHu3aly CeTH OT 3alpallnBaloIleil CTOPOHbI, 0ObeUHEHNe U HACTPOIKa orle-
panuii, a Takke obecredeHne MOBbIIIEHHON 6e301IacCHOCTH 3a CYET OTPaHUYECHUS
JIOCTYyTIA K TIO/I/IEPKUBAEMBIM OTIePAIHSIM.

Tnasa 10. O6aaunvie cemesvie mexnonozuu AWS. IlokasbiBaeT, Kak ¢ moMonpio AWS
MOJKHO CO3/IaTh (DYHKIIMOHAJIBHYIO ¥ YCTOMYNBYIO BUPTyabHYTO ceTh. OXBaThIBaeT
TEXHOJIOTUH BUPTYaIbHBIX IPUBATHEIX 00/1aK0B, Takue kak CloudFormation, Tabin-
1l Mapinpytusaiuu VPC, criucku pocryna, Elastic IP, mumosst NAT, Direct Connect
U JIpyTHE CBSI3aHHbBIE C 9TUM TEMBbI.

I'nasa 11. Obnaunwvie cemesvie mexnonozuu Azur. PacckasblBaeT 0 CETEBBIX CEPBUCAX
oT Azur 11 0 TOM, Kak B 9ToM 00JIaKe MOKHO CO3aBaTh COOCTBEHHbIE CEPBUCHL. 31€Ch
Mbl 06cyaum Azure VNet, Express Route and VPN, cereBble 6aiaHCHPOBIIUKY Ha-
rpy3ku Azure v Ipyruie CBSI3aHHbIE C ATUM TEXHOJOTHU.

I'nasa 12. Ananus cemesvix dannvix ¢ nomougpto Elastic Stack. TlokasbiBaeT, Kak wc-
nonb3oBath Elastic Stack B posm mabopa TecHO WHTETPUPOBAHHBIX HHCTPYMEHTOB
JUIST QaHAJT3a U MOHUTOPHHTA CETH. 3/1€Ch OOCYKIAETCSA MHOKECTBO TEM, OT YCTaHOB-
KU, HACTPOMKM, UMITOPTUPOBAHNUST IAHHBIX ¢ TIoMoIbio Logstash u Beats u moncka
naunbix ¢ mpumenenneM Elasticsearch o Busyanusaium ¢ ucnosssosanmem Kibana.
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I'nasa 13. Paboma ¢ Git. nmoctpupyer poab Git s opraHusainuy COBMECTHON
paboThI U YIIPABJIECHUS BEPCUSIMHU KOJIa. JIEMOHCTPUPYET MIPUMEPBI UCIOIb30BAHUSI
Git B moBce/ITHEBHOI TTPAKTUKE 3 IMUHUCTPUPOBAHUS CETEH.

I'nasa 14. Henpepovienas unmezpauus ¢ nomoupio Jenkins. PacckasbiBaeT o IIpuMeHe-
HuK Jenkins /171s1 aBTOMATHUECKOTO CO3/[aHuUsT KOHBEWEPOB OTepaliuii, KOTOPbie MOTY T
COKOHOMUTD HaIlle BPEMs U TIOBBICUTH HAIEKHOCTD.

I'nasa 15. TDD 0Oas cemeii. O6bsicHsieT, Kak ¢ moMoIbio Python-nmakeros unittest
u pytest coszaBaTh IIPOCTBIE TECTHI JJIsI MPOBEPKK Hamero Koaa. JleMorcTpupyer
[PUMEpPbI HAIIMCAHUS TECTOB, IPOBEPSIONIMX JOCTURKUMOCTD, CETEBBIE 3aEPKKH,
6e3011aCHOCTD U CETEBDIE TPAH3aKIMHU. 3/1€Ch BbI TAK/KE YBU/IUTE, KAK BHEAPUTD TECTDI
B MHCTPYMEHTDI HEIIPePbIBHON MHTErpaluy, Takue Kak Jenkins.

Kak n3Bneyb MOKCMMYM M3 ITOM KHUTU

Yro6bl MOTYYUTH MAKCHMAIBHYIO TIOJIB3Y, YTATEIIO JKEJTATCABHO UMETh GAa30BbIii
OIIBIT CETEBOTO aJIMMHUCTPUPOBaHUs 1 3HaTh Python. TyaBbl MOJKHO 4nTaTh B TIPO-
M3BOJIBHOM TOPSIZIKE, 32 UCKITI0UeHueM 4-ii n 3-it. [loMrMO OCHOBHBIX TPOTPAMMHBIX
U allapaTHBIX CPEJCTB, MPEACTABJECHHDIX B HaUale KHUTU, B KAXKIOM riaBe OyayT
OTIMCBIBATHCS JIONOJTHUTEIbHbIe HOBble MHCTPYMEHTBI.

HacrosTerbHO pekoMeH/IyeM BBITIOTHITH TIOKAa3aHHBIE 3/IeCh TPUMEPHI B CBOET 9KC-
MEPUMEHTATTLHOU CETEBOI cpejie.

3arpyska ¢bannos ¢ NPMMEpPamMm Koaa

ApxuB ¢ IpuMepaMu KoJa 13 9TOi KHUTH Takske poctyieH Ha GitHub mo aapecy
https://github.com/PacktPublishing/Mastering-Python-Networking-Third-Edition. JIo6b1e
06HOBJIeHNSE GYIyT BHOCUTBCS B 9TOT PEIO3UTOPUIA.

VY Hac ecTb U Apyrue apXuBbI ¢ KOAOM [ Hallleld 60raToil KOJUIEKIUY KHUT ¥ BIIEO-
POJIMKOB, ToCTyIHbIE 110 afipecy https://github.com/PacktPublishing/. 3arasnure Tynal

3arpy3ka NOMHOLBETHbIX MIIOCTPALMNA

Mbi taxske npepoctasisieM PDF-aiin ¢ iBeTHbIMY H300paskKeHIAMU OPUTUHAIBHBIX
CHIMKOB 9KPAHOB U MarpaMM, HCIIOJb30BAHHBIX B 3TOI KHUTE. OH [OCTYIIEH 110
azpecy https://static.packt-cdn.com/downloads/9781839214677_ColorImages.pdf.
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YcnoBHble 060O3HAYEHMS

B 2T0i1 KHUTE UCTTOMB3YETCS P COTJIANIEHUI TI0 0O(DOPMIIEHNIO TEKCTA.

MoHOWMPMHHbIM IIPH(DTOM BbIJIEJICHbI KO/l B TEKCTE, MMeHa TabJiul 6a3 JaHHbIX, I1all0K,
(haiinos, pacmupenwnii daiiyios, hukrusubie URL, BBoj osib3oBaresst u tern Twitter.
Hampumep, «B aBromaTnyecku creHepUpOBaHHON KOH(MUTYPAIIUU TaKKe OTKPHIT
JOCTYII K vty 110 poTokoJiam telnet u SSH».

baoku kona ochopmistioTest Tax:

# 3TO KOMMeHTapui
print("hello world")

Kypcusom BbIZIENAIOTCSI HOBBIE TEDMUHBI M BayKHbIe cyioBa. Hanpumep: «B cienyiomem
paszesie Mbl IpoaoKIM 00cyxaaTh SNMP, HO ysKe B KOHTEKCTE HOJHODYHKIUO-
HaJIbHON CHCTeMbl MOHUTOPHWHTA ceTH 11o/f HazBaHueM Cactis.

\/Kp’: Tak 0603HA4AIOTCS NPeaynpPexXAeHHs U BAXKHbBIE 3AMEUAHMS.

|
N~
_@_ Tak 0603HAuAIOTCS COBETHI U NOACKA3KM.
ZA\UAN

OT u3paTensCcTBA

O6parute BuuManue: Bupryaibhas gaboparopus VIRL or Cisco, mogpobHo omnu-
CaHHas B TJIaBe 2 W UCIIOJIb3yeMas B TPUMepax KHUTH, HA MOMEHT BBIX0/Ia JIAHHOTO
U3/IaHUS yoKe He CYLIEeCTBYeT B IIPE/ICTaBIeHHOM aBTOpoM Buie. Haunnad c pesnsza 2.0,
9TOT uHCTpyMeHT Hocut HasBanue Cisco Modeling Labs. Tem ne Menee xuura, Ko-
TOPYIO BBI IEPJKUTE B PYKAX, HE TEPSIET OT ITOTO CBOIO IIEHHOCTD, & TTPOEKTHI Ha github
u apyrue rnpoaykrbl Cisco, ynnomuHaemble aBTopoM B KoHTekcTe VIRL, akTyasnbHb
U JUUIs HOBOH Bepcuu J1abopaTopum.

Baim 3ameuanust, mpeiio;keHust, BOIIPOCHI OTIIPABJISIITE 110 a[ipecy comp@piter.com
(usmarenbeTBo «IIuteps, KOMIBIOTEpHAS PETAKITNSA ).

Mpbi GyzieM pajibl y3HaTh Baliie MHEHE!

Ha Be6-caliTe usgaresbcTBa WWWw.piter.com BbI Halizere moapoOHY0 HHGOPMAIIO
0 HAINUX KHUTaX.



O63o0p TCP/IP u Python

https://t.me/it_boooks

J1o6po TosKamoBaTh B BEK HOBBIX U YAMBUTEIbHBIX ceTeBbIX TexHosoruiil Korma Ha
py6eske ThICsTUeNeTHil st Ha4uHAI padOTaTh CETEBBIM UHKEHEPOM, MOSI POJIb TOT/IA
olpe/iesIeHHO OTJINYAJIACh OT POJIM CETEBOIo UIsKeHepa cerofits. B To Bpemsa cereBble
WHIKEHEPBI YIIPABJISLTU U 06CTYKUBATN JIOKATbHBIE M TI0GATBHBIE CETH € TIOMOIIBIO
unrepdeiica KOMaHAHOU cTpoku. VHOTIA HAM TIPUXOAMIOCH TIepeceKaTh TPaHUILY,
Pa3IENSIONIYI0 TPOGHECCHN CETEBOTO MHIKeHEPa U Pa3pabOTINKa, YTOOBI PETaTh CBOM
3aj1aum, HO BOOOIIE OT HAC He TPeHOBANOCH MUCATH KO WJIN TIOHUMATh KOHIICTIIIHH
nporpammupoBanud. Ceroins Bce mHave.

C romamu DevOps, npozpammno-onpedensemoie cemu (Software-Defined Networking,
SDN) u ipounie TeXHOJOTUH CYIIIECTBEHHO PA3MbLIN IPAHUIIBI MEKY POJISIMU CeTe-
BOT'0, CHCTEMHOTO MHIKEHepa U pa3paboTunKa.

Pa3 Bac 3anHTepecOBaia 3Ta KHUTA — 3HAYUT, BbI JIOO yike BHeApuiu y cebst DevOps
JUISE YIPaBJIEHUsI CeTAMHU, JTMOO paccMaTpuBaeTe BOSMOKHOCTD Mepexo/ia Ha Mpo-
rpaMMupyeMbie ceTi. Bo3MOKHO, BbI, KaK 1 s, MHOTO JIeT PabOTaJIl CeTeBbIM MHIKe-
HEPOM U 3aXO0TeNI PazoOpaThest B sI3biKe MporpaMmupoBanust Python, o kotopom
CTOJIBKO PasrOBOPOB. A MOKeT ObITb, BbI yiKe CBOOOIHO BJIajleeTe dTUM SI3bIKOM, HO
XOTHTE y3HATh, KaK €ro IPUMEHSITH B CETEBBIX TEXHOJOTHSIX.

Ecnu BoI ipuHauiexkute K J060i U3 9TUX KATETOPUH WIIH TIPOCTO HHTEPECYETECh
a3bIkoM Python B KOHTEKCTe CeTeBBIX TeXHOJIOIUH, 1 yOesKIeH, 4TO 9Ta KHUTA — JIJIst
Bac (puc. 1.1).
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CeTteBble

TEXHONOrnn

Puc. 1.1. Kak nepecekatotcs Python u cetesbie TexHonormu

Bo MHOruMX yueGHUKAX ceTeBbIe TEXHOMOTUY U A13bIK Python pacemarpusaiorest kak
oT/IesIbHbIE TeMbL. S BBIOpas Apyroii moaxo. [Ipeanonaraercst, 4to y yutaresieii aToi
KHUTH €CTh HEKOTOPBIN TPAKTHIECKUIT OTIBIT YIIPABICHUS CETSIMU U ofIee mpej-
CTaBJIEHUE O CETEBBIX TIPOTOKOJIAX. 3HAKOMCTBO ¢ Python kak st3bikom TosKe He TI0-
MEIIAeT, HO €T0 OCHOBBI GYIYT PACCMOTPEHBI fajiee B TOH raBe. UToObI U3BIEUD
MaKCUMYyM M3 3TON KHUTH, BOBCE HE HYKHO OBITh crienuanuctoM no Python wim
B CETEBBIX TEXHOJMOTUAX. MbI Oy/1eM OTTaTKUBATHCS OT Ha30BBIX TOHATUH, YTOObI
YUTATEh MOT H3YYUTh U OTIPOOOBATH PA3INUHbIE TIPHEMbI, KOTOPbIE MOTYT YIIPOCTUTh
€T0 JKU3Hb.

B aroii rimase mbr paccCMOTPHUM HEKOTOPbIE 6aSOBbIe MOHATHUS CETEBBIX TEXHOJIOTUN
u Python, a 3atem onpeneanm, KaKUMHU 3HAHUSAME HYKHO 06J1a/1aTh, YTOOBI MOJTY-
YUTh MAKCUMAJIbHYIO BBITOMY OT 9TO¥ KHUTH. Ecin Bam moTpebyercss 0CBeKUTH
CBOM 3HAHMA, TO B MHTEPHETE €CTb MHOKECTBO 6CCHH3THBIX " HEJOPOTUX PECYPCOB,
KOTOpPBIE TIOMOTYT BaM B 9ToM. MoTy 1ocoBeToBath HecruiaThbie gekin Ha Khan
Academy (https://www.khanacademy.org/) u pykosoactsa o Python (https://www.
python.org).

MbI KpaTko MPOOEKMMCS 10 TEMaM, KACAIOIIIUMCSI CETeBbIX TexHomornil. Kak moka-
3BIBAET MO¥T OMBIT PabOTHI B 9TON OOIACTH, TUITMYHBINA CETEBON MHKEHED WUJIN Pas-
paboTUMK MOJKET He TIOMHUTH HAU3YCTh BCE COCTOSTHUS NPOMOKOLA NEPEOaUU Oanblx
(Transmission Control Protocol, TCP) — s Tak TOYHO He IIOMHIO — U 9TO HEe MellaeT
eMy pelaTh moBceaHeBHbIe 3amaun. OHAKO TaKOH HHKeHep 0OBIYHO 3HAKOM C 0C-
HOBaMU MOJIENN g3aumodeticmeuii omxpoimolx cucmem (Open Systems Interconnection,
OSI), npunnunamu pa6oter mpotokosios TCP u nepedauu noavzosamenvckux dama-
epamm (User Datagram Protocol, UDP), pasnuuyabiMu mojsiMu B IP-3arosioBkax
U ApyrumMu GA30BBIMU MTOHSTUSIMU.

Kpowme toro, 6ermo pacemorpum Python, uto6er untaresn, KoTopbie He THITYT Ha
HTOM SI3BIKE PETYJIIPHO, MOTJIH ce6sT yBEPEHHO YyBCTBOBATD IIPK YTEHUH CJIETYIOTIIX
IJ1aB.
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B yactHoCTH, B 9TOI1 TJIaBe Bac JKIeT KPaTKUii 0630p:

YCTPOICTBA MHTEPHETA;
Moztesin OSI v apXUTeKTYPbI «<KJTUEHT — CEPBEPY;
Habopa mporokosios TCP, UDP u IP;

CUHTAKCHCa, TUIIOB JJAHHbBIX, OIIEPATOPOB 1 IIMKJIOB B s13bike Python;

mpreMoB pactmperust Python ¢ momMotbio hyHKITHIA, KITaCCOB U MAKETOB.

Koneuno, nipenicraBiennas 37iech nHGOPMAIU He SIBJISIETCS UCYEPITBIBATOIIEN, T10-
HTOMY [IPH HEOOXOMMOCTH 0OpaIaiiTeCch K A0IMOJIHUTENLHBIM MaTepHaIaM 110 IPU-
BOJIMMBIM CCBLJIKAM.

PaboTy ceTeBbIX MHKEHEPOB 3aTPYAHSIOT MAcITad U CIOKHOCTD ceTeit. Mbpr nmeem
J1eJ10 ¥ ¢ HeOOBIINMU IOMATITHUMU CETSMU, U CO CPEHUMMU CETSMHE B MaJIoM Ou3He-
ce, M ¢ KPYITHBIMU CETSIMK KOPITOpaInii MesKyHapoaHoro Macintaba. Camast Goibiast
U3 BCEX ceTell, KOHeUHO, nHTepHeT. Bes Hero y Hac He ObLI0 Obl 3JIEKTPOHHOI ITOYTHI,
Be0-CaliTOB, CIyK0, IOTOKOBOTO MYyJbTHMeANA UK 001auHON 0OPabOTKYU JaHHBIX.
[ToaToMy, TIpesKIe YeM TIOrpysKaThes B MOAPOOHOCTH TIPOTOKOJIOB U Python, moro-
BOPHM 00 UHTEPHETE.

Kpatkuit 0630p nHTEpHETA

Yro Takoe urtepreT? OTBET Ha ATOT, KA3AIOCH OBI, TIPOCTOIT BOMPOC 3aBUCHUT OT TOTO,
B KaKoit obactu Bl pabotaere. JI10aM BKIAABIBAIOT B 9TO CITOBO PA3HBIN CMBICT,
MOJIOJIEKb, CTAPUKU, CTYACHTBI, YUUTEIS, TPEANPUHIMATENH, TI0ITHl UMEIOT COO-
CTBEHHOE MHEHMe Ha 3TOT CYeT.

C TOYKM 3PEHUST CETEBOTO HHIKEHEPA, HHTEPHET — 3TO rJI00aIbHAS BEIYUCIUTETHHAS
CeTb, 00HEIMHSAIONIAST METKIE 1 KPYITHBIE ceTH. VIHBIMI CIOBAMH, 9TO CETh ceTelt 6e3
IIEHTPATLHOTO yIpaBieHust. BosbMuTe, K IprMepy, CBOIO TOMAITHIOW ceTh. OHa co-
CTOWT U3 YCTPOICTBA, BBIMOJHSIONIETO (DYHKIMH MapIIPYTH3aTOPa, KOMMYTaTOPa
1 GeCIIpOBOIHON TOUKM JOCTYIIA, ¥ MTO3BOJISIET B3aUMOIEHCTBOBATD BALIMM CMapT-
honam, TTaHmIeTaM, KOMIIBIOTEPAM W CMapT-TEJIEBU30paM. JTO Ballla JOKALbHASL
evruucrumenvras cemv (Local Area Network, LAN).

Korna Bamieii jomariteii cetv HysKHO 06paTUTHCS K BHEITHEMY MUPY, OHA Mepejiaet
undopmanmio u3 LAN B 6osiee KPYIIHYIO CeTh, IPUHALIEKAILYIO BalIeMy 10CMAG-
WUKY Ycaye unmepnema, Wi unmepnem-nposaiidepy (Internet Service Provider, ISP).
OG6BIYHO 9TO KOMIAHUsT, KOTOPOii BbI TUIATUTE 3a JIOCTYII K uHTepHeTy. [IpoBaiinep
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HOAKJII0YAaET MEJIKKIE CeTH K ceTsM 00JIblero Maciraba, KoTopbie OH 00C/IyKUBAET.
Cerb IpoBaiiziepa 9acTo COAEPKUT MPAHUYHBIC Y3JIbI, KOTOPBIE HATIPABJIAIOT TpaduK
B MarkCTPaJbHYIO CETh. 3alada MaruCcTPaIbHOI CETU — CBA3ATh 3TH MPAHUYHbIE Y3JIb
C TIOMOIIIBIO BHICOKOCKOPOCTHBIX COEIUHEHMIA.

CrierriasibHble IPaHUYHbIE Y3JIbI COCIMHSIIOT CETH PA3HbIX MPOBAICPOB, UTOOBI BAIIl
TpaduK MOT IonacTtb K ajgipecaty. OTBeT, OTIPABJIECHHDBIN BallleMy JOMAITHEMY KOM-
IIBIOTEpY, IJIAHIIeTy WU cMapT@OHy, MOXKeT UJTH 110 I[PYTOMY MaplIpyTy, OZIHAKO
OTIIPABUTEJb U TOTYYaTeIh OCTAIOTCS HEM3MEHHBIMU.

PaCCMOTpI/IM KOMITOHEHTDI, U3 KOTOPBIX COCTOAT CETHU.

CepBepbl, XOCTbl U CETEBbIE KOMMOHEHTbI

Xocm — 3TO KOHEUYHBIN y3eJ CeTU, KOTOPBIN B3aUMOIEHCTBYET C IPYTUMU Y3JIaMU.
B COBpPeMEHHBIX PeanusiX XOCTOM MOKET ObITh 0OBIYHBINA KOMITBIOTEP, CMApTHhOH,
ianmrer wiu tejiesusop. C nosisaenueM unmepnema seweii (Internet of Things, [0T)
ompeiesieHre XOCTa PACIIMPUIIOCh U Tellepb oxBaTbiBaeT [P-kamepol, pecuBepsl
1HPOBOTO TETEBUICHIS U BCEBO3MOKHBIE TATYNKU, KOTOPBIE TPUMEHSTIOTCS B CEJTh-
CKOM XO3SIHCTBE, ABTOMOOIIISAX 1 T. /. Y YUTHIBAsT B3PHIBHOI POCT KOJMYECTBA XOCTOB,
MOJIKJIIOYEHHBIX K MHTEPHETY, BCE ATU YCTPOICTBA HY’KHO KaK-TO a/[pecoBaTh, MapIii-
PYTH3UPOBATh U aIMUHUCTPUPOBaTh. MbI HabJr01aeM GecTiperie/IeHTHBII CIIPOC Ha
3peJible ceTeBble TEXHOJIOIMHU.

BoubIryio gacTh BpeMeH’, KOTOPOE MbI TIPOBO/IUM B MHTEPHETE, 3aHUMAET BBITTOJTHE-
HIE 3aITPOCOB K CEPBHUCAM. ITO MOJKET GBITH TPOCMOTP BeG-CTPAHUIIBI, OTTIPABKA HJTH
MOJTy4eHre 2JIEKTPOHHOI ouTHI, Tiepeada (haitios u T. 1. 3a paboTy 9THX CePBUCOB
OTBeYatoT cepsepuvl. CepBep MPeIOCTABISIET YCIYTH MHOKECTBY Y3JI0B 1 OOBIYHO 06-
JlaJlaeT MOIIIHON ammnapaTHoi koHurypaiueil. B kakoM-To cMbicJie cepBepbl — 3TO
CYTIEPY3JIbI CETH, PACIIUPSIONINE BO3MOKHOCTH OCTAJIBHBIX Y3710B. MBI el1ie BepHeM-
s K HUM, Korfia 6yzieM 06CyKIaTh KINEHT-CEPBEPHYIO MOIETD.

Eciu ipezicraBuTh cepBepbl ¥ XOCTHI B BUJIE METAIIOJNCOB U HEOOJIbIINX FOPOIOB,
cemesvle KoMnonenmol GyIyT UTPATh POJIb OPOT M aBTOCTPA, COCIUHSIONINX UX.
[Ipu onmcanuu ceTeBbIX KOMIIOHEHTOB, KOTOPBIE ITEPEAIOT 110 BCEMY MUPY MTOCTO-
SHHO PACTYyIUE IIOTOKU OUTOB 1 6aiiTOB, BCIOMUHAETCS TEPMUH <UHDOPMAUUOHHAS
mazucmpanv». B Mogemn OSI, KOTOPYIO MBI PACCMOTPUM Jlajiee, STUMHU KOMIIOHEH-
TaMU SIBJISIIOTCSI YCTPOMCTBA € TIEPBBIX TPEX YPOBHEH, MHOT/IAa U C YETBEPTOT0. ITO,
K TIPUMEPY, MapPIIPYTU3AaTOPbl 1 KOMMYTATOPbI KAHAJIBHOTO U CETEBOTO YPOBHEI,
KOTOPBIE HAIIPABJSIOT TpaduK, a TakKe TPAaHCIOPTHAs WHOPACTPYKTYpa BPojie
OIITOBOJIOKOHHBIX ¥ KOAKCHAIbHBIX Kabesieil, BUTOM mapbl, a uHOrAa u 060opyaoBa-
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HUS IS CReKkmpanviozo yniomuenus xanaroe (Dense Wavelength Division
Multiplexing, DWDM).

B COBOKYIHOCTU XOCTbBI, CEPBEPDI, XPaHUJINIITA JJTAHHBIX 1 CETEBbIC KOMIIOHEHTBI CO-
CTaBJIAKOT TO, YTO IIPUHATO CYUTATh COBPEMEHHBIM MHTEPHETOM.

NossneHue para-ueHTpos

B npempiyiem paszesne Mbl OOCYANIIA Pas3Hble POJIU, KOTOPbIE UTPAIOT CEPBEPHI,
XOCTBI U ceTeBble KOMIIOHEHTBI B MEKCETEBbIX BSaHMOHeﬁCTBHﬂX. BBI/II[y ITIOBBI-
MMEHHBIX TPEOOBAHUIT K alMapaTHLIM PECYPCaM CEPBEPDI 3aUaCTYIO PAa3MeIaloTCsT
B KAKOM-TO OJTHOM MeCTe, YT0OBI UMU MOKHO ObL10 9 (HEKTUBHO yrpaBisaTh. Ta-
KOE MeCTO HasbiBaeTcs eHTpoM o6paboTku pauubix (I[O/), uau mpocro pata-
IIEHTPOM.

KopnopartueHele para-ueHTpbl

Busnec-ny:1bl THINYHON KOMIIAHUU — JTO JIEKTPOHHAS [10YTa, XPAHUJIHIIE JI0-
KyMEHTOB, CCTeMa OTC/Ie:KUBaHMA IIPOJIaK, CUCTeMa yIIpaBJIeHus 3aKa3aMu, UHCTPY-
MEHTBI JIJIsT OT/Ie/Ia KaAPOB U BHYTPEHHSISI CETh s 0OMeHa 3HaHuaMu. JIst mos-
JEPIKKU 9TUX CEPBUCOB HYKHBI (DailIOBBIN U MOYTOBBIN CepBEPHI, cepBepbl a3
JaHHbBIX U BeO-cepBepbl. B oT/imume ot paboUyrx CTAHIIUH 9TO, KAK TIPABIIIO, BBICOKO-
TIPOU3BOINTENHHDBIE KOMITBIOTEPDI, TOTPEOIIAIONINE MHOTO 3JIEKTPOIHEPTHN U Tpeby-
IOIIIME XOPOIIIEH CUCTEMBI OXJTAKIECHUST U GBICTPBIX CeTeBBIX coepnuenuii. K tomy ke
Takoe 000PYIOBAHTE 3a4aCTYIO CO3/IAET MHOTO TITyMa, YTO HEOTYCTHMO 1T OOBITHBIX
ycaioBuil Tpya. CepBepbl, Kak [IPaBUJIO, Pa3MELIAIOTCS B KAKOM-TO O/HOM IIOMEIICHUN
B 3/IaHUM KOMIIAHUU, KOTOPOE HA3BIBAETCSI 21ABHBIM PACHPEOCIUMEIDHBIM NYHKMOM
(Main Distribution Frame, MDF); 5T0 TI03BOJISIET TOJBECTU K HEMY HEOOXOAUMOE
3JIEKTPONIUTAHNE, YCTAHOBUTH PE3ePBHBIN TeHEPaTOP, PEeyCMOTPETh OXJIaK/IeHIe
U COeIMHUTD BCE 3TO B CETb.

Ipexae yem nonacte B MDF, nosb3oBatenbckuil Tpaduk 06bIYHO arperupyercst
HEJIAIEKO OT CAMOTO TI0JIb30BATESI, B MECTE, KOTOPOE WHOT/IA HA3BIBAIOT NPOMENCY -
mounvim pacnpedesumenvivim nynkmom (Intermediate Distribution Frame, IDF).
Hepenko crpykrypa IDF-MDF noBTopsier rmran nomerniennii B 371aHUN KOMITAHITHT
WJIA Ha TeppUTOpUH yueOHOro 3aBeseHus. Harnpumep, Ha KaskIoM aTaxke MOKET Ha-
xoautbest coit myHkT IDF, koTopsiii cobupaet Tpaduk u HarpasssieT ero B MDF,
pasMeInIeHHbIH B IPYTOiT YacTu 3/1anns. Ecau npeanpusTie pa3MeIieHo B HECKOJIbKIX
3JIAHUSX, MOJKET TOTPeOOBAThCS JOMOJHUTEIbHAS arperaius Tpaduka ¢ mocery-
IonIel repesiadeii ero B KOPIOPaTUBHBIN 1aTa-1IeHTP.
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KopriopaTuBHbie faTa-1ieHTPbl 00BIYHO UMEIOT TPEXYPOBHEBYIO CETEBYIO apXUTEK-
TYPY, BKJIIOUAIONLYIO YPOBEHb JOCTYIIA, YPOBEHD pacIpeieJieHUs U CUCTEMHBIH ypo-
BeHb. KoHneuno, kak B J060i1 apXUTEKTYPE, 31€Ch HET KECTKUX MPABII U YHUBEP-
CAJIBHBIX PEIIeHUIT; 9TO BCETo JIHITb 001t moaxox. HamprmMep, ecin HAIOKHUTh 9Ty
TPEXypPOBHEBYIO apXUTEKTYPY Ha MOJIeJb «110s1b30BaTe b — [IDF — MDF», To moiry-
YUTCS, YTO YPOBEHD JIOCTYTIA — 3TO MOPTHI, K KOTOPLIM MOAKJIIOYAETCH KaKIbIi
noJib3oBatesib, IDF MokHO cunTaTh ypoBHEM pacupesie/ieHus, a CUCTEMHBIN YPOBEHb
COCTOWT U3 coefnHeHni, Beaynux kK MDF u koprmopatuBHBIM aTa-TleHTpaM. JTO,
KOHEYHO ke, 0000TIeHHDIN B3TISIT HA KOPITOPATUBHBIE CETH; HEKOTOPBIE KOMITAHITH
MCTOJB3YIOT IPYTHE MOJIETH.

O6nauHble 4ATA-LEHTPSI

C nostBsieHHEeM 00JIaUHbIX BBIYUCIECHWIT 1 IPOrPAMMHOTO 0OeCTieueHust, 0GbenHSI-
eMbIX TEDMUHOM <unppacmpyxmypa xax ycayeas (Infrastructure as a Service, laas),
obstauHble MTPOBAlIEPbl CTAIM CTPOUTD MTO-HACTOSIIIIEMY OTPOMHBIE JaTa-1€HTPHI,
KOTOPbBIE MHOT/[A HAa3bIBAIOT THIIepMaciITabHbiMu. 1071 00TaYHBIMU BBIYUCTIEHUSIMU
UMEIOTCS B BU/LY BBIUNCIUTEIbHBIE PECYDPCHI, IOCTYII K KOTOPBIM OCYIIECTBJISIETCS 110
Mepe HeoOGXOIUMOCTH U KOTOPBIE HE TPEOYIOT PYIHOTO YIPABICHUS CO CTOPOHBI
nosp30Batests. Takne yeayTH, K IpuMepy, TPeI0CTaBIIAI0TCS KOMITAaHISAMI Amazon,
Microsoft u Google.

YuuThIBast KOJIUIECTBO CEPBEPOB, KOTOPOE HEOOXOAUMO BMECTUTD, OOIAUHbIE JaTa-
HEeHTPBI OOBIYHO UMEIOT Ky/ia Gosiee BhICOKUE TPeGOBAHUA K 2JIEKTPOMUTAHUIO,
OXJIAKICHUTO U TIPOIYCKHOI CIIOCOOHOCTH CETH TI0 CPABHEHUIO ¢ KOPIOPATHBHBIME
IIO. axe mocjie MHOTHX JIET UCHOJIb30BaHI 00JIauHBIX CEPBUCOB 51 HE MePecTaro
VAUBJISTHCS Maciitaby 3TUX JaTa-1€HTPOB, KOT/[a MHE TIPUXOUTCS TIOCEMIATh X
a0, OHU HACTOIBKO GOJIbIINE U TTOTPEOJISIOT CTOTBKO HJIEKTPOIHEPTHH, UTO UX
06BIYHO CTPOAT PSAOM C DIEKTPOCTAHIIUAMY, YTOOBI TIOJTYUNUTh CAMbBIH HU3KUiT
Tapud ¥ MUHUMU3HUPOBATh IIOTEPH B aJieKTpoceTH. IIpu BeIOOpe MecTa CTPOUTE -
CTBa TaKKe YUUTBIBAIOTCS BbicoUaiitiie TpeGoBaHMs K oXJIakaeHuo. Hampumep,
kommanust Facebook BwibGpama st cBoero mata-ieHTpa ropox Jlysieo Ha ceBepe
[IBernu (113 kuIOMETPOB 103KHEE TIOJISIPHOTO KPYTa) OTYACTH U3-32 HU3KON TEM-
mepaTtypbl Bo3iyxa. B moboil TOMCKOBOI crcTeMe MOKHO HANTH MOPa3UTeNbHbIE
UG PbI, CBsI3aHHBIE C HAYKOI TPOEKTUPOBAHUST 1 0OCIYKUBaHMS O0JTAUHBIX JlaTa-
LEHTPOB IS TaKKX KOMIIaHuii, kak Amazon, Microsoft, Google u Facebook. Ha-
npumep, 1O/l komnanun Microsoft 8 Becr-/le-Moiine, mrat AiioBa, 3aHUMaeT
110 000 kBagpaTHBIX MeTpOB TTIOC ente 80 reKTapoB OKPYy KaoIel TepPUTOPUH;
4TOOBI 0GECTIEUUTD €T0 CTPOUTENBCTBO, TOPOLY MPUIILIOCH BJIOKUTH B O0IIECTBEH-
Hy10 HHGPACTPYKTYPy 65 MUILINOHOB noJapoB (puc. 1.2).
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Puc. 1.2. Jara-uextp B wrare IO1a
(cTounmk: https://en.wikipedia.org/wiki/Utah_Data_Center)

B macmrrabax 06IaqHbIX TPOBAIEPOB pasMeleHe CEPBUCOB HA OJIHOM CEPBEpe
9KOHOMUYECKN HEBBITOHO WJIH IMTPOCTO HEBO3MOKHO. CepBUCH pacipeensiorT
MEXKIY MHOKECTBOM CEPBEPOB, MHOIA PA3MEIEHHbIX B PA3HbIX 3JaHMAX, YTOObI
obectieunTh U3OBITOYHOCTD U TUOKOCT JIJIST BJIAJIEJIBIIEB CEPBUCOB.

TpeGoBaHms KO BpeMEHM OTKJIMKA U U30BITOYHOCTH, a TaKkKe (PU3mdecKuil pasbpoc
CEPBEPOB CO3/IAI0T OTPOMHYIO HATPY3KY Ha ceTb. [l coeTmHeHsT MHOXKECTBA cep-
BEPOB MeXKIY c000il TpedyeTcst OrpOMHOE KOJIMYECTBO CETEBOTO 000PYL0BaHIs, Ta-
KOTO Kak Kabesin, KOMMYTaTOPbI 1 MapIIPYTU3ATOPBL. M1 KasKAblil U3 9TUX KOMIIOHEH-
TOB HY’KHO [TOMECTHUTD B CTOUKY, IOAKJIIOUUTD U 3aTeM OOCTYKUBATh, APXUTEKTypa
TUTTMYHOTO JIaTa-TIeHTPa UMeeT BUJ MHOTOKacKaHol cetn Kiosa (puc. 1.3).

Puc. 1.3. Cets Knosa

Il obecrieyeHus IPOU3BOAUTEIbHOCTH, THOKOCTU 1 HaeKHOCTH O0JIaYHbIX JaTa-
LEHTPOB YacTo TpedyeTcst aBToMaTH3aIKs ceTi. TpaguioHHble cocoObl yIpaBJie-
HUS CETEBBIMM YCTPONCTBAMU C TIOMOIIBIO TEPMUHAJIA U UHTepdelica KOMaHIHOM
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CTPOKU He TIO3BOJISTIOT BBOAUTH CEPBUCHI B pabOTy B pasymHbie cpoku. He ToBopst
YK€ O TOM, YTO BBITIOJIHEHUE PYTUHHBIX 33/1a4 BPYUHYIO UPEBATO OmmOKaMu, Head-
(bexTHBHO M IO CyTH SABJIGETCA MYCTOM TPATON MHKEHEPHBIX TalaHTOB. Cutyarus
YCIIOKHSIETCS €IIe W TeM, 4TO OBICTPO MeHsoInecst moTpebHoCTH Gu3Heca 4acTo
TPeOYIOT OMEPaTUBHOIO U3MEHEHUsT KOH(PUTYPAIIUH CETH.

Moii coGCTBEHHBIH Ty Th K aBTOMATU3AIUH ceTell ¢ momotibio Python wauascs ne-
CKOJIbKO JIeT Ha3a/l UMEHHO B 00JIaUHbIX JlaTa-1eHTpax, u 4 elle HU pasy 00 3TOM He
MOsKaJIeI.

rpGHM‘IHbIe A4aTA-UEeHTPbI

Ecsin y Hac 10cTaTOUHO BBIYNCIUTETBHBIX MOIITHOCTEI HA YPOBHE JlaTa-1IeHTPa, 3a4eM
pasMerniarh Haiiie 060opyoBaHue Te-To emie? KIMeHTCKUEe COeIMHEHUST CO BCETO
MIPa MOKHO HAITPABUTh K CEPBEPAM B 3TOM JIaTa-TIEHTPE, U 9TOTO OYJIET [OCTATOUHO?
OTBeT, KOHEYHO, 3aBUCUT OT cuTyaruu. Camoe cepbe3Hoe OTpaHudYeHIe 3aKI09aeT-
€SI B 33/I€P’KKaX MTPU MAPIIPYTU3AIUU 3ATTPOCOB U CEAHCOB MEKY KJINEHTOM U KPYTI-
HBIM JIaTa-TIEHTPOM: OOJIBIINE 3a/I€PAKKHU MTPEBPAIIAIOT CETh B Y3KOE MECTO.

KoueuHo, 10001, KTO 3HAKOM C 9JIeMEHTapHON (GDU3UKOM, TOHMMAET, UYTO 33/IeP/KKa
CeTH He MOJKeT OBITh HYJIEBOIL: la)ke CBETY B BaKyyMe HY’KHO KaKOe-TO BpeMsl Ha
MIPEOJIOJIEHUE PACCTOSTHUSA, A B peaibHbIX YCIOBHUSX 3a/eP:KKa Oy/IeT Ky/ia BBIIIIE.
[Touemy? [ToToMy 4TO ceTeBOI TTAKET JOJKEH TIPOUTH Yepe3 MHOXKECTBO CeTel, a MHO-
T/1a 1 110 ITOJIBOTHOMY kabeio, yepes JIaJIeKuil CITyTHUK CBsI3U, COTOBbIE ceTu 3G miu
4G, Wi-Fi-coequnenuda u T. [

Kak ymeHbmuTh 32/1epKKy ceTu? OHO U3 PeleHtil: COKPaTUTh KOJIUIECTBO CeTel,
4yepe3 KOTOPbIe TIPOXOJAT KINEHTCKUE 3arpochl. ['paHuiia Balieii ceTu J10JKHA Ha-
XOJIUTHCST KAK MOYKHO OMTKe K KOHEUHOMY TOTb30BATENIO U 00JIaIaTh TOCTATOUHBI-
MU J17151 00CITY;KUBAHUS 3aIIPOCOB pecypcaMu. Takoil MOIX01 YaCTO MPUMEHSIETCSI JIIsT
pa3aun MeIMaKOHTEHTAa — MY3bIKH U BU/IEO0.

[IpencraBbTe, YTO BB 3aHUMAETECH CO3[IAHIEM CEPBICA BUIEOBEIAHNS CIEYIOTIE-
ro moKosieHusT. YToObI MTOPaZ0BATh CBOMX KJIUEHTOB UEATbHBIM BHIECOMOTOKOM,
BaM CJIEIyeT Pa3MECTUTHh CBOH CepBep pa3fadil MOTOKOBOTO BUIEO KAaK MOJKHO
GJinke K HUM — Jinhbo BHYTPH CETH IpoBaiiepa, inbo psiom ¢ Hell. Takske, 4TOObI
3ape3epBUPOBATH PECYPCHI U TIOBBICUTH CKOPOCTh COEIMHEH ST, UCXOATINI CeTeBOI
KaHaJI cepBepHOil (hepMBbI 10JIKeH ObITh MOAKIIOUEH K KaK MOXKHO OOJIbIIEMY YHC-
JIy MHTEPHET-TIPOBAIEPOB, YTOOBI YMEHBIITUTH KOJIUYECTBO TPAH3UTHBIX YUACTKOB.
Bee coetnienus OKHBI HMETH OCTATOYHYIO MPOTYCKHYIO CITOCOGHOCTD, 4TOODI
He YBeJNYNBATH 33/IEPKKY B IEPUOIBI TUKOBBIX HATPY30K. ITH TPeOOBAHUS TPHU-
BEJIU K MOSIBICHUIO TPAHUYHBIX IaTa-IEHTPOB /I TUPUHTOBOTO OOMEHa JaHHBIMU
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MEXKy KPYITHBIMA MHTEPHET- U KOHTEHT-TIpoBaiiiepamu. CeTeBbIX YCTPOICTB B HUX
He TaK MHOTO, Kak B 00saunbix [1O/], HO OHM TOKE MOTYT M3BJIEUYb MMOJb3Y U3 aB-
TOMATH3AIMK CeTell B TIaHe HaJeKHOCTH, THOKOCTH, 6e30TacHOCTH 1 HabJTo1ae-
MOCTH.

Jlajiee B KHUTE MBI €llle BepHEMCsI K BolipocaM Ge3omacHocTH (eM. riaBy 6) 1 HabJ1to-
naemoctu (cM. riaBbl 7 u 8).

MHorne cy105kHbIe CUCTEMBI JIEJISIT Ha MEHBIITNE YaCTH 71T YMEHbBIEHUS CTIOKHOCTH,
AHAJIOTUYHO B OCHOBY CETEBBIX B3AUMOIEHCTBUN GbLJIA TOJIOKEHA KOHIIETIIIS YPOB-
neil. C rogamu GbLI0 pazpaboTaHO HECKOJIBKO CETEBBIX MOAeNeil. B 9T0ii KHure Mpr
TTOTOBOPUM O JIBYX CAMBIX BaKHBIX 1 HauHeM ¢ Moziesin OSI.

Mopnenb OS]

Hukaxyio KHUTY 10 CETSAM HEb3sT CAUTATH MOJTHON 6e3 0630pa Mogenu OSI. B atoit
OCHOBOHOJIATaAIONIell MOAEIN TeJleKOMMYHUKAINOHHbIe (DYHKIINH 1eJIATCs Ha YPOB-
Hu. Bcero nMeercs ceMb HE3aBUCHMBIX YPOBHEI, PACIIOATAIONINXCS OJIMH [TOBEPX
APYToro 1 00JIAIAIOIIIX YeTKON CTPYKTYPOH 1 XapaKTePUCTHKAMU.

Hampumep, moBepx pasnuHbIX IIPOTOKOJIOB KaHAJIbHOIO YPOBHS, TakuX Kak Ethernet
u Frame Relay, pacnosaraercs nporokos IP cereBoro ypoBHs. ITajoHHAsE MOJIEb
OSI — oTInYHOE CPECTBO Pa3ieIeCHIs PA3HOOOPA3HBIX TEXHOJIOTHE IO TOHSTHBIM
rpyIIaM, HU y KOTO He BbI3bIBAIOIIMM BO3paskeHU . biarogapst aToMy JIO1 MOTYT
COCPENOTOYNTHCS HA CBOMX 3a/Ia4aX B PAMKAX OJHOIO YPOBHsL, He CIUIIKOM 3a60TACH
o coBmectumoctu (puc. 1.4).

Nsnavanpho mozaesb OSI paspabaTsisanach B konile 1970-X 1 1mos:xe Oblia orry6im-
KoBaHa Medxcdynapoonoii opeanusauueri no cmandapmusavuu (International Organi-
zation for Standardization, ISO ), 3BecTHOI HbIHE 1101 HazBaHUeM Mewrcdynapoonozo
KOHCYAbMAUUOHH020 Komumema no meiegonuu u meaezpaguu (Telecommunication
Standardization Sector of the International Telecommunication Union, ITU-T). D10
OOIIENPUHATHII CTAHIAPT, HA OCHOBE KOTOPOTO 00BIUHO CO3/IAI0TCSI HOBBIE TEITEKOM-
MYHUKAI[MOHHBIE TEXHOJOTUH.

[TpuMepHO B TO ske BpeMsI TIPOMCXOINUIIO CTAHOBJIEHUE HHTEPHETA. DTAJIOHHYTIO MOJIETb,
KOTOPYIO UCIIOJIb30BAJI €ro co3jaTeb, yacTo HazbiBaioT TCP/IP. TCP u IP — aro
MIPOTOKOJIBI, COCTABJISABIINE OPUTUHAIBHYIO apXUTEKTYpy nHTepHeTa. OHM 1iepe-
KJMKaoTest ¢ Moziesibio OSI B TOM cMbIciie, UTO TIepesiada JJaHHbIX MEXKIY y3JaMu
B HUX pasjiejieHa Ha abCTpaKTHbIE YPOBHHU.
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Mopens OSI
Tun
aHHbIX
YpoBeHb . DyHKLUK
npoTtokona
(PDU)
e BbicokoypoBHeBble API, BKtoYas coBMeCTHOe
H.Ol7l P MCMOMb30BaHNe pecypcoB, AOCTYN K yAaneHHbIM
tannam
Mepenayva gaHHbIX MeXay CeTEBbIMU CEPBUCAMMU
6. MNpeacras- 1 NPUINOXEHMSAMU, BKNtoYasa npeobpasoBaHne
neHusi [aHHble KOLAMPOBOK CMMBOOB, CXXaTue AaHHbIX U LWndpo-
BaHue/paclumgpoBbiBaHne
YpoBHHU
xocTa YnpaBneHue ceaHcaMu CBsi3u, Hanpuvep opra-
5. CeaHco- HM3auusi HenpepbIBHOrO 0bMeHa nHopmaumen
BblIl B hopmMe MHOrokpaTHOW nepegayun Tyga-obpaTHo
mMexay AByMS y3namu
CermenTel HapexHas nepegaya cermeHToB AaHHbIX MeX[,
4. TpaHc- (TCP)/ P y
N y3namu B CETU, BKIOYas CerMeHTMpoBaHue, nog-
MOPTHEIN Aararpam- TBEPXKAEHME MONYyYEHUs 1 MyNbTUNIIEKCMPOBaHNE
mbi (UDP) P Y Y P
CTpyKTypupOBaHWe 1 ynpaBreHne ceTsaMu
3. CeteBoi MakeTbl C HeCKOnbKMMU y3namu, BKIo4as agpecaumio,
YpoBHHM MapLUpyTM3aLmio 1 ynpasneHne Tpadrkom
cpenbl
nepenaun 2. KaHanb- Butbl/ HapexHas nepegaya kagpoB AaHHbIX MeXay ABY-
pea HbIV Kagpbl MS1 y3rnamu, CBA3aHHbIMW Ha (PU3NYECKOM YPOBHE
AaHHbIX
1. dusnye- BuThl Mepenava v Nprem ABOUYHBIX AaHHbIX Yepes
cKum dusmnyeckyto cpegy

Puc. 1.4. Mogens OSI

Pasuuiia B tom, uro TCP/IP o6benunsier ypoBau 5—7 momenu OSI B npuxiaonoi
YPOBEHD, & PU3UUECKUL U KAHAIOHBLIL — B YPOBEHL Cemesozo docmyna (KaHATbHDII )
(puc. 1.5).

N OSI, u TCP/IP M03kHO UCII0JIb30BATh B KAY€CTBE CTAHIAPTOB J1JiI CKBO3HO 11epe-
Jlauu JIaHHBIX. B 2T0il KHUTE 0OCHOBHOE BHUMaHUe yieasercs moaenn TCP/IP, tak
KaK MMEHHO Ha Hell ocHoBaH nHTepHeT. Ho MBI 6y/1eM MHOT/Ia BCIOMUHATH MOJIETh
OSI — nanpumep, B xojie 06cyskeHust BeO-hpeiiMBOpKa B CIIeAy0MuX riasax. [1o-
MHUMO MOJIeJIeil TPAHCTIOPTHOTO YPOBHS, CYIIECTBYIOT TaK:Ke MOJIENN YIIPABICHIS
CETEBBIMM B3aMMOJIEHCTBUSAMM Ha IPUKJIAJAHOM ypoBHe. B coBpeMeHHbIX ceTsX
GOJIBIIMHCTBO TPUJIOKEHUH OCHOBAHO HA KJIMEHT-cepBepHOil apxurekType. O Heii
U TIOIIET PEYb B CJEAYIONIEM pasfieie.
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Puc. 1.5. Habop mHtepHeT-npotokonos

CNyTHUKOBada
CBA3b UT. A.

KnueHT-cepBepHas moaesb

Tononorus cetun
Mapuwipy- Mapuipy-
XocT A Tm3atop TM3atop XocT B
MoToK paHHbIX
MpuknagHom IR MNpouecc —mpouecc MpuknagHor
YPOBEHb YPOBEHb
A
\ 4
TpaHCMOPTHBLI PR XocT —xocT TpaHCnopTHbIN
YPOBEHb YPOBEHb
A
\ 4
WNHTepHeT MHTepHeT NHTepHeT NHTepHeT
A A A
A\ 4 v \ 4
KaHanbHbIN KaHanbHbIN KaHanbHbIN KaHanbHbIN
YPOBEHb YPOBEHb YPOBEHb YPOBEHb
5 [ 1
Ethernet CmITEnaETg, Ethernet

IraJoHHAs KJINEHT-CePBEPHAst MOJIE/b OIIPEIeIseT CTaHIapTHBIN c1tocob obMeHa
TAHHBIMU MEXIY ABYMS y3i1amu. KoHeYHO, CerofHss HU [JIsT KOTO He CEKPET, YTO
He Bce y3Jibl paBHO3HauHBL. [laxke BO BpemeHa ARPANET (Advanced Research
Projects Agency Network) opHU y3Jibl UTPaU PoJib paboUNX CTAHIUI, a IpyTrie —
cepBepoB, cHabxkaonmx paboune craniuu AaHHbIMUA. CepBepHbIe Y3JbI 0OBIYHO
obmagaror Gosiee MOIIHOI anmapaTHoil Kondurypamueil 1 HaXoAATCs Iof OoJiee
MPUCTAJIbHBIM BHUMaHUEM WHKeHepoB. OHU MPEOCTaBISIOT PECYPCHl U YCIYTH
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JPYTUM y3JIaM CETH, TI09TOMY MX BIIOJIHE 0GOCHOBAHHO HA3bIBAIOT cepBepamu (OT
AHTIL. Server — «06CTyKuBaroIiee yeTpoiictBo» ). CepBepn, Kak MPaBUIo, MaCCHB-
HO JKJIYT, KOT/Ia K HUM 00PaTsITCsl 32 pecypcamu. DTy MOJIENb PACIPEeIeHHbIX
PECypPCoOB, KOTOPbIE 3alPalIMBAIOTCS KJIWEHTAMH, HA3bIBAIOT KJINEHT-CEPBEPHOM
ApXUTEKTYPOH.

[Touemy a0 BaskHO? Ecin 3a/1[yMaThCsl, OTHOIIEHUS MEKIY KIUEHTAMU 1 CEPBepaMu
SIBJISTIOTCST SIPKVM CBUIETETHCTBOM 3HAYUMOCTH CETEBBIX TeXHONOTHH. Eciam 6b1
KJIMEHTY U cepBepy He HYKHO ObLI0 0OMEHMBATHCS yeayraMu (CepBUCaMI), Y HAC He
66110 GbI HEOOXOUMOCTH BO B3aMHBIX CETEBBIX COeTUHEHUX. VIMEHHO TOT (haKT,
YTO KJIUEHT U CePBEP MOCHLIAIOT APYT APYTY OUTHI 1 GAlThI, UILTIOCTPUPYET BAKHOCTH
CEeTeBBIX TEXHOJIOTHI. BeceM m3BecTHO, Kak caMast KpyIHasi U3 ceTei, MHTepHeT, 13-
MEHUJIA MUP U TEMePb UTPAET Ba)KHYIO POJIb B HAIIEH KU3HM.

Bbr MOsKeTe CIIpOCHUTD, KAK Y3JIbI OMPEAEISIOT BPeMsT, CKOPOCTb, alipec OTIIPABUTEJIS
U TIOJTydaTeist Kaskblil pas, Kor/la UM HYKHO OOMEHSIThCSI IAHHBIMU? DTO MOABOUT
HAC K BOIIPOCY O CETEBBIX TIPOTOKOJIAX.

Habopsl ceTesbix NPOTOKONOB

Ha pannux aramax pasBUTHS KOMITBIOTEPHBIX CETEil TPOTOKOJIBI GBI 3aKPHITBIMI
U TECHO KOHTPOJIMPOBAINCH KOMITAHUAMU, KOTOPbIE pa3pabaThiBal METOIbI Mepe-
Jaun JaHHBIX. XOCThI, HCoJb3yotie mpotokoa IPX/SPX ot Novell, He morsin 06-
aThCs ¢ XocTaMu, ucnoabsyomumu AppleTalk ot Apple, u Ha060poT. 3aKpbIThIE
HaBOPBI TIPOTOKOJIOB OOBIYHO JETUIUCH HA YPOBHY 110 AHAJIOTHH C 9TAJIOHHON MOJIe-
apio OSI ¥ ceoBaaM apXUTEKType «KJIMEHT — CEPBEP», HO He GBbIIIN COBMECTHUMBI
MesIy coboit. OHU B OCHOBHOM PaboTasii B U30JMPOBAHHBIX JIOKAJIBHBIX CETSX, HE
CBA3AHHBIX ¢ BHEIHUM MupoM. Kora tpaduk HyKHO GBIIO epeaTh 3a TPeeibl
JIOKAJIbHOM CeTH, 0OBIYHO MCITOJNB30BAIN YCTPOWCTBO BPOJIE MapPUIPYTH3aTOPa, KO-
TOPOE TPAHCIMPOBAJIO JAHHbBIE U3 OHOTO TIPOTOKOA B APyroil. Hampumep, 4To6bI
HOAKJIIOYNTH K MHTEpHeTY ceTh Ha ocHoBe AppleTalk, mapipyrusatop mnpeobpaso-
BBIBAJI HTOT NPOTOKOA B [P. ITO mMpoMeskyTouHOE TpeobpaszoBanme, Kak MpaBuIo,
GBLIIO HEW/IeATbHBIM, HO, TOCKOJIBKY OOIBINAsT YaCTh B3AUMOJICHCTBYIA B T€ THU TPO-
WCXO/IUJIa BHYTPU JIOKAJIBLHON CETH, CETEBbIE aIMUHUCTPATOPBI CYUUTAJIN TAKOIT CIIO-
€00 TIPUEMJIEMbIM.

IMosiBsieHUE HEOOXOIMMOCTH B MEKCETEBBIX B3AUMO/IEHCTBUSIX BBI3BAJIO OCTPYIO 1T0-
TpeGHOCTD B CTAHAAPTH3AIMH HaOOPOB CETEBBIX MIPOTOKOJIOB. B KOHEUHOM UTOTE
3aKPBIThIE IPOTOKOJBI YCTYITUIN CTaHIapTU3npoBanubiM, TakuM kak TCP, UDP
u IP, 4TO CyIIeCTBEHHO YJIYUIIAIO CIOCOOHOCTD CeTeil COOOIATHCS MEXKILY COOOM.



H060pbl CETEBbIX MPOTOKOJIOB 39

KoppexThas pabora nHTepHeTa, caMoii O0JIbIION U BayKHOI CeTH, 3aBUCUT OT 9TUX
IPOTOKOJIOB. J{ajree Mbl pacCMOTPUM KasK/Iblii U3 HUX.

Mpotokon ynpaenenus nepepauein (TCP)

TCP (Transmission Control Protocol) — oguH 13 0CHOBHBIX IIPOTOKOJIOB COBPEMEH-
Horo unTepHera. OTKPbIBasi BeO-CTPAHUILY HJIU OTIIPABJISIS 3JIEKTPOHHOE TIUCHMO, BbI
TaK WM WHa4Ye ucnoJb3yete ero. OH HaXOAUTCS HA 4-M, TPAHCTIOPTHOM YPOBHE MO-
nenmu OSI u oTBevaeT 3a HAZIEIKHYIO TIepelady CEIMEHTOB TaHHBIX MEXKIY IBYMs
y3Jamu ¢ npoBepkoit omubok. ITaker TCP cocrout u3 160-6uTHOTO 3ar0/10BKa,
KOTOPBII, TOMIMO TIPOYETO0, COAEP;KUT HOMEPA MTOPTOB OTTIPABUTEJIS 1 TTOTyJaTeIs,
MOPSIZIKOBBIIT HOMED, HOMeP TIOITBEPIKAEHYIS, YIIPABJIIONIe JIark U KOHTPOJIBHYIO
cymmy (puc. 1.6).

Crpykrypa 3aronoska TCP
Mo3nuua OkreT
Oxrer Bur
Mopt oTnpasutena Mopt nonyuartens
MopsapkoBblit Homep
Homep noateepxpaeHns

AnvHa 3apesepBMpoBaHO
3aronoska

KoHTponbHasa cymma YKasatenb KOHLa CPOUHBIX AaHHbIX (ecnu ycraHoBneH ¢nar URG)

[ononHuTenbHble AaHHbIE (€C/IW ANVHA 3aroNIoBKa > 5; 3aN0NHACTCA B KOHLIE HYNIAMY, ecni Heo6X0ANMO)

Puc. 1.6. TCP-3aronosok

®DyHkummn n xapakrepuctukm TCP

Jl1s1 yeTaHOBIEHUS COeIMHEHNS MeKy XocTamu rpotokos TCP ucmoms3yer co-
KETBI WJIV TTOPThI IATATPaMM. AOMUHUCIPALS A0PECH020 NPOCMPARCMEA UHMepHema
(Internet Assigned Numbers Authority, IANA) 3aKkperiisier XOpOIIio H3BECTHDIE TIOPTHI
3a ornpejieIeHHbIMU cepBrcamu — Harpumep, opT 80 st HTTP (8eb), a opt 25 —
st SMTP (moura). CepBep B KIHMEHT-CEPBEPHON MOJEIN OOBIYHO IIPOCIIYIIBAET
OJIH U3 ATUX CTAHIAPTHBIX IOPTOB B OKUAANUU KIMEHTCKUX 3arpocoB. Omepariu-
oHHas cructeMa ynpasisieT TCP-coefinHeHeM ¢ TOMOIIBIO COKeTa — JOKAIbHOTO
IPE/ICTABIEHUST KOHEUHOM TOUKH COEINHEHMUS.

ITporokoun geficTByeT Mo06GHO KOHEUHOMY aBTOMATY, OTIPEIeIsist, KOTia IPUHIMATh
HOBBIE 3aITPOCHI Ha COeAMHEHIE, KOTa 00CTyKUBATh AeCTBYIONIMIT ceanc 1 Koraa
0CBOOOKIATH pecypchl ocie 3akpbiTrs coequnenns. Kaxunoe TCP-coequnenue
MIPOXO/IUT Yepe3 IEMOYKy COCTOSTHUN, TAaKNX Kak Listen, SYN-SENT, SYN-RECEIVED,
ESTABLISHED, FIN-WAIT, CLOSE-WAIT, CLOSING, LAST-ACK, TIME-WAIT 1 CLOSED.
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TCP-coobuweHuns n nepeaava AAaHHbIX

Baskwreiimiee oranune nmporokosa TCP ot ero 6siuskoro «pojcreeHarnka> UDP: TCP
nepeaaeT JaHHbIe YIIOPSIIOYEHHBIM M Halle)KHbIM 00pasoM. Biiarogaps rapaHTusiM
noctaBk TCP yacTo Ha3bIBAIOT IIPOTOKOJIOM, OPUEHTUPOBAHHBIM HA COCIMHEHMUS.
Yro6b1 yeTranosuth coeauenne, TCP cHavyasia BBIIIOJIHIET TPEXITAIIHYIO IIPOLIELY-
Py «pyKOTOXKATHUST», SYN, SYN-ACK 11 ACK, CHHXPOHUBHUPYS TIOPSITKOBBINT HOMEDP MEKITY
OTIIPABUTEJIEM U TIOJIydaTeIeM.

Jl11 nabumoenus 3a riepesiaueil CEerMeHTOB JJAHHBIX UCIOJIb3YIOTCS MO/ITBEPIKIEHNS.
B xomnite oxgna ns CTOPOH IIOCBLJIAET coo6meHI/Ie FIN, a Apyras IoATBep;KAaeT IIpUeM
coobienneM ACK 1 JOMOJIHUTENBHO IMOChLIAET ¢cBoe coobmenne FIN. Ilocae gero
VHUIUATOP 3aBEPIIEHUS COEIMHEHNS [IOChLIACT coob1enns ACK, MOATBEP KA IOy~
yenue coobienus FIN.

Te, ko 3anumasicst ruardoctTuxoil TCP-coenuHennii, 3HaI0T, YTO 9TO B3aUMO/EeIiCTBIE
MOJKET 0Ka3aThCs I0BOJIBHO CI0KHBIM. Ho, K cyacTbio, B GOJIBIIMHCTBE CIy4aeB OHO
MPOUCXO/IUT HE3AMETHO, B (DOHOBOM pEKUME.

O nporoxosie TCP MoKHO HamucaTh EJIbIH TOM; 1 Ha CAMOM JIeJie CYTIECTBYET MHO-
JKECTBO 3aM€YaTC/IbHbIX KHUT Ha 9Ty TEMY.

, Ecnu Bam HepocTaTouHo KpaTkoro 0630pa, BOT OTNMYHBINA GECNATHBIA UCTOYHMK,
\/{n, KOTOPbIN AacT Bam bonee rybokoe noHumarme storo matepuana: The TCP/IP
Guide (http://www.tcpipguide.com/).

Mporokon nonbsosarensckux pararpamm (UDP)

UDP (User Datagram Protocol) — elrie ofiiiH 13 OCHOBHBIX TPOTOKOJIOB HHTEPHETA.
Kak u TCP, on paboraer Ha 4-M, TpancriopTHoM ypoBHe Mozesn OSI u oTBevaer 3a
00OMeH cerMeHTaMu JaHHbIX MEKLY IIPMKJIJHBIM ¥ CETeBBIM YPOBHSMU. B oTimune ot
TCP, ero 3arojioBok 3aHrMaeT Bcero 64 Oura, BKIoYas HoMepa IOPTOB OTIPABUTEISI
U TIOJTydaTeIsl, JUIMHY U KOHTPOJIbHYIO CyMMY. JIerKOBECHBIE 3aT0JIOBKH JIEJIAIOT 3TOT
[IPOTOKOJI Mlea/IbHBIM JIJIs CUTYalMi, Koraa TpebyeTcst ObicTpas epejada JaHHbIX 6e3
OpraHM3allii CeaHca CBSI3M MEKIY IBYMsI XOCTaMu 1 Ge3 TapaHTHii JocTaBKu. B amoxy
OBICTPHIX MHTEPHET-COCANHEHUI CJIOKHO IIPEACTABUTh, YTO BO BpeMeHa X. 21 u Frame
Relay pasmep 3aroioBKOB CYILECTBEHHO BJIMsLI Ha CKOPOCTD II€peJadull JaHHbIX.

[Tomumo ckopoctu, UDP orimmuaercst or TCP oTcyTcTBUEM TIO//IEPKKY PA3TUIHBIX
COCTOSTHUH, YTO TOKE SKOHOMUT BBIYUCIUTEbHBIE PECYPCHI HA OGEMX CTOPOHAX CO-
equnenus (puc. 1.7).
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Puc. 1.7. UDP-3aronosok

Bawm, naBeproe, unrtepecto, 3auem UDP BooO1Ite NCTOTB3YETCS B COBPEMEHHBIX
YCJIOBUSAX. YUUTBIBAas OTCYTCTBUE TAPAHTHUIN JOCTABKU JAHHBIX, HE Jy4llle JIh H1C-
110JIb30BATh BO BCEX COeJMHEHUsIX HalekHbIi 11poTokos TCP ¢ ero npoepkoit
omu6ok? Ho, HampuMmep, mpu mepegade MOTOKOBOTO BHU/IEO MJIH 3BOHKAX 110 Skype
JIETKOBECHDIE 3aTOJIOBKH MTO3BOJISTIOT MIEPEIABATH IATATPAMMBI MAKCHMAIILHO OBICTPO,
4TO U TpebyeTcst B MOAOOHBIX PUIOKeHUsIX. MOKHO TaksKe BCIIOMHUTH DNS-
sampocsl, ocoBannbie Ha UDP: Huskas 3amepikKa mepeBenmBaeT moTpebHOCT
B TOYHOCTH.

IIpeo6pasoBanue aapeca, BBOAUMOTO B Gpaysepe, B UAeHTH(PUKATOD, ITOHATHDIIH
KOMIIbIOTEPY, KeJIaTE€JIbHO BbIITOJIHATD MAaKCUMaJIbHO 6bICTpO, IIOTOMY 4YTO OHO BbI-
HOJIHSETC elle JI0 TOro, KaK 10 Bac JOMAET epBblil OUT Baiiero JoduMoro seb-caiiTa.

U cHoBa B 0IHOM pazjiesie KHUTU HEeJTb3s1 OXBAaTUTH Bee HioaHcsl UDP, moatomy, ecu
BacC 3aMHTEPecOBasa TeMa, NCCIeYNTe ee C TOMOIIBIO PA3JTNIHBIX PECYPCOB.

|
\@’ OtnuyHom otnpasHoi Toukon ans usydenns UDP moxeT nocnyxuts ctates

s 8 Bukunemmu: https:/ /ru.wikipedia.org/wiki/UDP.

4

|

Mexcetesoin npotokon (IP)

CereBble MHKEHEPDI, [0 UX COOCTBEHHOMY TIPU3HAHIIO, PAOOTAIOT Ha 3-M, CETEBOM
yposte mozean OSI. TIporokos IP (Internet Protocol), moMuMo 1podero, ycraHas-
JIUBAET MTPABWJIA A/[PECAITIH 1 MAPIITPYTU3AIH TpahrKa MEK/y KOHEUHBIMU Y3JIaMU.
AJIpecHoe IPOCTPAHCTBO Pa3/iesieHo Ha JIBe YacTH: ceTh U XocT. Kakas yacTb ceTeBo-
TO a/ipeca OTHOCUTCS K CETH, a KaKas K XOCTY, ONPEIEIICTCS MACKON MO/ICETH: YaCTh,
OTHOCSIIASICS K CETH, 0003HAYAETCS eIUHUIIAMU, a YaCTh, OTHOCSIIASCS K XOCTY, —
nymsimu. B IPv4 npunsita ¢popma 3anucu ajjpecoB 4yepe3 TOUYKM — HANpUMeD,
192.168.0.1.

Macky nozacer MOKHO 3amucaTh 1100 B popmare ¢ Toukamu (255.255.255.0), 1160
C KOCOM 4epToii, KOTOpast yKas3bIBaeT, CKOJbKO OMTOB OTBOAUTCS CeTeBOIt yacTu (/24)
(puc. 1.8).
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Puc. 1.8. 3aronosok IPv4

3arosioBok IPv6, cienytotiero mokosenus nporokosa [P, numeer pukcupoBaHHYIO
4acTh U pas3inuHble pacmmpenus (puc. 1.9).

Mosnuua Okrer
Okrer Bur
Bepcusa Knacc mpacpuxka ‘Memka nomoka
Anuka nonesHoli Hazpysku Cnedyrowjuii 3a20/1080K Yucno nepexodos

IP-adpec omnpasumens

IP-adpec nonyyamena

Puc. 1.9. 3aronosok IPvé

[Tone Cnepytowmii 3aronoBok B (hMKCUPOBAHHOM YACTU MOKET YKa3bIBATh HA PACIITU-
PEHHBIH 3aTOJIOBOK € IOMOJHUTENBbHON nHDopMaIueil. OH TakiKe MOKET ONpe/e/iITh
POTOKOJI OoJjiee BBICOKOTO ypoBH, Takoil kak TCP wiu UDP. [lonoHuTenbHbIE
3ar0JIOBKH MOTYT COJIEPKATh CBEIEHUST 0 MapIipyTusaiuu u ¢pparmerre. Hecmotpst
HA OTPOMHOE JKeJlaHue pa3paboTUMKOB MTPOTOKOJIOB mepelit Ha IPV6, axpecarust
B COBpEMEHHOM MHTEpPHETE B OCHOBHOM ITPOUCXOIUT ¢ TToMoTtibio IPv4, a IPv6 vame
HCTIOJIb3YETCS [IJIsT BHYTPEHHEH ajipecaliiil B CETSIX TOCTABITUKOB YCJIYT.

MpeobpasosaHue ceterbix agpecos (NAT)
n ceteBas 6esonacHocTb

NAT (Network Address Translation) 06bI9HO UCIIONB3YETCs LI MTPe0OPa3OBAHILL
JuanasoHa npuBatHeiX [Pv4-aapecoB B mybanuHo poctyiabie. Ho 5TOT TepMuH
MOJKeT Tak:Ke o3HavaTh TpaHcasanuio [Pv4 B IPv6; nampumep, mpoBaiiiep MOKET
ncnosb3oBarh [Pv6 Bo BHyTpeHHEl ceTH, HO, KOT/Ia MAKeThl MOKUAAIOT CETh, OHU
JIOJIKHDBL 1IpeobpasoBbiBaThest B IPv4. MHoraa 1o coobpaxenusiM 6€301acHOCTH
Takske mpumensiercst NATG:6.
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Obecrieuerre 6e30MACHOCTH — 3TO HEMPEPBIBHBIN MPOIIECC, OXBATHIBAIOIIII BCe
ACIIEKTbI CE€TEeBbIX TeXHOJIOFI/II‘/JI, BKJIIO4YasA aBTOMaTU3al[1Io 1 PythOH B kuwure a X049y
nokasaThb, Kak Python MoeT oMOUYb B yIIpaBJeHUN CEThIO; O GE30IACHOCTH PEUb
MOUJIET B CIIEYIONIIX TJIaBaX, Ijie Mbl 00CynM uctosb3oBanue Python ms peasu-
3allUU CIIUCKOB JIOCTYIIA, MOMCKA B )KyPHAIAX MPU3HAKOB HECAHKIIMOHMPOBAHHOTO
BTOPKEHUsI U T. 1. MbI TaksKe PacCMOTPUM, Kak ¢ moMolipio Python u apyrux nn-
CTPYMEHTOB MOKHO Peajin30BaTh HAOMIOaeMOCTb CETH — HATIPUMED, INHAMUYECKH
co3nath rpaduueckoe NpecTaBIeHre ee TOMOJOTHI Ha OCHOBE HH(OpPMAIUK O ce-
TEBBIX YCTPONCTBAX.

KoHuenuuu IP-mapwpyTtnsauumn

[P-mapuipyrusaiius 3aKIi04aeTcs B mepejiavye TakeToB MeXK/y JBYMSI KOHEYHbIMU
TOYKAMU Yepe3 MPOMeKYTOYHbIE YCTPOHCTBA B 3aBUCUMOCTH OT [ P-3arosioBKoB.
ITpoMeskyTOUYHbIE YCTPOICTBA YYaCTBYIOT B IIepeiaue MaKeToB IIPH JIF0OOM B3aUMO-
JleficTBUY B uHTEpHeTe. Kak yske yHOMUHAIOCh, K HUM OTHOCSITCSI MAPIIPYTU3aTOPbI,
KOMMYTATOPBI, ONTHYECKUE YCTPOUCTBA U [PYTH€ KOMITOHEHTBI, KOTOPBIE HE BBIXOISAT
3a TIpeJIesTbl CETEBOTO M TPAHCIOPTHOTO YpoBHETL. [IpesicTaBbTe, 4TO BBI HANTPaBIIsieTECh
n3 Can-/luero, mratr Kamudopuwus, B Cuati, mrar Bamuunrron. B atoii anasoruun
Can-/luero BeicTyTaeT B poJu ucxogauoro 1P-anpeca, a Cuatin — koneunoro. B cBo-
eM Iy TelecTBIU Bbl Oy/ieTe poesskaTh yepes Apyrue ropoja: Jloc- Anmkesec, CaH-
Dpamnrmcko, [TopTiaeH; UX MOKHO CYUTATH TTPOMEKY TOUHBIMU MaPIIPYyTH3aTOPAMHE
U KOMMYTaTOPaMU MeXK/y HayaIbHON M KOHEYHOHU TOUKaMU.

[Touemy a0 BaxkHO? /lanHast KHUTA B KAKOM-TO CMBICJIE TIOCBATIEHA A IMUHUCTPUPO-
BaHUIO M HACTPOIKE 3TUX TIPOMEKYTOUHBIX YCTPOHCTB. B BeK OrpOMHBIX IaTa-1IeHTPOB,
3aHUMAIONIIX HECKOJIBKO (DyTOOMBHBIX TT0JIeH, 9 heKTUBHBIE, THTHAMUYHBIE T 9KO-
HOMHBIE METOJIbI YIIPABICHUS CETIMU CTAHOBATCS BAKHBIM KOHKYPEHTHBIM ITPEUMY-
IIECTBOM JIJISI MHOTHX KOMITaHWiA. B cJIeyrormx riasax Mbl HOAPOGHO TIOTOBOPUM
0 TOM, KaKy1o POJIib B 9TOM UTpPaeT mporpaMMupoBanue Ha Python.

VTak, MBI paCCMOTPEITH ITATOHHbIE CETEBLIE MOIETH 1 HAGOPBI CETEBBIX MTPOTOKOIOB.
Ternepb MOXKHO MepexoAuTh Hermocpeactsento K Python. Haunewm ¢ o630opa atoro
A3bIKA.

O630p a3bika Python

ITa KHUTA TIUCAIACD [IJIs TOTO, YTOOBI YIIPOCTUTD KU3Hb HAM, CETEBBIM UHKEHEPAM.
Ho uto takoe Python u mouemy aTOT S3bIK MPEAMTOUYNTAIOT MHOTHE WHKEHEPHI
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DevOps? ITpuBey 1uraty 13 KpaTkoro onucaHus 3Toro s3bika or Python Foundation
(https://www.python.org/doc/essays/blurb/):

«Python — smo unmepnpemupyemoviii, 066eKmMHO-0PUEHMUPOBAHHDLLL A3bIK NPO-
ZPAMMUPOBAHUS BDICOKOZ0 YPOBHS C OUHAMUYECKOU CeMANMUKOLL. Boicokoyposie-
645l OP2AHUSAUUSL ECPOCHHDIY MUNOE OAHHBIX 8 COUeMAHUU ¢ OUHAMUYECKOTL
munusayueti u OUHAMUNECKOU NPUBSIKOLL Oellaem 3Mom A3biK 0UeHb NPUCLEKA-
MeavHbIM Ot ObLICMPOLL PAspadoOmKLU NPULONCCHUTL, 4 MAKICE Ot UCTLOJLbI0BANUSL
6 Kauecmse A3vIKa CUCHAPUES UL S3bIKA OJLSL CBA3IBANUS B0COUHO CYUECTBYIOULUX
Komnonenmos. Ilpocmoti u rezxuil 6 oceoenuu cunmaxcuc Python denaem ynop na
YO000UUMAeMOCb U MeM CAMBIM CHUICACT 3AMPATMbL HA 0OCIYNCUBANUE NPO-
pamm».

Ec/111 BbI HOBUYOK B IIPOrpaMMUPOBAHNH, TO TAKKE IIOHATHS, KaK «00bEKTHO-OPUEH-
TUPOBAHHBINY W «TMHAMIUIECKAS CEMAaHTUKA», HABEPHOE, MAJIO O YeM BaM TOBOPSIT.
Ho takue xapakTepucTHKH, Kak «OblcTpast paspaboTKa MPUIOKEHUIT» 1 «[IPOCTOM,
JIETKUI1 B OCBOEHMH CUHTAKCHC», KAK MHE KayKeTCsI, BRIIVILAAT 3aMaHuuBo. Python —
MHTEPIPETUPYEMBIH SI3bIK; 9TO O3HAUAET, UTO TepeJl BHITOJTHEHUEM KO/ TOUTH (M1
B0OOIIE) He KOMITHJIUPYETCs, OJarofapst YeMy BpeMsi Ha HalllcaHue, TeCTUPOBaHIe
U peJlaKTUPOBaHUE ITPOrPaMM Ha 3TOM SI3bIKe CYIIIeCTBEeHHO cokpailiaercs. Eciu Barmn
CIleHAPWil 3aBEPIIAETCs ¢ OMMUOKAMHU, TO JIJIST €70 OTJIAJKU 3a9aCTYI0 JOCTATOUHO
oreparopa print.

Wcnop3oBanme WHTEPIIPETATOPA TAKKE TIO3BOJISIET JIETKO MEPEHOCUTD TTPOTPAMMBbI
Ha pasHble ollepalioHHble cucTeMbl, BKodas Windows u Linux. ITporpamma, Ha-
nucanHas g onHoil OC, MOXKET UCIOJNb30BATHCA B IPYTOH ¢ MUHUMATHHBIMU 13-
MeHEeHUsIMU Kojia (U1 BoBce Oe3 TaKOBbIX).

ODyHKIUY, MOLYJIN U TAKETHI TOOIIPSIIOT TOBTOPHOE MCIIOJIb30BAHIE KOJIA 32 CYeT
pasbuenust GOJIBITNX MPOTrPAMM Ha TPOCThIE (ParMEHTBI, IIPUTOHbIE JIJIsT MHOTO-
KpaTHOTO ncrosb3oBanust. OGbeKTHO-OpUeHTHPOBaHHAs Tiprpoaa Python mossoss-
eT TOITH JaJjiblile U IPYNIUPOBATH KOMIIOHEHTHI B 00beKThI. Ha camMoM Jiesie Bee
daitnsr B Python sBAstioTcst MOy IIsIMHI, KOTOPbIE MOKHO TIOBTOPHO UCIIOTH30BAThH
WJTH UIMIIOPTHPOBATH B IPYTUX TIPOTPAMMAX Ha TOM JKe sI3bIKe. ITO obyierdaet oOMeH
KOJIOM MEK/y WHXKEHepaMu U MOOIIPSIET ero MOBTOPHOE ncmosib3oBanue. OamH 13
nesu3oB Python: 6amapeiixu — 6 xomnaexme; 370 O3HAYAET, UTO JJIST BHITTOTHEHTIST
pacipoCTpaHeHHbIX 3a/1a4 JOCTATOYHO CaMOTO SI3blKa U BaM He HYXKHO 3arpy:Karb
HUKAKUX JIOTIOJTHUTENBHBIX TTakeTOB. YTOOBI KO TP 5TOM He ObLI CJIUIIKOM pas-
JyThIM, BMecTe ¢ MHTeprperaTopoM Python ycranasiausaercst Habop MojyJieii, 13-
BECTHBIX KaK CTaHAapTHasA 6ubsmoTexa. J{Jist BBITOTHEHNST TAKUX PYTHHHBIX JICHCTBHIA,
Kak 00paboTKa PETYJISIPHBIX BBIPAsKEHUN, BOIYMCIEHHE MATEMAaTHIECKUX (DYHKITHIT
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u gexopuposanue JSON, 1ocTaTouHo 100aBUTh MHCTPYKIIMIO import, U MHTepIIpe-
TaTOP MOAKIIOUUT HeOOXOAMMBII KOJI K Bamieil mporpamme. 51 6bI HazBasr 3Ty 0coOeH-
Hoctb Python ool U3 KJIIOYeBbIX.

Haxowern, a1 ceTeBbIX MHKEHEPOB 0YeHb y00HO, 4TO paspaboTka Ha Python
MOKET Ha4aThCsI ¢ OTHOCUTENBHO HeOOIBIIOTO CIIEHAPH ¢ HECKOJIBKIMU CTPOYKA-
MU KO/la N BpraCTI/I B HOJIHO]_IGHHyIO HpOMbIH_UIeHHyIO CI/ICTeMy. KaK MHOTUM U3
HAC U3BECTHO, CETH YaCcTO Pa3BUBAIOTCS €CTECTBEHHBIM IIyTeM, 6€3 KAaKOr0-TO TeHe-
panbHOro miaHa. SI3biK, CIIOCOOHBIN PacT BMECTE ¢ Ballell ceThio, Oeciened. Bac
MOKET YAAMBUTD, UTO SI3BIK, KOTOPBIN HAPEKJIN SI3bIKOM CI[eHApHeB, TPUMEHSIETCS
MHOTHUMU TTEPEIOBBIMU KOMIIAHUSIMU B HACTOSIIUX ITPOMBITIIIIEHHBIX CHCTEMax
(cnmcok opranusanuii, ucnosbsyomux Python: https://wiki.python.org/moin/
OrganizationsUsingPython).

Ecam Bam nipuxoaumoch paboTaTh B YCAOBUAX, KOTJIA TPEOOBAIOCH YaCTO TTEPEKITIO-
YaThCsT MEK/Y Pa3HBIMU KOMMepuecKnuMU TaTdhopmamu, TakuMu kKak Cisco [0S
u Juniper Junos, To BbI 3HAaETE, HACKOIBKO GOJIE3HEHHBIM MOKET OBIT TIEPEXOJ C OJI-
HOTO CHHTAKCHCA Ha JIPYTOi B paMKax OJHOTO mpoekTa. SI3pik Python sierko mpu-
CIIOCOOUTH KAK JIJISI MEJIKKX, TAK U JIJIs1 KPYITHBIX TPOTPAMM, TOTOMY MEPEKIIOUCHUE
KOHTEKCTa HEKPUTUYHO. B pasubix 3aauax, GOIBIINX U MATEHBKUX, HCIIOTB3YETCS
TOT 3Ke Ko Ha Python!

B ocrasieiicst yacTu 9TOM IJIaBbl MbI IIPOiiZeMcs 110 ocHOBaM s3bika Python na
cJIyyail, ecyqii BaM HY>KHO OCBEKMTb CBOM 3HaHUSA. Ecin BBl yiKe 3HAKOMBI C HUM,
MOJKETE TIPOCTO OBICTPO MPOCMOTPETH HTOT MaTepuasl Wil cpasy MepedTH K CJeLy-
OIIel TJIaBe.

Bepcuun Python

Kak, naBeptoe, u3BeCTHO MHOTMM YUTATEJISIM, B MOCJIEHNE HECKOJIBKO JIET SI3bIK
Python nepexoaut ot Bropoii K Tpetbeil Bepcuu. Python 3 6bu1 seimyties B 2008 roxy,
GoJiee jecsITU JIeT Hazaj, v mocieansas epcus nmeet nomep 3.10. K coxarnenmuio,
Python 3 He umeer obparHoii coBmecTmMoctu ¢ Python 2.

Ha MOMEHT I0ATOTOBKM TPETHEro M3IaHust 9TONW KHITH GOJIbIIast 4acTh cOO0IIecTBa
Python y:xe nepenuia ra sepcuio 3. Ha camom zedie skusHernbiil uksa Python 2
opurnanpao 3aBepmuiics 1 suBaps 2020 roga (https://pythonclock.org/). [Tocnenmss
Bepcus Python 2.x, 2.7, Bbinia GoJibliie BOChMI JIET Hasaj, B CePeIIHe IIPOIILIOro
necsitusietrst. K cuactpio, 06e 311 Bepeuu MOTYT COCYIIECTBOBATH HA OTHOM KOMITHIO-
Tepe. YUUTBIBAs 3aBEPIIeHUE JKU3HEHHOTO IIUKJIA 1 YK€ COCTOSIBIIIEECsT ITPeKpalieHme
HOZAZEPKKHU, Mbl BCe I0JKHBI epelitu Ha Python 3. Bor npumep Bbizosa Python 2
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u Python 3 #a komnbioTepe nox yrpasiernrem Ubuntu Linux (moapobuee 06 uc-
0JIb30BaHUU HHTEpIpeTaTopa Python — B caenytomnem paszene):

$ python2

Python 2.7.15+ (default, Jul 9 2019, 16:51:35)

[GCC 7.4.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> exit()

$ python3.7

Python 3.7.4 (default, Sep 2 2019, 20:47:34)

[GCC 7.4.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> exit()

C 3aBeplilieHHEM )KU3HEHHOTO IIUKJIa Beperi 2.7 GOMBITTHCTBO (PeiiMBOPKOB TEIEPh
nozaaepskuBaior Python 3. Y Python 3 rakske ecTh MHOKECTBO IIPEKPACHBIX BO3MOK-
HOCTeM, TAKMX KaK aCUHXPOHHBIH BBOJI/BBIBO/I, KOTOPbBIN MOKHO HNCITOJIH30BATD /IS
ONTUMHU3AIMHN Kojia. B prMepax aTol KHUTH 110 yMOJTYaHIIO Mcosb3yercs Python 3.
Mbl Takske cTapaeMcsl yKa3bIBaTh HA PA3JIMYUs MEXK/Y BepCUsAMU 2 U 3, €CJId TAKOBbIE
UMEIOTCAL.

Ecnu kakue-10 KOHKpeTHble GUOINOTeKN Wn (GPeRMBOPKY JIyUllle TIOAXOIAT st
Python 2 (manpumep, Ansible; cM. mpumMeuanue HiKe), 5T0 OyeT OTOBOPEHO OT-
JeJIbHO U B TAKKX CJIydasax Oyzer ucrosb3oBatbes Python 2. Ho BooGiie Python 2
cJielyeT IPUMEHATh TOJIbKO TaM, Ijle HeT MHOTO BBIXO/A, a B OCTATbHBIX CIydastX
otaBarh npeamnourerue Python 3.

Ha MomeHT Hanucakus 3t1x cTpok Bepcumn Ansible 2.8 1 Bbilwe coBmecTiMbl

\Q// ¢ Python 3. lo sBepcuu 2.5 nopaepxka Python 3 cuntanacs npepsaputensHoi.
Yuutsisas, uto nogaepxka Python 3 6bina peanusosara He Tak AABHO, MHOTME
mogynu, paspabaTsiaemble cOOBLIECTBOM, BCE ele HAXOASTCs B npouecce
nepexoaa. Moapo6Hee ob Ansible u Python 3 uutaiite Ha crpanmue https://
docs.ansible.com/ansible/2.5/dev_guide/developing_python_3.html.

OnepauunoHHble cucTeMbI

Kak yske ymomunamoch, Python — 310 Kpocc-tuiardopmenHbiii si3bik. HarucanHubie
Ha HeM [porpaMMbl MOTYT pabotaTh B Windows, Mac u Linux. Ha camom aeine st
obecTieueHrst COBMECTHMOCTH CO BCEMU TIAT(OPMAMU HYKHO TPUHUMATD OTIPEjie-
JICHHBIE MEPBI — HAIIPUMEP, CJIEAYET YUUTHIBAaTh, uT0 Windows B Iy Tsix K (haiiiam
HCTIOJIb3YET 0O6PATHYIO KOCYIO YePTY, — U aKTUBUPOBATH BUPTYAJIBHYIO CPE/Y B Pa3-
HBIX CHCTeMaX. JTa KHUTa MpefHasnavdena g DevOps, CHCTEMHBIX U CETEBBIX UH-
JKEHEPOB, MO3ITOMY MPEAIOUTUTENbHON TIaTdopmoit sieisieTcst Linux (0cobeHHO
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B IIPOMBITIIJICHHBIX YCA0BUAX ). Ko, KOTOPBIH 3/1eCh TPUBOIUTCS, TIPOoBepeH B Linux
Ubuntu 18.04 LTS. 4 Taxske m03ab04ych 0 TOM, 4TOGBI BCE TPUMEPBI PabOTaJIH O/IH-
HakoBo B Windows u macOS.

HOHPO6HB€ 0 Moeil CUCTEME, €CJIN 9TO BAC NHTEPECYET:

$ uname -a

Linux network-dev-2 4.18.0-25-generic #26~18.04.1-Ubuntu SMP Thu Jun 27
07:28:31 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux

BbinonHenune nporpammsl Ha Python

[Tporpammbl, HanucaHHbie Ha Python, BRITOMHSIOTCS MHTEPITPETATOPOM. ITO O3HA-
YaeT, YTO UHTEPIIPETATOP IOIYIAET BAIIl KOJI, BBIIIOJHSIET €70 U BBIBOJUT PE3YIbTAT.
Cy1ecTByeT HeCKOIbKO peajii3alliiii HHTePIpPeTaTopa, CO3aHHbIX COOOIECTBOM
paspaborunkos Python, Takux kax IronPython u Jython. B aToii KHUre MbI HCIIOB-
3yeM caMyIo TIOILYJIIPHYIO U3 HUX Ha cerogHsantuii qenb, CPython. Yiomunas B aToit
krure Python, st umeto B Buay CPython (ecsu #e ykaszano ntoe).

Jlst axcriepuMerToB ¢ Python MOKHO MCIIOJIB30BaTh HHTEPAKTUBHYIO 000JIOUKY.
IT0 0COGEHHO YA0OHO, KOra HYKHO OBICTPO IPOBEPUTH KaKOM-TO (hparMeHT Kojia
WJIN KOHIIENIIMIO Oe3 HallMCaHK 1[eJI0N TPOTPAMMBL

O06bIyHO UL 9TOTO IOCTATOYHO BBECTHU B TEPMHUHAJIE KOMaH/Ly python:

$ python3.7

Python 3.7.4 (default, Sep 2 2019, 20:47:34)

[GCC 7.4.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> print("hello world")

hello world

i I . B Python 3 uHctpykums print sBnsetcs dyHKUme, NOSTOMY €€ APryMEHTbI He-

@ obxopnmo 3akniouats B ckobku. B Python 2 ckobku moxHo onyctutb.
VHTepaKTUBHBIN PEKUM — OJIHA M3 CaMbIX TIOJIE3HBIX BO3MOsKHOCTelt Python. B un-
TEPAKTUBHON 000JI0YKe MOJKHO BBECTH JIIOOYIO KOPPEKTHYIO HHCTPYKIIUIO MJIH T10-
CJIEZI0BATENBHOCTD MHCTPYKIMH 1 CPasy JKe MOJyYuTh pe3y ibrar. S 06bI9HO TocTy-
11al0 Tak IIpU UCCJIeJOBAHUN KAKOH-TO HE3HAKOMOW MHE BO3MOYKHOCTU WUJIU
6ubsmoTexn. VIHTEPAKTHBHBIN PEKUM MOJKHO TAKsKe TIPUMEHSITh /IS 60JIee CJIOKHBIX
3a71a4, 17T BBISICHEHUST 0COOEHHOCTEN TIOBEIEHNST CTPYKTYP TAHHBIX, HAITPUMED Pas-
HULBI MEK/Y U3MeHAeMbIM U HeuaMeHsaeMbIM Tuttamiu. Ul 1ipasa, 3a4eM OTKJIa/ibIBaTh
Takoe yZ0BOJIbCTBUE?
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Ecnun npu BBoge 370l kKomaHas B Windows y Bac He 3anycTunack KOMAHAHAS

\G/\/ ob6onouka Python, 3To MoxeT 03HaYATS, 4TO COOTBETCTBYIOLLAS NPOFPAMMA OT-
CYTCTBYeT B CMCTEMHBIX MyTax noucka. [Mporpamma yctanosku Python 8 Windows
npenocTasnseT Gpnaxok Ans AOOABNEHWUS MHTEPNPETATOPA B CUCTEMHBIA MyTb
nowucka; He 3a6yabTe YCTAHOBMTL €0 BO BPEMS YCTQHOBKM. TakXe MOXHO [O-
6aBuTb MHTepnpetatop Python & nyTs noncka BpyuHylo, nepeiias B HACTPOMKM
Environment Variables (Mepementbie cpeabi).

Opnako 6ostee TPAAUIIHOHHBIN cTOCO6 BBIOTHEHUS TIPorpaMMBbl Ha Python: coxpa-
HeHue ee B (haiis v TOCTeYIONIIH 32Ty CK ¢ TOMOIbI0 MHTepIpeTaTopa. Tak MOXKHO
n36eKaTh MHOTOKPATHOTO BBOJIA O/THUX 1 TEX JK€ BHIPAKEHMI, KaK B CJIydae ¢ WHTEP-
akTuBHOU obomoukoil. Koa Ha si3bike Python xpanurtcst B 06BIYHBIX TEKCTOBBIX
baitmax, Kak IPaBUIIO, C PACHIMPEHUEM . pY.

B mupe Unix B Havaso aiisa MOKHO 106aBUTH TaK HA3BIBAEMYIO CTPOKY ebans
(shebang, HaurHAIOIIYIOCS C ITAPbl CUMBOJIOB #!), 4TOOBI YKa3aTh MHTEPIIPETATOP,
KOTOPBIN JIOJIZKEH UCIIOIB30BATHCA /I BbITIoJIHeHNs (haiina. CHMBOJT # MOKHO MC-
HOJIb30BATD JUJIsT I00ABIEHYSI KOMMEHTAPHUEB, KOTOPbIE HTHOPUPYIOTCSI HHTEPIIPETa-
topom. Hampumep, caiis helloworld. py COMEPKUT CACTYIONTNEC HHCTPYKITAMN:

# 3TO KOMMeHTapun
print("hello world")

Ero MOKHO BBITIOJIHUTD CJIEIYIONIM 00pa3oM:

$ python helloworld.py
hello world
$

BcrpoenHsbie B Python tunbl gaHHbix

B Python peanmsosana quHamudeckast (yTHHAS ) THTU3AIS. ITO O3HAYAET, YTO A3BIK
IBITAETCST ABTOMATUYECKH OPEJIEJUTh TUIT 00BEeKTa IPU ero 00bsiBieHUN. B mHTEp-
nperaTop Python BcTpoeHO HECKOJIBKO CTaHIAPTHBIX TUIIOB:

® vyucna: int, float, complex u bool (moABUA int ¢ ABYMS BO3MOKHBIMU 3HAUE-
HUAMM: True 1 False);

nocaedosamenvrocmu: str, list, tuple u range;
omobpadicenus: dict;

MHodcecmea: set u frozenset;

None: 06bekT null.
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Tun None

Tur None — a1o 00bekT 6e3 3naueHust. OH Bo3BpalaeTcst (GyHKIMSIME, KOTOPbIe
HUYETO STBHO He BO3BPAINAIOT. DTOT THUIT TAK)KE NCMOJIB3YETCs B apTyMeHTaX (DyHKITHH,
/U711 KOTOPBIX BbI3bIBAIOIAsl CTOPOHA He IIPe/IoCTaBuIa HUKAKNX 3HaUeHU .

Yucna

Yucaa B Python — 510 cambie o6brunbie uncia. Eciim He cunrarhb OyJieBbl 3HaUeHUS,
BCe uncoBbie TUIBI (int, long, float U complex) MMEIOT 3HAK, TO €CTh MOTYT OBITH
MOJIOSKUTEJIbHBIMU M OTPUIIATE/IbHBIMU. THII bool sABJeTCs MOATUIIOM int 1 uMeeT
TOJIBKO JIBa BO3MOKHBIX 3Havenust: 1 (True) u 0 (False). Ha mpaktuke /jist mpoBep-
Ky GyeBbIX 3HaueHwit BMecTo 1 u 0 TOUTH Beer/ia MCMoab3yioTest True U False.
OcrasbHble YMCJIOBbIE TUIIBI PA3JIMYAIOTCA 110 TOYHOCTH TIPEICTABICHUS YNCEJT; TUIL
int B Python 3 He nMmeeT MakcuMasbHOTO 3HaYeHus, a B Python 2 uncia aroro tuia
OTPaHWYEHBI OTpe/leJIeHHBIM nana3onoM. [lus unces Tumna float ncmosib3yercs
npejicTaBjieHre JABOIHOM TouHOCTH (64-pa3psiiHoe).

NMocneposarenbHocTn

HOCJIe[[OBaTeJIbHOCTI/I — 9TO yIIOpA/0YE€HHbIE MHOJKECTBA O6'I)€KTOB C IIEJIOYnCJICH-
HBIMU HEOTPHUIIATECJIbHBIMU UHAEKCAMI. B atom CJIEAYIOINX HECKOJIbKUX pa3/iejiax
JUTST WJLTIOCTPAIMK PAa3IMYHbBIX TUIIOB MCIIOJIb3YETCsl HHTEPAKTUBHBIA HHTEPIIPE-
TaTOP.

Br1 moxere TTOBTOPATD TE€ K€ ITPUMEPDI Ha CBOEM KOMITbIOTEDPE.

Wnorpa moan yAUBIAIOTCS TOMY, UTO THII string Ha caMOM JieJie sIBJIsleTCs 1ocie-
J10BaTeJIbHOCTbIO. Hoecan 3alyMaTbCs, TO CTPOKU — 3TO 1 €CTb ITOCJI€J0BATE/IbHOCTD
cuMBOJIOB. CTPOKM 3aKII0YATOTCS B OJJMHAPHBIE, IBOWHbIE MJIA TPOWHbBIE KABBIUKH.

OG6paruTe BHUMaHIE, YTO B CJEAYIONUX IIPUMEPAX BUJbI OTKPBIBAOIINX U 3aKPbI-
BAOINX KaBbIUEK IOJKHBI COBITAZIATH M YTO TPOIHBIE KABBIUKHN ITO3BOJISTIOT BBOJIUTD
MHOTOCTPOYHBIH TEKCT:

>>> a = "networking is fun"

>>> b = 'DevOps is fun too’

>>> ¢ = """what about coding?
super fun!"""

>>>
ﬂBa APYTUX PaCIIPOCTPAaHEHHBIX TUIIA HOC]IelIOBaTeJIbHOCTefIZ CIIMCKHN U KOPTEKU.
Crncok — 210 IIOCaIe0BATE/IbHOCTD ITPOM3BOJIbBHBIX 00BEKTOB. 11X MOKHO CO31aBaThb,
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3aKJovas 0OBEKTHI B KBAAPATHble CKOOKM. Kak u cTpOKM, CIUCKI HHIEKCHPYIOTCS
HEOTpUIATEJbHBIMU IIEJIBIMU YN CJ/IaMU, HA9YHAsA C HYJIA. 3HauyeHUs 9JIEMEHTOB CITU-
CKa U3BJIEKAIOTCS TI0 HHEKCY

>>> vendors = ["Cisco", "Arista", "Juniper"]
>>> vendors[0]

'Cisco’

>>> vendors[1]

'Arista’

>>> vendors[2]

'Juniper’

KOpTe)KI/I ITOXOKH Ha CITMCKH, HO [JIA UX CO3/IaHHWA UCITOJIb3YIOTCA KPYTJIble CKOOKU.
3HaueHUs UX 3JIEMEHTOB TOKe U3BJIEKAIOTCS 110 NH/IEKCY, HO, B OTJINYME OT CIIMCKOB,
KOPTEKN HEJIb3A U3MEHATD ITOCJIE€ CO3JaHWA:

>>> datacenters = ("SJC1", "LAX1", "SFO1")
>>> datacenters[0]

'sjc1’

>>> datacenters[1]

'LAX1'

>>> datacenters[2]

'SFO1’

HEKOTOpHe Olepalum ABJIAOTCA O6H.[I/IMI/I JIJISI BCEX TUIIOB TTOCJIeI0BATETbHOCTE.
HaHpI/IMep, N3BJI€UEHUE dJIEMEHTA 110 MH/IEKCY MJIN CO3/laHNE Cpe3a:

>>> a

"networking is fun'
>>> a[1]

‘e
>>> vendors

['Cisco', 'Arista', 'Juniper']
>>> vendors[1]

'Arista’

>>> datacenters

('sJc1', 'LAX1', 'SFO1')

>>> datacenters[1]

'LAX1'

>>>

>>> af[e:2]

'ne
>>> vendors[0:2]
['Cisco', 'Arista']
>>> datacenters[0:2]
('sJc1', 'LAX1')
>>>

‘ /: rlOMHIATe, 4YTO OTCHYET MHOEKCOB HAYMNHAETCA C 0. HOBTOMY MHOEKC 1 Ha camom
)
\/ Aene npuHAnnexuT BTOPOMY 3NIEMEHTY NOCIeA0BATENbHOCTHU.
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Cy11ecTBYIOT TaKKe CTaHAapTHbIe (PYHKITUU, KOTOPbIE MOXKHO IPUMEHSTH K TI0CIe-
noBarebHOCTSIM. HarpuMmep, BOT Kak MOKHO Y3HATh KOJTUYECTBO 2JIEMEHTOB, 8 TaK-
JKe MUHUMAJIbHOE U MaKCUMaJTbHOE 3HAYEH NS

>>> len(a)

17

>>> len(vendors)

3

>>> len(datacenters)
3

>>>

>>> b =[1, 2, 3, 4, 5]
>>> min(b)

1

>>> max(b)

5

HexoTopbie MeTO/Ibl TPUMEHUMBI TOJIBKO K CTPOKaM, 4TO HeyIuBUTeNbHO. CTOUT
OTMETHTB, YTO 3T METOJIbI HE MI3MEHSIOT JIaHHbIE, C KOTOPBIMU OHU PAabOTAIOT, U BCe-
T7Ia BO3BPAIIAIOT HOBYIO CTPOKY. ECJIi KOPOTKO, TO M3MeHsIeMble 0OHEKTHI, TAKME KakK
CIIMCKU ¥ CJIOBAPH, MOKHO MOAN(UIIMPOBATD [10CJIE UX CO3/IaHnd, & Heu3MeHsieMble
00BEKTHI, TAKHE KaK CTPOKH, HeTb3s1. ECIM BbI XOTHTE MCTIOIB30BATh Pe3yIbTaT U3~
MEHEHHsI, BaM HeOOXOIMMO IIPUHSATH BO3BPAIllaeMoe 3HaYCHHE U MTPUCBOUTH €T0
JIPyTOI IepeMeHHOI:

>>> a

"networking is fun'

>>> a.capitalize()
"Networking is fun'

>>> a.upper()

"NETWORKING IS FUN'

>>> a

"networking is fun'

>>> b = a.upper()

>>> b

"NETWORKING IS FUN'

>>> a.split()

[ 'networking', 'is', 'fun']
>>> a

"networking is fun'

>>> b = a.split()

>>> b

[ 'networking"',
>>>

is', 'fun']

Bor HEKOTOPbIC YaCTO MCIIOJIb3yEeMbI€ METO/bI 1JIA CITMCKOB. Tun JIAHHBbIX list —
O4YeHb I10Jie3HadA CTPYKTYpPa, IMMO3BOJIAIONTasA O6'beIII/IH$ITb " mmocjenoBaTeJIbHO Iepe-
6I/IpaTb HECKOJIbKO 9JIEMEHTOB. HaHpI/IMep, MOJKHO COCTaBUTD CITMCOK KOMMYTAaTOPOB
B /laTa-IE€HTPpe U IPUMEHUTD K HUM €JIMHbII CIIMCOK AOCTYyIIa, Hepe61/1pa51 X O/INH 3a
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APYTUM. HOCKOJII)Ky 3HaUYeHNe CIIMCKAa MOKHO U3MEHATD I10CJIe CO3/IaHUA (B oT/inune
oT KOpTe>K€fI), TO MbI MOJKEM PACIITUPATH U COKPAIllaTh CIIMCKHU 110 MEPE BbIITOJIHEHW A
IIpOrpaMMBbl:

>>> routers = ['r1', 'r2', 'r3', 'rd', 'r5']

>>> routers.append('r6")

>>> routers

['r1"', 'r2', 'r3', 'r4', 'r5', 'r6']

>>> routers.insert(2, 'rlee')

>>> routers

['r1', 'r2"', 'r1e@', 'r3', 'rd', 'r5', 'r6']

>>> routers.pop(1)

"2

>>> routers

['r1', 'ri@@', 'r3', 'r4', 'r5', 'r6']

CHMCKM OTIUYHO TTOAXOAAT TSI XPAHEHUST JaHHbIX, OAHAKO CJIEANUTD 32 MECTOIOJI0-
JKEHNEM KOHKPETHBIX 3JIEMEHTOB B HUX MOJKET 6I)ITI) HEMHOTO HpO6ﬂeMaTI/I‘—IHO.
B rakux ciyuasix yaoOHee UCIIoIb30BaTh 0TOOPaKeHUSL.

OrobpaxeHus

OroGpaxenus: B Python peanusoBatbl B Bujie crosaps. CioBapb HATOMUHAET MHE
YIPOIIEHHYI0 6a3y JaHHBIX, TAK KaK OH COAEPKUT 0OBEKTHI, Ha KOTOPbIE MOMKHO
CCBIIIATBCA 110 KITI0YY. B IpyTrux a3bIkax MporpaMMUPOBaHNS 3TH CTPYKTYPBI 4acTo
Ha3bIBAIOT ACCOUUAMUBHBIMU MACCUBAMU VI Xeu-mabauyamu. Ecv BBl yke nMesTn
JIEJIO € YeM-TO OAO0OHBIM B IPYTHUX SI3BIKAX, TO YIKe 3HAETE, YTO TO IOBOJHHO MOII]-
HBII THTI, TIO3BOJIAIONIHIA 06paIiaThes K 00bEKTaM ¢ TIOMOTIBIO y1000UNTaeMBbIX
kiioveil. Vcrosib3oBanne KJIioyeil BMECTO YHCJIOBBIX HHIEKCOB TOMOXKET Gejroiare,
KOTOPOMY ITPUXOUTCST OOCTYKUBATH W OTJIAKUBATH YEi-TO KO,

Taxum Ge1o1aroil MoskeTe OKa3aThCsl ¥ BbI, KOT/Ia BaM MPUJETCS B J[BA Yaca HOYH
HcKaTh IpobiieMy B cOOCTBEHHOM KOJI€, HAITMCAHHOM HECKOJIBKO MEeCSIeB Hasal.
DJIEMEHT CJIOBAPST MOJKET OBITH IPYTUM CJIOKHBIM 00BEKTOM, TAKMM KaK CITHCOK.
Bbl yike 3HaeTe, 4TO CIIUCKU CO3/IAIOTCS C TOMOTIBIO KBaJIPATHBIX CKOOOK, a KopTe-
KU — KPYTJIBIX, TIO9TOMY Ha JIOJIIO CI0Bapeii octaioTcst (purypHbie CKOOKHU:

>>> datacenterl = {'spines': ['r1', 'r2', 'r3', 'r4']}
>>> datacenterl['leafs'] = ['11', '12', '13', '14']
>>> datacenterl

{'leafs': ['11', '12', '13', '14'], 'spines': ['r1’,
'r2', 'r3', 'rd']}

>>> datacenterl['spines']

['r1l', "r2', 'r3', 'r4']

>>> datacenterl['leafs']

[*11', '12', '13', '14']
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CuoBapu B Python — oiHu 113 MOUX JIFOOMMBIX KOHTEITHEPOB JTaHHBIX, KOTOPBIE 5T UC-
MIOJIb3YIO B CBOMX CETEBBIX clieHapusaX. CylecTBYIOT U IpyTre KOHTEHHEPDI, KOTOPbIE
MOTYT BaM IIPUTOUThCs. MHOXKeCTBA — OIMH U3 HUX.

MHoxecTBO

Mmnoocecmsa MCIIONB3YIOTCS ISt XPAHEH ST HEYIIOPSAIOYEHHbIX KOJLJIEKIIiT 00bEKTOB.
B oTmame ot criuckoB 1 KOpTeKei MHOKeCTBA He TOIEP;KUBAIOT TIOPSIOK CIe0-
BaHUsI 3JIEMEHTOB ¥ YUCJIOBYIO MHeKkcanuio. Ho o1Ha 0cO6EHHOCTD jiesiaeT uX 110-
JIE3HBIMU: 2JIeMEHTBI MHOKECTBa HUKOT/Ia He oBTopsioTcs. [IpencraBbre, 4To y Bac
ecth HaOOP IP-afpecoB, KOTOPBIE HYKHO J0GABUTD B CIIUCOK JOCTYIIA, HO TpobJema
B TOM, YTO MHOTHE 3JIEMEHTBI B 9TOM HAOOPe MOBTOPSIOTCS.

Tenepp moaymaiitTe, CKOJBKO CTPOK KoJa MOTpebyeTcst HAmucaTh, 4TOObI MyTeM
MOCJIE0BATEIBHOTO IIUKJINYECKOTO TTepebopa aTux IP-apecoB yaaauTh IOBTOPSI-
folnecsd 3HaYeHuA. BCTpOeHHBIN TUT set MO3BOJSAET cAeJaTh TO JKe caMoe OJHOM
ctpokoii. Eciii uecTHo, 51 He Tak 9acTO TPUMEHSIO ATOT TUTI, HO B CUTYaIUIX, KOT/a
OH JIEHCTBUTENBHO HEOOXOAMM, s OUEHb pajl, YTO OH cyllecTByeT. MHO)KeCcTBa
MOJKHO CPaBHUBATH MEXKIY COOO ¢ MOMOIIBI0 METOOB union, intersection
n difference:

>>> a = "hello"

# WUcnonb3yem BCTpoeHHyw oyHKuuMi set() AnA npeobpa3oBaHMA CTPOKM B MHOXECTBO
>>> set(a)

{*h', '1', ‘o', e’}

>>> b = set([1, 1, 2, 2, 3, 3, 4, 4])
>>> b

{1, 2, 3, 4}

>>> b.add(5)

>>> b

{1, 2, 3, 4, 5}

>>> b.update(['a', 'a', 'b', 'b'])
>>> b

{1: 2: 3: 4: 5: 'bI) Ia‘}

>>> a = set([1, 2, 3, 4, 5])

>>> b = set([4, 5, 6, 7, 8])

>>> a.intersection(b)

{4, 5}

>>> a.union(b)

{1, 2, 3, 4, 5, 6, 7, 8}
>>> a.difference(b)

{1, 2, 3}

>>>

Utak, MbI pacCMOTpeJIH pa3Hble TUIIL! JaHHbIX. Teneps caenaeM 0630p 0nepaTopoB
st3bika Python.
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Oneparopsi B Python

B Python ecTb IpuBbIUHbIE YUCLO8bIE ONEPAMOPHL, TAKUE KAK +, — 1 T. JI.; 0OpaTuTe
BHUMaHIe, YTO JIeJIeHIe ¢ yceueHueM (//, U3BECTHOE TaKKe KaK OeleHue Hayeo)
yceKaeT pe3yabTarT 10 IeCITUIHON 3anaTON 1 BO3BpaIaeT 1eyio ero yacTb. Orre-
parop zlejieHust ¢ OCTaTKOM (%) BO3BpalllaeT BEJIMYNHY OCTaTKa OT JleJIeHUsT Ha-
11eJ10:

>>> 1 + 2

3

>>> 2 -1

1

>>> 1 * 5

5

>>> 5 / 1 # BosBpawaeT float

5.0

>>> 5 // 2 # // heneHne Haueno
2

>>> 5 % 2 # peneHne C oCcTaTKOM
1

Ectb Takske onepamopoi cpasnenus. Obparute BHUMAHUE, YTO /I CPABHEHMS TIPE/I-
Ha3HAveH JIBOMHOI 3HAK PABEHCTBA, & OJIMHAPHBIN CJIYKUT JIJIsT IPUCBAMBAHUS 3HA-
YEeHU:

>>> a =1
>>> b =2
>»> a==>b
False
>»>a>b
False

>»> ac<b
True

>»> a<=b
True

C moMOIIIbIO ABYX HOIYJISIPHBIX 01EePamopos uieHcmea MOKHO TPOBEPUTD TIPUCYT-
cTBUE 00BEKTA B MOCJIEI0BATETBHOCT:

>>> a = 'hello world'
>>> 'h' in a

True

>>> 'z' in a

False

>>> 'h' not in a
False

>>> 'z' not in a
True
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Orepatopsi B si3bike Python momoratot s ek THBHO BBITTOIHSATH TPOCTHIE OTIEPATIHN.
B crenyioiem mozpasiesie Mbl TIOCMOTPUM, KaK 3TH OMEPAI[UU MOKHO TIOBTOPSITH
C TIOMOIIIBIO CPEJICTB YIIPABJIEHHS TOTOKOM BBITIOTTHEHUSI.

Cpeanctsa ynpasneHus NOTOKOM BbiNOMHEHMS
B Python

WMuctpykiun if, else u elif mesaoT BO3MOKHBIM YCJIOBHOE BBITTOJHEHHE KOJA.
B orsindme 0T HEKOTOPBIX IPYTHUX SI3BIKOB MPOTpaMMupoBanust B Python st ctpyk-
TypuUpOBaHusi HJIOKOB UCIOJIB3YIOTCS OTCTYIBI. Y CJIOBHbIE MHCTPYKITUU UMEIOT
caenytomuii hopmar:

if ycnosue:

fenaem 4To-TO
elif ycnosue:

flenaem 4YTo-TO, €C/N YC/IOBME BbIMONHAETCA
elif ycnosue:

flenaem 4YTo-TO, €CAN YC/IOBME BhIMONHAETCA
else:

MHCTPYKLMA

Bor npocroii npumep:

>>> a =10
>>> if a > 1:
print("a is larger than 1")
. elif a < 1:
print("a is smaller than 1")
. else:
print("a is equal to 1")

a is larger than 1
>>>

Mk while BbITIONHSETCS, TTIOKA YCJIOBHOE BhIpakeHNe He BepHET False, TOITOMY
CJIe/IUTE 32 ITUM BBIPAKEHUEM, YTOOBI IIUKJI HE CTajl OECKOHEUHBIM:

while ycnosue:
fenaem 4To-TO

>>> a = 10

>>>b =1

>>> while b < a:
print(b)

b +=1
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vV OO0 NV WNER

v
v

ITuka for paGoraer ¢ 10ObIMU OOBEKTAMU, KOTOPBIE MOIEPKUBAIOT UTEPALUH; ITO
03HAYaEeT, YTO OH COBMECTUM CO BCEMU BCTPOEHHBIMU TUTIAMU MTOCJI€I0BATETHHOCTEH,
TaKUMU Kak list, tuple u string. BykBa i B cienyiorniem 1ukJe 0603HaYAET nepe-
MEHHYIO IIMKJIa — Bbl MOKETE BbIOpATh J1I000€E APYyroe MM, MMEIOIee CMbICI B KOH-
TEKCTe Ballero Koja:

for i in nocnepoBaTeNbHOCTb:
nenaem 4Tto-To

>>> a = [100, 200, 300, 400]
>>> for number in a:
print(number)

100
200

300
400

MpbI paccMoTpesu TUIBI JAHHBIX, OTIEPATOPbI U CPE/ICTBA YITPABIEHMS TOTOKOM BbI-
nosaernst B Python. Terepb Bee 3T0 MOKHO 0ObEINHUTH B MHOTOPA30Bbie (hparMeH-
TbI KO/Ia, KOTOpble Ha3bIBAIOT (DYHKIIUSAMHU.

®ynkuum B Python

B GosmbimmHCTBE CTydaeB, KOT/Ia MPUXOANUTCS KOTTHPOBATD M BCTABJISATH KaKie-TO (hpar-
MEHTHI KO, UX JIydIlie pa3buTh Ha aBTOHOMHbIE GJIOKM — (DYHKIUH. ITO JIeTaeT KOjl
MOJLYJIbHBIM ¥ G0J1ee TIPOCTHIM B 00JTyKMBaHIU, 00JIerdYast ero OBTOPHOE UCTIOJIb30Ba-
uue. Jlsist onpestesiernst pyurnumii 8 Python ucrnonbsyercest kimoueBoe ciioBo def, 3a
KOTOPBIM CJIEIYIOT UMsT (DYHKITUU 1 ee apaMeTpsl. Teso yHKIIMN COCTOUT U3 MHCTPYK-
1IN, KOTOPBIE CJIEyeT BBITIOJTHUTD. B KOHIIe MOXKHO BEpPHYTh 3HAUE€HNE BBI3BIBAIOTIEH
CTOPOHE; €CJTH ATOTO HE C/IENATH, TO TI0 YMOJTYaHUIO (BDYHKINSA BepHET 00BEKT None:

def wma(napameTpl, napameTp2):
MHCTPYKLUUU
return 3HayeHue
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B coieyioniux riiaBax Bbl yBUIUTE MHOKECTBO PA3HBIX (DYHKITUIA, TIOITOMY 3/1€Ch MbI
OTPAHUYUMCS TIPOCTHIM ITPUMEPOM. B TuCTUHTe HUKe UCTIOIB3YIOTCS MTO3UITMOHHbBIE
rapameTpbl, TO eCThb IIEPBbII aPTyMEHT BCer/ia repeaeTcst (GyHKIMU B IEPBOM T1apa-
MeTpe. Ha mapaMeTpbl MOKHO TaK:Ke CChLIATHCS TI0 UMEHAM U OTIPe/Ie/IATh 3HAYCHU
110 yMoryanuio: def subtract(a=10, b=5).

>>> def subtract(a, b):
c=a-b
return c

>>> result = subtract(1e, 5)
>>> result

5

>>>

DyHKIUY OTJIUYHO HOAXOAT JiJist 00benHEHNs 3a0a4. A MOKHO Jii O0bEIUHUTD
dyHkimu B ente 6osiee KPymHbIi 610k MHOTOpa3osoro Koga? Koneuno. /lus atoro
B Python ectb kiacchl.

Knaccol B Python

Python — s3bik 06sexmmo-opuenmuposannozo npozpammuposanust (OOII). O6beKThbI
CO3/IAIOTCST ¢ IOMOIIBIO KJIIOUEBOTO CJI0Ba class, U OOBIYHO MX TIPEICTABISIIOT KakK
KoJLIeKIK PyHKIUI (METOI0B), IIepeMeHHbIX 1 aTpubyToB (cBoiicTB). ITocie onpe-
JIeTEHNsT KJTacca MOYKHO CO3/IaBaTh €r0 AK3eMILISAPhI. Kirace CaysKuT 4epTeskoM, Uim
IPo06Pa30M, TIOCIIEAYIONIMX DK3EMILISPOB.

Tema OOII BBIXOANUT 32 paMKU 9TOM TJIaBbl, IOATOMY IIPUBELY MTPOCTON TIPUMED
¢ orpejiesieHieM oObeKTa router:

>>> class router(object):
. def __init__ (self, name, interface_number, vendor):
self.name = name
self.interface_number = interface_number
self.vendor = vendor

>>>
OnpeaeJmB 9TOT KJIaCC, BbI CMOJKETe CO31aThb J110060€ YUCIIO €r0 IK3EMILJIAPOB!

>>> rl = router("SFO1-R1", 64, "Cisco")
>>> rl.name

'SFO1-R1'
>>> rl.interface_number
64

>>> rl.vendor
'Cisco’
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>>>
>>> r2 = router("LAX-R2", 32, "Juniper")
>>> r2.name

'LAX-R2"'

>>> r2.interface_number

32

>>> r2.vendor

'Juniper’

>>>

Kowneuno, 910 Tosbko nepsoe 3nakoMmctso ¢ OOTII u obbexTamu B Python. B ciemy-
IOIUX TJIaBaX Bbl YBUIKTE €Il€ MHOKECTBO IIPUMEPOB.

Mogaynu v naketsi B Python

Wcexomusiii dhaiin Ha si3bike Python MokHO HCIOIb30BATh B KAYeCTBE MOAYJIsL. ITO
M3HAYAIIBHO 1 €CTh MOZYJTb, U JII0ObIE (DYHKITNHN /KIACCHT, KOTOPBIE B HEM OTIPE/IETEHB,
JIOCTYITHBI [JIs1 TOBTOPHOTO MCIIOMb30BaHst. UTOOBI MOAKIIOUNTE MOJLYJIb, UCIIOJIb3YiA-
Te Ko4yeBoe ¢oBo import. I[Ipu nmnopTuposanuu daiisa MpoMCXOAUT cieayioniee.

1. J1ist 06bEKTOB, ONPEIE/IEHHBIX B UMITOPTUPYEMOM (haiisie, co31aeTcst HOBOE TIPo-
CTPAHCTBO UMEH.

2. VIMnopTupyemblii MOJLYJIb BBITIOJTHSETCS.

B npocTpancTBe MMeH BbI3bIBAIONIEN CTOPOHBI CO3/IAETCST UMSI, CChIIAIONIeecs
Ha UMIIOPTUPOBAHHBIN MOJLYJIb. ITO UM COBIA/IAET C UMEHEM MOJIYJIS.

[Tomuure pynknuio subtract(), KOTOPYIO Bbl ONIPENEIUIN B MHTEPAKTUBHON 060-
nouke? Yrobbl caesath ee JIOCTYITHOM JIJIsT TTOBTOPHOTO MCITOJTh30BAHMUS, €€ MOKHO
IIOMECTUTH B (panI subtract.py:

def subtract(a, b):
c=a-b
return c

B katasiore, rae naxonures daiia subtract.py, MOKHO 3aIlyCTUTh MHTEPIPETATOD
Python u ummnoptupoBats a1y (HyHKIUIO:

Python 2.7.12 (default, Nov 19 2016, ©6:48:10)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import subtract

>>> result = subtract.subtract(10, 5)

>>> result

5
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ITOT TIpreM cpaboTa, MOTOMY UTO 1Mo yMomdanuio Python ummer Mmoaynn cHagama
B TEKyIIeM Kataore. [ToMHUTE cTaHAapTHYIO OUGINOTEKY, YITOMIUHABITYIOCS BBITIE?
Kaxk BbI MorJIH foTagathes, 910 06bruHbIe (hailasl Ha s3bike Python, kotopbie nc-
HOJIB3YIOTCS B KAYeCTBE MOAYJICH.

1
_\@'_ Ecnn Mmopynb HaxopuTes B Apyrom Katanore, nyTb K HEMY MOXHO BPYUHYIO AO-

6aBMTL B CIMCOK NyTei noucka ¢ nomowwsio sys.path.

[TakeTbl MO3BOJAIOT OOBEAMHAT MOYJIN B KOJJIEKITUH. DTO €llle OJUH YPOBEHb
opraHusaiuu, 06eCcneunBaIINil JOTOTHUTEIbHYO 3aIIUTY TTPOCTPAHCTE UMEH
Y BO3MOKHOCTB OBTOPHOTO MCIOJIb30BaHUsI KOa. YTOObI OTPe/Ie T MAKET, HY K-
HO CO3/IaTh KATAJIOT C UMEHEM, COBIA/IAIONTNUM C UMEHeM [aKeTa, i IOMECTUTD B HETO
HCXO/IHBIE (haIbI MOJTYJIET.

Yro6er nateprperaTop Python pacrosHaBa 5TOT KATAJIOT KaK MakeT, J00aBbTe B HETO
aitn __init__.py. Ero MmosxHO octaButh myctbiM. Co3mauM Katajaor math_stuff
U TIOMecTuM B Hero daisi __init_ .py u MoayJib subtract. py U3 IpeIbIyIIero mpu-
Mepa:

echou@pythonicNeteng:~/Master_Python_Networking/Chapterl$ mkdir math_stuff

echou@pythonicNeteng:~/Master_Python_Networking/Chapterl$ touch math_stuff/
_init__.py

echou@pythonicNeteng:~/Master_Python_Networking/Chapterl$ tree

helloworld.py
math_stuff
_init__.py
subtract.py
1 directory, 3 files
echou@pythonicNeteng:~/Master_Python_Networking/Chapteri1$

Tenepb, 4TOOBI 0OPATUTHCS K MOJIYJTIO, HYKHO YKA3aTh UMsI [TAKETA, a 34 HUM Yepes
TOuKy nMs MofyJis. Hanpumep, math_stuff.subtract:

>>> from math_stuff.subtract import subtract
>>> result = subtract(1e, 5)

>>> result

5

>>>

Kak Buure, MOLYJIN ¥ MAKEThI OTIMYHO TOAXO/IST JJIst OPraHu3aIini GOMbIINX KOJI-
JIEKIINHT MCXOMHBIX (DAIOB M CYIECTBEHHO YIPOIIAIOT MOBTOPHOE MCIIONb30BAHNE
koxa B Python.
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Pesiome

B aroii rmaBe Mbl pacemoTpes Mozeab OST 1 Habopbl CeTEBLIX IPOTOKOJIOB, TAKIE
kak TCP, UDP u [P. Onu feficTBYIOT Kak YPOBHU, OTIPE/IETSIONINE TIOPSI/IOK ajpe-
CAITUU U COTJIACOBAHUST COEINHEHUST MEKIY ABYMSI XOCTaMU. DTH TIPOTOKOJIBI Pa3-
pabaTBIBAIUCH C YIETOM BO3MOKHOCTH PACIIUPEHsI, 6I1aroapst 4eMy OHU MTOUYTH He
M3MEHUJIUCh C MOMEHTA UX CO3/[aHUs. JTO HEOPIUHAPHOE JIOCTUKEHUE, YUUThIBAST
B3PBIBOOOPA3HOE Pa3BUTHE MHTEPHETA.

MpI Takske BKpaTIle paccMOTpesu si3bik Python, B ToM unciie BCTpoeHHbIE THITBI
JIAHHBIX, OIIEPATOPBI, CPEICTBA YIIPABJIECHUS TTOTOKOM BBITIOJIHEHMS, (DYHKIINU, KJIAC-
ChI, MOZLYJIN U TTakeThl. Python — MOTIHBII S3bIK, TOTOBBII K HCIIOJB30BAHUIO B TIPO-
MBIIIIJICHHOM OKPYJKEHUH, KOTOPBIH Jierko yuraercs. baarogapst atomy Python
UJIeIbHO MTOIXO/UT JIJIg aBToMaTusaiuu ceteil. CeteBble MHKEHEPBI MOTYT HA4aTh
C TIPOCTHIX CIIEHAPHEB U TIOCTEIIEHHO TIEPEXOANTH K MCIOIb30BaHNI0 GoJiee MPOIBH-
HYTBIX 0COOEHHOCTEH 9TOTO SI3BIKA.

B riiaBe 2 MbI HauHeM 00CY/KIaTh TIPHEMbI HCTTOb30Batust Python s B3aumopeii-
CTBUSI C CETEBBIM 000PYI0BAHKEM.



HuskoyposHeBoe
B3AMMOJENCTBME
C CETEBbIMU YCTPOUCTBAMM

B rsiaBe 1 MBI paccMOTpeJIN TEOPeTUYECKUE OCHOBBI CETEBBIX TPOTOKOJIOB M MX Xa-
PaKTEPUCTHUKH, a TAKJKE TTO3HAKOMIINCEH B 0OIINX YepTax ¢ s136rkoM Python. B aroii
TJIaBe MBI ITOTPY3UMCS B TEMY TIPOrPAMMHOTIO YIIPaBJIE€HUS CETEBBIMU YCTPOWCTBAMMU.
B yacTHOCTH, pAaCCMOTPUM pasHbie criocoObl puMenenust Python st B3aumoueii-
CTBUA C CETEBBIMM MapUIPyTU3aTOPaMU U KOMMYTATOPaMHU IIPOIIJIOTO TOKOJIEHUS.

YTo 5 MMeTo B BU/LY TTO/T TPOIILTBIM TTOKOJIEHUEeM? B HaIl IHU CJI0JKHO TIPEICTaBUTD
Kakoe-1b0 HOBOE CETEBOE YCTPOHUCTBO, C KOTOPBIM HEJb3st OBLIO ObI 06IATHCS MO~
CPEICTBOM NPUKLAOH020 npozpammiozo unmepgeiica (Application Program Interface,
API), onaaxo panbine API B Takux ycTpoiicTBax oTCyTCTBOBAJ. {51 aaMuHUCTpH-
POBaHUsI UCIIOJIb30BAICS unmepgetic komanonoi cmpoxu (Command Line Interface,
CLI) B BUJie KOHCOJIbHBIX ITPOTPAMM, PACCYMTAHHBIX Ha Py4YHOe yiipaBienue. Nke-
HEp J0JKeH ObLT MHTEPITPETUPOBATD JIaHHBIE, TOJTyYeHHbIE 13 YCTPOUCTBA, U TIPHHSTH
cooTBeTcTByIoNIee penrenue. IIoHATHO, YTO ¢ yBeJnYeHUEeM KOJIMYECTBA CETEBbIX
YCTPOMCTB U YCJIOKHEHUEM CeTell Takoe a/IMUHUCTPUPOBAHNUE CTAHOBUJIOCH BCE
6oJtee IPOOJIEMHBIM.

Jlnst Python HarmicaHo HECKOJIBKO OTIHYHBIX OMOIMOTEK U (hPEHMBOPKOB, TOMOTa-
01X pemrarh Takue 3agaun. Cpeau uux — Pexpect, Paramiko, Netmiko, NAPALM
u Nornir. ¥ HEKOTOPBIX M3 3TUX TPOEKTOB €CTh OO KOJI, 3aBUCUMOCTH 1 Paspa-
6orunku. Hanpumep, 6ubanoreky Netmiko cospan Kupk Baitepe B 2014 rony Ha
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ocHOBe pyroii Gubarorexu, Paramiko SSH. B 2017 roay Kupk o6beaunuics ¢ /1o-
BuzioM bappoco n3 nmpoexta NAPALM u ipyruMu mporpaMMuCTaMu JIJisI CO3/ITaHNS
(dpeitmBopka Nornir, 06eCTiedrBaIONIETO CPEICTBA CETEBOI aBTOMATH3AIMI HA YUCTOM
Python.

Itu 6ubaroreky 1o 6OJIbIIe YacTH MOKHO UCIIOJIb30BATh COBMECTHO. HaHpI/IMep,

Ansible (cm. T1aBBI 4 U 5) IPUMEHSIET B CBOMX CETEBBIX MOAYJISIX 00€ GUOIMOTEKH,
Paramiko 1 Ansible-NAPALM.

Ha cerosiimamii ieHb CyIIeCTBYET Tak MHOTO OHOIMOTEK, UTO paccKasarh 000 Beex
Ha CTPAHUIAX OJIHON KHUTU ITPOCTO HEBO3MOKHO. B 9T0ii riiaBe Mbl cHayasa pac-
cMoTpuM Pexpect u 3aTeM IrepeiifeM K mpuMepaM UCIIOIb30BaHUA OMOIMOTEKN
Paramiko. YsicHUB 0CHOBBI U IPUHITUIT PabOThI TIOCJEIHEH, BbI €3 TPya CMOKETE
OCBOUTb ApyTHe IPoeKThl, Takue Kak Netmiko u NAPALM.

JTa IJ1aBa OXBaThIBAeT TaKue TEMbI, KaK:

tpyanoctu paborsl ¢ CLI;
CO3/IaHUE BUPTYaIbHON JTabopaToOpuu;

6ubanoreka Python Pexpect;

°

°

°

® oGubsmoreka Python Paramiko;

® [IpUMeEpHI KCIIOJIb30BaHK 00enx O1OINOTEK;
°

Hegocrarku Pexpect u Paramiko.

A yxe ymoMuHaM 0 HeJIOCTATKAX YIPABJIEHHS CETEBBIMU YCTPOICTBAMU C TIOMOIIIBIO
unTepdeiica KOMaHAHOM CTPOKU. DTOT MOAX0/I IT0Kasas cebst HeaheKTUBHBIM B pa-
6oTe ¢ ceTsIMU CPEIHETO pasMepa. B aToil riraBe mpeacTaBIeHbl OUOTMOTEKH /ISt
Python, kotopsie momoryT o6oiit ato orpanudenue. Ho cHauama gaBaiite moapoo6-
Hee ob6cyaumM Tpyzanoctu paborst ¢ CLI

TpyoHoct pabotsl ¢ CLI

B 2014 rony Ha BoictaBke Interop B Jlac-Berace renepasibhbiii gupexrop Big Switch
Networks /lyrmac Mioppeii MporLIIocTpUpOBaJ U3MEHEHHUsI, TIPOU3OIIEAIINE B ce-
mesolx mexnonozuax dama-uenmpos 3a npeapiayue 20 sger, ¢ 1993 o 2013 rox,
cJaijioM, IpuBe/IeHHbIM Ha puc. 2.1,

On nokazaJn O4YEeBHU/IHOE: 3a /IBa /IECATUIIECTUA B YIIPABJIEHNN CETEBbIMU YCTpOﬁCTBa-
MH M3MEHUJIOCH HE TaK YK MHOTO. BO3MO>KHO, 9TO OBLIO HEMHOTO HECIIpaBeIJINBO 110
OTHOHIEHUWIO K ITIPOU3BO/IUTEIAM O60pyZ[OBaHI/IH TOI'O BpeM€EHU, HO CYTb BbIBO/Ia MaJIO
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Puc. 2.1. MameHeHus B ceTeBbix TeXHONOrMAX AATA-LEeHTPoB (McTounmk: https://www.
bigswitch.com/sites/default/files/presentations/murraydouglasstartuphotseatpanel.pdf)

Yy KOTO BbI3bIBajia Bo3paxkeHusl. [lo MHEHUIO aBTOpa Mpe3eHTaIny, B yIIPaBJIeHUN
MapuIpyTusaTopaMu U KOMMyTaTopamu 3a npebiyne 20 et u3MeHuIcs TOJIbKO
mpotokoJ: BMecTo Telnet cranu ucrnonbzosats 6osee 6ezomacHbiii SSH.

VIMeHHO B 3TO BpeMsi, OpueHTUPOBOYHO B 2014 roy, MbI cTayin HAOIIOIATD B HAIel
NHAYCTPpUHN paCTyH_[I/Iﬁ KOHCEHCYC O SIBHOM H606XOZII/IMOCTI/I nepexoza OT yTUJIUT
KOMAaH/IHOU CTPOKH, YIIPABJISIEMBIX BPYYHYIO, K IPOrPAMMHOII aBTOMATH3AI[NU Ha
ocuose API. KoneuHo, HaM TIO-TIPEKHEMY IPUXOAUTCST 00PAIIATHCS K YCTPOHCTBAM
HalIPpAMYIO ITPU MPOECKTUPOBAHUU, CO3aHU N IIPOTOTUITIOB U HAYa/JIbHOM Pa3BEPThIBaA-
Huu tonosiorun. Ho mocsie aToro arana yrnpasjieHue ceTbio 0ObIYHO CBOJUTCS K Ha-
JIEKHOMY M COIVIACOBAHHOMY BHECEHUIO N3MEHEHU I BO BCE CETEBBIE YCTPOMCTBA. DTO
MO3BOJISTET M36eXkKaTh ONMOOK U CAEIATh TPOIECC BOCTPOU3BOIMMEIM, Giaromapst
yeMy MOJKHO He OTBJIEKATh M He YTOMJIATh MHKeHepoB. U aTo onHa u3 Tex 3a/ad,
KOTOPBIE JIOTHYHO MepPeaTh KOMITBIOTEPY U HallleMy JIoOuMoMy si3biky Python.

Ho BepHeMmcst K caraiily v IPeJICTaBUM, UTO CETEBBIMH YCTPOHCTBAMHU MOKHO YITPaB-
JISATh JINIIb U3 KOMaHAHOU cTpoku. OCHOBHASI TPYAHOCTb BO3HUKAET IIPU UMUTAIUN
B3aMMO/IENICTBYS aJIMUHUCTPATOPA C MAPIIPYTU3ATOPOM C TOMOTIBIO KOMITBIOTEPHON
nporpaMMbl. B KOMaHAHON cTpoKe MapIipyTU3aTop OyIEeT BHIBOAUTH KaKyI0-TO
nH(GOPMAIIUIO ¥ 0KUATH OT HAC PYYHOTO BBOJIA HEKUX KOMaHJ, OCHOBAHHBIX Ha
Hallell MHTepIrpeTanuu noxydeHHoro Beisozia. Hampumep, B ycrpoiictse Cisco 1o
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yupasienueMm 10S (Internetwork Operating System — medccemesas onepauuonias
cucmema) HyKHO BBECTU KOMaH/y enable, 4TOObI BOUTH B IPUBUJIETUPOBAHHBII
PEXUNM; 3aTEM, ITOJYUIUB ITPUTJIAIIECHNE K BBOy C CUMBOJIOM #, BbI /TOJI>JKHbBI BBECTN
configure terminal, uToOBI IIEPETH B peKUM KOHGUTYpaluu. [anee MOKHO mepeii-
TH B PeKUM KOHUTypanuu nHTepdelica nin mpoToKoJaa MapiuipyTusaum. 1o
To/THasA IMPpOTUBOIIONIOKHOCTD ITPOTrPaMMHOTO ITOAXO0/J1a. Kor/:[a KOMITbIOTEDP BbITIOJI-
HSIET KaKyIo-TO OT/IeJIbHYIO 3a1auy (ckaskem, HazHaudaeT [P-anpec nurepdeiicy), on
CTPYKTYPHPYET BCIO HEOOXOAMMYIO MHMDOPMAIIUIO U TIEPEIAET €€ MaPIIPYTU3ATOPY
HEJUKOM, OJKHIast OT TOTO Y€TKOrO OTBETa 00 YCIIEINTHOM WJIH HEYCIIEITHOM BhITIOJI-
HEHUW 33124 1.

Perenne, peammsoBantoe B Pexpect u 8 Paramiko, ocHOBaHO Ha 3armycKe WHTEPaK-
THUBHOTO JIOYEPHETO TPOTecca M HAOTIOMEHUH 32 TeM, KK 9TOT TIPOTIECC OBIaeTCst
C T1eJIeBBIM ycTpoiicTBoM. [IpoBepuB mosryyeHHOe 3HAUEHWE, POAUTETBCKU TPOIIeCC
HPEAIPUHIMAET [TOCTIEAYIONNE AeicTBUS (eCiu TAKOBbIe TPEOYIOTCsT).

VBepeH, BaM yike He TepiuTcest nepeiiti k 6ubanorekam st Python, Ho cHauasa
JlaBaiiTe OpraHu3yeM Hallly CeTeBYI0 1ab0paTopuio, 4TOObI y Hac OBLIO T/ie TPOBEPUTD
Halll Kozl. ECTh HECKOJIBKO BApUAHTOB.

CospaHune BUPTYanbHOM nabopatopum

ITpesx e yem norpysurhbes B 6ubanorexu u gppeiimsopku s Python, gasaiite cha-
vyajia opraHusyeM HeOoJIblnyo yuebHyo abopaTopuio. MactepoM, Kak U3BECTHO,
MOZKHO CTaTh, TOJBKO MPaKTUKysAch. Ham monago0uTcs n3onmpoBanias cpeja,
KOTOpasi CTEPIMT BCE HAIU ONMOKH, a TaKyKe MO3BOJUT HaM 0npobOBaTh HOBbIE
[IO/IXO/IbI ¥ TIOBTOPHUTH YK€ NPOHZEHHOE, YTOOBI 3aKPENUTh B MAMSITH TIOHITHSL.
YcranoButh Python u makeThl fJis1 yIpaBIeHUsT XOCTOM JIETKO, HO YTO HACUET MapIIl-
PYTHU3ATOPOB U KOMMYTATOPOB, KOTOPBIE MbI XOTUM UMUTHUPOBATDH?

CereByto 1abopaTOPHUIO MOKHO CO3/IaTh Ha OCHOBE NGO (PUBMUECKUX, THOO BUPTY-
AJBbHBIX YCTPOHCTB. PaccMOTpUM TIpenMyIiiecTBa U HEOCTATKY 3TUX BApUAHTOB.

®Pusnuyeckue ycrpoinctea

Dusnyeckre ceTeBbie YCTPOMCTBA MOKHO YBUAETh U roltynath. CYacTIMBIYNKI
MOT'YT JIaske BOCIIPOM3BECTH B J1aGOPATOPUHN TOYHYIO CTPYKTYPY CBOEH IIPOMBIIILIEH-
HOI Cpefibl.
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e TIpeumyniectBa. [lnaBHBI Tepexo/] OT Ja6OPATOPUHU K TPOMBIIIICHHBIM
yCIOBUSIM. BammM pyKOBOAUTENSIM U KOJITETaM-HHKeHepaM OyeT jerde
PazobpaThCs ¢ TOMONOTHEl; TPH HEOOXOAUMOCTH OHU BCET/Ia MOTYT B3TJISTHY Th
Ha YCTPONCTBA U BBITOJHUTD ¢ HUMU Kakue-To jeficTBusl. Ecin KopoTko, To
[PUBBIYHOCTH (DUBUUECKUX YCTPOICTB 0OECIIEUNBAET YPE3BHIYANHO BHICOKUI
YPOBeHb y100CTBA.

® Hepnocrarku. Vcnosib3oBanue ycTpoiicTs cyry6o B 9KCIEPUMEHTATbHBIX
IeJITX — OTHOCHUTEJIbHO JI0poroe yaoBosberre., CozaHue TabopaTopuu Ha
UX OCHOBE MOTPeGYeT BPEMEHH, 1 MMOMEHSITh YTO-TO MOTOM GYJIET HEMTPOCTO.

BuptyanbHble ycTpounctea

ITO AMYJISATOPDI, UM UMUTATOPBI, HACTOSIINX CETEBBIX yCTPOICTB. Takue ycTpoiicTBa
TIPEOCTABIIOTCS TNOO TTPOU3BOMUTENSIMH, TNOO cO00TIECTBOM OTKPBITOTO T10.

e [IIpenmymecrBa. BupryanbHbie ycTpoiicTBa Jierye HacTpanBarb. OHU OTHO-
CHUTEJILHO JIENIEBBIE U TI03BOJISIIOT OBICTPO BHOCUTH U3MEHEHMSI B TOTIOJIOTHIO
ceTn.

® Hepocrarku. 10 00BIUHO YIIPOIIEHHBIE BePCUH (PU3UUECKUX aHAJIOTOB, MHO-
T7Ia C ype3aHHBIMU (QYHKITHSIMH.

Koneuno, BBIGOP MEK/Ty BUPTYQIbHOI U (hH3MIECKOi TabopaTopueil cieyer Jesiarh,
UCXO/IS1 U3 CBOMX BO3MOYKHOCTEH U 33/1a4, MBITAsICh HAUTU Pa3yMHBINT KOMIIPOMUCC
MeXK/Ly CTOMMOCTBIO, ITPOCTOTON pean3aiiiil 1 PUCKOM PACXOXKAEHUH MEXK/1Y TeCTO-
BOIA M IIPOMBINIJIEHHO cpeamu. B HEeKOTOPBIX IPOeKTaX, Hajl KOTOPbIME s paboTail,
BUPTYaJbHast JaOOPATOPUST UCITOIb30BAIACK /IS CO3IaHUs HAYaIbHOTO ITPOTOTHIIA,
a OJIMsKe K 3aBepIIAIONIeil CTajiui IPOEKTUPOBAHISI MbI TEPEXOIN/IN Ha (hU3UIecKue
yCTpoicTBa.

ITo MoeMy MHEHUIO, TIPH OGYYEHUH CJIelyeT BBIOUPaTh BUPTYaIbHYIO 1ab0opaTopHIo,
YUYUTBIBasI, YTO BCe GOJIBIE TIPOU3BOUTENEH HAUNHAIOT BBITYCKATh BUPTYATbHOE
o6opynosanue. HexBarka (hyHKIIMOHAIBHOCTH B BUPTYAJIbHBIX YCTPOICTBAX OT-
HOCUTEJNbHO HeGOoIbIast U OAPOOHO 3aJI0KYMEHTHPOBAHA, OCOOEHHO eCJIU TH
YCTPONCTBA IPEIOCTABISAIOTCS caMUM MpousBoauTeseM. OHM HelopoTHe TIo CPaB-
HEHUIO ¢ (PU3MUECKUMHU ajibTepHaTuBaMu. K TOMY ke 3T0 3a4acTyt0 OOBIYHbIE ITPO-
rpaMMBl, ¥ TIOATOMY ¢ HUMU TpeOyeTcst MeHbIIle BpeMeHH Ha MocTpoeHue abopa-
TOPUH.

ITokasbIBaTh IPUMEPBI 5T GY/IY € TIOMOIIIBIO U (DPUBUUECKIX, U BAPTYAJIbHBIX YCTPOUCTB,
OTAaBas MPEIOYTEHNE TIOCTeAHIM. Pasuuniia qomkHa 66Th HezameTHoH. Ecu mpu
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HCITOJIb30BaHNN BUPTYaJbHBIX 1 (l)I/ISI/ILIeCKI/IX YCTpOfICTB B TOCTUXKECHUNU CTOAIIINX
nepesl HaMu IieJieii OyIeT KaKkasi-TO PasHUIa, 1 IOCTaparCch ee OObSICHUTD.

Kak BbI BCKOpeE YBU/IUTE, B IIpUMEpax B ATOUN KHUTE $I ITBITAI0Ch MAaKCUMAJIBHO yupo-
CTUTD CETEBYIO TOIIOJIOTHUIO, HO TakK, 4yTOOBI OHA I103BOJIAIA [10KA3aTh HGO6XO[[I/IMI)IC
naeu. Kamaaﬂ BUPTYaJibHasA CETh OOBIYHO COCTOUT BCETO U3 HECKOJIbKUX Y3J10B, 1 MBI
qacCTo 6yz[eM NCIIOJIb30BATH OJTHU 1 T€ JK€ CE€TU B PA3HDBIX YIIPAKHECHUAX.

brarogaps atomy untaTtenu mpeabIIyIIUX U3JaHUN MOTJIA MCIIOJIb30BATh MHOTHE
HOIYJISIPHBIE JTADOPATOPUH ¢ BUPTYaJIbHbIME ceTsiMu, Takie kak GNS3, Eve-NG
1 IPYyTrre€ BUPTYaJIbHbIC MAllIHDI.

Jlis TIPUMEpPOB s1 BBIOUPAJ BUPTYaIbHbIE MAIIUHBI OT PA3HBIX MOCTABIINKOB, TAKUX
kak Juniper u Arista. Ha MomenT Harmcanus atux ctpok Arista vVEOS MoXkHO 3arpysuThb
GecruraTHO Ha cafite Arista. Ilnardopma Juniper JunOS Olive, KoTOpyIO HCTOJB3YIO
s1, He TOJIIepsKIBaeTcs o(UIMAIbHO, HO Juniper mpemiaraet st vVMX GecruiaTHy o
MPOGHYIO JIUTIEH3HIO, KOTOPYIO MOKHO 3aMEHSTH. $1 Takske IPUMEHSIIO TIPOTPaMMY
ceresoii taboparopuu ot Cisco nox nassanueM Virtual Internet Routing Lab. Ona
IJIATHASL, HO B CJIEYIOIINX PA3/IesaX st OObSICHIO, TOUEMY 5T CYUTAIO €€ XOPOIINM Bapu-
AHTOM JIJIsT TAOOPATOPHIL ¢ BUPTYAJIbHBIMU CETSIMU.

Xouy noguepkHyTb, 4TO He obsisatenbHo nokynate nporpammy VIRL; eb MoxeTe

\E/\/ MCMONb30BATL GECMNATHBIE ANLTEPHATMBLL. HO ANst BEINOMHEHUS YNPAKHEHMA 13
3TOM KHMIM i HACTOSITENBHO PEKOMEHAYIO O630BECTMCH KOKMM-TO TAGOPATOPHBIM
060pyROBAHMEM.

Cisco VIRL

BcmomuHaro, Kak s HAUMHAJ TOTOBUTHCS K 9K3aMeHY JIJIsT TIOJTyIeHUsl cepmugpuxama
cneuuanucma no mexccemesvin mexuonozusm Cisco (Cisco Certified Internetwork
Expert, CCIE). Mue IpUIILIOCH KyTIUTH TToepskanioe obopynosatnue Cisco Ha eBay.
Jlaske co cCKUIKOI MAapPIIPYyTH3ATOP ¥ KOMMYTATOP CTOUJIN COTHH JIOJIJTAPOB, TIOATOMY,
4TOOBI COKOHOMMUTb, 51 KYIIMJ OU€Hb CTapbie MapIIPyTU3aTOPbI, IPOU3BEJEeHHbIE
B 1980-x rosax (ecsiv XOTUTE IOCMESTHCS, MOJKETE BBECTH B TIOMCKOBOI CUCTEME
Cisco AGS). ¥V Hux 6bIM OUeHb CKPOMHBIE BO3MOYKHOCTH U TIPOU3BOIUTENHLHOCTD
Jaxe 10 cTanzapram Jaboparopuit. [Tociie ux BKIIOUEHMS sl UMeJT 3aHUMATETbHY IO
Gecemy ¢ wieHaMI MO€El ceMbU (YCTPOHCTBA CUIIBHO TITYMEJIH ), 8 MOHTaK 3TOT0 000-
pyaoBaHust Obl He U3 IPUATHBIX. OHO OBLIO TSKEIBIM ¥ FPOMOBIKUM; IOAK/II0UEHIEe
Bcex KabeJieil TpeboBaIo MHOTO YCUJIMIA, & I/ UMUTAIIMK PaspbiBa COEANHEHUST MHE
HY>KHO ObLJI0 OYKBAJIbHO BHITACKUBATD KadesIb U3 pasbeMa.
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HeckonbkuMu roiaMu To33Ke TOSIBUIICS aMyasaTop Dynamips, 1 1 He Mor Hapajo-
BaThHCsI TOMY, HACKOJILKO ITPOCTO B HEM OBLITO CO3/IaBATH PA3TUYHbIE CETEBbIE KOH(DMU-
ryparuu. 1o GbLIO0 0OCOGEHHO BayKHO TIPH U3YUYEHUN HOBBIX KOHIICIIITHIT. 3arpysus
obpasbr 10S Ha caiite Cisco u TIIaTeJbHO CKOH(DUTYPUPOBaB (hailsibl TOMOJOTUH,
sI MOT C JIETKOCTBIO CO3/IaBaTh BUPTYaJbHbBIE CETH JJISI TIPOBEPKHU CBOUX HABBIKOB.
VY MeHst ObLiia 11eJ1ast marka ¢ CETEBBIMU TOMOJIOTUSIMHU, TOTOBBIMU KOH(DUTYPATHSIMU
u BepcusaMu 06Pa3oB IS PasHbIX cuTyaluii. A Garoaaps 106aBIEHUIO KIMEHTCKOI
uact GNS3 most staGopaTtopust probpeTaa pekpacHblii rpadudeckuii uaTepdeiic.
C GNS3 MOKHO OBIIIO HECKOJIBKIMU TIETYKAME KHOITKOM MBITITH CO3/[aBaTh COE/IH-
HEHUSI ¥ YCTPONCTBA U JJasKe paciiedyaTaTh TOIMOJOTUIO CETH /IJIsT HA4aJdbCTBA WU
KJINEHTA TIPSIMO C TIAHEJTH TPOEKTHPOBAHUSI.

EnnncTBeHHbIll HEOCTATOK: 9TOT UHCTPYMEHT He TOJYUUJ O(DUIIMATBHOMN 1O/ -
JIepsKKU 1ipousBojuTeis, To ecth Cisco. M3-3a 3TOTO OH cuMTAJICS HEJOCTATOYHO
HaJ[€5KHBIM.

B 2015 romy coobiectBo Cisco permio ucnpaBuTh cuTyanuio u Boimyctusio Cisco
VIRL. §I npeanounraio KCI0Ab30BaTh 9Ty IL1aTGOPMY It pa3paboTKU U OTIAIAKI
KoJa Ha si3bike Python kak jijist mpuMepoB B 9T0M KHUTE, TaK U B CBOE#t pabore.

V4 Mo coctosiHmio Ha 14 Hosbps 2019 roga nMueH3ns As IMYHOMO UCMONb30BAHMS
( Lt N
\/ c noanepxkoit 20 yanos crouna scero $199,99 s rop,

[laxxe yauTbiBas geHekHbIe 3aTparhl, miatdopma VIRL, kak MHe KaskeTcst, uMeeT
HECKOJIbKO ITPEUMYIIECTB 110 CPaBHEHUIO C albTepHaTHBaMHU.

e IIpocroTa B ucnoIb30BaHuu. Kak yixe yroMunanocs, Bce 06pasbl g1 I0Sy,
I0S-XRv, CSR1000v, NX-OSv u ASAv co6paHbI B ¢[JHHOM apXUBe, JOCTYTI-
HOM 171 3aTrPY3KIL.

® Odunuanbusiii craryc (mourn). [Tomep:kka mpeaocTaBisieTcst Co0OIECTBOM,
HO 9TOT UHCTPYMEHT IITUPOKO IpuMeHsieTcs B camoii kommnanuu Cisco. Biaro-
Mapst €To MOMYJISIPHOCTH OMMUOKN B HEM GBICTPO UCITPABJISIOTCS, HOBBIE BO3-
MOYKHOCTH THIATEJIBHO TOKYMEHTUPYIOTCS, a MEXK/IY €T0 MO0JIb30BaTEIIMU
MPOUCXOUT AKTUBHBII OOMEH TT0JIE3HBIMU 3HAHUSIMU.

® Bo3MokHOCTh MUrpanuu B 00ako. Ha coryuail, ecn Baieit BUPTYyaabHOI
cpejie epecTaHeT XBaTaTh allliapaTHbIX PECYPCOB, TIPOEKT TPeJiaraeT JOrud-
HbI criocob Murpaimu B 061ako, Takoe Kak Cisco dCloud (https://dcloud.cisco.
com/) u Cisco DevNet (https://developer.cisco.com/). 1o BaskHasi BO3MOYKHOCTB,
0 KOTOPOIi MHOr[a 3a0bIBAIOT.

® Umutaius ceTeBOro CoeIMHEHUs U yNPaBJIsIoniero ypoBHs. DTOT HHCTPY-
MEHT yMeeT MMUTHPOBATh TaKMe XapaKTePUCTUKU (PU3NIECKUX CeTeil, Kak
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3a/IEePKKH, (DIIYKTYAITH W TIOTEPST TAKETOB B KAKIOM OTACIBbHOM COCTUHEHWH.
CyrecTByeT Takke reHepaTop TpaduKa yIpaBJIsioNniero YpOBHs il BHe/Ipe-
HUS BHEITHUX MapIIPYTOB.

® Jlpyroe. Cpejiy MpoYnX MHTEPECHBIX BOBMOXKHOCTEN MOKHO BBIJIEJIUTH ITPO-
eKTHPOBaHNeE TOTIOJIOTU 1 yIIpaBJieHre CuMyJistiieii ¢ momonisio VM Maestro,
ABTOMATHYECKYIO reHepaluio KOHGUTypalMoHHbIX (hailyloB ¢ UCII0JIb30BAHU-
em AutoNetKit u ynpasjietue 1oib30BareJbCKUMU pPabOYMMU TPOCTPAHCTBA-
MU [ pa3fiesieMbiX cepBepoB. CymecTBYIOT TaKyKe OTKPBIThIE TIPOEKTHI,
takue Kak virlutils (https://github.com/CiscoDevNet/virlutils), B paMmKkax KOTOPbIX
co00MIECTBO AKTUBHO paboTaeT Haj yIy4lIeHeM HHCTPYMEHTOB.

Mpr He ncrosib3yeM Bee Bo3MoskHocTH VIRL B 3101 KHUTE. TO OTHOCUTETHHO HOBBIH
WHCTPYMEHT, ¥ €CJIM BBl BCE JK€ BbIOEPETe UMEHHO €ro, s Obl XOTEJI JIaTh HECKOJIBKO
COBETOB OTHOCHUTEJIBHO eT0 KOH(DUTYpanny.

M cHoBa xo4y nofyepkHyTb, YTO ANS BbINOIHEHMS YNPAXHEHMI U3 STOM KHUTK

\G/\/ BaM notpebyetcs naboparopus. Ho a1o moxet 6bitb He Cisco VIRL, a yro-to
npyroe. Mpumepsbl Koga, KOTOpbIE Bbl 3MeCb HAMAETE, [OMKHE PABOTATL HA
No6oM 3KCMEPUMEHTANBHOM YCTPOMCTBE — ABHOE, YTOBbI OHO MMENo nop-
XOASLMIA TN 1 BEPCHIO MPOrPAMMHOTO obecneyeHus.

Cosetbl oTHOCcuTenbHO VIRL

Ha Be6-caiite Cisco DevNet Bbl HaiizieTe 06uIIMe CIIPaBOUHBIX PYKOBOACTB, HHCTPYK-
IUI IO TOJrOTOBKE J1abopaTOpuy 1 JOKyMeHTauu. Takke X049y OTMETHTD, 4TO
y coobriectBa mosb3oBatesieil VIRL MOKHO MOJMYYnUTh OBICTPbIE M TOUHBIE COBETBI.
41 He cTaHy TOBTOPSITH MHPOPMAINIO, KOTOPYIO MOKHO HAHTH B ATHX [IBYX MECTaX;
OJIHAKO HEKOTOPBIE TOTOBbIE KOH(UTYpaIiu Oy/IyT UCIIOJIB30BATHCS B HALIIEH J1ab0-
patopum.

Most maboparopust VIRL comepskut nBa BupTyaibubix untepdeiica Ethernet pis
coemmtenit. [TepBoIil MpeaHasHaven A7st npeobpaszosarus cemesvlx aopecos (Network
Address Translation, NAT) Ha coeJuHEHIH XOCTa ¢ UHTEPHETOM, a BTOPOIi CIIYKUT
nHTepdeiicoM JIOKAIbHOTO yIpaBiaeHus (B cJIenyIolieM MpuMepe OH Ha3bIBAETCS
VMnet2). [lst 3amycka kofia Ha s136ike Python 1 ncmornayio oTaembuyio BUpTyann-
HYI0 MAIlIMHY ¢ IIOXO0sKel ceTeBoi KoH(Urypalmeii: nepsbiii 1 ocHoBHOI opT Ethernet
WCITIOJIb3YETCS JIJIS TIOJKJIIOUEeHNS K MHTEPHETY, a BTOpoi — K unTepdeiicy VMnet2
U TpeAHa3Haden s yIpaBaenus 1a6opaTOPHBIMUA CETEBBIMI YCTPOHCTBAMMI
(puc. 2.2).
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®0@ &1 vid1.2.64.pc
n = A (e e e & e [ & A EF [}
Disconnect Network Adapter
B o
Bridged (Autodetect)
ip-address Host only

Network Adapter Settings...

=

L
L2 Kernel
Patch

nternet Routing Lab

VMMaestro

¢!l [software Updater]

Puc. 2.2. Mepsuirt apantep Ethernet VIRL samenen Ha NAT

VMnet2 — 2T0 MOIB30BATEIBCKAS CETh, CO3/[aHHAS /IS COEMHEHUST XOCTA TIOJ
yupasaennem Ubuntu ¢ Bupryanbnoii Mamusaoit VIRL (puc. 2.3).

1. Ha Bxaagke Topology (Tomosiorust) B cicke Management Network (Y mpasiis-
Io1as ceth) g BhIOpast myHKT Shared flat network (Pasnesnsiemas miockast ceTp),
4TOOBI YIPABJISATH BUPTYAJbHBIMU MapIipyTusatopamMu us ceru VMnet2
(puc. 2.4).

2. Haskmanke Node (¥Y3en) Hy»KHO 33/1aTh cTaTU4eCcKuil yrpasJstiomuii [ P-axpec.
A npennountaio cratudyeckue [P-agpeca BMecTo AMHAMUYECKUX, KOTOPbIEe Ha-
3HAYAKOTCS MIPOrPAMMHBIM obeciiedeHreM. JTO JeJaeT JOCTYI K ceTu GoJree
npezckasyembiM (puc. 2.5).
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Puc. 2.3. Bropoi anantep Ethernet VIRL coepnren ¢ VMnet?2

rﬁ Properties EIE-\I c# = =0

|
£, Topology Nodes: 2

Management Network: [Shared flat network [v]

Mmanagemm nade

Static serial port offset: |

[+ L¥C management node

LXC node's static IPv4 address: |

LXC node's bound IPv4 address: |

LXC node's static forwarded TCP port: |

Puc. 2.4. /cnonbsyiite nnockyto pasgensemyto cetb B kayectse ynpasnstowen cetn VIRL
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Puc. 2.5. |0OSv1 co cratnueckmm ynpaensiowmm |P-agpecom

\/‘n/' Tononorus nabopatopumn VIRL npegocrasnsetcs Bmecte ¢ npumepamu Koad

0N KAXOO0M rMaBbI.

Cisco DevNet n dCloud

V Cisco ecTb [Ba IPYIHX 3aMeyaTeIbHbIX OeCIIaTHBIX (Ha MOMEHT HAaIlMCAHM 9TOM
KHUTH ) HHCTPYMEHTA JIJIsl 9KCIIEPUMEHTOB ¢ 000PYL0BAHUEM 9TOTO IIPOU3BOIUTEJIS.
O6a TpebytoT Hammuus yaetHoii samucu Cisco Connection Online (CCO). 910 10-
HACTOSIIIEMY XOPOIIHUE MPOLYKTHI, 0COOEHHO 3a CBOIO e’y (paBHYIO HyJ0!).

[Tepseorit muncTpy™MenT, n3onupoBanHas cpesia Cisco DevNet (https://developer.cisco.
com/), BKJioyaeT yueGHbIe PyKOBOJICTBA, MOJTHOIIEHHYIO IOKYMEHTAIUIO, Y/IAJTCHHYIO
smaboparopuio u MHOTOe ipyroe. HexoTopbie 1abopatopuu BCeria TOCTYITHDL, a Y-
e HeoOXOIMMO Pe3epBUPOBATD. J[0CTYTHOCTE TabOPAaTOPIH 3aBUCUT OT €€ BOCTpPe-
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GOBaHHOCTU. DTO OTJIMYHAL aJbTePHATUBA JJISL TeX, Y KOrO HeT COOCTBEHHOro 000-
PYJAOBaHUS JIJTs SKCIIEPUMEHTOB. BBl HENPEMEHHO IOJIKHBI BOCIIOB30BATHCS HTUM
IPOAYKTOM HE3aBHCHMO OT TOIO, €CTh y Bac JoKaabHbli xocT ¢ VIRL miu Her
(puc. 2.6).

Puc. 2.6. Cisco DevNet

C momeHTta csoero cospanus cant Cisco DevNet ctan dpaktnueckn katanorom

\E/\/ MoBbIX MATEPUANOB, KACAIOLLMXCS MPOrPAMMMPOBAHHS 1 ABTOMATM3ALM CETEN
g Cisco. Hanpumep, B nione 2019 ropa komnanms Cisco aHoHcuposana Ha
DevNet mHoro HoBeix Kypcoe ceptudumkaumm, hitps://developer.cisco.com/
certification/.

Eme oxna Gecrmarnas omnaiin-naboparopust ais Cisco: https://dcloud.cisco.com/.
dCloud mosHo cumrraTh Konmeit VIRL, 3amyiieHHO# Ha TyKHUX cepBepax U He Tpe-
Oyroleil aAMIHICTPUPOBAHKS WU OILIAThI COOTBETCTBYIOIIUX pecypcoB. IToxoxe,
uro kommnanus Cisco nosurmonupyet dCloud u kak caMocTosITEIbHBII TIPOJYKT,
u kak pacmupenne k VIRL. Hanpumep, dCloud MoKHO IpUMEHSTD 711 PACITMPEHNS
JIOKaJIbHOII 1aGopaTopuu, ecjiu HoTpedyeTcs 3allyCTUTh AONOJIHUTE/IbHbIE DK3eM-
msiper [OS-XR mim NX-OS.

ITO OTHOCUTENBHO HOBBII MHCTPYMEHT, HO OH OIIPEAEIEHHO 3aC/Iy KIBAET BHUMAHMS
(puc. 2.7).
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stlra]n.

el dCloud

Experience Cisco Why dCloud? Easy to get started

Huge catalog of demas, traning and sandboxes Fully scripted, custemizable anvironmants Login using your Cisco.com actount and run

Puc. 2.7. Cisco dCloud

GNS3

Ecrb ellie HECKOIBKO BUPTYAJIbHBIX JJAO0OPATOPHii, KOTOPBIE S UCIOJIB3YIO B IPYTUX
npoektax. Oxnaa n3 uux — GNS3 (puc. 2.8).

Kak yzxe roBopusiocs, GNS3 — 3T0 cpezia, KOTOPYIO MHOTHE UCTIOJNB3YIOT JIJIS TTO/I-
TOTOBKH K CepTU(DUKAIMOHHBIM TECTaM U JIJIs TPaKTUYecKuX 3aHsThii. Korma-To ona
ObLJIa BCEro JIMIIb KJIMEHTCKOI 9acThio A1 Dynamips, Ho co BpeMeHeM IIpeBpaTuiach
B HACTOATIINI KOMMepYeCKIH TPoyKT. OIUH U3 HEJOCTATKOB TAKUX MHCTPYMEHTOB,
kak VIRL, DevNet u dCloud: onu nmoauepKuBaioT TOJbKO TEXHOJIOTUM KOMITAHIK
Cisco. 1 xors maboparopHble yCTPOHCTBA MOIYT B3aMMOAEICTBOBAThH ¢ BHEIIHIM
MEPOM, B TOM YHCJI€ U ¢ 000PYIOBAHUEM JIPYTHX [IPOU3BOIUTENIEN, 3TO TPEOYET BbI-
MOJTHEHUST He coBceM oueBUIHBIX maroB. Cpega GNS3 He mpuBsg3ana HU K KaKOMY
KOHKDETHOMY HOCTaBIIUKY U [O3BOJISIET MCIIOJIb30BaTh B JJaO0pAaTOPUN BUPTYalu-
30BaHHYIO TIAT(HOPMY € TIOIEPKKON MHOTHX mTpousBoauTesiei. OOBIYHO 9TO IO/
pasyMeBaeT KIOHHPOBaHUe 06pasa ceTeBOro ycrpoiicTsa (Takoro kak Arista vEOS)
WJIA €TO 3aIyCK HEIOCPEJACTBEHHO O/ YIIPAaBJIeHNEM CTOPOHHUX TUTIEPBU30POB
(raxkux Kak amyJssitop Juniper Olive). GNS3 moaxoauT aJist cryuaes, KOT/a B OJIHOU
J1abOPAaTOPUHU HYKHO COBMEIIATh TEXHOJIOTUH PAa3HBIX TIOCTABIIKOB.
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GNS3

THE SOFTWARE THAT EMPOWERS
NETWORK PROFESSIONALS.

» Wateh the Video

Puc. 2.8. Be6-cant GNS3

Emte ogHa cpea aMyIsimuny ceTeil ¢ MoJIeP;KKON pa3HbIX MOCTABIINKOB, KOTOPas
HOJTyY1JIa MHOKECTBO XBasieOHBIX 0T3b1BOB, — Eve-NG (Emulated Virtual Environment
Next Generation — smyaupyemas 6UPmMyaiviads cpeod credyiousezo noKoIeHUL):
http://www.eve-ng.net/. JIM4HO y MeHs II0YTU HET OIIbITa PabOThl C STUM UHCTPY-
MEHTOM, HO MHOTHE MOWU JIPY3bsI U KOJIJIETH UCIIOJB3YIOT €T0 B CBOUX CETEBbIX Jia-
6GopaTopusIX.

CymiecTBytoT Takke BUpTyasn3oBannble miatdopmsr: Arista vEOS (https://eos.arista.
com/tag/veos/), Juniper vMX (https://www.juniper.net/ru/ru/products/routers/mx-series/
vmx-virtual-router-software.html) 1 vSRX (https://www.juniper.net/ru/ru/products/security/
srx-series/vsrx-virtual-firewall.html), KoTOpbIe MOKHO TPUMEHSTDH KaK CAMOCTOSI TETLHBIC
BI/IpTya]IbeIe yCTpOfICTBa Ipn TECTUPOBAHU. STO OTJIMYHbBIC BCIIOMOTraTeJ/JbHbIE
CpeCTBa ST IPOBEPKU CHEU(PUIECKUX BO3MOKHOCTEH T1aThOPMBI; HaITpuMep,
BBI MOJKETE Y3HATh, ueM pazinuaiorcd Bepcun API. Muorue u3 sTux mpopyKToB /11
6OJIbHIeI>)I AOCTYITHOCTH IIPEAOCTABJIAIOTCA B KQUECTBE IIJIATHBIX YCJAYT B MarasmHax
obsauHbIX 1TpoBaiinepoB. OHM UMEIOT Te JKe BO3MOKHOCTH, 4TO U UX (husndeckue
aHAJIOTH.

VTak, Mbl IIOJATOTOBUJIA CETEBYIO JJabopaTtopulo. Ternepb MOKHO II09KCIIEPUMEHTH-
posatb ¢ 6ubanorekamu 1711 Python, KoTopsie MOryT HOMOUYb ¢ aAMIHACTPUPOBA-
HueM 1 aproMarusanueil. Haunem ¢ 6ubimorexku Pexpect.
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bubnuorteka Python Pexpect

Pexpect — 310 Mogynb, HanMcaHHbI Ha uncTom Python. On npegHasHayeH ans

\E/\/ CO3AAHMSA BOYEPHUX NPOLECCOB, YNPABEHUS UMM U BLINOMHEHUS AEMCTBUMA HO
OCHOBE OXMAJEMbIX 30KOHOMEPHOCTEN B Mx BhiBoge. Moaynb Pexpect peiicTay-
et nogobHo 6ubnuoteke Expect Jowa Jlaibca. On nossonser Bawemy cueHa-
PMIO 3QMyCKATb AOYEPHME NMPOTPAMMBI M YNIPABASTL UMM TAK, BYATO KOMAHAHI
BPYYHYIO BBOOWT YENOBEK.

Hoxymentaums Pexpect noctynHa no appecy https://pexpect.readthedocs.io/
en/stable/index.html.

[Toxo6HO opUTHHAIBHOMY MOYJIIO Expect, Kotopbiil /loH Jlaiibc Hamucan Ha s3bI-
ke Tcl, Pexpect 3amyckaeT uiin CO3aeT HOBBIH MPOIECC U YITPABJISIET UM, KOHTPOJIH-
pys B3auMoeiicTBus. Moayib Expect naHauanbHo pa3pabaThIBaJICS Uil aBTOMATH-
3alUy TAKUX MHTEPAKTUBHBIX Ipoleccos, kKak FTP, Telnet u rlogin, no mosxe 6oLt
PACIIUPEH JIJIs BBITTOJHEHUS CETEBON aBTOMATH3AIUU. B oT/indme 0T CBOETo mpood-
pasa, Pexpect nmosHocThio Hamcad Ha Python u ve Tpebyer Hammuus Tel nim kom-
OUJIAIAN pacipeHuil Ha s13bike C. DTO MO3BOJIIET NCMOIB30BaTh B HAIIIEM KO/JIE
3HAKOMBIT Ham cuHTakcuc Python 1 ero 6oraryio crangaptiyio 6ubGIHOTEKY.

BupryansHas cpepa Python

JlaBaiiTe HauHeM ¢ HACTPOUKK BUPTYaJIbHOU cpezbl Python, uto mossosur Ham mc-
M0JIb30BaTh pasHble BEPCUU MMAKETOB B PpasHbIX MpoekTax. /st aToro Mbl Oyaem
CO3/IaBaTh BUPTYaJIbHbIE H30JIMPOBaHHbBIE OKPYsKeHust Python u ycranaBimBarh B HIX
cBou nakeTbl. IIpy 9TOM He HYKHO OECIIOKOUTBCS O TOM, YTO MbI IIOBJIMSIEM Ha CO-
BMECTUMOCTb C IIaKeTaMM, YCTaHOBJIEHHBIMU IJI00AIBHO MU B JIPYTUX BUPTYAJIbHBIX
cpenax. /Iy Havasia yCTaHOBUM YTUIUTY pip:

$ sudo apt update

$ sudo apt install python3-pip
$ python3 -m venv venv

$ source venv/bin/activate
(venv) $

(venv) $ which python
/home/echou/venv/bin/python
(venv) $ deactivate

3tech MBI UCIIOJIb3YEM TIAKeT venv U3 CTaHAapTHoi 6ubinorekn Python 3, cosnaem
KaTaJIor JIJIS HaIllell Cpe/bl U 3aTeM aKTUBUpyeM ee. Korzia BUpTyasibHad cpesia ak-
TUBUPYETCS, Bl YBUJIUTE METKY (venv) Tiepe/l UMeHeM X0CTa, TOKa3bIBAIONIYI0, YTO
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BBl HAXOJIUTECH B BUPTYAIbHOU cpefte. YTOOBI TOKUHYTH BUPTYAJILHYIO CPELY, BbI-
HoJIHUTE KOMaHy deactivate. Bosblie 110 970 Teme ynTaiite Ha crpanule https://
packaging.python.org/guides/installing-using-pip-and-virtual-environments/ #installing-
virtualenv.

Apyromy. B MHTepHeTe MOXHO HOMTM PSf AHANOMUYHBIX PYKOBOACTB A1 STOM

-y B Python 2 BupTyansHas cpena ycTaHABAMBAETCS M UCNONb3YETCS HEMHOTO MOo-
£
sepcuu Python.

YcraHoeka Pexpect

Ycranosuts Pexpect rpocro:

(venv) $ pip install pexpect

Ecnu bl yctanasansaete nakets ans Python 8 rmo6anbHoit cpeae, Bam nowa-

\/V pobatcs npusunerMn cynepnonb3osatens root, Hanpumep: sudo pip install
pexpect.

[IpoBepUM JOCTYITHOCTD AKETOB MOCJIE YCTAHOBKU; JIJISI 9TOTO 3aITyCTUTE HHTEPAK-
TUBHYI0 0607109Ky Python 13 BupTyambHOl cpembr:

(venv) $ python

Python 3.6.8 (default, Oct 7 2019, 12:59:55)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import pexpect

>>> dir(pexpect)

['EOF', 'ExceptionPexpect', 'Expecter', 'PY3', 'TIMEOUT', '_all ',

' _builtins__ ', ' cached__', ' _doc__ ', '__file_ ', ' _loader__',
__name__"', '_package_ ', ' _path__"', '__revision__ ', ' spec_ ', '__
version__ ', 'exceptions', ‘'expect', 'is_executable_file', 'pty_spawn',
'run', 'runu', 'searcher_re', 'searcher_string', 'spawn', 'spawnbase’,
"spawnu', 'split command_line', 'sys', ‘'utils', 'which']

Kpatkuit 0630p Pexpect

Hauteil nepsoii tabopatopHoil paboToil OyaeT co3manue IPOCTOR CeTH ¢ ABYMS
yerporictBamu 1OSv, coenmuenabpiMn Hanpsimyto (puc. 2.9).

¥ Kaxmoro ycTpolicTBa ecTh JIOKATbHBIN ajjpec U3 Auarna3oHa 192.168.0.x/24
u ynpasssiomuii [P-aapec u3 quanaszona 172.16.1.x/24. Maiin tonosoruu VIRL
ecTh B apX¥Be C IPUMepaMi JIJIs 9TOM KHUTH, a Takske B perosutopun GitHub (https://
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github.com/PacktPublishing/Mastering-Python-Networking-Third-Edition). Bsr mo:xete
UMIIOPTHPOBATh ero B ¢Bolo cpeny VIRL. Ecaun y Bac ner VIRL, Haiiaure Heobxoau-
MYIO HH(POPMAIIHIO, OTKPBIB (halijl TOMOJOIUU B TEKCTOBOM PeAaKTOPe. ITO OObIYHbII
XML-@aiin ¢ gasHEBIMI 0 Ka)K/I0OM y3Jie BHYTPH 2JieMeHTOB node (puc. 2.10).

Ny
josv-1
192.168.0.1

V]
iosv-2
192.168.0.2

Puc. 2.9. Tononorus cetesoi nabopatopum

90 T et toos gy vl — <k bl e g Pyt on_Network v _ind_EBon/ ook CodwiChapterCT

| by autonetkit_

hostname iosv-1
boot-start-marker
boot-end-marker

vrf definition Mgmt-intf

address-fanily ipvé
exit-cddress-family
|

address-fanily ipvé
exit-cddress-fomily

Puc. 2.10. NHdopmaums o6 yanax

Wrax, Mbl IOATOTOBMJIN ycTpoiicTBa. Teneps gaBaiite TOCMOTPUM, KaK MOKHO 00-
PaTUThCS K MapIIPYyTU3ATOPY € IOMOLIbIO telnet:

(venv) $ telnet 172.16.1.20
Trying 172.16.1.20...
Connected to 172.16.1.20.
Escape character is '~]'.
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<onyuyeHo>
User Access Verification

Username: cisco
Password:

Sl aBToMaTHYeCcKy creHeprupoBaJ HAYAIBHYI0 KOH(PUTYPALIUIO MAPIIPYTU3ATOPOB
c nomotnibio VIRL AutoNetKit, B koTopoii 110 yMOTYaHUIO NCITOIB3YIOTCS UMSI TTOJTb-
30Baresist cisco ¥ mapoJib cisco. OGpaTrTe BHUMAHUE, YTO MOJB30BATEb YIKe B IPHU-
BUJIETHPOBAHHOM PEKMME, TaK KaK B KOH(MUTYPAIIUU eMY Ha3HAYeHbI COOTBETCTBY-
TOTIMe TTPUBUJIETUH:

iosv-1#sh run | i cisco

enable password cisco

username cisco privilege 15 secret 5 $1$SXY7$Hk6z80mtloIzFpyw6as2G.
password cisco

password cisco

B aBroMarnyecky creHepupoBaHHOI KOH(MUTYPAIUHU TaKKe OTKPBIT ZOCTYI K vty
o mporokoJiam telnet u SSH:

line con ©

password cisco
line aux ©

line vty 0 4
exec-timeout 720 ©
password cisco
login local

transport input telnet ssh
!

PaccMoTpuM 1puMep KCIiob3oBaHus Pexpect B mHTepakTHBHOI 00010uKe Python:

>>> import pexpect

>>> child = pexpect.spawn('telnet 172.16.1.20")

>>> child.expect('Username")

(4]

>>> child.sendline('cisco")

6

>>> child.expect('Password")

(4]

>>> child.sendline('cisco")

6

>>> child.expect('iosv-1#")

(4]

>>> child.sendline('show version | i V')

19

>>> child.before

b": \I"\n***************************************************************
FrRxFAXEAXK\p\n* IOSv is strictly limited to use for evaluation,
demonstration and I0OS *\r\n* education. IOSv is provided as-is and

is not supported by Cisco's *\r\n* Technical Advisory Center. Any
use or disclosure, in whole or in part, *\r\n* of the IOSv Software
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or Documentation to any third party for any *\r\n* purposes is
expressly prohibited except as otherwise authorized by *\r\n* Cisco
in writing. *\p\n***
3k >k 3k >k 3k >k 3k 5k >k 3k 3k 5k >k 5k >k 3k >k 3k >k 3k 5k 3k 5k >k 3k >k 3k >k 5k >k 3k 5k >k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k >k 5k >k 3k >k >k >k >k >k %k %k %k
*******\r\\n"

>>> child.sendline('exit")

5

>>> exit()

oy Haunnas c sBepcnn 4.0 B Pexpect noseunace nogaepxka Windows. Ho, kak
\/{n; OTMeYaeTcs B OPULMANLHON BOKYMEHTALMM, OHA MOKA HOCKT SKCMEPUMEHTAb-
HbI XapaKTep.

B npeasiaymiem naTepakTuBHOM TpuMepe Pexpect cospaer nouepHunii mporecc 1 Ha-
6J012€T 32 HUM. 371eCh BUJIHO ABa BasKHbIX MeToza, expect () u sendline(). B Bbi3oB
MeToma expect () mepemaeTcs CTPOKa, KOTOPYIO UIIET mpotiecc Pexpect, oHa CIyXKUT
[PU3HAKOM IOy Y€HMsI 0KUAAEMOr0 OTBeTa — OKMaeMbIM Iabi0HoM. B aToM npu-
Mepe MBI 3HAJIN, YTO TIepe] BBIBOJAOM CTPOKU MPUTJIaieHus (1osv-1#) MapipyTHu3a-
TOP OTIPABUJI BCIO HeoOXoauMyto nHdopmMaimio. Merony sendline() nepemnaercs
CTPOKA /71 OTIIPABKU YIAJIEHHOMY YCTPOUCTBY B KadecTBe KOMaHBL. ECTh Takxke
HOX0sK1iT MeTo send (), HO sendline() 106aB/IseT B KOHELl CUMBOJI IEPEBOZA CTPO-
KU, KOTOPbII BOCIIPUHUMAETCs Kak HaskaTue Kiaasuiiu Enter. C Touku 3peHust Mapiii-
PyTU3aTOPa BCE BBIMJISAAUT TaK, OYATO KTO-TO BBEJ TEKCT B TepMuHaje. VIHbIMU
CJIOBAMU, MapIIPYTU3AaTOP <«IyMaeT», YTO B3aNMOIEMCTBYET C UYEJIOBEKOM, XOTSI Ha
CaMOM JieJIe BCe KOMaH/Ibl OT/IaeT KOMIIbIOTEP.

CsoiicTBaM before u after mprucBauBaeTCs TEKCT, KOTOPBIN BBIBOJAUT JAOYEPHUI
npoitecc. B cBoiicTBO before 3anmnchbIiBaeTCs TEKCT, TIPE/IIECTBYONNN OKUAEMOMY
mabiony. B cBoiictBo after — cam mabion. B nanuom ciydae B before momazer
BBIBOJI MEK/LY JIBYMS OKMIAEMBIMU COBIAZICHUSAMNU (iosv-1#), BKIOYAsT KOMaH/Y
show version, a B after — cTpoKa IpUIJIAlIEHU MAapIIPYTH3aTOPA:

>>> child.sendline('show version | i V')

19

>>> child.expect('iosv-1#")

(4]

>>> child.before

b'show version | i V\r\nCisco IOS Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\r\
nProcessor board ID 9YOKJ2ZL98EQQVUED5T2Q\r\n'

>>> child.after

b'iosv-1#'

|
_\@’_ b' nepen Bo3BpaLLeHHbIM TEKCTOM — 3TO MHAMKATOpP BaiTosoM cTpoku B Python

N (https://docs.python.org/3.7 /library/stdtypes.html).
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Yro npousoiijer, ecau monpoboBaTh 0KUAATh HellpaBUIbHBIN orBeT? Hampumep,
€CJIM TI0CJIe CO3/IaHusl JOUEPHEro Tpoliecca onmpoboBaTh KAaTh CTPOKY username
(¢ MaseHbKOIl OyKBbI U) BMeCTO Username, To Pexpect Oyaer KaaTh MOABICHUSA
UMEHHO username. A MOCKOJIbKY MapIIPYyTU3aTOP HUKOT/IA He BO3BPAIIlAeT 3TO CJIOBO,
Pexpect mpocTo 3aBucHeT. PaHO MM MO3/THO CeaHC 3aBEPINUTCS TI0 TalM-ayTy, HO
BBl MOJKETE IIPepBaTh ero BpyuHyio, Haxkas Ctrl+C.

Metop expect () JK/eT, TOKa IOYEPHUI TIPOIecC He BEPHET 3a/IaHHYI0 CTPOKY, IT03TO-
MY, €CJIM PETUCTP MePBOii OYKBbI U He JI0JIKEH YYUTBIBATHCSI, TO MOKHO UCIIOJIb30BAThH
TaKoe BBIPAsKEHUE:

>>> child.expect('[Uu]sername")

KBajipaTrast ckoOKa UTpaeT poJib orieparii or (UJn ), KOTOPast COOOIIAET J0UePHEMY
IIPOILECCY, UTO TOT JOJIKEH OKUAATh MAJEHbKYI0 WK GOJIBIIYIO OYKBY U, 32 KOTOPOU
caefyer cTpoka sername. Takum 06pasoM, mpouecc 6yaeT 0KuaaTh I00YIo U3 CTPOK:
Username UJTH username.

C\/ Bonblie o perynspHbix Beipaxenusx B Python uutaiite Ha cTpanmue hitps://
\"/ docs.python.org/3.7 /library /re.html.

Metomy expect () MOKHO TaKsKe Iepe/iaTh CIIMCOK BAPUAHTOB BMECTO OJIHOM CTPOKH,
KOTOpPBIE K TOMY K€ MOTYT OBITh PETYJISIPHBIMU BbIpakeHUsAMI. [TompobyeM B Iipu-
Mepe BBIIIIE TIEPEIaTh CIIUCOK, YUTOOBI YUECTh JIBE BO3MOKHBIE CTPOKH:

>>> child.expect(['Username’, 'username'])

B o0iiem ciyuae MeTojty expect MpeAroYTuTebHee IepeiiaTh OJHY CTPOKY C Pery-
JIADHBIM BbIpaskeHUEM, OIIPEAEIAIONINM BCEe BApUAHTLI, HallpUMeD, HallCaHUd UMe-
HU XOCTa; HO €CJIM HY/KHO YYeCTh COBEPIIEHHO Pa3Hble OTBETHI MapILPyTU3aTOPa, KakK,
HaIlpuMep, OTKJIOHEHUE T1apoJisi, TO UCII0Jb3YiiTe ClIMCOK BapruaHToB. Hampumep,
€CJIU BbI IIPUMEHAETe Pa3Hble [IapOJIX LI BXO/a B CUCTEMY, BaM CJIELYET IIePEXBATUTD
CTPOKY % Login invalid, a Tak’Ke IpUTJalieHre KOMaHIHOM CTPOKHU YCTPOMCTBA.

Baxknoe otsinune peryasspHBIX BbIpaskeHUN Pexpect oT peryJsisipHbIX BbIpaKeHUH
Python: mepBbie BBIMOTHSIOT TaK HA3BIBAEMOE HEKAHOE COTIOCTaBIEHUE, TO €CTh
IIPY UCTIOJIb30BAHNH CIIEIUATHBHBIX CUMBOJIOB OHU 3aXBaTBIBAIOT HAUMEHBINNHN yya-
cTok crpoku. ITockosbky peryJisipuble Bblpakenus Pexpect IpuMeHsIoTcs K HOTOKY,
BBI HE MOJKETE 3aTJIsIIBIBATH BIIEPE]], TAK KaK BAM HEM3BECTHO, 3AKOHYNI JIi paboTy
JI0OYEPHUI ITPOIeCC, TeHEPUPYIONUI ATOT MTOTOK. ITO O3HAYAET, YTO 3HAK J0JIapa $,
COOTBETCTBYIOIIHIT KOHITY CTPOKH, GECTIONe3€eH, TaK Kak MabJoH .+ Beerma oOHapy-
JKUBAET COBITAJIEHNE, HO HITYETO He BO3BPAIIAET, a IMabJIOH . * 3aXBATHIBAET HANMEHD-
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IO 9aCTh CTPOKH. [IPOCTO MOMHUTE 00 9TOM U CTapaiiTeCh MAKCUMATHLHO TTOAPOOHO
OTIMCHIBATH OKUJIAEMbIE CTPOKU.

Paccmotpum cutyanmio:

>>> child.sendline('show run | i hostname')

22

>>> child.expect('iosv-1")

0

>>> child.before

b'show version | i V\r\nCisco IOS Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\r\
nProcessor board ID 9YOKJ2ZL98EQQVUED5T2Q\r\n'

>>>

XM-M... UT0-TO 371€Ch He Tak. CpaBHUTE 9TO € MPEBIYITIM KOHCOTBbHBIM BBIBOIOM;
3/1eCh OKUIAJIOCH TIOJIYYUTh hostname iosv-1:

iosv-1#sh run | i hostname
hostname iosv-1

Ho npucmotpuTecs k oxxumaemoii crpoke. Mbl yryctuinm penietky (#) mocjie nMeHn
xocTa iosv-1. B pe3ysbraTe poauTeNbCKUI IPOIECC IPUHST BTOPYIO YaCTh BbIBO/IA
32 OXKUTAeMYTO CTPOKY:

>>> child.sendline('show run | i hostname')

22

>>> child.expect('iosv-1#")

0

>>> child.before

b'#show run | i hostname\r\nhostname iosv-1\r\n'

[Tocae Heckombkux mpuMepoB ¢ Pexpect BRIpHCOBBIBaeTCS 3aKOHOMEPHOCTD. [10h-
30BaTeJb OMKUCHIBAET MOCJTE0BATENHHOCTh B3AUMOEHCTBUI MEK/Y TTPOIIECCOM
Pexpect u nouepunm npusoxenueM. C nepeMeHHBIMU 1 IUKIaMK Python Mbr Moskem
CO3/IaTh TOJIE3HYO MPOrPaMMy, KOTOPast TOMOKET HaM cobuparh WH(MOPMAIIIO
1 BHOCUTDH U3MEHEHUSI B CETEBBIE YCTPOICTBA.

Hawa nepeas nporpamma Ha ocHose Pexpect

Harmma mepBas mporpamma, chapter2_1.py, OCHOBaHa Ha 9KCIIEPUMEHTAX U3 ITPe/IbI-
JIYIIEro paszesia, HO ¢ JOIMOJHUTETbHBIM KO/OM:

#!/usr/bin/env python

import pexpect

devices = {'iosv-1': {'prompt': 'iosv-1#', 'ip': '172.16.1.20'},
‘iosv-2': {'prompt': 'iosv-2#', 'ip': '172.16.1.21'}}
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username = 'cisco’
password = 'cisco’

for device in devices.keys():
device_prompt = devices[device][ 'prompt']
child = pexpect.spawn('telnet ' + devices[device]['ip'])
child.expect('Username:")
child.sendline(username)
child.expect('Password:")
child.sendline(password)
child.expect(device_prompt)
child.sendline('show version | i V')
child.expect(device_prompt)
print(child.before)
child.sendline('exit")

B cTpoke 3 MbI UCITOTb3y€eM BJIOJKEHHBIN CJIOBAPh:

devices = {'iosv-1': {'prompt': ‘'iosv-1#', 'ip': '172.16.1.20'},
‘iosv-2': {'prompt': 'iosv-2#', 'ip': '172.16.1.21'}}

OH 103BOJISIET CCBIJIATHCS HA YCTPOUCTBO (TaKoe KaK 10sv-1) ¢ COOTBETCTBYIONIM
[P-aspecom u npurisanieruem kK BBoay. [o3ske B 1iuKkie 9TH 3HAUEHWST MOKHO TIepe-
JlaTh METO/y expect().

Jlyist Kaskoro ycTpoiicTBa Ha 9KpaH BBIBOAUTCS PE3YJIbTAT BBITOJHEHUST show
version | 1 V:

(venv) $ python chapter2_1.py

b'show version | i V\r\nCisco IOS Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\r\
nProcessor board ID 9YOKJ2ZL98EQQVUED5T2Q\r\n'

b'show version | i V\r\nCisco IOS Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\r\n'

Wrak, Mbl paccMOTpesiu IpocToit mpumep pabotsl ¢ Pexpect. Teneps nogpobuee
06CyIMM BO3MOKHOCTH 9TOU OMOINOTEK.

HApyrue BosmoxHoctn Pexpect

BoamosxnocTr Pexpect u3 aToro pasjiesia IpurofisiTcs B pa3HblX CUTYyaIUsX.

Bbl MoskeTe U3MEHUTD BpeMs 0ok lanus MeToza expect () (KoTopoe 110 yMOIYaHUIO
pasHo 30 cexyH/IaM) B 3aBUCUMOCTH OT CKOPOCTH BAIIETO COSIMHEHNUS C YCTPOHCTBOM.
[li1s1 3TOTO TIPElyCMOTPEH apryMeHT timeout:

>>> child.expect('Username’, timeout=5)
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C nmomo1ipio MeTo/1a interact () MOKHO JIaTh TTOJIB30BATENI0 BO3MOKHOCTD CAMOMY
BBECTH KOMaHLY. JTO MTOJIE3HO, KOT/Ia BaM HYKHO aBTOMaTH3UPOBATh JIUIITh OTIpe/ie-
JIEHHbIE YYaCTKU UCXO/IHOM 3a/1auu:

>>> child.sendline('show version | i V')

19

>>> child.expect('iosv-1#")

0

>>> child.before

b'show version | i VrnCisco I0OS Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(2)T, RELEASE SOFTWARE (fc2)rnProcessor
board ID 9MM4BI7BODSWK4OKV1IIRrn'

>>> child.interact()

show version | iV

Cisco IOS Software, IOSv Software (VIOS-ADVENTERPRISEK9-M), Version
15.6(3)M2, RELEASE SOFTWARE (fc2)

Processor board ID 9Y@KJ2ZL98EQQVUED5T2Q

iosv-1#sh run | i hostname

hostname iosv-1

iosv-1l#exit

Connection closed by foreign host.

>>>

06 obbekTe child. spawn MOKHO HOJYYUTh MHOTO WH(DOPMAIINH, €CJIU BBIBECTH €T0
B BUJIe CTPOKU:

>>> str(child)
"<pexpect.pty_spawn.spawn object at 0x7f95f25ff780>\ncommand: /usr/
bin/telnet\nargs: ['/usr/bin/telnet', '172.16.1.20']\nbuffer (last 100

chars): b''\nbefore (last 100 chars): b' F\\ P\ \nkkokokk
3k >k 3k >k 3k ok 3k sk >k sk >k sk >k sk >k sk >k 3k >k 3k ok 3k sk >k sk >k sk >k 3k >k k ok 3k ok 3k 5k 3k sk >k sk >k sk >k 3k ok 3k sk >k sk >k ok >k 5k >k sk >k k ok >k

FrdkkxxkkE\\r\\n'\nafter: b'iosv-1#'\nmatch: <_sre.SRE_Match object;
span=(612, 619), match=b'iosv-1#'>\nmatch_index: @\nexitstatus: 1\
nflag_eof: False\npid: 5676\nchild_fd: 5\nclosed: False\ntimeout: 30\
ndelimiter: <class 'pexpect.exceptions.EOF'>\nlogfile: None\nlogfile_
read: None\nlogfile_send: None\nmaxread: 2000\nignorecase: False\
nsearchwindowsize: None\ndelaybeforesend: ©0.05\ndelayafterclose: 0.1\
ndelayafterterminate: 0.1"

>>>

CamMoe 1oJie3HO€e CPeICTBO OTJIAIKHU T Pexpect — 3ammch BbIBojIa B hatii:

>>> child = pexpect.spawn('telnet 172.16.1.20")
>>> child.logfile = open('debug', 'wb')

WMcnonesyite child.logfile = open('debug’, 'w') & Python 2. B Python 3 no

\Q/, YMONUYaHUMIO Mcnonb3ytoTcs 6aiTosble cTpoku. bonbwe o BoamoxHocTax
Pexpect untaiite Ha cTpanuue hitps://pexpect.readthedocs.io/en/stable/
api/index.html.
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Jlo cux mop Mbl B CBOMX IIpUMepax UCIoJb3oBain telnet, 6imarogaps yemy Bce
BSaI/IMOHGIL/,ICTBI/IH BbIIIOJIHAJJINCH C IIOMOIIbBIO O6bI'—IHOI‘O TEKCTa. B COBPEMEHHBIX
CeTaX I YIpaBaeHus: 0OBIYHO HIPUMEHAIOT 6e30NaACHbIe KOMANONbIE 000I0UKU
(Secure Shell, SSH). B cienpyioiiem pasjeie Mbl HoroBopuM o pabote ¢ Pexpect
yepes SSH.

Pexpect n SSH

Ecsam momeiTaThes pearn3oBaTh MPEABIAYIINHN TpUMep ¢ ucroab3oBanueM SSH
BMecTo telnet, Bnevyarienus OyayT He cambiMu npusaTHbIMUA. SSH Bcerga tpebyer
BKJIIOUATh UM TI0JIH30BATENSA B ceaHce, OTBEYaTh Ha BOMPOCHI IIPU TeHEPAIIUT HOBO-
TO KJI0YA W BBITTOJHATh MHOTO JIPYTUX pyTUHHBIX felicTBnil. Ceanc SSH moxHO
HaJaJUTh pasHbIMU cllocobaMu, HO, K C4acTbhio, B Pexpect ectpb mozakiace pxssh,
CHENMAIBHO TIPeIHa3HAuYEHHbBIN /7151 yeTanoBiaenns SSH-coepunennii. AToT Kiaacce
TIpEICTaBJISIET METO/IBI ST BXO/Ia W BBIXO/IA U3 CUCTEMBI U PSI/T HEOUEBUIHBIX MeXa-
HU3MOB JIJIs1 YJIaKMBaHUS IPOGJIEM ¢ ayTeHTH(DUKALINEI].

CreHepupyeM KJio4 11t paboThl ¢ iosv-1 110 SSH:

iosv-1(config)#crypto key generate rsa general-keys

The name for the keys will be: iosv-1.virl.info

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take a
few minutes

How many bits in the modulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

B ocrasprOM TIpOIIeIypa TOUTH HE MEHSIETCS, eCJiM He CYUTATh BBI30BOB login()
u logout():

>>> from pexpect import pxssh
>>> child = pxssh.pxssh()
>>> child.login('172.16.1.20"', ‘'cisco', 'cisco', auto_prompt_reset=False)

True

>>> child.sendline('show version | i V')
19

>>> child.expect('iosv-1#")

(4]

>>> child.before

b'show version | i VrnCisco I0S Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(2)T, RELEASE SOFTWARE (fc2) Processor
board ID 9MM4BI7BODSWK40KV1IIRrn'

>>> child.logout()

>>>
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O6paTI/IT€ BHUMaHUe Ha apTyMeHT auto_prompt_reset=False B BbI30Be MeTO/a
login(). ITo yMoJYaHUIO ISt CHHXPOHU3AIIUH BBIBOJIA pXssh MCIOJIb3YeT MPUTJIa-
1meHue KoMaHaHoi obosnouku. Ho, Tak kak B GosbimHeTse ciayyaes bash-shell u c-shell
HCTIOJIB3YIOT TIEPEMEHHYIO OKPY/KEHUST PS1, 3TOT c1iocob BbizoBeT omubKy B Cisco
U JIPYTUX CETEBBIX YCTPOHCTBAX.

Mroroeas nporpamma Ha ocHoBe Pexpect

B sakJroueHme BOILJIOTUM Bee, 4To ObLIO cKazaHo o Pexpect, B cuenapuu. Koz B Buje
CIleHapUsI JIETUe UCIIOJIb30BATh B IPOMBIIIIJIEHHOM CPEJIE U JIEJIUTHCS UM C KOJIJIEraMHU.
Ito OyzeT Halll BTOPOU ClieHapHii, chapter2_2.py.

_‘@’_ CueHapuit goctyneH & penosutopuu GitHub ans 31oi kHuru no cesinke https://
S github.com/PacktPublishing/Mastering-Python-Networking-Third-Edition.

Ecau BoI emnte He crenepupoBasn SSH-kIf0u HA IpyroM MapuipyTusatope, iosv-2,
c/iesanTe 3TO cenyvac:

iosv-2(config)#crypto key generate rsa general-keys

The name for the keys will be: iosv-2.virl.info

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys.Choosing a key modulus greater than 512 may take a
few minutes

How many bits in the modulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

Barssinure Ha caeyionmin Koz
#1/usr/bin/env python

import getpass
from pexpect import pxssh

devices = {'iosv-1': {'prompt': ‘'iosv-1#', ‘'ip': '172.16.1.20'},
‘iosv-2': {'prompt': 'iosv-2#', 'ip': '172.16.1.21'}}
commands = ['term length @', 'show version', 'show run']

username = input(‘'Username: ')
password = getpass.getpass('Password: ')

# Lukn nepebopa ycTponcTs

for device in devices.keys():
outputFileName = device + '_output.txt'
device_prompt = devices[device][ 'prompt']
child = pxssh.pxssh()
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child.login(devices[device]['ip'], username.strip(), password.
strip(), auto_prompt_reset=False)
# LUukn nepebopa KOMaHA C 3anucbi BbIBOAA
with open(outputFileName, 'wb') as f:
for command in commands:

child.sendline(command)
child.expect(device_prompt)
f.write(child.before)

child.logout()

ITOT CIIEHAPWH JIOTIOJHSET HAIly TIePBYIO TIPOrpaMMy Ha ocHOBe Pexpect HeKOTO-
PBIMU BO3MOKHOCTSIMU:

® wucnosbayet SSH BmecTo telnet;

® [Oo/EePKUBAET HE OJIHY, @ HECKOJIBKO KOMAaH/ B BUJe cnucka (cTpoka §)
u repebupaer 3TH KOMaH/Ibl B IuKJ/Ie (HaunHas co crpoku 20);

® UM U 1TapOoJTh He IMPOTUCAHBI B KOJIe CIIeHapUsi — UX JIOJKEH BBECTH T10JIb30-
BareJib;

® 3anuchIBAET BBIBO/I JIJIST IAJIbHENTIIETO aHan3a B iBa (aiisa, iosv-1_output.
txt 1 iosv-2_output.txt.

\ p/j [ns npuema nonbsoeatensckoro seoaa B Python 2 ucnonsayitte raw_input()
\/ BmecTo input() 1 pexum oTkpeiTus daitna w BMecTo wh.

bubnmnotexka Python Paramiko

Paramiko — ato peasmuszanust mporokosa SSHv2 mist Python. Kak u moakiace pxssh
us 6ubanorexu Pexpect, Paramiko yrporaer opraHusanuio B3auMoeiicTBuii ¢ yua-
gennbivMu yerpoiictBamu 1o SSHv2. Ho, B otiimune ot pxssh, Paramiko He umeer
moanepskkn Telnet. 11 ata 6uboTeka PenoCTaBIsIeT Kak KINEHTCKIE, TaK U Cep-
BEPHBIE OIEPATIHL.

Paramiko — a10 HU3KOYpOBHEBbIHT SSH-KIMEHT B cOCTaBe BHICOKOYPOBHEBOTO
(dpeiiMBopka aBromMaTusaiuu o/ HasBarueM Ansible. [ocnenuii Gyer paceMoTpen
B ry1aBax 4 1 5. A 110ka cocpenorounmcs na Paramiko.

Ycranoska Paramiko

[Taker Paramiko jierko ycTaHOBHUTE € MTOMOTIBIO YTUAUTHI pip. OHAKO Y HETO €CTh
JKECTKAst 3aBUCUMOCTD OT KpuIrTorpadudeckoil 6ubIMOTEKN HI3KOYPOBHEBbIX AJITO-
puTMOB TG poBanud s mpotokosa SSH, nancannoii Ha sg3bike C.
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|
_\@’_ Muctpykumn no yeranoske ans Windows, Mac 1 apyrix pasHosuaHocten Linux

MOXHO HaMT1 Ha cTpaHuue https://cryptography.io/en/latest/installation/.

Huske mokasaH TOMIATOBBIN mpotiece ycTaHoBKU Paramiko Ha Hareil BUpTyaabHOI
marte o yrpasiaeruem Ubuntu 18.04:

sudo apt-get install build-essential libssl-dev libffi-dev python3-dev
pip install cryptography
pip install paramiko

[TpoBepUM KOPPEKTHOCTh YCTAHOBKH 9TON OUOIMOTEKH, IMIIOPTUPOBAB €€ € TOMOIIIbIO
unTepnperatopa Python:

$ python

Python 3.6.8 (default, Aug 20 2019, 17:12:48)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import paramiko

>>> exit()

A remepb mepeiizem k kparkomy 0630py Paramiko B ciemytorem paszere.

Kpartkuit 063op Paramiko

Paccemorpum Hebostbinoi ipumep ¢ Paramiko B maTepakTBHOI 06010uke Python 3:

>>> import paramiko, time

>>> connection = paramiko.SSHClient()

>>> connection.set_missing host_key_policy(paramiko.AutoAddPolicy())

>>> connection.connect('172.16.1.20"', username='cisco', password='cisco',
look_for_keys=False, allow_agent=False)

>>> new_connection = connection.invoke_shell()

>>> output = new_connection.recv(5000)

>>> print(output) b"r
\n\*************************************************************

3k ok ok >k %k >k %k %k %k k

*¥**pn* I0Sv is strictly limited to use for evaluation, demonstration
and I0S *rn* education. IOSv is provided as-is and is not supported by
Cisco's

*rn* Technical Advisory Center. Any use or disclosure, in whole or in
part,

*rn* of the IOSv Software or Documentation to any third party for any
*rn* purposes is expressly prohibited except as otherwise authorized by
*rn* Cisco in writing.
*rn*************************************************************

3k >k 3k >k 3k 5k 3k %k %k %k %

**pniosv-1#"
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>>> new_connection.send("show version | i V\n")

19

>>> time.sleep(3)

>>> output = new_connection.recv(5000)

>>> print(output)

b'show version | i VrnCisco I0S Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(2)T, RELEASE SOFTWARE (fc2)rnProcessor
board ID 9MM4BI7BODSWK4OKV1IIRrniosv-1#'

>>> new_connection.close()

>>>
Y DyHkupms time.sleep() nproctanaenmeaet cueHapuit, uTobbl nepexsaTHTL BeCh
—@— BbIBOA. ITO 0COBEHHO NONE3HO Npu PaboTe C MEANEHHbIMU CETEBBIMK COEaM-
4 N\ -

2 HEHMSIMM UM NEPEerpyXeHHbIMM yCTpoitcTBamu. JJaHHas KomaHaa He obssaTenb-

HQ, ee pekoMeHAyeTCqa NPUMEHATb NO CUTYALUN.

Jlaxke ecim BbI HUKOT/A Mpeske He Bugean Paramiko B gelficTBuM, 2/1€eraHTHOCTD
s3bika Python 1 ero ueTkuii CMHTAKCHUC ITO3BOJIAT BaM IIPEANOJI0KHUTD, YTO 9Ta IIPO-
rpaMMa TbITAeTCS CeNaTh:

>>> import paramiko

>>> connection = paramiko.SSHClient()

>>> connection.set_missing host_key policy(paramiko.AutoAddPolicy())

>>> connection.connect('172.16.1.20"', username='cisco', password='cisco',
look_for_keys=False, allow_agent=False)

B 1mepBbIX YeThIPEX CTPOKAX CO3/AETCS IK3EMILISP Kiacca SSHClient us GubinoTeku
Paramiko. Ciegyiomnias cTpoka 3aaeT IOJIUTHKY PAGOTHI ¢ KIIOYaMU Ha KIMEeHTCKOM
CTOPOHE; B IAHHOM CJIydae CTPOKH 10sv-1 HeT HU CPeI CUCTEMHBIX KJTIOUell XOCTa,
HU CpeIN KJIFoUel TPUIOKeHNs. B HallleM TipuMepe KJIou 00aBIsieTCsl aBTOMATH-
YeCKU B 00bEKT puyioKeHus HostKeys. Ha aToM aTare mpu Bxozie B MapIrpyTUu3aTop
BbI YBUAUTE JOIOJIHUTEIbHBIN ceanc Bxoga or Paramiko:

iosv-1#who

Line User Host(s) Idle Location

*578 vty @ cisco idle 00:00:00 172.16.1.1
579 vty 1 cisco idle 00:01:30 172.16.1.173
Interface User Mode Idle Peer Address
iosv-1#

C]IelIyIOHII/Ie HECKOJIBKO CTPOK BbI3bIBAIOT B KOHTCKCTE COC/IMHECHWA NHTCPAKTUBHYIO
KOMaHIHYIO 060]10qu, TIOCJIE€ 9E€TO IMMPOUCXOANT OTIIPpaBKa KOMaH/I 1 U3BJICUCHNE
BBIBOZIA. B KoHIle coenntenne 3aKpbIBa€TCA.

HekoTopsle untaTtesnu ¢ onbiToM paboThl ¢ Paramiko mMoryT mpeamnoyects MeTO
exec_command() BbI30BY HHTEPAKTUBHOM KOMaHIHON 06004k y. [Touemy MblI cziera-
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s takoii Beibop? K coxanenuio, B Cisco I0S meron exec_command() 103BoJIsI€T
BBITIOJTHUTD JIUIITH OJIHY KOMaH/Iy. PaccMOTpUM TIpuMep, r7ie B KOHTEKCTE COEeMHEHUST
BbI3bIBaeTCs exec_command():

>>> connection.connect('172.16.1.20"', username='cisco', password='cisco',
look_for_keys=False, allow_agent=False)

>>> stdin, stdout, stderr = connection.exec_command('show version | i V\n')
>>> stdout.read()

b'Cisco IOS Software, IOSv Software (VIOS-ADVENTERPRISEK9-M),

Version 15.6(2)T, RELEASE SOFTWARE (fc2)rnProcessor board ID
9MM4BI7BODSWK40KV1IIRrn'

>>>

Bce npexpacno pabotaer; HO, eCJIU BbI IPOBEPUTE KOJMUYECTBO CEAHCOB Ha yCTPOHNCTBE
Cisco, To 3amMeTHTE, UTO COeIMHEHIE OBIIO PA30PBAHO CAMUM YCTPOICTBOM, 6e3 Ba-
IEer0O y4acTHst:

iosv-1#who

Line User Host(s) Idle Location

*578 vty @ cisco idle 00:00:00 172.16.1.1
Interface User Mode Idle Peer Address
iosv-1#

IMockoabky SSH-ceaHc yike HeaKTHBEH, exec_command () BEPHET ONIUOKY TIPH T10-
MBITKE TOCJATH YIATEHHOMY YCTPONCTBY HOBbIE KOMAH/IbI:

>>> stdin, stdout, stderr = connection.exec_command('show version | i V\n')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/usr/local/lib/python3.5/dist-packages/paramiko/client.py"”, line
435, in exec_command

chan = self._transport.open_session(timeout=timeout)

File "/usr/local/lib/python3.5/dist-packages/paramiko/transport.py"”, line
711, in open_session

timeout=timeout)

File "/usr/local/lib/python3.5/dist-packages/paramiko/transport.py", line
795, in open_channel

raise SSHException('SSH session not active') paramiko.ssh_exception.
SSHException: SSH session not active

>>>

B nipeapbiayiem nmpuMepe KoMaHia new_connection.recv() BbIBeJsa COJEPKUMOE
Gydepa n aBToMaTHYECKU ero ouncTHIa. UTo MPOU30IIET, eCiii He OYUCTUT TTOJIY-
geHHbIH 6yhep? Ero comepxumoe Gy/eT mepe3anuchiBaThCst MOCTYTAONINM BbI-
BOJIOM:

>>> new_connection.send("show version | i V\n")
19
>>> new_connection.send("show version | i V\n")
19
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>>> new_connection.send("show version | i V\n")

19

>>> new_connection.recv(5000)

b'show version | i VrnCisco I0S Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(2)T, RELEASE SOFTWARE (fc2)rnProcessor
board ID 9MM4BI7BODSWK4@KV1IIRrniosv-1#show version | i VrnCisco IO0S
Software, IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(2)T,
RELEASE SOFTWARE (fc2)rnProcessor board ID 9MM4BI7BODSWK4OKV1IIRrniosv-
l#show version | i VrnCisco I0S Software, IOSv Software (VIOS-
ADVENTERPRISEK9-M), Version 15.6(2)T, RELEASE SOFTWARE (fc2)rnProcessor
board ID 9MM4BI7BODSWK40KV1IIRrniosv-1#'

>>>

Yro6bl BBIBOJL BCEr/Ia OCTABAJICS [TPEACKA3yeMbIM, €0 CIeAyeT U3BJIeKaTh u3 6ydepa
I10CJIE BBITIOJHEHMS KaKI0M KOMaH/IbI.

Hawa nepeas nporpamma, HanucaHHas
c ucnonbsosaHmem Paramiko

Hamra nepsas niporpamMma GyieT UMeTh Ty e CTPYKTYPY, YTO U UTOTOBBIN MpUMeEp
¢ Pexpect. MbI TOUHO Tax ke TIPO/IeMCsT TI0 CITUCKAM YCTPOICTB ¥ KOMaH/T, HO BMe-
cro Pexpect ucnosbpsyem Paramiko. B urore Bbl moiiMere pasinuus 9THX ABYX OuU-
GIIMOTEK.

3arpysute daiin chapter2_3.py us penosuropus GitHub aist aToii kHuru o aape-
cy https://github.com/PacktPublishing/Mastering-Python-Networking-Third-Edition, ecu
BBI ATOTO elle He cenann. Huke rnepeyrcieHbl 3aMeTHbIE Pa3InIUs:

devices = {'iosv-1': {'ip': '172.16.1.20'}, 'iosv-2': {'ip': '172.16.1.21'}}
C Paramiko He HYKHO HCKaTh CTPOKY IPUTJIANIEHIS YCTPOUCTBA, TOITOMY CJIOBaph
YCTPONCTB MOKHO YIIPOCTUTD:

commands = ['show version', 'show run']

B Paramiko Her akBuBajieHTa Onepaiy OTIPABKH CTPOKH, TIOITOMY MbI BPYUHYIO
BCTaBJISIEM TIEPEBO/] CTPOKH B KAKIYIO KOMAH/LY:

def clear_buffer(connection):
if connection.recv_ready():
return connection.recv(max_buffer)

Mbl 106aBUIIM HOBBII METOI I OUUCTKU Oydepa, yepe3 KOTOPbIi OTIIPABJISIOTCS
KOMaH/IbI, Takye Kak terminal length @ mym enable, TOCKOJIBKY HaM He HY K€H BBIBOJ,
9TUX KOMaHi. MbI IIPOCTO XOTHM OYHCTUTH Oydep U MepeiTy K IPUTIANIeHITI0
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KoMaHIHO# cTpoku. TTosske sTa GyHKIMs OyIeT UCIIoAb30BaHa B UKJIe (cTpoka 25
B CIIEHApUN ):

output = clear_buffer(new_connection)

OcTaBiasicst 4acTh MPOrPaMMbl TIOHSATHA; MbI YK€ BUJEJN MOAOOHBII KO/ BhIIIE
B 9TOM IJIaBe.

W nocnieHee: BBULY HHTEPAKTUBHOCTH 9TOH IIPOrpaMMBbl MESKLY OTIIPaBKOM Oydepa
U U3BJIEYEHUEM BBIBOZA HOJIKHA OBITh 3alepiKKa, YTOOBI yAaJeHHOe YCTPOICTBO
YCIEJI0 BBITIOJTHUTD KOMaH/Iy:

time.sleep(5)

IMocre ourctku Oydepa, B IPOMEKYTKE MEKIY BBITOJHEHUEM KOMAH, MBI JKEM
IATh CeKYH/I. Biarogapst aToMy, eciii yCTpOUCTBO CJAMIIKOM 3aHSITO, Y HEro Oyaer
JIOCTATOYHO BPEMEHU Ha OTBeET.

Opyrue sosmoxHoctu Paramiko

Mbl ennte BepHemcs k 6ubanoreke Paramiko B riiase 4, ipu o6cyskuennn Ansible, Tak
KaK OHa C]Iy}KI/IT BHyTpeHHI/IM TpaHCHOpTHBIM MEXaHNu3MOM /[1JIsd MHOTUX CETEBbBIX MO-
AyJieil. A B 5TOM pas/iesie Mbl PACCMOTPUM AOHOJHHUTEIbHbIE BO3MOxkHocTH Paramiko.

Paramiko ans cepsepos

Paramiko MosKHO Takske MCIOIb30BATh /IS yIpaBieHust cepepamu o SSHv2. Pac-
cMoTpuM puMep. B Hamem SSH-ceance ayrenTudukanms 6yaeT BHIIOJHATHCS
C TIOMOIIIBIO KJTI0YA.

i, [ns sToro npuMMepa s MCNONL3OBAN €LLe OfHY BUPTYASIbHYIO MALLMHY NOJ, ynpas-
—@— nennem Ubuntu ¢ Tem e runepensopom, uto 1 Ha yaanerHom cepeepe. [Nogon-

PA\UAN o
g net u cepeep 8 cumynstope VIRL mam ogHom m3 mybnuuHeix 06nakos, Takoit Kak

Amazon AWS EC2.
CreHepupyeM OTKPBITBIN W 3aKPBITHIN KJIIOUH JJIsT Haliero xocta ¢ Paramiko:

ssh-keygen -t rsa

[To ymosrgannio aTa KOMaH/ia reHepUpyeT B IOMAIlTHEM KaTajore TT0JIb30BaTes ~/ . ssh
OTKPBITBIN 1 3aKPBITHIN KITIOYN C UMEHAMM id_rsa.pub 1 id_rsa cOOTBeTCTBEHHO. 3a-
KPBITBII KJIIOY, KAaK 1 [IApOJIb, CIEAyeT Aep:KaTh B Taiine or seex. Coobuenue Oyaer
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3ammdpoBaHO JIOKAIBLHO € TIOMOIIBIO 3aKPBITOTO KJII0YA U PACIn@poBaHO HA y/IaieH-
HBIM XOCTE C UCII0JIb30BaHUEM OTKPBITOr0. OTKPBITHIN KJIF0Y HEOOXOANMO CKOITUPOBATH
Ha yJIaJIEHHbIIT cepBep. B IPOMBITIIJIEHHBIX YCJIOBHSIX 9TO JIyUllie ¢/IeJaTh Ge3 UCIOb-
30BaHUsI CETH, ¢ TOMOIIBI0 USB-HaKomuTe Ist; B yCJOBUSIX Halliei 1abopatopun MOK-
HO TIPOCTO CKOTIMPOBATh OTKPBITHIN KJIOU B (haiis ~/ . ssh/authorized_keys Ha yza-
JieHHOM XocTe. OTKPOITe OKHO TEPMUHAJIA ¥ CKOMUPYHTE cofiepskumoe ~/ . ssh/id_rsa.
pub Ha CBOEM YIIPaBJISAIONIEM XOCTE, IJle y Bac ycraHoBjieHa Oubimorexa Paramiko:

$ cat ~/.ssh/id_rsa.pub
ssh-rsa <Baw OTKPbITbIA KiY>

3areM COXpaHUTE €ro B [TOJIb30BATEIHCKOM KaTaJore Ha yIAJTEHHOM XOCTE; B JAHHOM
calyvae st HCToJIb3y10 Ha 0OENX CTOPOHAX echou:

<YoaneHHsili xocm>$ vim ~/.ssh/authorized_keys
ssh-rsa <Baw omkpeimbilti Kaw4>

Bce rotoBo K ympaBieHUIo yAATEHHBIM XOCTOM TTocpenctBom Paramiko. O6patute
BHIUMAaHNE: B 9TOM IIPUMepe MBI UCTIOJIb3YeM 3aKPBITHIH KITI0Y /IS Ay TeHTH(D KA
U OTIIPaBJIsieM KOMaH/IbI C TOMOIIIbIO exec_command():

>>> import paramiko

>>> key = paramiko.RSAKey.from_private_key_file('/home/echou/.ssh/id_rsa')
>>> client = paramiko.SSHClient()

>>> client.set_missing_host_key_policy(paramiko.AutoAddPolicy())

>>> client.connect('192.168.199.182"', username='echou', pkey=key)

>>> stdin, stdout, stderr = client.exec_command('ls -1")

>>> stdout.read()

b'total 44ndrwxr-xr-x 2 echou echou 4096 Jan 7 10:14 Desktopndrwxr-xr-x 2
echou echou 4096 Jan 7 10:14 Documentsndrwxr-xr-x 2 echou echou 4096 Jan 7
10:14 Downloadsn-rw-r--r-- 1 echou echou 8980 Jan 7 10:03
examples.desktopndrwxr-xr-x 2 echou echou 4096 Jan 7 10:14 Musicndrwxrxr-x
echou echou 4096 Jan 7 10:14 Picturesndrwxr-xr-x 2 echou echou 4096 Jan

7 10:14 Publicndrwxr-xr-x 2 echou echou 4096 Jan 7 10:14 Templatesndrwxrxr-x
2 echou echou 4096 Jan 7 10:14 Videosn'

>>> stdin, stdout, stderr = client.exec_command( 'pwd")

>>> stdout.read()

b'/home/echoun’

>>> client.close()

>>>

Ob6paTuTe BHUMAIHE, 9TO B TIPHMEPE C CEPBEPOM HaM He MOHATOOMIOCH CO3MaBaTh
MHTEPAKTUBHBIN CEeAHC JIJIsT BHIITOJHEHUSI cCePUU KoMaH. Terepb BbI MOKeTe BbI-
KJTIOUNTD ay TeHTU(UKAIINIO HA OCHOBe TTapoJisl B HacTpoitkax SSHv2 cBoero ynanen-
HOTO XOCTa, UTOOBI MPUMEHSITH GoJiee Ge30TTacHbI METO/I ABTOMATHYECKON ay TeHTH-
¢ukanuu no kmody. Hexkoropsle ceTeBble yCTPOHCTBA, TaKue KaK KOMMYTATOPBI
Cumulus n Vyatta, Toske TOJIEP/KUBAIOT 9TOT METOI.
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Urorosas nporpamma Ha ocHose Paramiko

Tenepsp caeaeM Hally IporpaMMy Ha ocHose Paramiko 6osiee yHuBepCaabHOI.
CrieHapuii UMeeT OJ[MH He[OCTATOK: er0 HeOOXOMMO MOANDUIIMPOBATH, YUTOOBI 10~
GaBUTDH HOBBIE VJIU Y/IAJIUTh CTAPBIE XOCTHI UM YTOOBI 3aMEHUTH KOMAH/IBI, KOTOPBIE
MBI XOTUM BBIIIOJHUTD y/1aJeHHO.

IT0 0OBACHSIETCS TEM, UTO aPeca XOCTOB 1 KOMAH/IbI IIPOIIMACAHBI BPYYHYIO B CAMOM
ciienapun. M 910 nosbimaer puck ommn6ox. K Tomy ske Kojuierd, KoTopbiM Bbl Iepe-
JaiTe 3TOT CLEHAPHii, MOTYT ILJIOXO OpueHTHpoBaThes B Python, Paramiko mim
Linux.

ITomecTHB agpeca XOCTOB U KOMAHJIbI B OT/JbHbIE (Gailyibl, KOTOPbIe OYAYT mepe-
JlaBaThCsl CIleHApUIo B KauecTBe I1apaMeTpoB, Mbl YCTPAHUM HEKOTOPbIe U3 3TUX
npobaiem. Iosb3oBaresu (1 BBl caMu B OyyIIEM ) CMOTYT IIPOCTO OTPEIAKTHPOBATD
HTU TEKCTOBBIE (PAlJIbl, eCITU UM TIOHAOOUTCS TOMEHSATH XOCT UJIH KOMAH/IbL.

OTU HOBOBBE/IEHUSI peasin3oBaHbl B clieHapuu chapter2_4.py.

BmecTo TOro 4ToOBI IIPOIMKUCHIBATH KOMAH/IbI B KOJE, Mbl BBIHECJIU MX B OTIEJIbHbII
(haiin commands. txt. /lo cux mop MbI NCTIOTB30BAIN KOMAaH/Y show JIJIsT BBIBO/IA WH-
hopMmaryu; B 9TOM IIpUMeEpPe Mbl BHECEM M3MeHeH s B KoH(uryparnuio. B vactHocty,
noMeHsieM pasmep Oydepa kypHasa, yeeaunuus ero 10 30 000 Gaiir:

$ cat commands.txt
config t

logging buffered 30000
end

copy run start

Nudopmanua o6 ycrpoiicTBax Oyaer xpaHuThea B (aiie devices.json. Msl
BeiOpas popmar JSON, noromy uto Python ¢ jrerkocTbio mpeobpasyer ero B ¢Jio-
Bapb:

$ cat devices.json

{
"iosv-1": {"ip": "172.16.1.20"},
"iosv-2": {"ip": "172.16.1.21"}

}

V3menenns B clieHapUU:

with open('devices.json', 'r') as f:
devices = json.load(f)

with open('commands.txt', 'r') as f:
commands = f.readlines()
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Bort ero cokpatiieHHbIH BBIBOJI:

(venv) $ python chapter2_4.py

Username: cisco

Password:

b'terminal length @\r\niosv-1#config t\r\nEnter configuration commands,
one per line. End with CNTL/Z.\r\niosv-1(config)#'

b'logging buffered 30000\r\niosv-1(config)#’

b'end\r\niosv-1#"'

<onyuyeHo>

[IpoBepum n3meHeHus B running-config u startup-config:

iosv-1#sh run | i logging
logging buffered 30000
iosv-1#sh start | i logging
logging buffered 30000

iosv-2#sh run | i logging
logging buffered 30000
iosv-2#sh start | i logging
logging buffered 30000

Paramiko — ato 6ubsmoreka o6Iero HasHaueHUst Uit PabOThI ¢ HHTEPAKTHBHBIMU
KOHCOJIbHBIMU ITPOTPpaMMaMMU. ﬂﬂﬂ CETEBOI0 aAMMHUCTPUPOBAHNA €CTb /Ipyrast 6I/I-
6amotexa, Netmiko, Haricannas Ha ocHoBe Paramiko crienuasibHo /1S yIipaBieHust
CETEBBIME YCTPOICTBAMU. PacCMOTPUM 3TOT MHCTPYMEHT B CJIE/IYIONIEM PA3/IEee.

bubnuoteka Netmiko

Paramiko oTim4HO moAX0AUT /it HUBKOYpOBHEBOTO B3auMoaeicTeus ¢ Cisco I0S
u yCTpOﬁCTBaMH APYyrux HpOI/ISBOZII/ITe]Ieﬁ. I‘IO7 KaK Bbl MOTJIN 3aME€TUTD B ITPEABIY -
IUX IpUMepax, ayTeHTH(hUKALM 1 BBIIOJIHEHNEe KOMAH/] Ha yCTPOoiicTBax iosv-1
1 iosv-2 Bo MHOTOM coBIagaioT. Yem GoJiblie KoMaH | Mbl Oy/ieM aBTOMATU3UPOBATD,
TEM Yallle HaM ITPU/IETCA TMTOBTOPATH OJTHN 1 T€ JKe ﬂeﬁCTBHH 110 3aXBaTy " Hpeo6pa-
30BaHUIO BBIBOJA B yA0OHBIN HaM (opMart. BbLio 6bl 30poBo, eciiit Obl KTO-HUOY Ib
Harucas oubanorexy s Python, koropas yipoiaer HU3KOYPOBHEBbIE AT U 110~
3BOJIAET ACTUTHCA UM C IPYTUMU CETEBBIMUI I/IH)KGHepaMI/I!

Haunnag ¢ 2014 roga Kupk Baitepe (https://github.com/ktbyers) paboraer Haz or-
KPBITBIMU ITPOEKTAMU, IPU3BAHHBIMU YIIPOCTHUTD YTIPABIEHUE CETEBBIMU YCTPOUCTBA-
MU. MbI pacCMOTPUM IIPUMEP KCIOJIb30BaHU CO3MaHHO0il uM 6ubanorexkn Netmiko
(https://github.com/ktbyers/netmiko).
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Il navasa ycranosum naket Netmiko ¢ momoribio pip:

(venv) $ pip install netmiko

BosbMmem nipumep c caiita Kupka, https://pynet.twb-tech.com/blog/automation/
netmiko.html, u azanTupyem ero K HammM JabopaTopHbIM pabotam. J{Jist Hauama M-
noprupyeM 6ub/oOTeKy 1 ee Kaace ConnectHandler. 3aTeM OIpese/nM apaMerp
device B BH/Ie CJIOBaps U IepefajnuM ero aTomy Kiaaccy. O6paTure BHUMaHUE, YTO
B ITapamMeTpe device ompezesieHbl 110 device_type 1 cisco_ios.

>>> from netmiko import ConnectHandler

>>> ios_vl = {'device_type': 'cisco_ios', 'host': '172.16.1.20",
'username': 'cisco', 'password': 'cisco'}

>>> net_connect = ConnectHandler(**ios_v1)

C sT0T0 MecTa Hall Koz cTaHoBuTC rpoiie. Kak Bugnre, 0MOinoreka aBToMaTnyecKu
OTIpe/iesIsieT TIPUTJIANIeHrie KOMaH/IHON CTPOKH YCTPolicTBa U (popMaTUPyeT BBIBOJI,
BO3BpalllaeMblil KOMaH/I0H show:

>>> net_connect.find_prompt()

‘iosv-1#'

>>> output = net_connect.send_command('show ip int brief')
>>> print(output)

Interface IP-Address OK? Method Status
Protocol

GigabitEtherneto/0 172.16.1.20 YES NVRAM up

up

GigabitEtherneto/1 10.0.0.5 YES NVRAM up

up

Loopbacke 192.168.0.1 YES NVRAM up

up

PaccemoTpum etrie oiiH ipuMep, HO yike st Broporo yerpoiictsa Cisco IOS. Ha ator
pas olpeesIMM MapaMeTp iosv-2 npyu MHUIKaIu3anu o0bekTa ConnectHandler,
a BMecTo show OTIpaBUM KoMaHy configuration. CTOUT OTMETHTD, YTO AaTPUOYT
command — 9TO CITUCOK, B KOTOPOM MOJKET OBITH HECKOJIBKO KOMAHI:

>>> net_connect_2 = ConnectHandler(device_type='cisco_ios',
host='172.16.1.21", username='cisco', password='cisco")

>>> output = net_connect_2.send_config_set(['logging buffered 19999'])
>>> print(output)

config term

Enter configuration commands, one per line. End with CNTL/Z.
iosv-2(config)#logging buffered 19999

iosv-2(config)#end

iosv-2#

>>> exit()
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Bubanorexa Netmiko ucrosb3yercss MHOTUMU CETEBBIMU UHKEHEPAMU U MOJKET
CHKOHOMUTH MHOTO BpeMeHU. B ciieytonieM pasesne peub moieT o (ppeiiMBopke
Nornir (https://github.com/nornir-automation/nornir), yrporiaioiem Hu3KOypOBHEBbIE
B3aNMO/IECTBUSI.

Ppernmeopk Nornir

Nornir (https://nornir.readthedocs.io/en/latest/) — 910 peiiMBOPK /JIs aBTOMATH3AIUH,
OH HamucaH Ha yrcToM Python u paccunTan Ha UCTIOJNB30BaHUE U3 ITOTO SI3BIKA.
Jpyroii ¢ppeiiMBOPK /JIst aBTOMaTU3aIMu Ha g3bike Python mox HazBanuem Ansible
MbI 06CYIUM B ToTaBax 4 u 5. B atoii ritaBe s ipejicrasiistio Nornir B KauecTBe aibrep-
HATUBHOTO CIIOCO6A aBTOMATH3AIMY HIU3KOYPOBHEBBIX B3aUMOJICHCTBUIT C yCTPOi-
crBamu. Ho, ecJiut BbI TOJIKO OCBAUBAETECD B 3TOH 06J1aCTH, K PpeiiMBOPKaM Jiydiiie
MEPEXOUTH TIOCIE TIPOYTEHU TJIaBbl 5. MosKeTe MPOIMCTaTh ITOT MIPUMEP U Bep-
HYTbCA K HEMY I103:Ke.

Kak YK€ ITOBEJIOCh, HAYHEM C YCTaHOBKHU ITaKE€Ta Nornir B Hare cpene:

(venv) $ pip install nornir

Jltst paboTsl ¢ Nornir Hy;KHO onpeaesiuTh (aiisn hosts.yaml ¢ uadopmanueii 06
ycrpoiictBax B (popmate YAML. Ota undopmaiius He OTIMYAETCS OT TOM, KOTOPYIO
MBI ysKe 0(hOPMIISLIIN B BHIE cJIoBapst B mpuMepe ¢ Netmiko:

iosv-1:
hostname: '172.16.1.20'
port: 22

username: 'cisco'
password: 'cisco'
platform: 'cisco_ios'

iosv-2:
hostname: '172.16.1.21°
port: 22

username: 'cisco'
password: 'cisco'
platform: 'cisco_ios'

[171s B3auMOZIEHICTBUS ¢ HAIITUM YCTPOHCTBOM MOKHO BOCTIOJIb30BAThCS TLIATUHOM
netmiko u3 6ubmorexu Nornir, kak nokasato B (aiie chapter2_5.py:

from nornir import InitNornir
from nornir.plugins.tasks.networking import netmiko_send_command
from nornir.plugins.functions.text import print_result
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nr = InitNornir()

result = nr.run(
task=netmiko_send_command,
command_string="show arp"

)

print_result(result)

Huxe mokasan BBIBOJ CIIEHAPUS:

(venv) $ python chapter2_5.py

netmiko_send_
command************************************************************

* josv-1 ** Changed : False kkkskskokokskokokskokokskokoskokokokokokokokokokokokokkokok ook ok okokok ook ok ook ok ok ok
sk >k >k k ok ok ok

vvvv netmiko_send_command ** changed : False VVVVVVVVVVVVVVVVVVVVVVVVVVVV
vvvvvvv INFO

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 10.0.0.5 - fal6.3e@e.a3a3 ARPA
GigabitEtherneto/1

Internet 10.0.0.6 40 fal6.3ed7.1041 ARPA
GigabitEtherneto/1

AAAN END netmiko send command AAAAAAAAAAANNANAANNANANNNANAANAANAANNANNANN
AANANAAN - -

* josv-2 ** Changed o False ksskokskokskokskokokoskoskokok ok ok ok ok sk ok ok ok ok ok ok ko skok ok ok ok okok sk ok ok ok ok okok ok
3 3k 3k 3k ok ok k

vvvv netmiko_send_command ** changed : False VVVVVVVVVVVVVVVVVVVVVVVVVVVV
vvvvvvv INFO

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 10.0.0.5 40 fal6.3e@e.a3a3 ARPA
GigabitEtherneto/1

Internet 10.0.0.6 - fal6.3ed7.1041 ARPA
GigabitEtherneto/1

AAAN END netmiko send command AAAAAAAAAAAANANANNANANANANANANANANANNANANANN

AANAANAN

Nornir nojiiep:kuBaeT u ApyTrHe MIarnHbl, mtoMmuMo Netmiko: Harpumep, MoMyIsspHy 0
6uboreky NAPALM (https://github.com/napalm-automation/napalm). AKTyaibHBbIii
CITUCOK IOCTYITHBIX TJIATMHOB CMOTPUTE Ha cTpaHuile mpoekTa Nornir mo agpecy
https://nornir.readthedocs.io/en/latest/plugins/index.html.

\/V' Hpyrve ¢peitmeopkn ans astomatnsaumu, pyATS n Genie, Mbl paccmoTpmm

B rnase 15 0 TeCTUPOBAHUM.

B o100 riaBe Mbl ¢ie1a11 JOBOJIBHO GOJIBINON 1IAT B HAIIPABJICHUY aBTOMATU3AIUN
Hamreil cetu ¢ nomorbio Python. OgHako HeEKOTOPBIE METOABI HOJIBILE HAIOMITHAJIN
00xo/1Hble penieHust. Mbl IbITaJIuCh YOEAUTD YAaJeHHbIe YCTPOMCTBA B TOM, 4TO Ha
JIPYTOM KOHIIEe COeIMTHEHMST HaXOIUTCS JKUBOHN YeTOBEK. ITOT TTOXO0/T He TIOMEHSIICS
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u pu pabote ¢ bubaorekamu Bpoe Netmiko mim ppeiimBopkom Nornir. Tor dakr,
4TO KTO-TO HOTPYAUIICS U CHPATA OT HAC BCIO IPSA3HYIO paboTy, CBA3aHHYIO C HU3-
KOYPOBHEBBIM B3aMOIEHCTBIEM, BOBCE HE O3HAYAET, YTO HELOCTATKH YCTPOICTB,
nozaepxuBaommx Toabko CLI, Hac 6oJiblie He KacaroTcs.

B caenytonux pasenax Ml 06cyaum ciabbie croporsl Pexpect n Paramiko u cpas-
HUM WX C IDyTUMHU UHCTPYMEHTAMHU. A y:Ke B CJEAYIOINIEH TIaBe pacCMOTPUM METO-
nuku Ha ocHoBe API.

Hepocratkn Pexpect n Paramiko no cpasHeHuo
C APYTUMU UHCTPYMEHTAMMU

CaMmpblli TIaBHBIN HEIOCTATOK HAMIEro MO/X0/1a K aBTOMATU3AIUN Y/1aJeHHbBIX
YCTPOWCTB, MOIepskUBatonuX ToJabko CLI, 3akodaeTcs B TOM, 4TO 3TH YCTPOICTBA
He BO3BPAIAIOT CTPYKTYPUPOBAHHBIX JAaHHBIX. VIX BBIBOJ M/I€ATIBHO TTOAXOIUT JIJIST
orobpazkeHust B TepMUHAJIE, TJIe €0 MOJKET [IPOYUTATh YeJI0BEK, HO He /st KOMITbIO-
TEPHOI porpamMmbl. YesloBeUeCcKnii ria3 Jerko 3aMedaeT MyCThie CTPOKU, OTIEIs -
fomire 6JI0KK JAHHBIX, & KOMIIBIOTED BUAMT TOJBKO CUMBOJIbI IIEPEBO/IA CTPOKIL.

Boutee yaunbie MeTobl Gy/1yT IPEACTABIEHBI B cieayonieii riase. s Havasa xe
00Cy/IUM TIPUHIINAI UIEMIIOTEHTHOCTH.

MpemnoTteHTHOE B3auMopencTemne ¢ CeTeBbIMU
yCTPOUCTBAMM

3HaYeHNE TePMUHA «UOeMNOMEHMHOCTb> 3ABUCUT OT KOHTEKCTa. B 910l KHMUTE OH
O3HAYAET, YTO TIPU BBITIOJHEHUH OJ[HUX U TEX 5KE BBI30BOB K YIAJIEHHOMY YCTPOICTBY
KJIMEHT BCET/IA TTOJIYYaeT OJNH 1 TOT jKe Pe3yJIbTar. TO TEHHOE CBONCTBO, U BPSIL
JIF KTO-TO € 3TUM TIOCOPUT. [IpeicTaBbTe CUTYAINIO, KOTIA TP KasK/IOM BBITIOJIHE-
HIUW Balll CIIEHAPUIT JIaeT pasHble pe3yibTaThl. MeHs Takast BO3MOKHOCTb myraet. Kak
MOKHO B TAKOM CJIY9ae JOBEPSTH CBOEMY ciieHapuio? Hatr momsITKA HATaInuTh
ABTOMATH3AIIUIO OKA3AJIUCE OB TIHIETHBIMH, TaK KaK HaM MPUIIIOCH ObI TOTOBUTHCS
K 06pabOTKe Pa3HOTO BBIBOJIA.

Pexpect u Paramiko renepupyior mmoce10BaTelbHOCTH KOMAH/[ B HHTEPAKTHBHOM
PEKHME, UTO TIOBBITIAET BEPOSATHOCTD HEUJIEMIIOTEHTHOTO B3anuMoielictus. U ecim
YUeCTh, YTO HY’KHbIE JJaHHBIE HY’KHO M3BJIEKATh M3 BO3BPANAEMOTO TEKCTa, PUCK
MOJIYYeHUS Pa3HBIX BBIBOJIOB TOJILKO yBeanunBaercsd. Mexxy HallMcaHueM clieHa-
pHUs ¥ €TO COTBHIM BBITIOJIHEHWEM HA IPYTOM KOHIIE COETMHEHUS MOXKET YTO-TO U3-
MeHUThCsA. Hampumep, ecau B cieayronieil MoIeTN yCTPOICTBA TPOU3BOAUTETD
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N3MEHUT BbIBOI[I/IMI)IfI TEKCT, TO C]_[eHapI/Iﬁ npuaeTca O6HOBI/ITIJ, nHaye OH Iepe-
CTaHEeT pa60TaTb.

CrieHapuil, IPUMEHSIEMBIiT B TIPOMBIIIIEHHBIX YCJIOBUSX, TOJKEH OBITh KaK MOKHO
6oJiee MIEMITOTEHTHBIM.

Mnoxas asTomatusaums ycyrybnser HeratmeHble
nocnepcrTems

ITioxast aBTOMaTU3aIUsT CIIOCOOCTBYET COBEPIIEHNIO OMmMOOK. KoMIbOTEpHI BbI-
HOJIHAIOT HAMHOTO GOJIblIe 3a/1ad 3a OJHO U TO e BPeMs, YeM Mbl, HHKEHEPHI.
Bpyunyio koMaH/ bl BBITIOJHAIOTCST BCET/Ia MeJlJieHHee, yeM B ciieHapuu. Onnako
CIIEHAPUIO He XBaTaeT HaJle:KHOH 00paTHON CBS3U MEsKLy Ipolleypamu. B unTep-
HeTe I0JIHO UCTOPUI 0 TOM, KaK JIIOAN HA)KUMAJIK KJIaBuILy Enter u TyT ke 00 9ToM
JKAJIeJIN.

MBI JOJIZKHBI CBECTH K MUHUMYMY BEPOSITHOCTD cO0EB 1 cepbes3Horo yuiepba. Bee Mbl
oubaeMcst; TIATENbHO TeCTUPYHTE CBOM CIIeHAPHUH TIepe]] BbIIOJHEHIEM JI0ObIX
3a/1a4 B TPOMBITIJIEHHBIX YCJIOBUSIX M OTPAHNYNBANTE BO3MOKHOCTD TIOJTyYEeHU He-
TaTUBHBIX TOCJIEACTBUN — 9TU JIBA KJITOUEBBIX TTPABUJIA TIOMOTYT BaM BbISBIISITh
oOKM 10 TOro, Kak ciaydnrcs 6ena. Koneuno, oT ommboK MOJHOCTHIO HE 3aCTPaxo-
BaH HU YeJIOBEK, HUA TIPOTPAMMHBIN MHCTPYMEHT, HO MbI MOKEM MX MUHUMU3UPOBATh.
Kaxk MbI ysKe BUgeIn, HeCMOTPS Ha HaJIM4YKe OTJUYHBIX OMOIMOTEK, METO B3AaUMO-
neiicteust Ha ocnose CLI HecoBepieHeH 1 OmMOKM BepOSATHBL. B ciepyrolieil riase
MBI PACCMOTPHUM aJIbTEPHATUBHBIN TTOIXOT ¢ UcTiob3oBanueM AP, koTopsrii utieH
HEKOTOPBIX U3 ITUX HEJIOCTATKOB.

Pesiome

B aroii rraBe MBI 06CY NN HU3KOYPOBHEBBIE METOIBI TTPSIMOTO B3aMMOIEHCTBHUS
C CeTeBBIMU yCTpoicTBaMu. Ecau yCTpONCTBO He TIPe0CTaBIIsIeT MPOTPAMMHBIX
CPEJICTB YIIPABJICHWS W BHECEHUS U3MEHEHUI, HTO UCKITI0YaeT aBTOMATH3AINI0. Mbl
paceMoTpenu iBe GUOINOTERN /7S aBTOMATHUYECKOTO aJIMUHUCTPUPOBaHIs 060py-
JoBanusd, pepoctasistioniero aunib CLI-unTepdeiic. ITo moJie3Hble UHCTPYMEHTHI,
HO He COBCEM HAJIEXKHBIE, TAK KAK COOTBETCTBYIONIEE CETEBOE 0O0PYIOBAHNE MTPETHA-
3HAUYECHO JJIS YIIPABJICHUS YEJIOBEKOM, a HE KOMIIBIOTEPOM.

B rnaBe 3 peub TmoiieT 0 ceTEBBIX yCTPOCTBaX, moanepskuBaonmx APl u cern,
OpHeHTHpOBaHHbIe Ha HamepeHus (intent-driven networking, IDN-cern).
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B riase 2 Mbl 00CYMIN B3aMMO/EICTBHE C CETEBBIMU YCTPOMCTBAMU € IOMOLIBIO
Pexpect u Paramiko. O6a 9Tt HHCTPyMeHTA HCTIOTb3YI0T HETPEPHIBHBIN CEaHC ¢ MMU-
Talpeil py4Horo BBojia KOMaHI, Kak Oy/ITO 4eJIOBEK CH/IUT 32 TepMUHAIOM. Bo MHO-
TOM 3TOT TTOAXO/ pabGoTaeT. MbI OTITPABIIsSIEM YCTPONHCTBY KOMAH/IBI 1 ITEPEXBATHIBA-
eM pe3yabtathl. Ho Kora 06heM BHIBOIA TPEBBITITAET HECKOIBKO CTPOK, €70 CTOKHO
MHTEPIPETHPOBATH B KOMITbIOTEPHOIT iporpamme. Pexpect i Paramiko Bossparaior
II0CJIe/[0BATEIbHOCTU CHMBOJIOB, TIpe/HA3HAUCHHbBIE /I YTEHUS YeJI0BEKOM. JTOT
MHOTOCTPOYHBI BLIBOI C TIPOGETAMI TOHATEH JKHBOMY TOTL30BATENIO, HO KOMITHIO-
TepHas PorpaMMa TJIOXO0 CIIPABJISACTCS C €T0 aHATU30M.

Jl1st aBTOMaTH3aIM MHOTHX 33/1a4 C UCTIOJTb30BAHUEM KOMITHIOTEPHBIX TIPOTPAMM
MBI JIOJKHBI KaK-TO MHTEPIIPETUPOBATH BO3BPAI[aeMble PE3YJIbTATHI U BBITIOJIHATh
Ha WX OCHOBE TMocienyiomue aefictsus. Ecam pe3yabTaThl He TOAMAI0OTCS TOYHOM
U MPe/ICKa3yeMOi WHTEPITPETAIUH, MBI HE MOXKEM C YBEPEHHOCTBIO BBITIOJTHUTH CJTe-
JIYTOTIIYIO KOMaHIY.

K cuacTpio, ata mpobiema 6bita periiena HHTEpHET-co06IecTBOM. [IpeacraBbTe
cebe T, KaK KOMIIBIOTED U YeJOBEK YUTAIOT BeG-cTpanuily. YeaoBex BUAUT CIIOBA,
KapTUHKH, OTCTYTIbI, HHTEPIIPETUPOBaHHbIE GpaysepoM; KommbioTep BuautT HTML-
KOJI, CHMBOJTBI TOHUKO/Ia ¥ IBONYHBIE (haiinbl. Ho uto, ecm BeO-caiiT He06X0IMMO
[PEeBPATUTH B BEO-CEPBUC I IPYTOTO KoMIbioTepa? OHu u Te ke Be6-pecypebl
JIOJKHBI OBITH PACCUYNTAHBI KaK Ha JKUBBIX TIOJIb30BATENEH, TAK 1 HA KOMITBIOTEPHBIE
nporpaMmbl. He HarmoMuHaeT i BaM 9TO TIPOGIEMY, ¢ KOTOPOH MBI y3Ke CTaTKUBa-
JIUCh?

PelenueM sBisgeTcs unmepgeiic npuxiaonozo npozpammuposanus (Application
Program Interface, API). Heo6X011MO OTMETHUTb, YTO 5TO KOHIIEIIIINS, IIOHATHE, A He
KaKasi-TO KOHKPETHAS TEXHOJIOTH nin (hpeiiMBopk. V3 Bukureann:



MHdppactpykTypa Kak Koa 101

«B npozpammuposanuu unmepeiic npuxiaonozo npozpammuposanus (API) —
amo nHabop onpederenuii NOONPOZPAMM, NPOTMOKOIO0E U UHCTPYMEHINOE 0L CO3-
Oarust NPUKAA0H020 NPOZPAMMI020 0becneuenus. B o6wem u ueiom — amo nabop
UEMKO ONPeOeseHHbLX CROCOD0E B3AUMOOCLCMBULL MENCOY PASIUUHBIMU NPOZPAMM-
Holmu Komnonenmamu. Xopowuii API ynpowaem paspabomxy Komnviomepnot
npoZPaMMbL, Onpedesis 6ce cmpoumenvioie OJI0KU, KOMOPbLe 3AMeM UCNOLb3Y -
10MCsL NPOZPAMMUCTIOM >.

B Harrem cirydae Habop Y4ETKO OIPE/IeJICHHBIX METOI0B B3aUMO/AEHCTBII OTHOCUTCST
K mporpamme Ha siabike Python, ¢ ofiHON CTOPOHBI, U K 1I€JIEBOMY YCTPOHCTBY —
¢ apyroi. API Hammx ceTeBbIX yCTPOUCTB MPENOCTABIAIOT OT/ICIbHBI MEXaHU3M
YIIpaBJIeHUS /1711 KOMIBIOTEPHBIX TTporpaMM. Konkpernas peasmsaius API 3asucut
oT pou3BoNTE N yerpoiicTBa. OHu mponsBoauTesu npearnountaiotT XML, nipyrue
JSON; ogam moryT ucnonbzoBath HTTPS B kauecTBe TpaHCIOPTHOTO MTPOTOKOJIA,
a Ipyrue — npeajaaratb roroBeie 6ubanoreku-o6eprku st Python. B aroii riase
€CTb IPUMEPBI KaXKI0T0 U3 9TUX BAaPUAHTOB.

Hecmorpst Ha pasnyto peasnusaiiiio, APT cieayior o6ieil uee: 9To METO B3aUMO-
JIeMICTBUS, ONTUMU3UPOBAHHDBIN /1719 IPYTUX KOMITBIOTEPHBIX ITIPOTPAMM.

B ar10ii rmaBe Mmbr PaCCMOTPUM TaKMe€ TEMbI, KaK:

® ungpacmpyxmypa xax koo (Infrastructure as Code, laC), cetu, OpueHTHPO-
BaHHbIE Ha HAMEPEHH U MOJIETMPOBAHIE JaHHbIX;

® Cisco NX-API u ungppacmpyxmypa, opuenmuposannas na npuioicenus
(Application Centric Infrastructure, ACI),

® npomoxon xongueypavuu cemu (Network Configuration Protocol, NETCONF)
n PyEZ;

® Arista eAPI u pyeapi.

IIJIH Ha4daJjia Honpo6yeM O6'b§ICHI/ITb, 3a4€M K I/IH(bpaCprKType CJIEYET OTHOCUTHCA
KaK K KOAY.

MHudpacTpykTypa Kak kog,

B unearpHom Mupe ceteBble MHIKEHEPHI U aDXUTEKTOPDI, 3aHUMAIONIHECS TTPOEKTH-
POBaHKUEM U aJIMUHUCTPUPOBAHUEM CETel, IOJKHBI 3a00TUTHCS He O B3aMMOJIEHCTBU-
SIX Ha YPOBHE OT/IEJBHBIX YCTPONCTB, a O 33/1a4aX, KOTOPbBIE CTOST TIePe/ CEeThIO.
Ho Bce MbI 3HaeM, 4T0 MU HeuzgeaseH. MHOro JieT Hasajl, Korga s ObLI HAaMBHBIM
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1 BIICUATIUTETHHBIM CTA’KEPOM B KOMITAHUHW MHTEPHET-TIPOBaii/iepa BTOPOTO YPOBHS,
OJIHUM M3 MOUX MEPBbIX 3a/[aHuil ObIIa YCTAHOBKA MAPIIPYTU3ATOPA Y HAIIETO KJIU-
eHTa, 4ToOBI TOAKIIOUUTH ero ceTb Frame Relay (moMHuTE Takyio TexHOMOIHIO?).
«Kax e 51 970 cienmaio?» — crpocu si. MHe BBV CTaHAapPTHBIT HaGOp WHCTPYK-
It 10 HACTPOIiKe coenHenuil Ha ocHoBe Frame Relay.

51 mputen K KAueHTy, 6e3MIyMHO BBET HY/KHbIE KOMAHIDI, B3TJITHYJI Ha MUTATOIIHE
3€JIeHbIe CBETOMOIbI, C Y/IOBIETBOPEHUEM YIIAKOBAJI CBOM BELIN W MO3/PABHJI ceOst
C YCIIENTHO MPOoJIeJIaHHoil paboToii. T 6BLIO 3aXBaTHIBAIONIEE 3aaHKE, HO s HE JI0
KOHTIA TOHUMAJT, Y4TO fieiaio. S mpocTo cre10Ba HHCTPYKITHSIM, He 3ayMbIBAsCh O TT0-
CJIEJICTBUSIX BBITIOJTHEHUST BBOJIMMBIX MHOIO KOMaH/[. Kak Obl sl AUarHOCTUPOBAT TIPO-
GateMy, ecJiit Gbl 3ar0peJicst KpaCcHbIN cBeTomo? MHe Obl, HaBEpPHOE, TIPUIILIOCH 3BOHUTh
B 0(hUC CBOEH KOMITAHUK U YMOJISATH O MOMOIIHU (MOJKET, IKe CO CI€3aMK Ha TJ1a3ax).

Komneuno, ceTeBoe IpoeKTUPOBAHKE HEJTH35T CBECTH K BBO/LY KOMAH]I B YCTPOMCTBO. DTO
CKOpee TIoCTpoeHne NHMPACTPYKTYPhI, KOTOPAst TIO3BOJISIET TOCTABJISATh YCJAYTH (MIN
CEepPBUCHI) U3 TOYKU A B TOUKY b MakcumMasibHO Jierko. KoMaH/Ibl, KOTOPBIE MBI HCTIOJTh-
3y€eM, U BBIBOJI, KOTOPBII MBI MHTEPIIPETUPYEM, — 3TO BCETO JIUIITH CPEJICTBA IOCTIKE-
Hus e, To ecTh Mbl JIOJIZKHBI COCPEIOTOYNTHLCS Ha TOM, JIJIsI YeTro HaM HY’KHA Harlia
ceThb. 3adauu, Komopvie Q0NNCHA BLINOTHSMD CEMb, HAMHOZ0 BAINCHEE CUHMAKCUCA KOMAHO,
KOMOPbLLL MblL UCROIb3YeM 0L ynpasienus yempoucmseamu. ECIV cieaTh 9Ty Weto ele
6oJiee aGCTPAKTHOMU 1 OMUCATD HAIITH HAMEPEHUSI ¢ TOMOIIIBIO TPOTPAMMHOTO KOJIa, MBI
CMOZKeM OITPEIETTUTD BCIO HAITy MHPPACTPYKTYPY KaK KAaKOe-TO KOHKPETHOE COCTOSTHUE,
U 4T06BI 0GECIIEUnBATh HTO COCTOSHIE, MbI OyIeM OIIUCHIBATD HAILY HH(PPACTPYKTYPY
¢ omoIipio Heobxoaumoro 11O u GppeiiMBOpKOB.

Ce'm, OPUEHTUPOBAHHbLIE HO HOMEPEHNA

C MoMeHTa BBIX0/1a IIePBOTO U3/JaHuUs 9TON KHUTH TaKhe TePMUHDIL, KaK cemu Ha OC-
nose namepenuii (Intent-Based Networking, IBN) u cemu, opuenmuposanmvie Ha na-
mepenust (Intent-Driven Networking, IDN), ctaiu HaMHOTO HOMYJISIPHERL: TIPOU3BO-
JUTEJN HavyaJld UCIIOJIb30BATh UX JIJISl ONIUCAHUS CBOUX YCTPOUCTB CJEAYIONIETO
TOKOJIEHYSL. B 1[eJI0M 9TH TIOHATHS UMEIOT OJTHO 3HaueHue. [1o moemy muenuio, udes
IDN-cemu cocmoum ¢ onpedenenuu COCMOsIHUSL, 8 KOMOPOM OHA QOIHCHA HAXOOUMHCS,
U NPUBEOeHUU ee 8 HMO COCMOSHUE € NOMOUBIO NPOZPAMMH020 KoOa. Hanpumep, ecJiu
MHE HY’KHO c/ieqiath mopt 80 HeZOCTYIHBIM CHAPYKHU, 3TO Oy/IeT HAMEPEHUEM CETH,
0 KOTOPOM $1 ToJKeH 00bsaBUTh. ETo peasmmsanueii Gy/eT 3aHNUMAThCS BHYTPEHHEE
ITO, xoTopoe 3HAET CHHTAKCUC KOH(PUTYPAIIUN U TIPUMEHSIET TPeOYeMBbIil CIIUCOK
JIOCTYTIa Ha COOTBETCTBYIOIIEM IPaHUYHOM MapiipyTtusdarope. Koneuno, IDN — ato
JIIID Ujles], BOTLIONIATH KOTOPYIO MOKHO 10-pazHoMy. JIJist peanusaiiny 00bsiBJIeH-
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HOTO HAMEPEHUSI MOKHO HCIIOJIb30BaTh GUOIHOTEKY, (DPEHMBOPK HJIH TOTOBBIH TIPO-
JYKT, TPUOOPETEHHBII Y TPOU3BOANUTEIIS.

API, Kak MHe KakeTcst, IPUOINKAET HAC K BOILIOIIEHUIO 9T0it nien. Ec/in KopoTKo, TO
MHKATICYJISIIN KOHKPETHBIX KOMaH/ I, KOTOPBIE BBITIOTHSIOTCS HA 11eJIEBOM YCTPOWCTBE,
MTO3BOJISIET COCPENIOTOUYNTRLCST HA HAIIIEM HAMEPEHWH, a He Ha OT/EJbHBIX JeCTBUSIX.
Eciiu BepHyThCS K ipuMepy ¢ Osokuposanuem mopra 80, 8 Cisco jist 3Toro mpe-
JIlyCMOTPEHbI CITUCKHU U TPYIIIIBI IOCTYTIA, a B Juniper — crrcku gumbrparuu. Ho econ
ucriosib3oBath AP, Harra mporpaMMa cMoKeT 3aTIpOCUTh Y UCTIOTHUTEJIST €T0 HAMEPEHUE,
CKPBIB OT HEro THIl (pU3MYECKOro yeTpoiceTBa. Mbl faske MOKEM BOCIOJIb30BaThCs OoJiee
BBICOKOYPOBHEBbBIM JIeKJIapaTUBHBIM (hpeliMBOPKOM, TakiuM Kak Ansible (mogpobuee
o HeMm — B riaBe 4). Ho moka uto gaBaiite cocpeorounmcs Ha ceteBbix API.

KoHconbHbIN BbIBOA U CTPYKTYPUPOBAHHbBIE
pesynbrartsl APl-3anpoca

[IpescraBbTe THTTMYHYIO CUTYAITNIO, KOT/[a HAM HYKHO BOWTH B CET€BOE YCTPONCTBO
1 yOeuThCS, YTO BCe €ro MHTepdEHCchl HAXOMSTCS B COCTOSHUN up/up (TO €CTh WH-
JIMKATOPBI COCTOSIHUS U TIPOTOKOJIA TTOKA3bIBAIOT up). Ly ceTeBoro nHkeHepa He
cocraBuT Tpyaa Boittr B Cisco NX-OS, BBITIOJHNTD B TepMUHATIE KOMaH/Ly show ip
interface brief 1 omIpe/IeTUTH 11O €€ BBIBOY, KaKne MHTEP(ENChl aKTUBHBI:

nx-osv-2# show ip int brief

IP Interface Status for VRF "default" (1) Interface IP Address Interface
Status

Lo@ 192.168.0.2 protocol-up/link-up/admin-up

Eth2/1 10.0.0.6 protocol-up/link-up/admin-up

nx-osv-2#

Yet0BeUECKHH I71a3 JIETKO PA3JIMYAET MIEPEBOBI CTPOK, TPOOETBHBIE CHMBOJIBI U TIEPBYIO
CTPOKY € 3aTOJIOBKaMHU CTOJIONOB. Ha caMOoM JieJie BCe 9T0 HYKHO, TOJIHKO 4TOOBI TIOMOUb
HaM OBICTPO CKOJIB3HYTH B3TISIIOM, CKaskeM, 110 IP-ampecam cBepxy BHu3. C TOUKM
3PEHUST KOMITBIOTEPA BCE ATU MPOOEJTBI 1 TIEPEBOJIBI CTPOK JIMIITH OTBJIEKAIOT OT EHCTBHU-
TEJIbHO BAJKHOI YaCTH BBIBOJIA — OT WH(MOPMAIIUH O cOCTOsTHUN HHTepdheiicoB. UToObI
HTO MPOUJLTFOCTPUPOBATH, IPUBELY BbIBoJ Paramiko juist aToii ske oneparu:

>>> new_connection.send('show ip int brief/n")

16

>>> output = new_connection.recv(5000)

>>> print(output)

b'sh ip int briefrrnIP Interface Status for VRF "default"(1)r\nInterface
IP Address Interface StatusrnLo® 192.168.0.2 protocol-up/link-up/admin-up
rnEth2/1 10.0.0.6 protocol-up/link-up/admin-up r\nrnx- osv-2# '

>>>
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Hwxe npencraBien mceBAOKo I (TO €CTh YIPOIEHHBIN BapUAHT HACTOSIIIETO KOJIA,
KOTOPBIH 51 GBI JITIS 3TOTO HATIMCAT ), aHATU3UPYIONIUH TaHHbIe B TIEPEMEHHOT output
1 U3BJICKAONTUH U3 HUX HYKHYIO MHE HH(POPMAITHIO.

Paspesium TeKCT Ha OT/IEIbHBIE CTPOKHU TI0 CUMBOJIY TIEPEBOJIA CTPOKH.

2. Ilepsag ctpoka c KomaH/ol show ip interface brief HaM He HY’KHA, TTOATOMY
MBI €€ 0TOPACHIBAEM.

3. Bo BTOpOIi cTpOKe 3aXBaThIBaeM BeCh TEKCT BIIOTH 10 VRF 1 coxpansem ero
B IIepeMEHHYIO, TaK KaK Hac uurepecyet cocrosinne VRF B BoBoIE.

4. Mbl He 3HaeM, CKOJIbKO BCeTo MHTEP(DEiCOB Y YCTPOICTBA, TOATOMY /LI AaHAJIU -
32 OCTAJBHBIX CTPOK BOCIIOJIb3YEMCSI PETYJISIPHBIM BBIPAKEHIEM; HAC HHTEPECY -
0T CTPOKH, HauMHaIuecs ¢ HasBanust unrtepdeiica: 1o (loopback) uau Eth
(Ethernet).

5. Ty CTPOKY HYKHO PasIeIUTh 110 Ipode/iaM Ha TPU YacTH: HasBaHue nHrepdeii-
ca, [P-agpec u coctostHme.

6. CocrosHue unrepdeiica HyKHO pasdUTh 110 ety (/), YToObl MOJYYUTh [IPO-
TOKOJI, @ TAaK’Ke COCTOSTHNE COEINHEHST U CPEJICTBA /[MIHICTPUPOBAHUSL.

VX, CKOJIbKO PabOThI — U BCE JIJIsE TOTO, YTOOBI TIOJYYUTh OTBET, KOTOPBII YeJI0BEK
MOJKET OIIPe/IeIUTh C OIHOTO B3IVIAAa! DTOT KO/ MOKHO OLITUMU3UPOBATD U C/les1aTh
KOMIIaKTHee; HO B 11eJIOM IIPM 3axXBaTe IJIOXO CTPYKTYPUPOBAHHOTO KOHCOJIBHOIO
BBIBO/IA IIPUJIETCS BBIITOJHUTD BCE 9TU MIAru. ¥ TaKoro MeTo/la MHOXKECTBO HeJ0-
CTaTKOB, HO 51 OB BBIZICJIUIT CJIE/LYIONIHE OCHOBHBIE TIPOOIEMBI.

® MacmrabupyemMoctb. Mbl IOTPATUJIM CTOJBKO BPEMEHH HAa KPOTIOTIUBOE
HallMCaHue MHCTPYKIUII /IJI aHA/IM3a BbIBO/A Kaxk/0i KoMaH/ibl. CJI03KHO
MPEJICTABUTh, CKOJBKO YCUIUI MOTPeOyeTCst, 4TOOBI TIPOJIETATH TO JKE CAMOE
JUIST COTEH JIPYTHX KOMAH/[, ¢ KOTOPHIMHU MbI OGBIYHO HMEEM JIETTO.

e IlIpenckasyemoctb. Her nukakoii rapantun, uto npu oduosaennn I10 ator
BBIBOJI He M3MeHuTCs. J{axke HeGOMBITOE M3MEHEHNEe MOKET C/IeTaTh HATITH
yeunust o cbopy nurhopMarmn 6ecroIe3HbIMHU.

e IIpussaska k nocrasmuky IIO. Hasephoe, 910 camas GoJibinas mpobiema.
[Tocre mosiroro 1 KPOMOTIMBOTO aHAIN3A BBIBO/IA JIJIST YCTPOUCTBA KOHKPET-
HOTO TIOCTaBIMKa ¢ KOHKpeTHO# Bepcueii I1O (B nannom cirydae Cisco NX-OS)
ATOT Ke MPOIIECC TPUJIETCST TOBTOPUTB JIJIT YCTPOUCTB JIPYTUX ITPOU3BO/IUTE-
Jsieit. He 3Hat0, Kak BbI, HO 51 ObI OUeHb CKEIITHYECKH OTHOCUJICS K BHEAPEHUTO
HOBOro 0060pYI0BaHKs, €CJu Obl s 9TOro TPeOOBAIOCh IePEeNnuChBaTh 3a-
HOBO BeCh KO/, 3aXBaTHIBAIOIINHN 1 aHATU3UPYIONIUH KOHCOTbHBIN BHIBO/I.

Tereps 7151 cpaBHEHMS TOCMOTPUM, 4TO Bo3Bpatiaet NX-APT jis Toii ke komaH bt
show ip interface brief. ITogpo6Hee 0 TOM, KaK HOJIYYUTh 9TOT BBIBOJ M3 BAIIETO
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YCTPOICTBA, MBI IOTOBOPUM Jlajiee B 3TOM TJiaBe. A MOKa CPABHUM BBIBOJL C TEKCTOM,
3aXBaYCHHBIM B IIPE/IbIIYIIEM IIPUMepe:

"ins_api":{
"outputs":{
"output":{

"body":{ "TABLE_intf":[

"ROW_intf":{
"admin-state":"up",
"intf-name":"Lo0",
"iod":84,
"ip-disabled":"FALSE",
"link-state":"up",
"prefix":"192.168.0.2",

"proto-state":"up

}
P

{

"ROW_intf":{
"admin-state":"up",
"intf-name":"Eth2/1",
"iod":36,
"ip-disabled":"FALSE",
"link-state":"up",
"prefix":"10.0.0.6",
"proto-state”:"up
}

}

1,

"TABLE_vrf":[

{

"ROW_vrf":{
"vrf-name-out":"default"

}
1
{

"ROW_vrf":{
"vrf-name-out":"default"
¥

}

1

s

"code":"200",

"input":"show ip int brief",
"msg":"Success"

}

1

"sid":"eoc",
"type":"cli_show",
"version":"1.2"

}
}
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NX-API ymeer Boszspaimats BeiBos B (hopmatax XML u JSON. 31ech Mbl mmeeM n1eyio
¢ popmarom JSON. Cpasy BUIHO, 4TO BBIBOJ CTPYKTYPUPOBAH 1 4TO B si3bike Python
€ro JIETKO COXPAHUTD B Bujie cioBapst. [Tociie mpeobpaszoBamiisi IAHHBIX B CJIOBAPb UX
He HY’KHO aHAJIM3UPOBATD, 2 MOXKHO TIPOCTO U3BJIEKATH 3HAYCHMS 110 KJItody. B aToM
BBIBO/IC MBI TAKKE BUIUM METAJIaHHbIE, TAKNE KaK TTPU3HAK YCIEIITHOTO BBITIOJTHEHIS
KoMan/bl. Eciin KoMamnzia 3aBepiiaeTcs Heyiauei, ee OTIpaBrTe b MOJTydruT coobie-
Hue 0 npuurHe cO0s1. Bam GoJibliie He HY;KHO 3alIOMIHATH KOMAH]TY, KOTOPYIO BbI-
MOJIHSIET TIPOTPAMMA, TaK KaK OHa yKa3aHa B MoJie input. 3/1ech eCTh U JIPyTHE MeTa-
JaHHble, Takue Kak Bepcust NX-API.

Takoro poga o6MeH uH(bOpMaIreil yIpouaer KU3Hb KaK IPOU3BOAUTEISAM, TaK
u oreparopaM o6opypoBanus. [IpOU3BOANTENN MOTYT C JIEFKOCTHIO MepeaaBaTh
KOH(UTYpaIo 1 nHOOPMAIIIO 0 cOCTOSTHIE. [[06aBJISATh HOBbIE MOJIST, €CJIU UM
HYKHO CIIeJIaTh IOCTYITHBIMU JIOTTOJTHUTEbHbIE CBE/IEHNs B paMKaX TOH JKe CTPYK-
Typbl lanabIX. O1epaTopbl MOTYT C JIETKOCTHIO U3BJIEKATh MH(OPMAIIUIO U BbICTPA-
MBaTh BOKPYT Hee CBOIO MH(MPACTPYKTYPY. ABTOMATU3AIINS U TIPOTPAMMUPYEMOCTD
ceTeil Hy KHbI KaK [IPOU3BOAUTE/ISAM, TaK U OIIEPATOPaM CETEBOro 000PYyIOBaHUS —
1 3TO MOHSATHO BceM. PazHorsiacust B OCHOBHOM BO3HUKAIOT BOKPYT (hopMmaTa v CTPyK-
TYpPBI 9TOI aBTOMaTH3aiuu. Kak Bbl YBUIAUTE fajiee B 9TOU TJaBe, moHsaTue API
OXBaTbIBA€T MHOTO KOHKYPUPYIOIIUX TexXHosornii. Hanmpumep, B kauecTBe TpaHc-
noptHoro nporokosa Moxkuo ucrnosb3oBath REST AP, NETCONF, RESTCONF
UT. .

B 6yay1ieM phIHOK MOKET MPUITH K HEKOTOPOMY eIMHOMY (hopMaTy JIaHHBIX. A TIOKa
KayK/Iblii U3 HAC MOKET COCTaBUTh COOCTBEHHOE MHEHIUE 1 TOMOUYb OTPACJIH IBUTATHCST
BIIEpE/I.

Mogpenuposanue gaHHbix gnsa laC

Cormnacuo Bukunenuu (https://en.wikipedia.org/wiki/Data_model), y Mmozenu janabIx
cJielyIoliiee orpejesieHue:

«Modens danivlx — 3mo abcmpaxmmuas Mooev, Komopas opeanusyem 3AeMeHmbl
OQHHBLY U CIMANOAPMUSUPYEM UX CBA3U OPY2 C OPY20M U CO CBOUCMBAMU 00BEKMO8
peanvrozo mupa. Hanpumep, 8 mooenu 0anivix moscem Ovims ykazano, wmo sie-
Menm, npedcmasasouutl agmoMoOULb, COCTMOUM U3 MHOICECMBA OPY2UX INEMEH-
mog, Komopuie, 68 8010 ouepedb, ONPeOesAIOM Ysem u PAsmMepvl AGMoMOOUILL,
a maxaice ezo 81aA0eILUYA>.

[Iporiecc MojeMpoBanys JaHHBIX TPOUJIIIIOCTPUPOBAH Ha puc. 3.1.
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'd N\
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LencTBui
L ) Cos3paxune/
obHoBNEHME
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MonpoGHbie MOJENN AaHHbIX
TpeboBaHNs K AaHHbIM
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MopaeNb AaHHbIX
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Co3spaHune/ L Tpurrepe )
BuaHec-paHHbIe obHoBNEHME

OaHHbIX

JaHHble

Puc. 3.1. MNpouecc MoaenMpoBaHms BAHHbBIX

B HarreM KOHTEKCTE KOHIEITITNS MOJIETN IAHHBIX aOCTPAKTHA U OTIUCHIBAET CETh, OY/Ib
TO JlaTa-TeHTp, reppuropus ynusepcurera nian WAN. Eciiu B34Th CTpyKTYypy Ha-
crosIero gata-menTpa, Ethernet-koMMyTaToOp KaHATBHOTO YPOBHS MOKHO CUUTATD
ycrpoiicTBoM ¢ Tabsuieir MAC-azpecos, IPUBSBaHHBIX K KaxKI0MY TOPTY. Moesb
JAHHBIX 3TOTO KOMMYTatopa onucbiBaet, kak MAC-azpeca T0JKHBI XPaHUTHCS
B TabJIMIIE BMECTE C KJIIOYaMU U JIOTIOJHUTETbHBIMU XapaKTePUCTUKaMu (TIPeICTaBb-
Te cebe mybanunbie u npuBatHbie VLAN) u T. 1. MBI Takske MOKeM TIOAHATHCS Ha
YPOBEHD BBIIIIE M CMOZIEJINPOBATH BECD JaTa-TIeHTpP IeJnKoM. MoskeM HayaThb ¢ KO-
JMYecTBa YCTPOHCTB HA YPOBHE JIOCTYIA, PACIIPeeeHNs U CUCTEMHOM YPOBHE,
OIHCATh TO, KAK OHU COETMHEHBI U KaK JIOJIKHBI BECTH ceOsI B TPOMBITIIIEHHOM OKPY-
skeHun. Harpumep, ecsin Hatia ceTb UMeeT BUJL /IePEBa, B MOZIEJIM MOYKHO yKa3aTh
KOJIMYEeCTBO COEMHEHUH B KaXKJ0OM MarucTPAaIbHOM MapIIpyTH3aTOPe, CKOTIBKO
MapHIpyTOB OHU JIOJIKHBI CO/lEPKATh U KOJNYECTBO CJEYIONINX I1ePeX0/0B JJIsd
Ka)k/10To rpedukca.

ITU XapaKTEPUCTUKKU MOKHO MPEACTABUTH B (hopMare, KOTOPBIH GyeT OMIChI-
BaTbh 9TAJOHHOE COCTOSTHUE, U CBEPATHCSI C HUMU C MOMONIBI0 KOMIIBIOTEPHBIX
MPOTpamMM.
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YANG n NETCONF

YANG (Yet Another Next Generation — eliie 0iHO TTOKOJIeHUE Next; BOIIPEKU PACIIPO-
CTpaHeHHOMY MHEHUIO, B HEKOTOPBIX pabounx rpymiax IETF mpucyTerByeT 4yBCTBO
I0MOpa) — 3TO OTHOCUTEJIbHO HOBBIN 3bIK MOZIEJIMPOBAHUS CETEBBIX JAHHBIX, KOTO-
phlii B nocJieiee BpeMst HabupaeT 060poThl. Briepsbie oH 6bLI TIpe/cTaBIeH B /10~
kymenrre RFC 6020 B 2010 roxy u ¢ Tex mop mproGpest MomyIsipHOCTb CPeIH IIPOM3-
BOJlUTEJIEeH U OLIePaTOPOB.

Ha momenT Hanmcanus aToii KHUTH ypoBeHb o/iepskku Y ANG y pasHbIX TPOU3BO-
JUTeJel CUIIbHO OTJIMYascs. TeMIibl ero BHeIpeHs B TPOMBIIIIEHHDIE CPeJIbl OCTa-
I0TCS1 OTHOCUTENbHO HU3KUMU. Ho ecam cpaBHUBATDH ¢ ipyrumMu hopMaTtaMu Mojie-
JIMPOBAHUS JIAHHBIX, OH TI0JB3YETCS HAanGOIBIINM BHUMAHUEM.

YANG npumensieTcs JiJisi MOJIETUPOBAHUS KOH(MUTYPAIIUU CETEBBIX YCTPOMCTB.
OH Takke MOKET TPEJICTABIATD JaHHBIE O COCTOSIHUU, KOTOPBIMU YTIPABJISET MPO-
tokosi NETCONF, ynanennsie Bpi3oBbl mpoiieryp NETCONF u yBenomsienns
NETCONF. 3agaua 51010 s3bIKa — 00€CIIeunTh 00NN YPOBEHD aOCTPAKIINU MEKILY
ncrosb3yeMbiMu potokosamu, Takumu kak NETCONF, u BHyTpeHHUM CUHTaKCH-
COM 7151 KOH(MUTYPALUK U aJIMUHUCTPUPOBAHNS, 3aBUCAIIUM OT [TPOU3BOAUTEIS.
[Tpumepsi uctionbzoBanusa YANG OyayT paccMOTPEHBI [ajiee B 9TOH IJiaBe.

Wrak, Mbl 06cyaum o6Iue KOHIENTINT YIIPABJIEHHS YCTPORCTBAMU 1 MOJIEIUPOBA-
HUS JaHHBIX ¢ ucnobsopanreM API. Teneps o6cynum nexkoropbie API u mardop-
my ACI or Cisco.

APl v nnatdpopma ACI ot Cisco

Kommanms Cisco Systems, Tske0BeC Ha PhIHKE CETEBBIX TEXHOJIOTHI, HE TIPOITYCTH-
Jla TEHJIEHI[MHU, CBA3aHHbIE C aBTOMATH3alueil ceTeil. Y HUX ecTh cBOM HapabOTKU
B 9TOH 00J1aCTH, YCOBEPIIIEHCTBOBAHHBIE TIPOLYKThI, HAJTAKEHHbBIE TAPTHEPCKUE OT-
HOIIEHUS 1 BHEITHIE Tpruodperertist. VIX ceMelicTBO TPOYKTOB OXBATBIBAET MAPIII-
PYTH3aTOPbI, KOMMYTATOPbI, OpanamMayapbl, cepseprbie pemterns (Unified Computing
System), 6ecripoBoiHOE 060PYLO0BaHUE, TPOTPAMMHO-ATINAPATHBIE KOMIIJIEKCHI,
anasutryeckoe [1O n mHOTOE AIpyTOE. /laske He 3HAIO, C UETO HAYATD.

Ira kHUra ocBsieHa Python u ceTeBbIM TEXHOJIOTHSIM, TIOITOMY B IAHHOM Pasiesie
MbI OTPAHUYUMCST OCHOBHBIMU ceTeBbIMU 1pogyKTamu Cisco, a UMeHHO:

® apromarmsanueit ycrpoiicts Nexus ¢ momoribio NX-APT;
® mpumepamu ¢ Cisco NETCONF u YANG;
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® Cisco ACI pns nata-1eHTpoOB;
e Cisco ACI pns npeanpusTuii.

s ipumepos ¢ NX-API u NETCONF, npezicraByieHHBIX B 3TOI TJ1aBe, MOSKHO UC-
M0JIb30BaTh JUOO BCeTa A0CTyHbIe JabopaTophbie yerpoiictBa Cisco DevNet
(cM. raBy 2), b0 okaabHY0 BUpTYaabHyo Jaboparopuio Cisco VIRL. Iliardop-
Ma ACI — otnenbubiii ipoaykt Cisco, T09TOMY OHA JINIIEH3UPYyeTcs BMecTe ¢ (husu-
yecKuMu KommyTatopamu. [l cienytonux npumepos ¢ ACI s 6bI TocoBeTOBAT
ucnonbsosars Jabopatopun DevNet miau dCloud, 4ro6sl TO3HAKOMUTBCS ¢ HUMU
nobJriske. Ecsin BbI OINH U3 CYACTIUBBIX CETEBBIX UHKEHEPOB € YaCTHOM JIabopaTo-
pueit ACI moJ1 pyKoii, UCITOJIb3YIATE ee TaM, TJIe 9TO YMECTHO.

MpbI BO3bMEM CETEBYTO TOTIOJOTHIO U3 TJIaBBI 2, HO HAa 3TOT pa3 OJHO U3 YCTPONCTB
Gyner paborats oz ynpasiaernem NX-0So (puc. 3.2).

&

nx-osv-1
192.168.0.1

Y
iosv-1
192.168.0.2

Puc. 3.2. Tononorus ceteson nabopatopum

Pacemorpum NX-API.

Cisco NX-API

Nexus — aT0 ocHOBHas JinHelka koMMyTaTopoB Cisco, pe/Ha3HaYeHHbIX JIJI4 laTa-
nentpoB. C nomotbio NX-API (http://www.cisco.com/c/en/us/td/docs/switches/
datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-
OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide_
chapter_011.html) nHXeHepbl B3aMMOIEHCTBYIOT C KOMMYTAaTOPOM Y/IaJIEHHO TI0
Pa3HBIM TPAHCTIOPTHBIM TTpoTokosaM — Hanpumep, SSH, HTTP u HTTPS.
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YcraHoeka naboparopHoro MO u nogrotoska yctpoictea

Yeranosum maketsl s Ubuntu, KoTopbie nepedrcierbl Huxe. pip u git Moruu
OCTaTBCS Y BAC TIOCJIE TIPEJIBIYIITIX TJTaB:

(venv) $ sudo apt-get install -y python3-dev libxml2-dev libxsltl-dev
libffi-dev libssl-dev zliblg-dev python3-pip git python3-requests

_‘@’_ Maketsl ans Python 2: sudo apt-get install -y python-dev libxml2-dev libxslt1-dev
V) libffi-dev libssl-dev zliblg-dev python-pip git python-requests.

ncclient (https://github.com/ncclient/ncclient) — sTo KanenTckas 6ubanoTEKa
NETCONF g Python. AKTUBUpYiTE BUPTYAIBbHYIO CPELY, CO3JAHHYIO B IIPE/IbI-
IyIIeil TJIaBe, ecJiv Bbl ITOTO ellle He clesiain. Mbl ycTaHoBUM ncclient U3 perosu-
topust GitHub, 4To6bl 110/1y4nTh HOCIEAHIOI0 BEPCUIO:

(venv) $ git clone github.com/ncclient/ncclient
(venv) $ cd ncclient/
(venv) $ python setup.py install

Honnep:xxka NX-API Ha ycTpoiicTBax Nexus 110 YMOJYaHUIO BBIKTIOUEHA, TOITOMY €€
Hy>kHO BKtounTh. {1 iporieryp NETCONF mMozkHO MCriorb30BaTh CyTecTBYIONIYIO
YUeTHYIO 3a1uch (eciu npuMensieTcst aprokondurypaius VIRL) unu cozaats HoBYIO:

feature nxapi

username cisco password 5 $1$Nk7ZkwHO$fyiRmMMfIheqE3BqvcLOCl role
network- operator

username cisco role network-admin

username cisco passphrase lifetime 99999 warntime 14 gracetime 3

Mbu1 ByounM B aboparopun kKak HTTP, Tak 1 KOHGUIYypaIuo n30J1UpOBAHHOTO
OKPY’KeHUsT (B IPOMBITIJICHHBIX YCJIOBUSX OHU JOJIKHBI ObITH BBIKJIIOUEHBI! ):

nx-osv-2(config)# nxapi http port 80
nx-osv-2(config)# nxapi sandbox

N nanee — namr nepsbiii npumep ¢ NX-APL

Mpumepsl ¢ NX-API

WzommmpoBannas cpega NX-API oTimaHO MOAXOAUT 71T SKCIIEPUMEHTOB C KOMaH-
JaMu, TaHHBIMU 1 (popMaTaMM; MbI JAKe MOKEM CKOIIMPOBATh ciieHapuii Ha Python
IPSIMO € BeO-CcTpaHuIbl. Mbl BKJIIOUMJIM €€ B KOHIIE IIPEbIAYIIEro pasziesia B y4eOHbIX
1esisax. HanmoMHIo, 4To B TIPOMBITIJIEHHBIX YCJIOBUSIX U30JIMPOBAHHAS Cpe/ia J0JKHA
OBITb BBIKJIIOYEHA.
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OtkpoeM B BeG-Opaysepe yupassioniuii IP-agpec yerpoiicrsa Nexus u paccMOTpuM
pasHbie (hOpMaThl COOOIIEHNH, 3aIIPOCHI U OTBETHI C MOMOIIIBIO YK€ 3HAKOMBIX HaM
KOHCOJTbHBIX KOMaH 1 (puc. 3.3).

B cremytomem mpumMepe s BoIOpa ISON-RPC v il CLI /71T KOMAH/IbI show version.
Haxwmure kaonky POST (OTripaButh) — 1 BbI YBUJIUTE KaK 3a1IpOC, TaK U OTBET (puc. 3.4).

o090 Cisco NX-AP1 Sandbox

< ¢ O ®172.16.1.980

i

dudl NX-API Developer Sandbox Quick Start | Logout G |
Message format:
Enter CLT commands here, one command per line. s b
xml  json
Command type: @
cll_asall
POST
|
© 2014 Cisco Inc. Al resorved.

X-APH version 1.0

Puc. 3.3. OtnagoyHas nsonuposarHas cpeaga NX-API

o8 Cisca NX-AP| Sandbax

<« C O ©172181.90

e NX-API Developer Sandbox Quick Stant | LogeurGe

[ Message format:
show version bl

Copy
=jsonrpc=t =2.8", -
"jsonrpcTs "2.08", "result”s {

"method": "cli”, "body": {

"params": { "header_str”: “Cisco Nexus Operating System (NX-05) Software\nTAC support: http://wwW.cisco.com
“emd": "show versien", "loader_ver_str': "N/AY,
“wersion: 1.2 “kickstart_ver_str': “7.20@101{1) lbuild 7.20@)2000.1280]1",

“sys_ver_str=: “7.2(0)01(1) lbuild 7.2(0)ZD(0.120)]%,

“kick_file_nase: “bootflagh:///titaniun-di-kickstart.7.3.0.70.0.128.bin",

“kick_cmpl_time": " 3/8£2015 1:08:087,

"ikick_testmp™: "BI/08/2015 11:84112",

"isan_file nase™: “"bootflash:///titaniue-d1.7.2.8.70.8.120.bin",

"isen_cepl_tise™: " 3/8/2015 1:08:80°,

§d*: 1

Puc. 3.4. Buison komanabl B otnagoyHon nsonmposanHoi cpene Cisco NX-API
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I/ISOJII/IPOBBHHBH cpejia MOJKET TTIOMOYD BBIACHUTD, MOAACPIKUBACTCA JIN TOT UJIN WHOU
(bOpMaT 1 KaKH1e KJI0YM MOKHO MCIIOJIb30BAaTh AJIA U3BJE€UYECHUA JaHHbIX U3 OTBETa
B CBOEM KO/I€.

B nepsoM npumepe, cisco_nxapi_1.py, Mbl IPOCTO IIOAK/IIOYUMCS K YCTPOICTBY
Nexus ¥ IOCMOTPUM €T0 BO3MOKHOCTH, KOTOPBIE OHO TIEPEUNCIIET, KaK TOJIBKO CO-
enHeHre OyIeT YCTaHOBJIEHO:

#1/usr/bin/env python3
from ncclient import manager

conn = manager.connect(
host='172.16.1.90",
port=22,
username="cisco',
password="cisco',
hostkey_verify=False,
device_params={'name': 'nexus'},
look_for_keys=False

)

for value in conn.server_capabilities:
print(value)

conn.close_session()

[lymaro, mapameTpbl coeimHeHMsT (XOCT, TOPT, UM TT0JIb30BATEIST 1 TapOJIb) He HY K-
JlaloTCsl B TosiIcHeHUsX. B nosie device_params ykaszaH THIT yCTPOICTBA, K KOTOPOMY
nozakaoyaercs kiaent. [1pu obcyxnenun Juniper NETCONTF BbI yBumte, 4T0 912
ke 6ubmoTeka MoKeT Bo3Bpalarh Apyroi orser. [lapamerp hostkey_verify mo-
3BoJIsIeT 060UTH TpebGoBaHue known_host jiist SSH; eciut ero He ykasark, aapec Ba-
Ier0 X0CTa CJIe/lyeT 3anucarh B (haii ~/ . ssh/known_hosts. [Tapamerp look_for_keys
OTKJIIOYACT ayTEHTUMUKAIIMIO C TOMOIIBIO OTKPBITOTO U 3aKPBITOTO KJIIOYEH 1 BMECTO
HUX UCIIOJIb3YET UM TTOJIb30BATEJIA U TTAPOJIb.

Y HEKOTOPBIX [0JIb30BaTe el BosHUKaOT 1pobiembl ¢ Python 3 u Paramiko: https://
github.com/paramiko/paramiko/issues/748. K MoMeHTy BBIXO/Ia BTOPOTO M3/IaHUST 9TA
npobJieMa yske 10JzKHa ObITh McIIpaBiieHa Ha ctopore Paramiko.

B BoiBOZIE BUiM, uTO nanHast Bepcus NX-OS nognep:xkuaetr XML 1 NETCONF:

(venv) $ python cisco_nxapi_1.py
urn:ietf:params:xml:ns:netconf:base:1.0
urn:ietf:params:netconf:base:1.0
urn:ietf:params:netconf:capability:validate:1.0
urn:ietf:params:netconf:capability:writable-running:1.0
urn:ietf:params:netconf:capability:url:1.0?scheme=file
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urn:ietf:params:netconf:capability:rollback-on-error:1.0
urn:ietf:params:netconf:capability:candidate:1.0
urn:ietf:params:netconf:capability:confirmed-commit:1.0

ncclient u NETCONF 1o SSH npu6iimzkaior Hac K MCXOAHOI peaiu3aiiy 1 CUHTA-
Keucy. Ity 6ubanoTeKy Mbl OysemM npuMeHsaTh u ganbiie. [as paborsr ¢ NX-API
noaxoyst takke HTTPS u JSON-RPC. Ha niepBom cHUMKe 3KpaHa ¢ 0TJIa/[04HON
uzosmpoBannoit cpenoit NX-API moxHo BuzeTh manesib REQUEST (3ampoc) ¢ KHOTI-
Koi1 Python — ee HaskaTue creHepupyeT ciienapuii Ha Python, ucroasayonuii Ou-
6JIOTEKY requests.

B cneaytowem cueHapum npuMeHseTcs oueHb NoNynspHas BHELWHss GubnuoTe-
\/V: ka ans Python nop Haseannem requests. Ee peens: «HTTP gnsa nogei». Owa

MCMONb3yeTCs TAKMMM KOMNAHMAMM 1 areHTcTBamu, kak Amazon, Google, NSA
v ap.

Jloist npuMepa ¢ komaH 101 show version uzonuposannas cpesia NX-API crenepupo-
BaJia cienytormuii ciieHapuii Ha Python. TIpuoxy ero 6e3 usmeHeHuit:

NX-API-BOT
import requests
import json

Modify these please
url="YOURIP/ins'
switchuser="USERID'
switchpassword="'PASSWORD'

myheaders={"content-type': 'application/json-rpc'}
payload=[
{
"jsonrpc": "2.0",
"method": "cli",

"params": {
"cmd": "show version",
"version": 1.2

1

"id": 1

}
]

response = requests.post(url,data=json.dumps(payload), headers=myheaders,
auth=(switchuser, switchpassword)).json()
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A BocTomb3yioch 3TUM KOJIOM B CIleHapUM cisco_nxapi_2.py u 3amenio qumrb URL,
VM3 TT0JTb30BaTeIs ¥ TapoJib. BOT ero BeIBO/I (5T ocTaBui TOIbKO Bepenio 110):

(venv) $ python cisco_nxapi_2.py
7.3(0)D1(1)

maBHOE TpenMyIIECTBO 3TOTO METOA: O/THA U Ta K€ CHHTaKCHUYecKas CTPYKTypa
HOJXOAUT /it 00erX KoMaHjl, configuration 1 show. 9TO NPOMUJLIIOCTPUPOBAHO
B (paiisie cisco_nxapi_3.py, KOTOPbIIl UI3MEHSIET UM XOCTA YCTPOMCTBA € TOMOIIBIO
KoMaHAHOU cTpoku. [Tocse BbIOTHEHNSE KOMAH/bI BBl YBUAUTE, YTO UMS XOCTA T10-
MEHSJIOCH € NX-0SV-1 Ha nX-0sv-1-new:

nx-osv-1-new# sh run | i hostname
hostname nx-osv-1-new

[l BBITIOJTHEHYST HECKOJIBKUX OMEPAITII UX MOKHO YTIOPSIIOUNTD C TTOMOTITBIO TTOJTST
ID. 3T0 nokaszano B cisco_nxapi_4.py. Cieayoliee cooOleHHe MEHSIET OlMCaHIe
unrepdeiica Ethernet 2/12 B pexknme KoHbUTyparmum:

{
"jsonrpc": "2.0",
"method": "cli",
"params": {
"cmd": "interface ethernet 2/12",
"version": 1.2
}J
"id": 1
s
{
"jsonrpc": "2.0",
"method": "cli",
"params": {
"cmd": "description foo-bar",
"version": 1.2
s
"id": 2
s
{
"jsonrpc": "2.0",
"method": "cli",
"params": {
"cmd": "end",
"version": 1.2
s
"id": 3
s
{
"jsonrpc": "2.0",
"method": "cli",
"params": {

"cmd": "copy run start",
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"version": 1.2

}J

"id": 4
}
]

Yr1o0BI IPOBEPUTD Pe3yJIbTaT PabOTHI ATOTO CIIEHAPUS, BBIBEIEM TEKYIIYIO KOHMM-
rypanuio ycrpoiictsa Nexus:

hostname nx-osv-1-new

interface Ethernet2/12
description foo-bar
shutdown

no switchport

mac-address ©000.0000.002f

B caenytomem pasnene pacemorpum npumepst ucnosibzoBanust Cisco NETCONF
n mozesn YANG.

Mopenb Cisco YANG

PaccMoTpuM TIpUMeEpPBI TOTO, KaK MOKHO OIHICATh CETh C MTOMOIIIBIO SI3bIKA MOJIEJIH-
poBanus manubix Y ANG.

Mogaesns YANG ormnpesiesissieT TOTbKO TUIT CXEMBI, TIEPEABAEMOI 1TO TTPOTOKOTY
NETCONF, He yrounsisi, kakuMu 10JkHBL 6biTh ganHbie. A NETCONF — a10 ot-
JIEJILHBIN TPOTOKOJ, KakK y:ke roBOpuiioch B paszese mpo NX-APIL YANG — mononoit
SI3bIK, KOTOPBIN TTOZIEP;KUBAETCS He BCEMU TPOU3BOIUTESIMU 1 He BO BCEX ceMeli-
CTBax MPOAYKTOB. Hampumep, eciu 3amycTUTh HAIll CIIEHAPUI, BO3BPAIIAIONINI
crimcok BoamozkHocTeil, 17151 Cisco CSR 1000v mox ynpasiernem [OS-XE, okasket-
Cs1, 9TO ATO YCTPOUCTBO NO/IEP:KUBAET IPYTyIo Monesh Y ANG:

urn:cisco:params:xml:ns:yang:cisco-virtual-service?module=cisco- virtual-
service&revision=2015-04-09
tail-f.com/ns/mibs/SNMP-NOTIFICATION-MIB/200210140000Z?module=SNMP-
NOTIFICATION-MIB&revision=2002-10-14
urn:ietf:params:xml:ns:yang:iana-crypt-hash?module=iana-crypt-
hash&revision=2014-04-04&features=crypt-hash-sha-512,crypt-hash-sha-

256, crypt-hash-md5
urn:ietf:params:xml:ns:yang:smiv2:TUNNEL-MIB?module=TUNNEL-
MIB&revision=2005-05-16
urn:ietf:params:xml:ns:yang:smiv2:CISCO-IP-URPF-MIB?module=CISCO-IP-URPF-
MIB&revision=2011-12-29
urn:ietf:params:xml:ns:yang:smiv2:ENTITY-STATE-MIB?module=ENTITY-STATE-
MIB&revision=2005-11-22
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urn:ietf:params:xml:ns:yang:smiv2:IANAifType-MIB?module=IANAifType-
MIB&revision=2006-03-31
<onyueHo>

Cpasnurte 910 ¢ BbiBogoM it NX-OS. IOS-XE umeer 6oiee 60raTyio HOALEPKKY
mozean YANG, yem NX-OS.

IMoazepkKy 001IE0TPACTEBOTO MOJIETMPOBAHIS CETEBBIX JAHHBIX, HECCOMHEHHO, OBLIO
ObI [I0JIE3HO BHEAPUTH BO BCEX BalllUX YCTPOICTBAX; 9TO IOCIOCOOCTBOBAIO Obl aB-
TomMaTuzaruu cetu. Ho, yauTbiBast HEOJHOPOAHYIO MOJJIEPIKKY ITOUM TEXHOJOTUU CO
CTOPOHBI TPOU3BOIUTEIEH, OHA, TI0 MOEMY MHEHHIO, €II[e IaJIEKa OT TOTO, YTOOBI CTATh
eJIMHBIM pelNIeHneM [ TPOMBIIIIJIEHHBIX ceTell. B3rsstauTe Ha crieHapuii cisco_
yang_1.py aisa koutpoJuiepa Cisco APIC-EM; B Hem nokasano, Kak u3BJjiedb 110-
sgesnpie nanubie u3 BeiBojja NETCONF XML ¢ nmomomnipio duabtpo YANG
urn:ietf:params:xml:ns:yang:ietf-interfaces, 4T0ObI OJYYUThH CIIUCOK UME-
IONUXCS TETOB.

Mocneptioio nupopmautio o nogaepxke YANG pasHeiMm nponssoanTensimu

\/V MOXHO MONyuYnTh Ha cTpaHuue npoekta Ha GitHub (https://github.com/
YangModels/yang/tree/master/vendor).

Cisco ACl n APIC-EM

Texnosorust Cisco ACI npepnasnadena Jjist peoCTaBieHus IeHTPATM30BAHHOTO
JIOCTYTIa KO BCEM CETEBBIM KOMIIOHEHTaM. B KOHTeKCTe faTa-1eHTpa 3TO 03HAYAET,
YTO Y HAC €CTH IIEHTPATLHBII KOHTPOJLIED, KOTOPHI 3HAET O MATMCTPATBHBIX, HOKO-
BBIX U BEPXHUX KOMMYTATOPaX B CTOMKe, YIPABISET UMHU, a TAKKE TOJIEPKABACT
BCE BO3MOYKHOCTH 00CITYKUBAHUSI CeTH. Y IPABJIEHIIE MOYKET OCYIIECTBISATHCS Yepes
rpaduyecknii, koncosbublit API. ACI — ato orBeT koMnanuu Cisco Ha rosiBJieHne
6oJiee OOIIUX, TIPOTPAMMHO-OIIPEIENISIEMBIX CETEIl HA OCHOBE KOHTPOJLIEPOB.

Wnorna 6iBaet He coBceM nouaTHO, ueM ACI otnmyaercst or APIC-EM. Ecau ko-
potko, To Texuosiorusi ACI npegnaznavena Jijisi UCIOJIb30BAHUS B JlaTa-1[€HTPAX,
torga kak npeporatusa APIC-EM — kopuoparusnbie cetu. Qbe TeXHOJIOTUY 110~
3BOJISTIOT TIEHTPAJIM30BAHHO TIPOCMATPUBATh W a/IMUHUCTPUPOBATH CETEBBIE KOMTIO-
HEHTDI, HO KasK/1asl UMeeT CBOIO HAIIPaBJI€HHOCTD ¥ Habop nHcTpymMeHToB. Hanpumep,
B KPYIIHbIX JlaTa-IleHTPaX HeYacTO PasBepThIBAIOT GECIPOBOAHYIO, KIMEHTOOPHEH-
TUPOBAHHYIO HHPPACTPYKTYPY, HO B COBPEMEHHBIX KOPIIOPATUBHBIX CETIX OECIIPo-
BOJIHOU JOCTYT KpaliHe BaskeH. Erle ogun mpuMep — pas3Hble MOAXOBI K CETEBOM
6esonacHocTr. Be3omacHOCTh BaskHa B 100011 CETH, HO B laTa-IIeHTPax JJIsk MacllTa-
OUPYEMOCTH MHOTHE TIOJUTHKH O€30IIaCHOCTH MepPeIaloTcsl Ha IOrPAaHIYHbIE Y3JIbL.
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B kopropaTuBHOIl cpejie MOTUTHKH Oe30TTACHOCTH YACTO PA3ESIOTCS MEKITY CeTe-
BBIMH YCTPOICTBAMU U CEPBEPaMU.

B ortaimuune or NETCONF RPC, API ACI crenyer mogenn REST, koropast uctoib-
3yet komaHibl HTTP (GET, POST 1 DELETE) /17151 ONTUCAHUS TTO/I/IEP>KMBAEMBIX OTIepa-
.

PaccmoTpum aiin cisco_apic_em_1.py — MOAU(PUIMPOBAHHYIO BEPCUIO [EMOH-
CTPAIMOHHOTO KOjia U3 lab2-1-get-network-device-1list.py (https://github.com/
CiscoDevNet/apicem-1.3-LL-sample-codes/blob/master/basic-labs/lab2-1-get-network-
device-list.py). OH B 001IKX YepTax UILIIOCTPUPYET IIPOLECC B3AUMOIEHCTBHSI C KOH-
tposnepamu ACI u APIC-EM.

Huske mpeicraBiieHa cokpaiieHHas BepCus 9Toro Kojia 6e3 KOMMEHTapUeB U MyCThIX
CTPOK.

[TepBas dynkius, getTicket (), noceumaer kouTpoJuiepy 3anpoc HTTPS POST
cIyreM /api/vl/ticket 1 ¢ UMeHEM IIOJIB30BATEJA U ITAPOJIEM, BCTPOEHHBIMU B 3a-
roJIoBOK. Jta GYHKIUs BO3BpaliaeT 00paboTaHHBIN OTBET C THKETOM, ICHCTBUTEb-
HBIH B TeYEHME OTPAHUYEHHOTO BPEMEHU:

def getTicket():
url = "https://" + controller + "/api/vl/ticket"

payload = {"username":"usernae","password":"password"}
header = {"content-type": "application/json"}
response= requests.post(url,data=json.dumps(payload),
headers=header, verify=False)

r_json=response.json()

ticket = r_json["response"]["serviceTicket"]

return ticket

3ateM BTOpas GyHKIMA oOpalaeTcs K ApyroMy IIyTH, /api/vl/network-devices,
TepeiaeT TOJMBKO UTO TIONYIEHHDBIN THKET, BCTPOEHHBIN B 3aTOJOBOK, U pa3bupaer
pe3yJIbTaThl:

url = "https://" + controller + "/api/vl/network-device"
header = {"content-type": "application/json", "X-Auth-Token":ticket}

ITO paclpocTpaHeHHBIN MoaXo K B3anmoaeiictuio mo API. I1pu mepBom 3ampoce
KJIWEHT ayTeHTU(UIINPYETCS Ha CEPBEPE U MOJTydaeT BPeMEHHBIH TOKEH. ITOT TOKEH
Oy/leT UCIIOJIb30BATHCS B TIOCJEAYIOINIUX 3alIPOCAX, TTOATBEPIKIASA TPOXOKICHIE
ayTeHTuduKamum.

B orBer BosBpamatworcs gokyMeHT B hopmate JSON u o6paboTantas Tabauia.
37iech MOKa3aH YaCTUYHBIH BBIBOJI, TIOJMYIEHHBIA OT Ta6OpPaTOPHOTO KOHTPOJLIEPa
DevNet:
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Network Devices =
{
"version": "1.0",
"response": [
{
"reachabilityStatus": "Unreachable",
"id": "8dbd8068-1091-4cde-8cf5-d1b58dc5c9c7",
"platformId": "WS-C2960C-8PC-L",
<onyueHo> "lineCardId": null,

"family": "Wireless Controller",

"interfaceCount": "12",

"upTime": "497 days, 2:27:52.95"

¥

1
}
8dbd8068-1091-4cde-8cf5-d1b58dc5¢c9c7 Cisco Catalyst 2960-C Series
Switches
cd6d9b24-839b-4d58-adfe-3fdf781e1782 Cisco 3500I Series Unified Access
Points
<onyueHo>

55450140-del9-47b5-2e80-bfd741b23fd9 Cisco 4400 Series Integrated
Services Routers

ael9cd21-1b26-4f58-8ccd-d265deabb6c3 Cisco 5500 Series Wireless LAN
Controllers

Kaxk Buzpnte, 06paImasch JUIIb K OZHOMY KOHTPOJLIEPY, MbI IIOJIydaeM OOIIYIO WH-
dopmaiuio 060 BCex CeTeBbIX YCTPOUCTBAX, KOTOPbIE €My U3BECTHBL. B faHHOM
cjydae MbI CMOKEM TIPOJIOJIKHTD nccienoBanre kommytaTopa Catalyst 2960-C,
touek pocryna Cisco 35001, maprupyTusaropa 4400 ISR u koHTpoJLIEpa GECITPOBOI-
Horo goctyma Cisco 5500. HegoctaTok 3TOr0 M0AX0/a B TOM, YTO Ha CErOAHSIIITHITI
neub Texnosornio ACI moasep:kuBaroT TobK0 yerpoiicta Cisco.

] Cisco 10S-XE

N\ 7/

‘,@\' Cuenapum Cisco |OS-XE no cBoMM BO3MOXHOCTSIM BO MHOTOM MOXOXMW HA TOT

= kog, kotopbii Mbl Hanucanu ans NX-OS. Ograko IOS-XE nmeet pononnutens-
Hble BO3MOXHOCTH, BKMIO4as BCTpoeHHbii Python u roctesyio komanaHyto o6o-
NIOYKY, KOTOPbIE MOTYT MONIOXMUTENBHO NOBAUATL HA MPOrPAMMMUPYEMOCTb CETEM:
https://developer.cisco.com/docs/ios-xe/#!on-box-python-and-guestshell-

quick-start-guide /onbox-python.

ITomumo ACI, y Cisco ects apyroit mpoaykt, Meraki, koTopbiii mpesictasJsiet coboit
[EHTPAIN30BAHHBIN XOCT, 00ECTIeUNBAOIINI HAOIIOAEMOCTD B PA3HBIX TPOBOIHBIX
u GecnipoBoubix cerax. Ho, B oramune or konrposiepa ACI, Meraki pasmernaercs
He JIOKa/IbHO, a B oOsake. Hekoropeie Bosmoxxknoctu Cisco Meraki u ripumepsr mc-
M0JIB30BAHUSI ATOTO PEIIEHUs] PACCMATPUBAIOTCS B CJIEYIONIEM Pa3/ielie.
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Kontponnep Cisco Meraki

Cisco Meraki — »10 06s1auHbIi, 6ECIIPOBOAHOI LEHTPATU30BAHHbBII KOHTPOJLIED,
KOTOPBII YIIPOINAET A/IMUHUCTPUPOBAHIE CETEBBIX YCTPOUCTB. B HeM ncrosnb3yercst
PUMEPHO TOT ke 1ox01, uTo U B APIC, TO/IbKO caM KOHTPOJLJIEP HAXOAUTCS B 00-
nake u umeer mybandnbii URL. O6BIYHO II0Ib30BaTENDb [OIyYaeT KoY B BeO-
unrepdelice n 3aTeM € ero IIOMOIIbLIO U3BJekaeT ID opranusanuu B clieHapuu Ha
Python:

#1/usr/bin/env python3
import requests
import pprint

myheaders={"'X-Cisco-Meraki-API-Key': <onyuyeHo>}

url = 'https://dashboard.meraki.com/api/v@/organizations’
response = requests.get(url, headers=myheaders, verify=False)
pprint.pprint(response.json())

Beimosnnm crieHapuii:

(venv) $ python cisco_meraki_1.py
[{'id': '681155",

'‘name': 'Delab’,

‘url': 'n6.meraki.com/o/49Gm_c/manage/organization/overview'},
{'id': '865776",

'name': 'Cisco Live US 2019°',

‘url': 'n22.meraki.com/o/CVQqTb/manage/organization/overview'},
{'id': '549236',

‘name': 'DevNet Sandbox',

‘url': 'nl49.meraki.com/o/t35Mb/manage/organization/overview'},
{'id': '52636",

‘name': 'Forest City - Other’',

‘url': 'n42.meraki.com/o/E_utnd/manage/organization/overview'}]

[To ID opranusaiiii MO;KHO TTOJTYYUTD IOTIOJTHUTEIbHbIE CBe/IEHHS: CITMCOK YCTPOICTB,
nHdopmaImio o cetu u T. .

#!/usr/bin/env python3
import requests
import pprint

myheaders={'X-Cisco-Meraki-API-Key': <onyueHo>}

orgId = '549236'

url = 'https://dashboard.meraki.com/api/v@/organizations/"' + orgld +
' /networks"

response = requests.get(url, headers=myheaders, verify=False)
pprint.pprint(response.json())

(venv) $ python cisco_meraki_2.py
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<onyueHo>
[{'disableMyMerakiCom': False,
‘disableRemoteStatusPage’': True,
'id': 'L_646829496481099586",
‘name': 'DevNet Always On Read Only',
‘organizationId': '549236',
'productTypes': ['appliance', 'switch'],
'tags': ' Sandbox ',
"timeZone': 'America/Los_Angeles',
"type': 'combined'},
{'disableMyMerakiCom': False,
'disableRemoteStatusPage’': True,
'id': "N_646829496481152899"',
‘name': 'test - mx65',
‘organizationId': '549236',
'productTypes': ['appliance'],
'tags': None,

"timeZone': 'America/Los_Angeles',
"type': 'appliance'},
<onyueHo>

Y Ecnun y Bac HeT nabopatopHoro yctpoiictea Meraki, Bocnonbayiitecs, kak §,
-@— 6ecnnatHoi nabopatopueit DevNet no appecy https://developer.cisco.com/
4 N . .

E learning/tracks/meraki.

Wrax, Ml paccMoTpenu mpumepsl ¢ kouTposstepamu NX-API, ACI u Meraki ms
yerpoiicts Cisco. B cieytorieM pasjesie HOCMOTPUM, KaK paboTaTh € yCTPOWCTBAME
Juniper Networks ¢ omoumipto Python.

AP| Ha asbike Python gns Juniper
Networks

Kommanua Juniper Networks Bcerga Oblia nomyJisipHa B Kpyrax IIOCTaBIINKOB YCIIyT.
Ecav cienath 1mar Ha3aj v B3TJISHYTh Ha BEPTUKAJb 9TUX ITOCTABITUKOB, CPa3y CcTa-
HET MOHSATHO, TOYEeMY aBTOMATU3AIINsT CETEBOTO 000PYI0BAHUST Y HUX B TIPUOPUTETE.
Jlo paciiBeTa 061auHbIX JaTa-IIEHTPOB GOJIBIIIE BCETO CETEBBIX YCTPOUCTB GBIIIO y 10~
CTABIIUKOB yCIyT. TUNTMYHAS KOPITOPATUBHAS CETh MOTJIA UMETh HECKOJIBKO PE3ePB-
HBIX WHTEPHET-COEIMHEHUTT B MITab-KBAPTUPE KOMIAHUN W HECKOJIBKO YIATEHHBIX
IIOIA/I0K, COEIMHEHHBIX C IIEHTPAIbHBIM O(UCOM 3B€371000pa3HbIM 06Pa3oM ¢ 10~
Motibto puBataoil MPLS-cemu (Multiprotocol Label Switching — MHOTOTIPOTOKOJIB-
Hasl KOMMYTaI[Us 110 MeTKaM ), KOTOPYIO IIPe/JOCTaBJIA IOCTaBIUK yeayr. Y uMeHHO
MOCTABIMKAM ITPUXO/IUIIOCH CO3/I1aBaTh, BBIAEAATH, AAMUHUCTPUPOBATH U JAMATHO-
CTUPOBATh COEAMHEHUS 1 COOTBETCTRYIOMINE ceTu. VIX Or3HeCc-MO/IeIb OCHOBBIBAIACH
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Ha MPOJIaKe TIPOITYCKHON COCOOHOCTH U JIOTIONHUTENBHBIX YAQJIEHHBIX yeayT. Jlo-
TMYHO, YTO MOCTABITUKY BKJIABIBAJIN JIEHBTH B aBTOMATU3AITHIO: ATO TIO3BOJISIIIO UM
MUHUMH3UPOBATH BPEMEHHBIE 3aTPaThl Ha MOIepKaHue ceTell B paboueM COCTOSTHUM.
CereBasg aBTOMATU3AIHS CTAJIA UX KIIOYEBBIM KOHKYPEHTHBIM TIPEUMYTIIECTBOM.

ITo MoeMy MHEHMIO, pa3HUIA MOTPEOHOCTEN CeTH MOCTABIIMKA YCIYT U 00JIa4HOTO
JlaTa-1[eHTPa B TOM, UTO MePBast TPAAUIIOHHO arperupyeTr OoJIbliie CEPBUCOB B KaK-
JloM ycTpoiicTBe. Xopotnnii mpumep — texnosnorust MPLS, kotopyto npegocrasmsior
MOYTH BCE KPYITHBIE MOCTABIINKY, HO KOTOPAST PEIKO UCTIONB3YETCST B KOPIIOPATUBHBIX
ceTsxX U raTta-meHTpax. KoMmnanus Juniper oueHb ycIielHa B TOM YUCJIE W TIOTOMY,
4TO el yAaN0Ch YBUIETh HEOOXOAUMOCTD IIPOrPAMMUPYEMOCTH CETEil U YIOBJIETBO-
PUTH OTPEGHOCTH IOCTABLIMKOB B aBTOMaTH3au. JaBaiiTe paccMOTPUM HEKOTOPBIE
API jyig aBTOMATH3AIUN OT Juniper.

Juniper n NETCONF

NETCONF — s10 crangapt IETF, kotopbriit 6611 Briepsbie omybsmkoBat B 2006 roxy
B JIOKyMeHTe RFC 4741 1 ocyie[Huil pa3 o6HOBJIEH B RFC 6241, Kommnanusa Juniper
Networks czeama orpoMHBIN BKJIaJ B pa3pabOTKy 9TUX JABYX crenuduranuii (Ha
CaMOM JieJIe OHa e/IMHCTBEHHDIH aBTOP RFC 4741). I[ToaToMy JI0rn4HO, 4TO yCTpOiicTBa
3TOTO TTPOM3BOAUTEII TTosryunsi iosiHoreHHyo nojuep:kky NETCONF; k tomy ke
9Ta TEXHOJOTUST UTPAET POJTb BHYTPEHHETO CJIOST JI7ist GOMBITMHCTBA NHCTPYMEHTOB
1 ppeiiMBOPKOB aBTOMATHU3AIIN! OT Juniper. BakHeime XapakTepUCTUKN CTaHIap-
ta NETCONEF:

1. Ucnonbsyer pacuupsemvlil s3vix pasmemxu (eXtensible Markup Language, XML )
B KauecTBe (hopMaTa JaHHbIX.

2. Ucnomassyer yoanennulil 6v13068 npouedyp (Remote Procedure Call, RPC), nosto-
my 1ipu Beibope HTTP(S) B kauecTBe TpaHcmopTHOTo mpoTokosa URL KoHeu-
HOU TOYKM OCTAETCsT HEM3MEHHBIM, a Hy KHAS OTepaliist YKa3biBAeTCs B TeJie
3arpoca.

3. Ha xouienTyaabHOM yPOBHE COCTOUT U3 BEPTUKAIBHO PA3MEIIEHHBIX CJIOEB,
TaKWX KaK COAEPKUMOE, OTIEPATIIH, COOOTIEHIST 1 MEXAHU3M TePeIaun JAaHHBIX
(tpancriopr) (puc. 3.5).

B texnuueckoii 6ubmoreke kommanuu Juniper Networks ectb o01mpHoe pyKoBo/I-
CTBO s pa3pabOTYMKOB 110 MCIOJIb30BaHMIO IIpoToKoa yiupasierns NETCONF
XML (https://www.juniper.net/documentation/en_US/junos13.2/information-products/
pathway-pages/netconf-guide/netconf.html#overview). [locMoTprM Ha 3Ty TEXHOJOTHIO
B JIEJICTBUMN.
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Cnoin Mpumep
( Couepxmmoe J ( KOH¢MprauMOHHHeﬂaHHHe J ( [JaHHble yBegoMeHui J
( Onepaumm J ( <edn-conﬁg>.“ J
( Coo6uwHMﬂ J ( <rpc>, <rpc-reply> ] ( <notification> :
[ besonacHbiit ] SSH, TLS, (BEEP/TLS), (SOAP/ETTIP/TLS) ... ’
TpaHcnopT

Puc. 3.5. Mogens NETCONF

MNoproroeka ycrponcrea

Yro6sr uctosbzoBath NETCONTF, cHauasma HY;KHO CO3/[aTh OTAEIBHYIO YUETHYIO
3aITUCh ¥ BKJIHOYUTh HEOOXOAMMBbIE CEPBUCHL:

set system login user netconf uid 2001

set system login user netconf class super-user

set system login user netconf authentication encrypted-password "$1$0EKA.
XVF$cm80AOGC2dgSWITIYWv7Pt1"

set system services ssh

set system services telnet

set system services netconf ssh port 830

B kauectee nabopatopuu ¢ ycrpoicteamu Juniper st UCnonb3yio cTapyio, He-

\G// nopaepxueaemyto nnarpopmy nog Haseaxmem JunOS Olive. Ona npegHasHa-
YeHa cyrybo ans skCnepuMeHToB. B nHTEpHETE MOXHO HAMTH NIOBOMLITHLIE
baKThl M3 UCTOPMM STOFO NPOAYKTA.

Kondurypamuio yerpoiictsa Juniper Bcerga MOKHO IOCMOTPeTh 60 B BIE ILIO-
ckoro aitna, 160 B hopmate XML, TIepBbiil BapuaHT MPEANIOUTHTETBHEE, KOT/A
HEeO0OXOIMMO U3MEHUTD KOH(MDUTYPAITHIO € TIOMOIIILIO OTHOCTPOYHON KOMAH/IBI:

netconf@foo> show configuration | display set

set version 12.1R1.9

set system host-name foo set system domain-name bar
<onyueHo>

®opmar XML yaoben st mpocMOTpa KOH(BHUTYPAIIUHT B CTPYKTYPUPOBAHHOM BUJIE:

netconf@foo> show configuration | display xml
<rpc-reply xmlns:junos="xml.juniper.net/junos/12.1R1/junos">
<configuration junos:commit-seconds="1485561328" junos:commit-
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localtime="2017-01-27 23:55:28 UTC" junos:commit-user="netconf">
<version>12.1R1.9</version>

<system>

<host-name>foo</host-name>

<domain-name>bar</domain-name>

MHcTpykumm no yctaHoeke Heobxoanmbix Linux-6ubnuotek u naketa ncclient

\Cp/\/ ans Python nepeuncnensl 8 nogpasgene «Ycranoska nabopatopHoro MO u nog-
rotoeka yctpoiictsax» pasgena «Cisco NX-API» paree 8 atoi rmase. Ecnu bt nx
elle He YCTOHOBWM, CAENATe 3TO celyac.

Tenepb MBI TOTOBBI TTepeiiTH K riepBoMy mipumepy ¢ Juniper NETCONF.

Mpumepsl ¢ Juniper NETCONF

Buauasie paccMOTpUM TIPOCTOM TIPUMEP € BBITTOJHEHNEM KOMaH/bl show version.
HaszosewMm aTort daiin junos_netconf_1.py:

#1/usr/bin/env python3
from ncclient import manager

conn = manager.connect(
host="192.168.24.252",
port="830",
username="netconf’,
password="juniper!’,
timeout=10,
device_params={'name':"'junos'},
hostkey_verify=False)

result = conn.command('show version', format='text')
print(result.xpath('output')[@].text)
conn.close_session()

Haspanus 110J1eii B 9TOM ClIeHap1K FOBOPST caMu 3a cebsT; 0HO UCKII0UeHUe — I10J1e
device_params. OHo 6b110 go6asseno B ncclient 0.4.1 auist 3aganust pasHbIX IPOK3-
BozmTesielt u nimatdhopm. Hamprumep, B mapamerpe name MokHO ykasath Juniper, CSR,
Nexus um Huawei. Mbl Taxke no6aBuin hostkey verify=False, Tak KaK UCIIOJIb-
3yeM caMO3aBEPEHHbIN cepTuduKar U3 yCTporcTBa Juniper.

B orBer mpuxonut XML-10KyMeHT rpc-reply ¢ ajieMEeHTOM output:

<rpc-reply message-id="urn:uuid:7d9280eb-1384-45fe-bed48- b7cdl4ccf2b7">
<output>

Hostname: foo

Model: olive

JUNOS Base 0S boot [12.1R1.9]

JUNOS Base 0S Software Suite [12.1R1.9]
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< onyueHo >

JUNOS Runtime Software Suite [12.1R1.9] JUNOS Routing Software Suite
[12.1R1.9]

</output>

</rpc-reply>

Mo:xHO U3BJI€YDb M3 3TOTO BBIBOJA COAEP/KUMOE output:

print(result.xpath('output')[@].text)

B daiine junos_netconf_2.py BHeceM u3MeHEeHUST B KOH(MDUTYPAIUIO YCTPOICTBA.
CHavasia UMIIOPTHPYEM HOBBIE MOLYJIN /IS co3panuss X ML-a1eMenToB 1 00beKTa,
KOTOPBII OyEeT YIIPABIATh COEIUHEHIEM:

#1/usr/bin/env python3
from ncclient import manager
from ncclient.xml_ import new_ele, sub_ele

conn = manager.connect(host="192.168.24.252"', port='830',
username="'netconf', password='juniper!', timeout=10, device_
params={'name':'junos'}, hostkey_verify=False)

3abokupyeM KOH(GUTYPAIHIO ¥ BHECEM B HEE H3MEHEHUST:

# 6nokupyem KOHOUTrypaLui W BHOCUM B HEe U3MeHEHUA
conn.lock()

# dopmupyem KoHPUrypauuo

config = new_ele('system')

sub_ele(config, 'host-name').text = 'master’
sub_ele(config, 'domain-name').text = 'python’

B 6uioke koma auist opMUPOBAHMS KOH(MUTYPAIIUK MbI CO3/1a€M HOBBII 9JIEMEHT
system ¢ JouepHUMU 3jIeMeHTaMu host-name u domain-name. Eciin BaM nHTEpecHO,
KaK BBITJIGJUT 9Ta Uepapxud, HUKe TToKazaHa CTPyKTypa y3yioB XML-nokymenra,
B KOTOPOI system — 3TO POAUTEND /ISt host-name 1 domain-name:

<system>
<host-name>foo</host-name>
<domain-name>bar</domain-name>

</system>
CdopmupoBaB KOHDUTYpAIUIO, CIIEHAPUH TIEPEIACT ee yCTPOUMCTBY U 3apuKCUpyeT

n3MeHeHust. PekoMeHoBaHHAast IPoIlelypa BHECEHUST U3MEHEHU I B KOH(PUTYPAIIUIO
Juniper Britouaer nraru: lock, configure, unlock 1 commit:

# oTnpaBnAem, npoBepsem WU QUKCUPYEM KOHOUTypaLuwo
conn.load_configuration(config=config)
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conn.validate()
commit_config = conn.commit()
print(commit_config.tostring)

# pasbnokupyem KoHOUTypaLuio
conn.unlock()

# 3aBepwaem ceaHc
conn.close_session()

B 1iesiom aramnet pabots c NETCONF 10B0JIbHO TOYHO COOTBETCTBYIOT aHAJIOTMYHBIM
KOHCOJIbHBIM KoMaHiaM. B aiize junos_netconf_3. py npeacrasien 6osiee yHUBED-
cabHbIN Koz1. Coreiy ol prMep 00beINHSIET 1Iari, OIMCAHHBIE BBIIIE, B HECKOJIb-
KO (pyHKIMi Ha Python:

# cospaem 06bekT coefuHeHun
def connect(host, port, user, password):
connection = manager.connect(host=host, port=port,
username=user, password=password, timeout=10,
device_params={'name':'junos'}, hostkey verify=False)
return connection

# BbINONHAEM KomaHay show

def show_cmds(conn, cmd):
result = conn.command(cmd, format="text")
return result

# oTnpaBnAem KoOHGUrypauui

def config_cmds(conn, config):
conn. lock()
conn.load_configuration(config=config)
commit_config = conn.commit()
return commit_config.tostring

ITOT (alia MOKHO UCTIOTH30BATh KAK CAMOCTOSTE/IbHBIN CIIEHAPWH M UMITOPTH-
poBatb U3 pyrux ciienapues Ha Python.

Juniper Taxxe npegocrasiser 6ubanorexy PyEZ nis Python, kotopas nossossier
paboTaTh ¢ yeTpoiicTBAMHU 3TOr0 POM3BOANTENsA. B ciieyomem pasjeie paccMOTpUM
HECKOJIbKO TIPUMEPOB €€ NCTIOTH30BAHUS.

Juniper PyEZ pnsa paspabortumnkos

PyEZ — 3710 BBICOKOYPOBHEBasT GUGIMOTEKA, KOTOPYIO MOJKHO JIETKO HHTETPUPOBATH
B Koz Ha Python. Ee API caysxut 06epTKOM 1JIsT HCXOAHOM KOH(MUTYpAIIUH, YTO O~
3BOJISIET BBITIOJIHITH PYTHHHBIE OTIEPAI[UE 1 U3MEHSITh HACTPOUKH yCcTpoiicTBa Oe3
0OIIMPHBIX 3HAHUI HHTepdeiica KOMaHIHON CTPOKK Junos.
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| Mcyepnsisatowee pykosoacTeo no Junos PyEZ ans paspaboTumkos ecTb B Tex-
-@- Huueckol Bubnunoteke Juniper: https://www.juniper.net/documentation/us/
g en/software/junos-pyez/junos-pyez-developer/index.html. Ecnu gbi samk-

Tepecosanuck PyEZ, s Gbl HaCTOsSITENBHO PEKOMEHAOBAN BAM XOTs Bbl MPOCTO

7/
N

O3HAKOMMUTbLCA C OCBELLEHHBIMMU B HEM TEMAMM.

YcTraHoBka n noaroToBKa

WNuctpykiunu no yctanoske PyEZ g kaxmolt onepaiimoHHON CUCTEMBI MOKHO
Ha#TH 110 cchLiKe https://www.juniper.net/documentation/en_US/junos-pyez/topics/task/
installation/junos-pyez-server-installing.html. MbI 1okazkeM, Kak ycTaHOBUTD 9Ty OUOINO-
texy B Ubuntu 18.04.

Huxe TEPEUYNCTCHDBI TTAKEThI-3aBUCUMOCTH, MHOTHE N3 HUX TOJIKHDBI 6LI]II/I Yy Bac
OCTaTbCs MMOCJIE TTPEABIAYIINX ITIPUMEPOB!

(venv) $ sudo apt-get install -y python3-pip python3-dev libxml2-dev
libxsltl-dev libssl-dev libffi-dev

[Taketer PyEZ MosxHO ycTaHOBUTD Yepes pip:

(venv) $ pip install junos-eznc

[ns paborsl ¢ PyEZ Ha yerpoiictse Juniper HyskHo ckordurypuposatb NETCONF
B KauecTBe BHyTpennero API ¢opmara XML:

set system services netconf ssh port 830

Jlst ayrenTudukanuu ucrnobsyiire 6o maposib, aub6o SSH-kmou. Coszaars Jo-
KaJIbHYIO YYETHYIO 3aIHCh TIPOCTO:

set system login user netconf uid 2001

set system login user netconf class super-user

set system login user netconf authentication encrypted-password "$1$0EKA.
XVF$cm80AOGC2dgSWITYWv7Pt1"

Cuayvasia crenepupyiite napy SSH-kiio4eil Ha cBoeM yIIpaBJIsiiolieM XOCTe, eCJIN Bbl
eTIfe 3TOTO He CeIAN B TyIaBe 2:

$ ssh-keygen -t rsa

OTKpPBITHIN U 3AKPBITHIN KJIIOYU TI0 YMOJYAHUIO COXPAHSIOTCS B KaTajore ~/.ssh/;
TepBBIil Ha3bIBaeTcd id_rsa.pub, a BTopoil — id_rsa. OTHOcHTECHh K 3aKPBITOMY
KJIIOUY KaK K T1apOJIT0, KOTOPBI BBl HUKOMY He MTOKa3biBaeTe. OTKPBITHIN KJI0Y MO3K-
HO CBOOOJTHO PACIIPOCTPAHSATH. 3[€Ch MbI CKOTTUPYEM OTKPBITHII KJTIOY B KATAJIOT /tmp
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u BrsitounM Moy ib HTTP-cepsepa u3 cocraBa Python 3, uro6si cosnats URL, mo-
CTYIIHBIH CHAPY/XKU:

(venv) $ cp ~/.ssh/id_rsa.pub /tmp

(venv) $ cd /tmp

(venv) $ python3 -m http.server

(venv) Serving HTTP on ©.0.0.0 port 8000 ...

\ ! /
—@— [ns Python 2 — komanga python -m SimpleHTTPServer.

Tenepb MOKHO CO3/1aTh YYETHYIO 3aIIUCh JIJI YCTPOMCTBA Juniper u ¢BA3aTh ¢ HEl
HAIIl OTKPBITHII KJII0Y, TIPEIBAPUTEIHHO 3arpy:KeHHbIH ¢ BeO-cepBepa u3 Python 3:

netconf@foo# set system login user echou class super-user authentication
load-key-file <IP-agpec ynpaBnswwero xocTta>:8000/id_rsa.pub
/var/home/netconf/...transferring.file........ 100% of 394 B 2482 kBps

Termepn, ecsi 3aiiTH Ha YCTPOMCTBO € YIIPABIAIONIETO XOCTA U YKA3aTh HAI 3aKPBITHIN
KJIOY, [I0JIb30BaTE b OY/IeT ay TeHTH(MUIINPOBAH:

(venv) $ ssh -i ~/.ssh/id_rsa <Juniper device ip>
--- JUNOS 12.1R1.9 built 2012-03-24 12:52:33 UTC
echou@foo>

Yo6emumcs B Tom, uto PyEZ nomiepsknsaer 06a Metosa ayrenTudukamm. Ompody-
€M ayTeHTUMUKAIINIO 10 UMEHHU TT0JIb30BATEJISI U APOJTIO:

>>> from jnpr.junos import Device

>>> dev = Device(host="'<IP-agpec ycTpoiicTBa Juniper, B Hawem cny4ae
192.168.24.252>",

user="'netconf', password='juniper!")

>>> dev.open()

Device(192.168.24.252)

>>> dev.facts

{'serialnumber': "', 'personality': 'UNKNOWN', 'model': ‘'olive', 'ifd_
style': 'CLASSIC', '2RE': False, 'HOME': '/var/home/juniper', 'version_
info': junos.version_info(major=(12, 1), type=R, minor=1, build=9),
"switch_style': 'NONE', 'fqdn': 'foo.bar', 'hostname': 'foo', 'version':
'12.1R1.9', 'domain': 'bar', 'vc_capable': False}

>>> dev.close()

A rteneps ronbiTaemcs ayreHTuduinpoBaThes mo SSH-kiouy:

>>> from jnpr.junos import Device

>>> devl = Device(host="192.168.24.252"', user='echou', ssh_private_key_
file="/home/echou/.ssh/id_rsa')

>>> devl.open()

Device(192.168.24.252)

>>> devl.facts
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{'HOME': '/var/home/echou', 'model': 'olive', 'hostname': 'foo', 'switch_
style': "NONE', 'personality': 'UNKNOWN', '2RE': False, 'domain': 'bar',
'vc_capable': False, 'version': '12.1R1.9', 'serialnumber': '', 'fqdn':
'foo.bar', 'ifd_style': 'CLASSIC', 'version_info': junos.version_

info(major=(12, 1), type=R, minor=1, build=9)}
>>> devl.close()

Otmmuno! Tenepb Bce TOTOBO 1715 BBITIOTHEHUST TpuMepoB ¢ PYEZ.

Mpumepsi c PyEZ

B nipespiytiieM nHTEPaKTUBHOM TIPUMEPE Mbl BUJIEJIU, YTO TIOCTE TTOAKIIOUEHMS
K YCTPOHCTBY 0OBEKT aBTOMATHUECKU U3BJIEKAET HECKOJIBKO (haKTOB 0 HeM. B Harmem
TIePBOM CII€HAPUM, junos_pyez_1.py, MbI TOAKIIOYAINCH K YCTPOUCTBY W BBITIOJIHSI -
a1 RPC-BbI30B ¢ koMaH 1011 show interface eml:

#!/usr/bin/env python3

from jnpr.junos import Device
import xml.etree.ElementTree as ET
import pprint

dev = Device(host='192.168.24.252"', user='juniper', passwd='juniper!")

try:
dev.open()

except Exception as err:
print(err)
sys.exit(1)

result = dev.rpc.get_interface_information(interface_name='eml"',
terse=True)

pprint.pprint(ET.tostring(result))

dev.close()

¥ kiacca Device ecTh CBOHCTBO rpc, KOTOPOE COMEPKUT BCE IOCTYITHBIE KOMAH/IbI.
I10 kpaiire yao6Ho, Tak kKak CLI n API npefocTaBIIsiioT OHM U T€ K€ BOSMOKHOCTH.
XUTPOCTh B TOM, YTO HAM HY>KHO HAliTH TeT Xml rpc, KOTOPBIN COOTBETCTBYET HaIlel
KoMaH/ie. Ecyii B3sTh 1epBbIN ITPpUMep, TO OTKY/Ia MbI Y3HaJH, 4To show interface

eml 9KBUBAJIEHTHO get_interface_information? IlosyunTts aTy mHpOpMAIIUiO MbI
MOJKEM TPeMs Iy TAMMU.

Caeputbces co cripaBounukoM Junos XML API Operational Developer Reference.

2. Bsiectu ¢ momorirbio CLI sxBuBasient XML RPC 1 mojictaBuTh 1o4epKUBAHUS
(_) BmMecTo iehpucos (-) MeXKILY CTOBAMU.

3. Bocmnonbsosarbes 6ubanorekoit PyEZ.
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51 06BIYHO TOMB3YIOCH BTOPBIM CITOCOOOM:

netconf@foo> show interfaces eml | display xml rpc
<rpc-reply xmlns:junos="xml.juniper.net/junos/12.1R1/junos">
<rpc>

<get-interface-information>
<interface-name>eml</interface-name>
</get-interface-information>

</rpc>

<cli>

<banner></banner>

</cli>

</rpc-reply>

A Bot pumep ucnosb3oBanust PyEZ (tperuii ciocob):

>>> devl.display xml_rpc('show interfaces eml', format='text')
'<get-interface-information>/n <interface-name>eml</interface- name>/n</
get-interface-information>/n’

W xomneyHno, Mbl MOKEM BHECTU U3MeHeHUs B KoHpurypaiuio. Ummnoptupyem
B junos_pyez_2.py JOTIOJHNUTENbHBIN MeTo/t Config() u3 PyEZ:

#!/usr/bin/env python3
from jnpr.junos import Device
from jnpr.junos.utils.config import Config

I/ICHOJH)SyEM TOT K€ KO/ JIJIA TTOJIKIIOYEHUA K YCTpOﬁCTBYZ

dev = Device(host='192.168.24.252", user='juniper',
passwd="juniper!")

try:
dev.open()

except Exception as err:
print(err)
sys.exit(1)

Hospiit MeTos1 Config() 3arpysut XM L-annbie 1 BHeceT U3MEHEHUS B KOH(MDUTYPAIIHIO:

config_change =

<system>
<host-name>master</host-name>
<domain-name>python</domain-name>

</system>

cu = Config(dev)

cu.lock()

cu.load(config_change)

cu.commit()

cu.unlock()

dev.close()
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[IpumepsbI 3/1eCh HaMePEeHHO BBLIOPaHbI TpocThie. Hajieioch, Bl MOHAIN, KaK MOMKHO
HCII0JIb30BaTh 3TY GUOIMOTEKY /s aBTOMATH3AIMHI YCTPOUCTB Junos. B caeayromiem
npuMepe Bbl HayuyuTech paboTaTh ¢ CETEBBIME yCTPOHCTBAMU ATista ¢ OMOIIBIO
6ubanorek st Python.

APl Ha asbike Python pna yctpoitcts Arista

Komnauus Arista Networks Bcerzia yjiesisiiia OCHOBHOE BHUMaHUE CETSIM KPYITHOMAC-
mTabHbIX JaTa-1eHTpoB. Ha ee koprnoparusHoii crpanuite (https://www.arista.com/
en/company/company-overview ) TOBOPUTCS CJIe/yIOTIEe:

<Arista Networks 6vuia cosoana 0ns paspabomxu u npedocmasiens npozpamm-
HOIX 0ONAUHBIX CCMEBHIX PEULCHUL ONLS KPYNHBIX OAMA-UEHMPOB U GOIUUCIUMED-
HBIX OKPYHCEHUTL>.

OGpaTrTe BHUMaHHUE, YTO B 9TOM IIUTATE IBHO YIOMUHAIOTCS KPYNHOIE OAma-uenmpol,
Y KOTOPBIX, KaK MbI 3HAEM, CTPEMUTEILHO YBEINYUBAETCS KOJIUYECTBO CEPBEPOB, Ha3
JTAHHBIX 1, KOHEYHO K€, CeTeBBIX yCTPOHCTB. M JTornuHo, 4TO aBTOMaTU3aIIMs BCeT/1a
ObLia it Arista OJHUM 13 IPUOPUTETHBIX HalpaseHuil. Ha camoMm jesie hupmeHHast
olepaIoHHast CHcTeMa ATOH KOMIIAHUU OCHOBaHa Ha Linux, 6iarogapst uemy B Hei
HAIPSIMYIO JIOCTYITHBI CTAaHIaPTHBIE KOHCOJIbHbBIE KOMAH/IbI U MHTepITperaTop Python.
B Arista ¢ camoro Hayasia ieJiajid akIieHT Ha TOM, 4TO Bo3MoskHOocTH Linux u Python
JIOJIKHBI OBITH JIOCTYITHBI CETEBBIM OTIEPATOPAM.

Arista, Kak ¥ ApyTHe MIPOU3BOAUTE/IH, IO3BOJISET B3aMOAECTBOBATh CO CBOMMMU
yCTpoiCcTBaMK HENoCpeACTBEHHO Yepes eAPI uim ¢ oMoIbio nx 6uGIMOTeKH IS
Python. Mur paccmoTrpum oba 9Ti BapuaHTa. A B CIeAyOIINX IJIaBaX Bbl y3HAETE,
kak Arista paboraer ¢ ¢ppeiimBopkom Ansible.

Pa6ota c eAPI oT Arista

Kowmmnanusg Arista Bnepssie ipezictaBusa eAPI neckombko et vazan B EOS 4.12. 9to
nnrepdeiic, KOTOPHII TepeaeT CIUCOK NHPOPMAIIMOHHBIX 1 KOH(PUTYPAITMOHHBIX
koman 1 mo HTTP unu HTTPS u Bosspamaer otset B hopmate JSON. Ero otamam-
tesbHast yepra: ucrnosbzosanue RPC u JSON-RPC Bmecto uncroro RESTFul AP,
Kotopbiil paboraer mosepx HTTP wiu HTTPS. Bea pasnuiia B TOM, 4TO 3alIPOCEL
HaIPaBJIAIOTCS K KOHeUHOU ToukKe ¢ omunM 1 TeM ke URL m HTTP-metomom (POST).
Ho Bmecto ucnosbzoBanusg HTTP-komans (GET, POST, PUT, DELETE) /17151 BEIPAsKeHUS
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JIeCTBHS MBI TIPOCTO YKA3bIBAEM HAIIM HAMEPEHU B Tese 3anmpoca. B ciaydae ¢ e AP
MBI YKa3bIBaeM KJII0Y method co 3HadenneM runCmds.

B cnemyronmux npumepax s UCHOb3YI0 (DU3NIeCKIit KoMMyTaTop Arista o yrpas-
nenneMm EOS 4.16.

NMoarotoeka eAPI

Arent eAPI Ha ycrpoiictBax Arista 1o yMo4aHUIO BBIKJIIOYEH, TIOATOMY, ITPESK/IE YeM
HAUMHATD, HAM HY>KHO €TI0 BKJIIOUNTD!

aristal(config)#management api http-commands
aristal(config-mgmt-api-http-cmds)#no shut
aristal(config-mgmt-api-http-cmds)#protocol https port 443
aristal(config-mgmt-api-http-cmds)#no protocol http
aristal(config-mgmt-api-http-cmds)#vrf management

Kak Bugute, Mot oTksmounsn npotokosa HTTP u nepegaem ganubie MCKIIOUNTEIBHO
no HTTPS. Yupasasiomue nntepdeiicer mo ymondanuio naxoasarcs B VRF ¢ na-
3BaHueM management. B Moeli TONIOJIOTUN TOCTYT K YCTPOMCTBAM TTPONCXOINT Yepes
yIIpaBJsionuii marepdeiic, moaromy st paborsi ¢ eAPI st ykazan VRF. Cocrosinue
YIIPABJIAIOIIETO API mosxuO Y3HATh C [IOMOIIIBIO KOMaH/Ibl show management api http-
commands:

aristal#sh management

api http-commands Enabled: Yes

HTTPS server: running, set to use port 443 HTTP server: shutdown, set to
use port 80

Local HTTP server: shutdown, no authentication, set to use port 8080
Unix Socket server: shutdown, no authentication

VRF: management

Hits: 64

Last hit: 33 seconds ago Bytes in: 8250

Bytes out: 29862

Requests: 23

Commands: 42

Duration: 7.086

seconds SSL Profile: none

QoS DSCP: ©

User Requests Bytes in Bytes out Last hit

Managementl : https://192.168.199.158:443

aristal#
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ITocste BKITIOYEHTST areHTa MBI TIOTYIHUM JOCTYT K cTpammie obo3pesarens eAPT; ee
MOKHO OTKPBITB B BeO-Opaysepe, ykaszas [P-anpec ycrpoiicTa. Eciu BbI TTOMEHSIIH
MOPT JIOCTYIA [0 YMOJYAHUIO, TIPOCTO 06aBbTE €ro B KOHIIE. 3/eCh TIPUMEHSIETCS
TOT JKe METOJl ayTeHTU(UKAIIUN, YTO U B CAMOM KOMMYyTaTOpe. Mbl BO3bMEM MM
TI0JTh30BaTEJIST 11 TAPOJIb, CKOH(MUTYPHUPOBaHHbIE JIOKATHHO Ha ycTpoiicTse. [1o ymor-
YaHUIO UCII0JIb3YeTCs caMo3aBepenHblii ceptudukar (puc. 3.6).

Puc. 3.6. O6o3pesarens Arista EOS

Y Bac OTKpOETCs cTpaHuila 0603peBaTeIs, TIe MOJKHO BBECTH KOHCOJIBHYI0 KOMaH/LY
U MOJIYYUTh CTPYKTYPHUPOBAHHBIN BBIBOJ| C TEJIOM 3amipoca. Hampumep, eciin Bam
MHTEPECHO, KaK CO3/IaTh TEJIO 3a11poca /I KOMaH/Ibl show version, CMOTPUTE BbIBOJL
Ha puc. 3.7.

Ha Brmazgxke Overview (O630p) BbI HaiizieTe IpUMEpPDI U CIIPABOYHYIO HH(MOPMAIIHIO,
a JIOKYMEHTAIMsI TTIOMOKET BaM OPUEHTHUPOBATHCS B KOMaH/1ax show. [list Kaxkmoi
KOMAaH/IbI IA€TCSI Ha3BaHUeE TI0JIs1 ¢ BO3BPAIIlAeMbIM 3HAYEHUEM U KPATKOE OIMCAHUE.
B cuieHapusx, KOTOpbIe IPUBOALTCS B ClIpaBouHUKe Arista, ipumensiercs 616mo-
Teka jsonrpclib (https://github.com/joshmarshall/jsonrpclib/), 1 MbI TOKE Oyem wc-
10JIb30BaTh ee B HalIMX rnpumMepax. OHaKo Ha MOMEHT HAIlMCAHUS 9TON KHUTH OHA
He nojep:kuBaia Python 3, mostomy cienyiomnue crienapuu paboraior ¢ Python 2.7.

C MOMEHTQ BLIXOZQ 3TOM KHWUIM CUTyauus Morna nomeHstscs. [Moxanyiicta,
\E/\/ 03HAKOMBTECH C 3AQNMPOCOM HO BKMIOYEeHWe BHeceHHbx uameHeHuit (https://
github.com/joshmarshall /jsonrpclib/issues/38) u c copepxumbim dbarna
README na GitHub (https://github.com/joshmarshall /jsonrpclib/), uto6ui

Y3HATb NocneaHne HOBOCTM.
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Puc. 3.7. MNpocmorp eeieoaa B obospesatene Arista EOS

JL1s1 TpOCTOTBI yCTAaHOBKM UCIOJIb3yeM easy_install uiu pip:

(venv) $ pip install jsonrpclib

Mpumepsl paborsl ¢ eAPI

Hamumem IIPOCTYIO IPpOrpaMMy /IJisl BbIBO/IAa TEKCTA OTBETA. Hazosewm ee eapi_1.py:

#!1/usr/bin/python2

from __future__ import print_function

from jsonrpclib import Server

import ssl

ssl._create_default_https_context = ssl._create_unverified_context
switch = Server("https://admin:arista@192.168.199.158/command-api")
response = switch.runCmds( 1, [ "show version" ] )

print('Serial Number: ' + response[@]['serialNumber'])

Y Mockonbky 310 Python 2, s ucnonsayio from __future__ import print_function,

-@- 4To6bI ynpocTuts Byayiuyto murpaumio. Kog, ncnonsaytowmii ssl, tpebyet Python

g sepcun 2.7.9 u Bbiwe. MNoppo6Hee o6 stom cm. https:/ /www.python.org/dev/
peps/pep-0476/.
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Bot kakoii oTBeT Bo3BpalaeT mpebl Iyl BbI30B MeTo/a runCmds ():

[{u'memTotal': 3978148, u'internalVersion': u'4.16.6M- 3205780.4166M',
u'serialNumber': u'<omitted>', u'systemMacAddress': u'<omitted>',
u'bootupTimestamp': 1465964219.71, u'memFree': 277832, u'version':
u'4.16.6M', u'modelName': u'DCS-7050QX-32-F', u'isIntlVersion':

False, u'internalBuildId': u'373dbd3c-60a7-4736-8d9e-bf5e7d207689",
u'hardwareRevision': u'00.00', u'architecture': u'i386'}]

Kak BU/INUTE, 9TO CITMUCOK C €ANHCTBEHHDBIM 3JIEMEHTOM — CJIOBapeEM. Ecmu nam HYX-
HO U3BJI€YDb CepHﬁHbIﬁ HOMED, Mbl MOJKEM IIPOCTO yKa3aTb HOpHIIKOBbeI HOMED
JJIEMEHTa 1 KJII04Y:

print('Serial Number: + response[@]['serialNumber'])

B BbiBOJIE Gy /IET TOJIBKO CEPUITHBIN HOMED:

$ python eapi_1.py
Serial Number: <onyuyeHo>

Yro6bl GoJbllle y3HATH O KOMaH/aX, s COBETYIO mepeitu no cebike Command
Documentation (/lokymenraiius mo komangam) Ha crpanuiie eAPI u cpaBHUTH CBOIT
BBIBO/I C BBIBOJIOM show version, KOTOPBII TPUBOUTCS B IOKYMEHTATIHH.

Kax y:xe ormedanocs, kmuerT JSON-RPC, B otmmune ot REST, ucnonbayer mist
BBI30Ba CEPBEPHBIX PECYPCOB KOHEUHYIO TOUKY ¢ TeM ke URL. B nmpeapiayem mpu-
Mepe BUIHO, UTO MeTO/] runCmds () IPUHUMAET CIIUCOK KOMaH/. ToT ke criocob noj-
XOUT 1 OJid KOMaH/I U3SMEHCHUA KOH(l)I/II‘ypaLII/H/I.

Huxe mokazan daiin eapi_2.py ¢ NIpuMepPOM BbITOJTHEHUS KOH(MUTYPAITMOHHBIX
KoMaH. Mbl Hamrcaan (pyHKIMO, KOTOpast IpuHUMaeT 00beKT switch_object
1 CIIMCOK KOMaH/l B Ka4yeCTBe anI/I6yTOBZ
#1/usr/bin/python2
from __future__ import print_function
from jsonrpclib import Server
import ssl, pprint
ssl._create_default_https_context = ssl._create_unverified_context
# BbinonHAeT KomaHapl Arista 4Yepes eAPI
def runAristaCommands(switch_object, list_of_commands):
response = switch_object.runCmds(1l, list_of_commands)
return response

switch = Server("https://admin:arista@192.168.199.158/command-api")

commands = ["enable", "configure", "interface ethernet 1/3",
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"switchport access vlan 100", "end", "write memory"]

response = runAristaCommands(switch, commands)
pprint.pprint(response)

BeiBon aToro ciieHapus:

$ python2 eapi_2.py
{3y {3, {3, {3, {}, {u'messages': [u'Copy completed successfully.']}]

Tenepb TpoOBEpUM, BBITIOJHUIACH JTH KOMaH/Ia HA KOMMYTaTOpE:

aristal#sh run int eth 1/3
interface Ethernetl/3

switchport access vlan 100
aristal#

B 1iesiom unrtepdetic eAPI 10BOTBHO TTOHATHBIN 1 TPOCTON B UCTIOTB30BaHUN. [l
GOJTBITITHCTRA SI3BIKOB MPOTPAMMUPOBAHUS eCTh OnbImoTekn Harmoobue jsonrpclib,
nukancympyiomne suyrpernaue mexannambl JSON-RPC. Bl moskere HayaTh nH-
TerpupoBaTh aBToMaTH3annio Arista EOS B ¢BOIO ceThb ¢ TOMOIITBIO BCETO HECKOIBKIX
KOMaH/I.

Bubnunoreka Arista Pyeapi

Pyeapi (http://pyeapi.readthedocs.io/en/master/index.html) — 510 kiuenTCKast GubIIO-
teka ausg Python, kotopas cayxur obeprroii eAPI. Ona npegocrasiser Habop
bysrumit g koudurypannm ysnos Arista EOS. Ho 3auem ona Ham Hy’kHa, ecn
y Hac yxke ectb eAPI? OTBer 3aBucHUT OT KOHKpPeTHON cuTyaruu. Eciiu Bbl yoke mc-
noJb3yere Python gis aBromaTusanmu, Boi6op Mesxay Pyeapi u e API — 910 Bompoc
JIMYHBIX TIPEATIOYTEHUI.

Ho ecom BBI He ucnosbayete Python, To Bam, HaBepHOe, Jryutie BoiOpars e AP, Kak
BUJIHO 110 IprMepaM, st pabotsl ¢ eAPI joctarouno kinenTa ¢ moaaepsxkkoii JSON-
RPC. IToatomy aror unrepdeiic JocTyleH B GONBIINHCTBE SI3bIKOB IPOrPAMMUPO-
Banust. Korja s1 TOIbKO HaurHAI paboTaTh B 9TON 061aCTH, TOMUHUPYIOIIUM SI3BIKOM
JUIST HATTHCAHMST CIIEHApWeB 1 aBToMaTu3ain cetn 611 Perl. MHorHe opranusanum
JIO CHX TIOP UCIIOJIB3YIOT ciieHapuu Ha Perl B kauecTBe OCHOBHOTO CpPEICTBA aBTOMA-
tuzanuu. Ec/iu KOMITaHUS yIKe BJIOKIIA MHOTO PECYPCOB U €€ KoJIoBast ha3a Haru-
cana He Ha Python, xopormum Bei6opom 6yaer eAPI ¢ JSON-RPC.

Ho g Tex, KTo TpeamounTaeT mporpaMMupoBarh Ha Python, 6ubiroreka Ha aTOM
A3bIKE MO3BOJIUT C/IeJIaTh HAlTMCaHUe Kojia GoJiee eCTeCTBEHHbBIM. ITO, HECOMHEHHO,
yrpomaer BHeapenue noauepxkku y3iaos EOS B porpammbr Ha Python u o6Hose-
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HUE KoJla ¢ yIeTOM TIOCTIeTHUX U3MeHeHH B 9ToM g3bike. Hampumep, ¢ Pyeapi Mox-
HO ncrosb3oBarh Python 3!

Ha MomeHT Hanucanus 31oi kHurn pabota Hag noaaepxkoit Python 3 (3.4+)

\/V elwe He 3asepueHa: http://pyeapi.readthedocs.io/en/master/requirements.

html. Mogpo6HocTH MwMTe B KOKYMEHTALMM.

YcraHnoska Pyeapi
yCTaHOBKy JIETKO BBITIOJTHUTDH C ITIOMOIIIBIO pip:

(venv) $ pip install pyeapi

CTOMT OTMETHTb, YTO BMECTE C 30BMCMMOCTAMM Ans Pyeapi, nepeuncneHHbIMu
\/&/ Ha cTpanuue http://pyeapi.readthedocs.io/en/master/requirements.html,
6ymeT yctaHoeneHa 6ubnuoteka netaddr.

Kmment Pyeapi o yMosr9aHmIo WIIET B IOMAITHEM KaTaslore CKPBITHIH (aitr eapi. conf
(c rouxoii B Hauase nmenn) B hopmate INI. I[IyTh k aTOMY (haiisry MmoskHO mtepeoripe-
neuTh BpyuHyto. Boobiie yueTHble TaHHbIe /7T COCIMHEHUS PEKOMEH/YETCS BbI-
HOCUTb U3 ciienapust. Co criuckoM roJieit B daiise eapi.conf MOKHO O3HAKOMUTHCS
B nokymentanuu Arista Pyeapi (http://pyeapi.readthedocs.io/en/master/config
file.html#confidfile).

S1 ucnosb3yio B cBoeil mabopaTopuu (aii:

cat ~/.eapi.conf
[connection:Aristal]
host: 192.168.199.158
username: admin
password: arista
transport: https

ITepBas cTpoka, [connection:Aristal], COMEPKUT UMSI, KOTOPOE MbI OYIEM UCIIOJb-
30BaTh B Pyeapi-coearHeHnn; OCTalbHbIE I0JIsI TOBOPAT caMu 3a cebs1. Bbl MoskeTe
cliesaTh TakK, YTOObI I0JIb30BATEII0, KOTOPbIIi BBIIIOJHAET ClieHapuii, 9TOT (haii ObL1
JNIOCTYIIEH TOJBKO [JIA YTCHUA:

$ chmod 400 ~/.eapi.conf

$ 1s -1 ~/.eapi.conf
“pP-------- 1 echou echou 94 Jan 27 18:15 /home/echou/.eapi.conf

Nrax, bubiuorexa Pyeapi ycraHosieHa. IlepeiifeM K mpuMepam.
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Mpumepsi c Pyeapi
V¥ Hac Bce rotoBo K pabore ¢ Pyeapi. Jlus nauana nogkmounmces K yaiay EOS, cosnas

00BEKT B MHTEPAKTUBHOI KOMaHAHOI 006osiouke Python:

>>> import pyeapi
>>> aristal = pyeapi.connect_to('Aristal')

[Tomem aTOMY y3JIy KOMaHIy show 1 ITOJIy91M ee BBIBOJ:

>>> import pprint
>>> pprint.pprint(aristal.enable('show hostname'))

[{'command': 'show hostname’,
'encoding': 'json',
'result': {'fqdn': 'aristal', 'hostname': ‘'aristal'}}]

Metozy config() MOKHO IlepesaTh OJHY KOMaH/y UM CIIMCOK KOMaH/L

>>> aristal.config('hostname aristal-new')

[{}]
>>> pprint.pprint(aristal.enable('show hostname'))
[{'command': 'show hostname',
'encoding': 'json',
'result': {'fqdn': 'aristal-new', 'hostname': ‘'aristal-new'}}]

>>> aristal.config(['interface ethernet 1/3', 'description my_link'])

[{}, {31

CokpaiiieHHble KOMaH bl (HallpuMep, show run BMeCTo show running-config) u He-
KOTOpBIE pacIIMpenus He OyayT paboTaTh:

>>> pprint.pprint(aristal.enable('show run'))
Traceback (most recent call last):

File "/usr/local/lib/python3.5/dist-packages/pyeapi/eapilib.py”, line
396, in send

raise CommandError(code, msg, command_error=err, output=out) pyeapi.
eapilib.CommandError: Error [1002]: CLI command 2 of 2 'show run' failed:
invalid command [incomplete token (at token 1: ‘run')]

>>>

>>> pprint.pprint(aristal.enable('show running-config interface ethernet
1/3'))

Traceback (most recent call last):

pyeapi.eapilib.CommandError: Error [1002]: CLI command 2 of 2 'show
running-config interface ethernet 1/3' failed: invalid command
[incomplete token (at token 2: ‘'interface')]

Ho BoI BCET/la MOJKETE IIEPEXBATUTD PE3YJIbTAT U U3BJIEYb HYKHOE 3HAYEHUE:

>>> result = aristal.enable('show running-config')

>>> pprint.pprint(result[0][ 'result’']['cmds']['interface Ethernet1/3'])
{'cmds': {'description my_link': None, 'switchport access vlan 100':
None}, 'comments': []}
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[lo cux op MblI iestarnu To ke, ato 1 ¢ eAPI g komann show 1 configuration. Pyeapi
npesocTaBisieT pasianunbie API, koTopble yrponaioT aToT mpotiecc. B ciemnyomniem
TpIMepe MbI MOIKII0YaeMcst K y3iy, BoiabiBaeM VLAN API u pabotaem ¢ mapame-
tpamu VLAN atoro ycTpoiicTBa:

>>> import pyeapi

>>> node = pyeapi.connect_to('Aristal')

>>> vlans = node.api('vlans')

>>> type(vlans)

<class 'pyeapi.api.vlans.Vlans'>

>>> dir(vlans)

[..."'command_builder', 'config', 'configure', 'configure_interface’,
'configure_vlan', 'create', 'default', 'delete', 'error', 'get', 'get_
block', 'getall', 'items', 'keys', 'node', 'remove_trunk_group', 'set_
name', 'set_state', 'set_trunk_groups', ‘'values']

>>> vlans.getall()

{'1': {'vlan_id': '1', 'trunk_groups': [], 'state': 'active', 'name':
'default'}}

>>> vlans.get(1)

{'vlan_id': 1, 'trunk_groups': [], 'state': ‘'active', 'name': ‘'default'}

>>> vlans.create(10) True

>>> vlans.getall()

{'1': {'vlan_id': '1', 'trunk_groups': [], 'state': 'active', ‘'name':
‘default'}, '10': {'vlan_id': '1@', 'trunk_groups': [], 'state':
'active', 'name': 'VLANOO10'}}

>>> vlans.set_name(10, 'my_vlan_10') True

Y6eaumcst B TOM, 4TO Ha yeTpoiicTse 61 cospan unrepdeiic VLAN 10:

aristal#sh vlan
VLAN Name Status Ports

1 default active
16 my_vlan_10 active

API o6bexra EOS pia Python — ato npumep npesocxoactsa Pyeapi nag eAPI. On
MPEIOCTABJISIET HU3KOYPOBHEBbIE aTPUOYTHI, KOTOPbIE MHKATICYIMPYIOT YCTPOCTBA
B BHJIe 00BEKTOB, Jeias KoJ 60jiee aKKyPaTHBIM 1 YATAEMbIM.

L, MonHeiit M noctosiHHo pactywwi cnmcok APl Pyeapi ectb B oduumansHoit go-
—@- kymeHTaumm: http:/ /pyeapi.readthedocs.io/en/master/api_modules/_list_of_
- modules.html.

B 3aksiouenue aToro pasesia mpenoioKiuM, 4TO HaM TIPUXOUTCST YaCTO BBIMOTHSITH
IIPUBE/IEHHbIE BBIIIE IATY U YTO JIJIst DKOHOMUH BPEMEHH MOKHO HATIUCATD elIle OIUH
kiacc Ha Python.
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Cuenapuii pyeapi_1.py:
#1/usr/bin/env python3
import pyeapi
class my_switch():

def __init_ (self, config_file_location, device):
# 3arpyska ¢aina KoHpurypauuu
pyeapi.client.load_config(config file location)
self.node = pyeapi.connect_to(device)
self.hostname = self.node.enable('show hostname')[0][ 'result’]
[ "hostname']
self.running_config = self.node.enable('show running-config')

def create_vlan(self, vlan_number, vlan_name):
vlans = self.node.api('vlans"')
vlans.create(vlan_number)
vlans.set_name(vlan_number, vlan_name)

Kak BuanTe, MBI aBTOMATHYIECKN TTOIKJIIOUAEMCS K Y37y U 3aTeM, YCTAHOBUB COE/TH-
HeHue, 3a/[aeM UM X0CTa U 3arpykaeM running_config. ¥ aToro kiacca Takxe ecTb
MeToz, KoTopbiii coznaer uarepdeiic VLAN ¢ nomoinsio VLAN APIL. OnpoGyem aToT
ClleHApUil B UHTEPAKTUBHOI 000JI0UKe:

>>> import pyeapi_1
>>> sl = pyeapi_l.my_switch('/tmp/.eapi.conf', 'Aristal')
>>> sl.hostname

'aristal’

>>> sl.running_config

[{'encoding': "'json', 'result': {'cmds': {'interface Ethernet27':
{'cmds"':

{}, 'comments': []}, 'ip routing': None, 'interface face Ethernet29':
{'cmds': {}, 'comments': []}, 'interface Ethernet26': {'cmds': {},
"comments': []}, 'interface Ethernet24/4': h.':

<onyueHo>

"interface Ethernet3/1': {'cmds': {}, 'comments': []}}, 'comments': [],
"header': ['! device: aristal (DCS-7050QX-32, EO0S-4.16.6M)n!n']},
‘command': 'show running-config'}]

>>> sl.create_vlan(11, 'my_vlan_11")

>>> sl.node.api('vlans').getall()

{'11': {'name': 'my_vlan_11', ‘vlan_id': '11', 'trunk_groups': [],

‘state’:

'active'}, '10': {'name': 'my_vlan_1@', ‘vlan_id': '1@', 'trunk_groups':
[1, 'state': 'active'}, '1': {'name': ‘'default', 'vlan_id': '1', 'trunk_
groups': [], 'state': 'active'}}

>>>

Wrak, MbI paceMoTpest ciienapun #a Python a7t B3anMoeiicTBust ¢ ceTeBbIM 060-
pyZoBaHUeM Tpex KpynHeiimux mpoussoauteseil: Cisco Systems, Juniper Networks
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u Arista Networks. B caegyioniem pasjese pedb MOUIET O CeTEBOI OllepaliioHHO
CrCTeMe C OTKPBITBIM MCXO/ITHBIM KOIOM, KOTOPas Ha6I/Ipa€T IOIIYJIAPHOCTD B TOU JKe
obJacTu.

[Mpumep paboTel ¢ VyOS

VyOS — aro nosnocthio oTkpbiTas cereBasg OC, coBMecTUMAsI C MUPOKUM CIIEKTPOM
060pyIOBaHUS, PA3HBIMEI BUPTYAJIbHBIMI MAITHHAME 1 00JJAYHBIMU [IPOBaliiepamMmu
(https://vyos.io/). VyOS mupoko noauepskusatoT B coobiiectse Open Source. Muo-
r'ie OTKPBIThIE TIPOEKTHI UCIONb3yIoT VyOS B KauecTBe cTaHAapTHOM T1aT(hOpMbI
It TectupoBanus. Pacemorpum Hebosbinoii mpumep ¢ atoir OC.

O6pas VyOS nocrynen B pasubix hopmarax: https://wiki.vyos.net/wiki/Installation.
[Tocore ero 3arpy3ku U MHUIUATM3AIMT YCTAHOBUM Ha HAIIl YIIPABJISIONINIT XOCT CO-
OTBeTCTBYOMILY0 OnbmoreKy st Python:

(venv) $ pip install vymgmt

Huxe — oyensb mpocToii eMOHCTPAIMOHHBIN ClIeHapHii vyos_1. py:
#!/usr/bin/env python3
import vymgmt

vyos = vymgmt.Router('192.168.2.116"', 'vyos', password='vyos')
vyos.login()

vyos.configure()

vyos.set("system domain-name networkautomationnerds.net")
vyos.commit()

vyos.save()

vyos.exit()

vyos.logout()

Cero ITIOMOIIBIO MOKHO UBMEHUTDb JOMEHHOE NMA CUCTEMDbBI:

(venv) $ python vyos_1.py

We can log in to the device to verify the change:
vyos@vyos:~$ show configuration | match domain
domain-name networkautomationnerds.net

B npumepe mMeton pabotsl ¢ VyOS HamoMUHAET METO/IbI, KOTOPbIE MbI TIPHUMEHSIITN
B CIIEHAPUSIX 7SI 3aKPBITHIX YCTPOHCTB. DTO CAETAHO IS TOTO, YTOOBI HAM OBLIO
serde nepeiitu Ha VyOS ¢ 060pyoBaHus APYrUX IOCTABIIIKOB.
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Mb1 ipubJrisKaeMcst K KOHITY TJIaBbI, HO OCTAETCsI elle HECKOJIbKO OUOINOTEK, KOTO-
pbI€ 3aCTy;KUBAIOT BHUMAHUS U 32 Pa3BUTHEM KOTOPBIX CTOUT cJeAuTh. O HUX —
B CJIE/LYIOIIEM pas/ieie.

Hpyrue 6ubnuoteku

B 3ak/i0ueHue riaBbl EPEYIC/II0 HEKOTOPbIE IPOEKThI 3aMeYaTeIbHbIX OMOINOTEK,
He MPUBSI3AaHHBIX K KOHKpeTHOMY npousBoauTesto. Ito Nornir (https://nornir.
readthedocs.io/en/stable/index.html), Netmiko (https://github.com/ktbyers/netmiko)
u NAPALM (https://github.com/napalm-automation/napalm). IIpumepsr ¢ HuME ObLITH
B Hpez[bl/:[ymeﬁ riase. [loutu Bce oM HEMHOTO OTCTAIOT B MoAAEPIKKE HOBBIX TLJIAT-
dhopm 1 BosmoskHOCTel. Ho Giraromapst He3aBUCUMOCTH OT MPOU3BOAUTENEH TH
UHCTPYMEHTBI IIPUTOAATCS B TOM CJIydae, ecyId IPUBA3KA K KOHKPETHOMY 000Dy 10~
BaHUIO HeKesaTebHa. Elie 01HO MX TPEeMMYIIeCTBO: OTKPBITBIN HCXOIHBIN KO, 3TO
TTO3BOJIUT BaM y4aCTBOBAThb B paspa60TKe HOBBIX BO3MOYKHOCTEH 1 HCIIpaBJICHUN
omrboK.

Komnanus Cisco HepasHo hinyctuna dpeiimeopk pyATS (https://developer.

\/{,,( cisco.com/pyats/) u ogHomumeHHylo Bubanoteky (paree ussectHyto kak Genie).
pYATS u Genie 6yayT paccmoTpeHsi B rnase 15.

Pesiome

B 3701 riraBe Mbl 0OCYIMIIN PA3JUYHbBIE CITOCOOBI B3AMMO/IEUCTBUSI C CETEBBIMU
ycrpoiictBamu ot Cisco, Juniper, VyOS u Arista u MeTO/IbI X aJIMUHUCTPUPOBAHMS.
Mpsr pacemotpenu kak mpsimoe B3anMozelictsue ¢ momoibio NETCONF u REST,
TaK U B3aUMOZEICTBIE ¢ UCIIOAb30BaHeM (hupMeHHbIX 6ubmorek PyEZ u Pyeapi.
ITO pasHbie yPOBHU abCTPAKIIH, TPEIHASHAYEHHBIE JIJIsT TPOTPAMMHOTO YIIPABJICHUS
CETEBBIMI YCTPOHCTBAMHU (€3 YeTI0BEYECKOTO BMEIITATEThCTRA.

B ritaBe 4 peub moiizieT 0 BHICOKOYPOBHEBOM (hpeiiMBopke Ansible. To oTKpbITHII
(peiiMBOpK aBTOMATH3AIMN OOIEr0 Ha3HAYEH WS, HanMCaHHbIH Ha Python u we npu-
BSI3AHHBIN K KOHKPETHOMY [TPOU3BOAUTENO 000pyaoBanust. C ero OMOTIHI0 MOKHO
ABTOMaTHU3UPOBATh CEPBEPHI, CETEBbIE YCTPOICTBA, GAJAHCUPOBIIUKN HATPY3KH
u MHoroe pyroe. Koneyno, B 9Toli KHUT'e HAC B IIePBYIO OYepe/lb UHTEPeCyeT aBTo-
MaTH3al1s CeTEeBbIX YCTPOUCTB.
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B nipebiaynux AByX TJaBax Bbl IO3HAKOMUJIUCH C PA3HBIMU CIIOCOOAMU B3aMMO-
JefcTBUs ¢ ceTeBbIMU yeTpoiicTBamu. B riraBe 2 Mbl 06¢yaman 6ubsmorexu Pexpect
u Paramiko, KoTopbie ypaBasioT B3aUMOJICHCTBUSIMU B PAMKaX WHTEPAKTUBHOTO
ceaHca. B rimaBe 3 Mbl TOCMOTpeJiM Ha ceTh ¢ TOUKM 3peHus APl u mamepeHnnii.
Bor mosrakommsick ¢ API g5t BeimmostHeHIS KOMaH/T, KOTOPbBIe TMTO3BOJISTIOT TTOJTY -
9aTh OT YCTPOUCTBA YETKO CTPYKTYPUPOBAHHYIO 06GPATHYIO CBsA3b. MBI Takke 3a-
JlyMaJIICh O TOM, YeTO UMEHHO XOTUM OT CeTH, I HauaJIM BbIPaXKaTh CBOU HAMEePEeHUsI
B KO/I€E.

B a70ii ryiaBe MbI paciiiupuM Her0 mpeodpa3oBaHUsT HAIINX HaMEPEHUH B TpeOOBaHUST
K cetr. Ecaiut BbI KOT/1a-71160 3aHIMATNCE TIPOEKTUPOBAHUEM CETEH, CAMOM CJI0KHOI
YacThIO ATOTO MPOIEcca, CKopee Beero, Obiia He paboTa ¢ ceTeBbIM 000PYI0BaHIEM,
a otbop OusHec-TpebOBaHMIl 1 MX BOILIOIIEHUE B apXUTEKTYpe ceTu. Baia apxurek-
Typa J0JKHA perath 6ustec-3agaun. Hampumep, Bbr MoskeTe paboTaTh B GOMBINOL
UHPPACTPYKTYPHOI KOMaH e, 0OCTyKUBAIOIIEH YCIEMHbIH HHTEPHET-Mara3uH,
BPEMSI OTBETAa KOTOPOTO BO3PACTaeT B Yachl UK. Kak ompeesnTh, ceTh Jin IPUYNHA
npobembr? Ecomi mroxast OT36IBYMBOCTD B CAMOM JI€Jie BHI3BAHA MEPETPY3KON CETH,
KaKyIo ee 4acTh cJieayeT OOHOBUTL? Bhiurpaer jin ipyrast 4acTh CUCTEMBI OT MOBBI-
HIEHUSE TIPOITYCKHOU CIIOCOOHOCTH?

Ha puc. 4.1 npuBesiena npoctas mocJje/[0BaTebHOCTD MAroB MpeodpazoBaHus 613-
Hec-TpeOOBAHIT B CETEBYIO ADXUTEKTYPY.

[To MoeMy MHEHUIO, aBTOMATU3AIUIO CETEH HeJb3s CBECTH K BbIGOPY OoJsiee Obi-
cTpoti Komburypanun. Mbl TOTKHBI COCPEIOTOYNTRCS Ha Pelennn Gu3nec-3a/1ad,
a Takyke Ha TOYHOM U HaJIEKHOM BOILJIONIEHUN HANTUX HAMEPEHUH B paboTy
yCTpOMiCTBA.
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TexHnyeckoe
TpeboBaHne
(yckopeHue ceTtn)

MpoGnema
(MepneHHbIN
Beb-caliT)

ApxuTekTypa cetu
(mMarucTpanbHoe
coeguHeHne 100 IouT)

Mposepka
1 TECTUPOBAHNE
(pewwno nm aTo
npobnemy)

Pa3BepTbiBaHNE
YCTPOWCTB
(Cisco, Juniper,
Arista)

Puc. 4.1. Jlorvka paseepTbiBaHMS CETH C TOUKM 3peHms BuaHeca

ITO Te TEeNHN, 0 KOTOPBIX HEOOXOANMO TIOMHUT, 3aHUMAsICh CETEBON aBTOMATH3AI[H-
eit. B aToii riaBe Mbl HauHEM 3HAKOMCTBO ¢ (peiiMBopKkoM Ha ocHoBe Python mox
HasBanueM Ansible, KOTOPBII TIO3BOJISIET NEKTAPUPOBATDH HAIIN HAMEPEHIS 1 eTlle
cusbHee aberparuposarbes ot uHTepdeiicos APT u CLIL

ITa IJ1aBa OXBaThIBAeT TaKue TEMbI, KaK:

BBesieHue B Ansible;

He6oJIbInoM puMep paboTbl ¢ Ansible;
apxutexTypa Ansible;

mozyiu Ansible aa Cisco ¢ npumepamu;

mozyu Ansible aya Juniper ¢ mpumepam;

Moy Ansible st Arista ¢ mpumepamu.

Ansible: bonee peknapatusHbIif
bpenmaopk

[IpencraBbre: olHAK/IBI YTPOM BBl TIPOCHITIAETECH B XOJOHOM TIOTY OT KOTIMapa
0 IOTEHIMAIbHOI AbIpe B 6€30I1aCHOCTH Balliell ceTu. Bbl 3HaeTe, 4TO Ballla CeTh
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COZIEPKUT IIeHHbIE (P POBbIE AKTUBbI, KOTOPbIEe HeOOX0ANMO Gepedb. Bor 106poco-
BECTHO BBIIOJIHSIIN CBOIO PabOTy CETEBOTO aJMUHKICTPATOPA, I0ITOMY OE30I1aCHOCTD
noKHa OBITH Ha YPOBHE, HO BaM Ha BCSKUIL CJTydaiil XOUeTCs IPUHATD AOIOJIHUTE b+
HbIE MEPDI 110 3alITE CETEBBIX YCTPOIICTB.

BoI pasbuBaete aTy 3a/1a4y Ha /[Ba 9TAIA:

® o6HoBieHue [TO yeTpoiicTs 10 ToCAeHEN BePCHH, 4TO MOTpedyerT:
1) BBITPY3UTH 06pa3 B yCTPOUCTBO;
2) HACTPOUTH YCTPOMCTBO Ha 3arPy3Ky ¢ HOBOIO 00pasa;
3) mepesarpy3uThb yCTPONCTBO;
4) TIPOBEPUTH, KaK YCTPONUCTBO paboTaeT O/ yIpaBJIeHHeM HOBOTO 00pasa;
® HacTpOIKa MOAXOSIIET0 CIINCKA TOCTYIIA HA CETEBBIX yCTPONCTBAX B /IBA IIara:
1) chopmupoBaTh CIIUCOK IOCTYIIA HA YCTPOUCTBE;

2) TPUMEHUTH CIIMCOK JIOCTYTIA K CETEeBBIM HHTEpdeticam, 4To B GOJIBITHHCTBE
CIy4yaeB TIOpa3yMeBaeT MCIO0Jb30BaHNE COOTBETCTBYIOIIETO Pa3iesa
KoHpuTypauu.

Byayun cereBbiM MHKEHEPOM, COCPEIOTOYEHHBIM Ha aBTOMATU3AINH, BbI PellaeTe
Hanucarh ClieHapuu, YToObI HaJle)KHO CKOH(MUTYPUPOBATh YCTPOIMCTBA U HOJIYUUTh
pe3yJIbTaThl BRITTOTHEHMS oTiepannii. Bel HaunHaeTe MCKaTh MOAXOSATINE KOMAH/IbI
u API 151 Kask10T0 U3 [epeunc/IeHHbIX IAroB, IIPoBepseTe UX B CBOeil jabopatopuu
1, HAKOHEI], pa3BepThIBaeTe NX B MPOMBINITIEHHOH cpezie. [loTpaTnB MHOTO ycenmmit
Ha o6nossienne OC u npumenenne ACL, BbI HajzieeTech, YTO HAIIMCAHHbBIE BAMHU CLIe-
Hapuu OYIyT COBMECTUMbI 1 CO CJIEAYIOIUM IOKOJIEHUEM YCTPOKCTB.

Bo1710 6B 3710pOBO, ecJiit ObI CYIIECTBOBAJ TAKO MHCTPYMEHT, KOTOPbI MOT ObI YKO-
POTHTB 3TOT IUKJI TPOEKTHPOBAHUSI-Pa3pabOTKU-Pa3BEPTHIBAHNSI.

B a10ii 1 caeyromeii rimaBax Mbl OyeM paboTaTh ¢ OTKPBITHIM CPEACTBOM aBTOMA-
TU3alMK 1104 HasBaHueM Ansible. 3To GpeliMBOPK, KOTOPBIL MOKET YIIPOCTUTh
TpoTiece mepeBojia GU3Hec-JTOTUKHU B ceTeBbie KoMansl. OH yMeeT KOH(DUTYpUpPOBaTh
CHCTEMBI, Pa3BEPTHIBATE TIPOTPAMMHOE 0HECTIeUeHNE U YITPABIATH KOMOMHATIUSAMI
3a1ad.

OpeiimBopk Ansible nanucan na Python, 510 01H 13 BeAyIIMX HHCTPYMEHTOB aB-
TOMaTHU3AIMHU AJIs Pa3pabOTYNKOB HA 9TOM SI3bIKE, U Y HEIO CaMblii BbICOKUI YPOBEHb
HOIEPIKKU CO CTOPOHBI IPOM3BOAUTE el ceTeBoro obopyaosanus. B onpoce Python-
paspaborunkos 3a 2018 roz, ciioncuposarroM Gorgom Python Software Foundation,
npoekT Ansible 3aHsT epBoe MeCTO B KaTeropun «yrnpasjieHne KoHpUrypaimeii>
(puc. 4.2).
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Configuration Management

20% Ansible

Most of the Python users don't use configuration
9% Custom solution

6% Puppet
4%  Salt

4%  Chef
3%  Other

management tools. Among those who do, the clear

leader is Ansible.

65% None

Puc. 4.2. Pesynstatsl onpoca ot Python Software Foundation B kateropumn «ynpasnenue
KoHduUrypaumeit» (uctounmk: https:/ /www.jetbrains.com/research/
python-developers-survey-2018/)

Ha moment paboTbl Haj 9TUM, TPeTbuM, usganuem sepcuio Ansible 2.8 Moo nc-
HOJIb30BaTh Ha J06oM KoMIbiotepe ¢ Python 2 (Bepcus 2.7) unu Python 3 (Bepcus 3.5
u Bbiiie). MHorue noJjiesubie Bo3amoxuoctu Ansible pazpabarbiBatorcest coob1ecTBOM
B BUjIe MOy el pacimpeHus (B aToM dpeiiMBopk moxosx Ha Python). U xorst oc-
HOBHBIE MOZYJIN yiKe ToagepxkuBaior Python 3, MHOTHE cTOpOHHME pacIIupeHust
U TIPOMBIIILIEHHBIE CUCTEMBI Bee elile ncrob3ytoT Python 2. TTo aToil mpuuute 3ech
MbI OyaeM paborats ¢ Python 2.7 u Ansible 2.8.

Bepcus Ansible 2.5, Boinyiennast B mapre 2018 roza, craia Ba)kKHOI BeXOl B aB-
tToMarusanuu cereil. Haunnas ¢ Hee, B Ansible nmosBuiock MHOTO ceTeBBIX MOy JIEl
C HOBBIMH METO/IaMU COeIMHEH ST, CHHTAKCUCOM OTIMCAHUS 3a/1a4 U PEKOMEH/Tye-
MBIMU METOJUKAMU. Y UUTHIBASI, YTO 9TO TPOUBOIILIO OTHOCUTEIHHO HEJaBHO,
MHOTI'e pasBePHYThIE CHCTEMBI €llle UCIOJb3YIOT Gosiee cTapbie Bepcuu. IToObI
obecrieduTh 0OPaTHYIO COBMECTUMOCTD, B HEKOTOPBIX IIPUMEPax cHavaa JeMOH-
cTpupyetcs ctapbiit popmat (10 Bepcun 2.5), a 3aTeM IPUBOIUTCS KO IJIS 110-
cienneli Bepcun. B nporecce 6yayT HOAYEPKUBATHCS PASINYIA MEKILY BEPCUAMMU.
K Tomy ke mepexos OT CTaporo CTUJIsI K HOBOMY TIO3BOJIUT BaM JIyUIile TTOHSITh
JIOTUKY HOBOBBE/IEHUT.

\ ,’: Camas akryansHas MHdopmaums o nogaepxke Python 3 B Ansible — Ha ctpa-
\/ uuue https://docs.ansible.com/ansible/latest/reference_appendices/

python_3_support.html.

S cunralo, 9TO YUUTHCS JTydllle HAa TPAKTUIeCKNX TpuMepax. Kak u B cirydae ¢ s13bl-
koM Python, currakcuueckne koucTpykimn Ansible merko moHsTsh gaxke TeM, KTo
HUKOT/Ia paHblie He paboTal ¢ aToil cucremoiil. Eciu ol yke snakombl ¢ YAML
nin Jinja2, BBl 1oTa1aeTech, KAaKyio TIPOIEeAypPy ONMUCHIBACT TOT WU WHOU KO/I.
Haunewm c npumepa.
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KopoTtkuit npumep ¢ Ansible

Kaxk u sipyrue cpenctBa aBroMaTusaiui, mpoekT Ansible nsnauanbHo ObLT HalleJIeH
Ha yIpaBJieHIe cepBepaMi, HO CO BDEMEHEM B YKCJIO €r0 BOSMOMKHOCTEN BOIILIO ajl-
MHUHUCTPUPOBaHIe ceTeBoro obopynosanus. Moxynu u ciuenapuu Ansible (unorma
ciieHapuu Ansible HazbiBatoT mieitbykamu — ot anri. playbook) mist cepepos u ce-
Teil UMEIOT JIMIb HeOOJIbINe Pasindrsd. B 9TOl IyiaBe Mbl PACCMOTPUM HIPUMEP
C cepBepHOI 3a/1a4ell U 3aTeM CPABHUM €T0 C CeTeBbIMU MOIYJISIMU.

YcTtaHoBKa ynpasnsiowero ysna

Jluist Hauasia onpeemMest ¢ TepMUHOJIOTHER B KOHTeKkeTe Ansible. BupryaibHast ma-
IITHA ¢ YCTAaHOBJIEHHBIM (hpeiiMBopkoM Ansible Gyer Ha3bIBaTHCS YIPABIISIONINM
CEPBEPOM WJIH YITPABJIAIONIUM Y3JI0M; aIMUHUCTPUPYEMBIE KOMITBIOTEPbI MbI Gy/1eM
HA3bIBATH [IEJIEBBIMU CEPBEpaMU WJN yipasisieMbiMu yaiaamu. DpeiimBopk Ansible
TOJZIEPKUBAET PAOOTY € CETEBBIMHU YCTPOWCTBAMI, Ha KOTOPBIX ycTaHoBaeH Python
Bepcuu 2.7 ¥ BBIIIIE, TOITOMY €r0 MOKHO YCTAHOBUTH B GOJIBIIMHCTBE CUCTEM CEeMEICTBA
Unix. B Hacrostitiee BpeMst opuiraibHast OIEPKKA OTlepainorHoi cucteMbl Windows
B KaueCTBe YIPaBJSIoONero cepsepa orcyrcrsyer. Ho xoctamu ¢ Windows Bee ke
MO3KHO YIIPABJIATH € TIOMOIIBIO Ansible; oHE TpocTo He MOTYT OBITH YIIPABISIONUMH.

B Windows 10 nossunacs noacuctema ans Linux, nostomy sckope Ansible
\@/’ MOXeT «HayuuTbcs» pabotats B 3701 OC. MNoapobHOCTH 06 3TOM MOXHO y3HATb

B oduumanbHoi gokymentaunn Ansible pns Windows (https://docs.ansible.

com/ansible/latest/user_guide/windows_fag.html).

Yro kacaercst TpebOBaHUIT K YIIPABISEMOMY Y3J1Y, B IOKYMEHTAI[MHA WHOT/A YIIOMU-
Haetcst Python 2.7 u Bbitite. 910 akTyasIbHO JIJIST [IEJIEBBIX Y3JI0B ¢ TAKUME OTIepaIli-
OHHBIMH CHCTEMaMH, Kak Linux, HO, KOHEYHO, He BCSIKOE ceTeBOe 000pyI0oBaHie
noaznepxkuBaer Python. ITosske BbI yBUANTE, Kak 3TO TpebOBaHNE MOKHO 0GOUTH
C UCITOJIb30BAHUEM CETEBBIX MOJLYJIEH, BBITIOTHSAIONIMXCS HAa YIIPABJILIONIEM y3JIe.

Y B Windows moaynun Ansible peanusosansl Ha PowerShell. B octosHom u go-
-@- NOAHUTENbHOM PEMO3MTOPMM 3TH MOLYNM PA3MEeLLaioTcs B NoakaTanore
4 N

5 Windows; ecnun xot1Te, B3rsaH1Te HQ HUX.

Yceranosum Ansible B BupTyanbHyio Matnny oz yipasienuem Ubuntu. MHeTpyk-
IIUH 110 YCTAHOBKE JIJIST IPYTUX OMEPAIMOHHBIX CHCTEM CMOTPUTE B IOKYMEHTAI[UH
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(https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html). Hixe
TMepednCIeHbl 9TAallbl YCTAHOBKHU ITPOTPAMMHDBIX IMTAKETOB:

sudo apt update

sudo apt-get install software-properties-common
sudo apt-add-repository ppa:ansible/ansible
sudo apt-get install ansible

R S

Y Ansible MoxHo ycTaHoBKTL 1 ¢ nomolubio pip, komargo# pip install ansible.
-@- JInuHo 9 npepnoymMTalo MCMoNbL3OBATL CUCTEMHBIE AMCMETYEPBI MAKETOB, TAKME

g kak Apt 8 Ubuntu.

[IpoBepuM yCHenmHOCTb YCTAaHOBKH:

$ ansible --version
ansible 2.8.5
config file = /etc/ansible/ansible.cfg

Terepb MOrOBOPUM O TOM, KaK UCIIOJIb30BaTh pasHble Bepcuu Ansible Ha oHOM 1 TOM
JKe YIIPABJLIIONEM y3Jie. ITO GY/IET MOTE3HO TeM, KTO XOUET MOIKCTIEPUMEHTHPOBATH
C TIOCJIETHVMU, €I11€ HE BBIMYIIEHHBIMU U3MEHEHSIMHI, HO 0€3 YCTAHOBKH Ha ITOCTO-
SIHHOI OCHOBE. DTOT METOJI TIOJI0M/IET U TOT/Ia, Kora Ansible HeOOX0AUMO yCTaHOBUTD
HA YIPABJISIIOIIEM Y3Ji€, HA KOTOPOM Y HAC HET MIPUBUJIETUHN CYTIEPIIOTb30BATEIS.

YcraHoBka pasHbix Bepcuii Ansible
U3 UCXOAHOro Koaa

Bol MoskeTe ycTtanoBUTH Ansible 13 HCX0MHOTO KO/, OJIYYUB €10 U3 PEIO3UTOPUST
(06 ucnospzoBaruu Git B KauecTBe MEXaHU3Ma YIIPABJIEHUST BEPCUSIMHU MbI TIOTOBO-
puM B ruase 13):

$ git clone github.com/ansible/ansible.git --recursive
$ cd ansible/
$ source ./hacking/env-setup

Setting up Ansible to run out of checkout...
$ ansible --version
ansible 2.10.0.deve

config file = /etc/ansible/ansible.cfg

B atom npuMepe MbI ycTanoBuim 1 sanycrtuin Beperio Ansible 2.10.0.dev0, kotopas
OTJIMYAETCS OT cucTeMHON Bepenu 2.8.5. UToObl yCTaHOBUTD IPYTYIO BEPCHIO, HYKHO
IPOCTO BBIIOJHUTH KOMaHY git checkout, yKa3aB COOTBETCTBYIOIILYIO BETKY WJIH
TET, ¥ CHOBA BBITIOJIHUTh HACTPONUKY OKPY KEHUSI:
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$ git branch -a
$ git tag --list
$ git checkout v2.5.6

HEAD is now at ©c985fee8a New release v2.5.6
$ source ./hacking/env-setup
$ ansible --version
ansible 2.5.6 (detached HEAD ©c985fee8a) last updated 2019/09/23 07:05:28
(GMT -700)
config file = /etc/ansible/ansible.cfg

‘ /: He MUCKNIOYEHO, YTO KOMAHObI Git KAXYyTCs BOM HEMHOIO HENPMBbIYHBIMM — B 1A -
)
\/ ee 13 Bbl cMoxeTe nobnmxe NO3HAKOMMUTLCS C 3TUM MHCTPYMEHTOM.

ITepexmounmcst Ha Bepeuio Ansible 2.2 1 06HOBUM OCHOBHOI MOZLYJIb:

$ git checkout v2.2.3.0-1

HEAD is now at f5bel8f409 New release v2.2.3.0-1

$ source ./hacking/env-setup

$ ansible --version

ansible 2.2.3.0 (detached HEAD f5bel8f409) last updated 2019/09/23
07:09:11 (GMT -700)

Git mo3BoJIsIeT aBTOPAM ITPOEKTa BKJIOYATh B CBOI PEMTO3UTOPUI IPyTHE PEITO3UTO-
PHM, KOTOPbIE HasbIBatOTC IIOAMOLY MU, OOGHOBUTE OAMOILYJIb, YTOOBI CHHXPO-
HU3UPOBATHCS C TEKYTIUM BbBITTYCKOM:

$ git submodule update --init --recursive Submodule 'lib/ansible/modules/
core’

(github.com/ansible/ansible-modules-core) registered for path
'lib/ansible/modules/core’

A Ternepb pacCMOTPUM TOIOJIOTHIO JJaOOPaTOPHHE, KOTOPYIO Mbl OyIeM HCIIOJIb30BaTh
B 3TOH U clenylonei riaBax.

MNoarotoeka naboparopun

Mbi Oy aeM 1CIIoIb30BaTh B Hallell Jabopatopun yrpasJstomuii ysea ¢ Ubuntu 18.04
u Ansible. On umeer goctyn k ceresbiM ycrpoiictBam VIRL, a umenno I0OSv u NX-
OSv. ¥ nac raxke Gyner otaenbas Bupryaabias Mammna ¢ Ubuntu s npumepa
co ciieHapueM Ansuble, B KOTOPOM 11€JIEBBIM CEPBEPOM BBICTYIIAET XOCT MOJL YIIPaB-
senveM Linux (puc. 4.3).

Tenepsb paccMOTPUM TIEPBBIN TpuMep ciieHapust Ansible.
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AOMVHUCTPUPOBaHNE
.IE‘___.E' e YnpasnsioLwmii
iosv-1 .iosv-2 — y3en Ansible
192.168.0.1 192.168:0.3

nx-osv-1 nx-osv-2
192.168.0.2 192.168.0.4

Puc. 4.3. Tononorus nabopatopmu

Baw nepebiit cueHapuii Ansible

Cuenapuii Ansible 6yer HCIIOIb30BATHCA MEKLY YIIPABJISIOIIAM Y3JI0M U XOCTOM
¢ Ubuntu. MbI BBITOJTHUM CJIEAYOIIUE THATH.

1. TTo3aboTuMCsT 0 TOM, ITOOBI YIIPABJISTIONINE Y3€J MOT HCTIOTB30BATH ABTOPU3AITIIO
Ha OCHOBE KJTf0Ya.

2. Cospagum daiin peectpa (aiia co CIUCKOM yCTPOHCTB).

w

Cospagum cuenapuii Ansible.

4. BbIIIOJIHUM U IPOTECTUPYEM €TO.

ABTOpPM3ALMS C OTKPLITBIM KJIOYOM

[TepBbIM I€JIOM HY;KHO CKOTTMPOBATH OTKPBITBIN SSH-KIII0U ¢ yripaBJsioniero cep-
Bepa Ha 11eJIeBoit XocT. S He cTaHy MoAPOOHO OMUCHIBATH HH(MPACTPYKTYPY OTKPBITHIX
kioueil (Public Key Infrastructure, PKI), Ho npuBey MHCTPYKIIUK JJIsT YIIPABJIs-
OIIEro y3Ja:

$ ssh-keygen -t rsa <<<< creHepupyeT mapy C OTKPbITbIM M 3aKpbITbiM KH4aMu
Ha XOCTe, ecnu Bbl 3TOrO elle He chenanv

$ cat ~/.ssh/id_rsa.pub <<<< ckonupyeT coAepxumoe BbIBOAA W BCTaBUT ero
B ¢ann ~/.ssh/authorized_keys Ha uUeneBom xocTe B [AOMalWHeM KaTajore TOro xe
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nonb3oBaTensd; Co3paiTe ¢aitn B TeKCTOBOM pepakTope, Takom kak VI uau Emac,
eCc/IM OH OTCYTCTBYyeT.

TYPO_OTKPbITbIX_KIIOYEN.

\t/\, Monpo6bHee o PKI — Ha ctpanuue https:/ /ru.wikipedia.org/wiki/Wudpactpyk-
)

AyrenTucukanus Ha 0OCHOBE KJioua 6osee Ge30TmacHa 1 MO3BOJISIET OTKIIOYUTH BXOJT
110 TTAPOJIIO Ha YIaJleHHOM y3Jie. Terepp yIpaBsioninii y3eJ CMOXKET MOKII0YaThCA
K yAaJeHHOMY XocTy o SSH, ncHomp3yst 3aKpHITHII KITI0U, U TIPH 9TOM Y HETO He
GyyT TpeboBaTh Mapob.

MoxHo nu aBTomMaTM3KMpPOBATE HOYALHOE KOMMPOBAHME OTKPbITOrO Ktoya? [la,
HO 3TO 3CBMCMT OT BALLEN KOHKPETHOM CUTYaUMH, TPEBGOBAHMM U OKPYKEHMS.

ITO CPABHUMO C HAYANBHOM HACTPOMKON CeTeBOro 060PYAOBAHMS B KOHCONM
Ans obecneyenus goctynHoct |P-agpecos. ABTomaTtHsmpyeTe nu Bbl 3TOT Npo-
Lecc M YeM 370 0bycnosneHo?

B caenyronem paszene Bbl yBUINTE, KAK CAEIATD 1EJEBbIE CEPBEPHI YIIPABJISEMbIMH
¢ momorbio Ansible.

®dain peectpa

3auem HaM Ansible, ecyin y Hac HeT yaJeHHBIX YCTPOICTB, KOTOPbIE HYKHO a/IMU-
HUCTPUPOBATh? Bce HaYMHAETCS ¢ TOTO, YTO HaM HY/KHO BBITIOJHHUTD KaKyI0-TO 3a-
Jauy Ha yxaajeHHoM xocte. B Ansible muist mepeuriciiennst Takix X0CTOB MCITOJIb3YeET-
cst crielualibHbIi (haiis peectpa. MOKHO MCII0JIb30BaTh (haily 110 ymodanuio /etc/
ansible/hosts, a MOJKHO yKa3aTh APYTOIi, TlepeaB ero MM B mapaMeTpe -i. JImuno
S MIPEATIOYNTAI0 XPAaHUTD 9TOT (haiijl B OZHOM KaTaJore CO CIIEHAPUEM.

N B npuHumne, y storo ¢parna moxer 6biTb nioboe gonyctmoe ums. Ho tpaamnum-

A OHHO €ro Ha3bIBAKOT hOSfS. I/ICI'IOJ'Ib3y9| 06LLI,eI'Ipl4H9IToe HA3BAHME, Bbl usbasmte

(lll@

cebs M CBOMX KOMMer oT NIULLIHEN ronoBHoM 6onu.

MDaiin peectpa umeert mpoctoit popmat INT (https://ru.wikipedia.org/wiki/.ini), B KoTo-
POM IIEPEUUCISIOTCS HeJIeBble XOCThl — JO0 MOJIHbIE JOMEHHbIe MMeHa, 6o IP-
azipeca:

$ cat hosts
192.168.2.122
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B nannom ciygae 192.168.2.122 — ato [P-agpec Linux-cepBepa, K KOTOPOMY MOKET
HOAKJIIOUUTHCS yrpaBJsttonuii xoct Ansible. [lyist mposepku Ansible u daiina hosts
MO’KHO UCIOJIb30BaTh IapaMeTPbl KOMaH{HOI CTPOKM:

$ ansible -i hosts 192.168.2.122 -m ping
192.168.2.122 | SUCCESS => {
"changed": false,

"ping": "pong"

Mo ymonuanuio B Ansible NPeAnonaraeTcs, 4To Nonb3OBATENb, BbIMONHAOLLMA
-(0)- CLEHAPMIT, MMEeT OBHOMMEHHYIO YUYETHYIO 3aNMCh HA yaaneHHom xocTe. Hanpu-

= Mmep, Mol cueHapuit Ansible BeinonHsietcs nokansHo ot umenn echou; Takon xe
NONb30BATENb €CThb M HA MOEM YAAneHHOM cepeepe. HTobbl MCNonb30BaTH
APYTYIO YYETHYIO 3aMMCb, NEPEAANTe NAPAMETP -U MPH 3aMyCcKe CLeHapws
Ansible, nanpumep -u YOAJIEHHBIM_MOJIb3OBATESb.

JTa KOMaH/a MpoyuTaeT (hailyr peecTpa 1 BBITIOJTHUT MOLYJIh ping Ha XocTe ¢ IP-
azipecom 192.168.2.122. Ping — 3TO 3JIeMEHTAPHBIN TECTOBBII MOJLYJIb, KOTOPbI
HOZKJIIOYAETCS K YAJIeHHOMY y3J1y, IIPOBEpsieT Hajlnuue moaxosiieii sepcun Python
U B CJIydae ycliexa Bo3Bpalllaer coo0IeHne pong.

Y Ecnu y Bac BosHMKkatoT Kakue-nMbo BOMPOCh O MOAYNSX, BXOAALMX B COCTAB
\/(n, Ansible, MoxeTe 03HAKOMMTLCS C MX MOCTOSHHO PACTYLUMM CIMCKOM MO CChiKe
https://docs.ansible.com/ansible/latest/ collections/index_module.html.

Ecam xitiou yiasenHoro cepBepa He yKa3aH B aiise ~/ . ssh/known_hosts ympasiisi-
IOIIEro XocTa, BaM OyJIeT TPE/JIoKEHO ero 100aBuTh — oTBeThTe 'yes'. UToGbI OT-
KJIIOYUTD 9Ty IPOBEPKY, 106aBbTe B (pailn /etc/ansible/ansible.cfg uan
~/.ansible.cfg caemayromuii KOz

[defaults]
host_key_checking = False

Wrak, mbl npoBepuin 1aker Ansible u daiin peecrpa. Tenepb MOKHO cO31aTh Clie-
Hapwuii Ansible.

Baw nepsbiin cueHapui Ansible

CleHapuy OICHIBAIOT AeiCTBUSI, KOTOPBIE Bbl ObI XOTEIU BBIIOJHUTH ¢ XOCTAMU
¢ moMolbio MozyJieii Ansible. iMenHo Ha MX Hammcanue Mbl, uctobayionue Ansible,
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Gy/ieM TPaTUTh JIbBUHYIO JIOJTI0 HAIIIETO BpeMeH M. ECJIi MPOBECTH aHAIOTHIO CO CTPO-
WUTETBCTBOM JIOMa, TO CIIEHAPUI MOXKHO CPABHUTH C IPAKTUYECKUM PYKOBOJICTBOM,
MO/IyJIN — C UHCTPyMEHTaMH, a (hailsr peecTpa — ¢ epevHeM 2JIEMEHTOB JIOMa, K KO-
TOPBIM BBl Gy/IeTe TPUMEHSATH CBOU HHCTPYMEHTBL.

Crienapun Ansible sanuceiBaiorest Ha stabike YAML 1 paccurtadbl Ha TO, YTOOBI UX
MOT TTPOYUTATE YesToBeK. JaCTO NCTOTb3yeMble CHHTAKCHIECKHe KOHCTPYKITHN Oy Iy T
paccMOTpPEHBI B pasjiedie, MOCBsIeHHOM apxutekType Ansible. A moka uto cocpeno-
TOUMMCH Ha TIPUMepE ClieHAPUs, YTOObI IOJYUUTh NpejIcTaBIeHre 06 910l cucTeMe.

Cunraertcs, yto MsHavansHo ab6pesnatypa YAML pacwmdpossisanacs kak Yet

\G/\/ Another Markup Language («elue opuH a3bik pasmeTku»), HO Teneps, cOrnacHo
caiity http://yaml.org/, akporum YAML pacwmdpossisaetcs kak Ain't Markup
Language («YAML — 370 He s13bik pasmeTkus).

Bsruigaure Ha aTOT IPOCTOii ciieHapuii Ansible us mecru crpok, df_playbook.yml:

- hosts: 192.168.2.122

tasks:
- name: check disk usage
shell: df > df_temp.txt

Kaskipiii crieHapuii COCTOUT U3 OJTHOTO WJTH HECKOJIBKUX PA3/IesIOB. Y HAC BCETO OJUH
paszaen (CTPOKU cO BTOPOU TI0 TIECTYI0) ¢ OJHON 3ajadeil (CTPOKY ¢ YeTBEPTOU TI0
H.[eCTyIO). ITosie name omnuceiBaeT Ha3HAYEHUE 3a/la4U Ha ITIOHATHOM [IJId YeJIOBEKa
s3bIKe, a shell onpesesseT MOy b, KOTOPbI Oy/eT ncnob3oBaThest. Hair Moy b
[IPUHUMAET OANH aPTyMEHT, df, UHTEPIPETUPYET €ro KaK KOMaH/y U BBIIIOJIHIET €€
Ha yZaJeHHOM XOCTe. B 9TOM IIprMepe BBIIOIHIETCs KOMaHaa df, 4ToObl IIPOBEPUTDH
MCITOJTh30BaHMeE JIVCKA, U €€ BBIBOJ KOTIMpyeTcs B haiin df_temp. txt.

Jlnst 3amycka crierapust Ansible MOJKHO HCITOTB30BATH CITEYIONIUE KO

$ ansible-playbook -i hosts df_playbook.yml

PLAY [192.168.2.122] 3k >k sk sk 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok skok skok sk
3k >k 3k %k >k ok k

TASK [Setup] 3k >k 3k >k 3k >k 3k >k 3k >k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 5k >k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k >k 3k >k 3k >k >k >k >k 5k %k %k Kk Kk ok
3k >k 3k >k >k ok k

ok: [192.168.2.122]

TASK [Check diSk USage] 3k 3k 3k sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk ok sk sk sk ok sk ok sk sk ok ko
3k %k 3k %k k ok k

changed: [192.168.2.122]

PLAY RECAP 3k 3k 3k ok 3k sk >k sk >k sk sk sk sk sk sk sk sk sk sk sk sk >k sk >k sk >k 3k sk sk sk >k sk sk sk sk sk >k sk sk sk ok 3k ok sk sk >k sk >k sk >k sk sk sk sk sk sk sk sk sk ok k k-
3 %k 3k %k k ok k

192.168.2.122 : ok=2 changed=1 unreachable=0
failed=0
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Ecam 3aiiTi Ha yripaBisiemblii XocT (B HallleM ciayvae 192.168.2.122), MOKHO YBU/IETh
aiin df_temp.txt c BBIBooM KoMaH bl df. KiaccHo, mpasna?

B BBIBOZIE MOKHO 3aMETUTh, YTO Ha CaMOM Jiesie ObLIO BBIIIOJHEHO BE 3a1a4u, XOT
B CIIEHApKHM yKa3aHa TOJbKO OJlHa; MOJYJIb setup s00aBJisieTcs 110 ymodanuio. Ansible
BBIIIOJIHSET ero Jist cOopa nHGopMaiun 00 yaaJeHHOM XOCTe, KOTOpask MOKeT IPH-
rOJINTHCS TT033Ke. Harpumep, Moy ib setup OmpejiesisieT TUIL ONePAIIMOHHON CUCTEMBI,
[lnst gero aT0 fesaeTcs? T CBEJEHUS MOKHO UCIIOJIb30BATh B KAUECTBE YCIOBUIA
JUIST TOTIOJIHUTEJIbHBIX 337124 B TOM JKe cileHapuu. Harpumep, BbI MOJKeETE TIPeLyCMO-
TPETh 3aj1auy, ycTaHaBMBaouyo nakersl. ¥Y3Has Tuit OC, Ansible cmoxker ycrano-
BMTb HY3KHBIE IIAKETHI ¢ IIOMOIIIO apt, eCJiu 9TO crcTeMa U3 cemeiicrsa Debian, nin
yum, eciu cucteMma ocHoBana Ha Red Hat.

\@/ Ecnu Bam MHTepecHo yBuaeTb BbIBOA MOAYNS setup, YTOBbI Y3HATb, KAKYIO MH-

Y dbopmauuio cobupaet Ansible, suinonnute $ ansible -i hosts <host> -m setup.
ITpu BBITIOTHEHNUH HAIIEl TIPOCTOI 3a1aun BHYTpr Ansible poncXoauT HECKOIBKO
MHTEPECHBIX Belllell. B xo/ie BBINOIHEHMSI CIleHAPHST YIIPABJISIONIUI y3€J KOIUPYeT
MOJYJIb Ha st3bike Python Ha yaaneHHBIN XOCT, BBIMTOJIHSIET €r0 U COXPaHsIeT BHIBOJL
BO BpeMeHHbIH (haiijr, KOTOPBIN BIOCIEACTBUH YAAISETCS TTOCJIE 3aXBaTa BIBOJIA.
Mbi MOJKeM CTTOKOTHO UTHOPUPOBATD 9T JETAJH, TTOKA OHM HAM He TOHAZ00SITCA.

Ml 10JKHBI Pa300PaThCs B TPOIIECCE, YePE3 KOTOPDIiA TOJIBKO YTO MPOIILIH, TaK KaK
MBI eltie Gy/ieM BO3BPAIaThes K €ro aJieMeHTaM B 91Ol TiaBe. S co3HaTeIbHO BhIOpAI
IPUMEp C CEPBEPOM, TIOTOMY YTO 9TO MOMOKET BaM JIydIlle TIOHSATh, KaK PaboTaroT
ceTeBble MOJLYJIH, KOTJIa HaM TIPUETCsI TIPUMEHSITh HEMHOTO JAPYTOii MoAXox (s yxKe
YIIOMUHAJI, 4TO HHTEpIpeTatopa Python, ckopee Bcero, HET HA TOM ceTeBOM 060PY-
JIOBaHUM, KOTOPOE MbI XOTUM a/IMUHUCTPUPOBATD).

[MosapasJisgio Bac ¢ co3gaHueM MepBoro Aeiicteyioniero cuenapus Ansible! ITosxe
MBI TOZPOOHEE PACCMOTPUM apXUTEKTYPY 9TON CUCTEMBI, & TIOKA TOTOBOPUM O TOM,
Gurarofiapst 4eMy OHa MOAXOJNT JIJIs CETEBOTO aIMUHUCTPUpoBanus. Kak Bbl moMHuI-
te, Moy i Ansible Harucansr Ha Python; 5T0 MOKHO cUMTATh TPEUMYIIECTBOM JIJIsI
CEeTeBOT0 NHIKeHEePa-TIUTOHNCTA, He TaK JIn?

[Mpeumyiectsa Ansible

ITomumo Ansible, cymecTByer MHOKECTBO APYTUX (DPERMBOPKOB /IS aBTOMATHU3ALI
uHbpacTpykTypbl — a umento, Chef, Puppet u SaltStack. Kaxaprii 13 Hux npen-
JlaraeT yHUKaJIbHbIE BOSMOKHOCTH U MOJEIH; HET KAKOTO-TO YHUBEPCAIBHOIO Pelle-
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HUST, KOTOPOE ObI OO0 JIJist JII0OO0N opranusaiiuu. B aToM paszesie st Obl XOoTe
HepPeYrcIUTh HEKOTOpBIe TipenMyiiectBa Ansible mo cpaBHEHMUIO ¢ ajlbrepHATHBAMK
1 0OBSICHUTD, IOYEMY $1 CYMTAIO, YTO HTO XOPOIIIEe CPEACTBO aBTOMATU3AIIMN CETEI.

ITpu onucanuu npeumyiects Ansible s He Oyay paceMaTpuBath apyruie GpeiiMBop-
k1. OHM MOTYT MCITOJIb30BATh HEKOTOPBIE TIPUHITUIIBI UJTH OTIPE/IeIEHHbIE ACTIEKThI
Ansible, Ho pe/iko Kakast aJlbTepHATHBA MOKET TOXBACTATHCST BCEMHU BO3MOKHOCTSIMU,
KOTOPBIE $ 37ieChb onuIny. Kak MHe KasKeTcsl, IMEHHO COUeTaHWe CJEYIONNX XapaK-
TepucTHK 1 puocopun aenaer Ansible uaeanbHbIM peleHreM A1 aBTOMAaTU3aI NN
CeTeid.

OrcyTcTBME areHTOB

B orsmune ot Apyrux mogo6HbIX HHCTPYMEHTOB Ansible He moJiaraercst Ha JKeCTKYO
MO/IeJIb «BelyInil — BeloMblil». Ha KIMeHTCK1i KOMIIbIOTED He HY>KHO YCTaHaBJIU-
BaTh HUKAKOTO 1O MM areHToOB, KOTOPbIE 0OIMAIOTCS ¢ cepBepoM. Ecain He cauTaTh
unTepnperaropa Python, KOTOPBI 110 yMOJYaHUIO €CTh Ha MHOTHX TIIaT(hopMax, BaM
He MOHA00ATCST IOTIOMHUTEIbHBIE TIPOTPAMMHBIE CPE/ICTRA.

Jluist npuMeHeHust HeoOXOANMbIX U3MEHeHMiT Ha yaajseHHOM XocTe Ansible ncross-
3yeT B CBOUX MOJYJISIX ceTeBoil apTroMarusaruu He arentsl, a SSH niu APIL. 9to
TOJIBKO CHIZKAET He0OXOAUMOCTD B uHTeptperarope Python. [lanHbrii (hakT Kpaiite
Ba’KeH B KOHTEKCTE YIPaBJIEHUS CETEBBIMU YCTPONCTBAMU, TIOTOMY YTO ITPOMU3BO-
JMTENN, KaK [IPABUJIO, HEOXOTHO BHEAPSIOT CTOPOHHEE IIPOrPAMMHOE 0OeCIIedeHne
B cBou Ttathopmbl. A BoT SSH, K mpuMepy, yiKe TIPUCYTCTBYET Ha JIIOOOM CETEBOM
obopyaoBaHuu. B mocienHne HECKOIBKO JIET CUTYaIsl HEMHOIO M3MEHUJIACh, HO
B 1esioM SSH sBJisieTcst 061mMM 3HaMEHaTeIeM JIJIsl BCEX CETEeBBIX YCTPOMCTB, B OT-
JIMYre OT areHTOB yIpaBJieHrs KoHuryparnueil. Kak Bbl MOKeTe TOMHUTH 13 TIaBHI 3,
GoJiee HOBbBIE CeTeBbIE YCTPOiicTBA IpegocTaBistioT ¢jioit API, kotopsiii Ansible Tosxe
MO’KeT UCIOJIb30BaTb.

[MockonbKy Ha yialeHHOM X0CTe HeT arenTa, Ansible camocTositensio nocrasisier
M3MEHEHMS Ha YCTPOUCTBO, He JOKUIAsACh, ToKa KarneHTcroe 11O 3arpysuT ux c riias-
HOTO cepBepa. DTa MOJIEITb, TT0O MOEMY MHEHHIO, GoJiee TTpeicKa3yeMast, Tak Kak BCe
JeCTBUSA MHUIMUPYIOTCS YIIPABJIAIONIUM XOCTOM. [lj1s1 cpaBHeHUs KJIMEHTbl MOTYT
3arpaninBaTh U3MEHEeHNsI ¢ pa3HoOl 4acTOTOH, YTO MPUBOAUT K PACXOXKICHUAM
MEXY OKUAEMbIM U (haKTHUECKUM BPEMEHEM BBITIOJTHEHUS OEePAIIHii.

BaskHOCTDH OTCYTCTBHSI aT€HTOB CJIOKHO MEPEOIIEHUTD, KOTIA Peub UET 0 paboTe
C y’Ke UMEIOIUMCs ceTeBbIM 060pynoBanreM. VIMEHHO 110 9TOH NpUYKMHE MHOTHE
CETEBbIE AIMUHUCTPATOPBI U TPOU3BOAUTEIH BHEAPSIOT TTOjepskKy Ansible.
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NpemnoteHTHOCTB

CoracHo <<BI/IKI/IH€[[I/II/I>>, NJIEMIIOTEHTHOCTD — 9TO CBOICTBO O6'beKTa nJIn onepanmm
B MareMaTuke U UHMOPMaTHKe IPH MHOTOKPATHOM IIPUMEHEHUH OTIePaIlu! 1aBaTh
o/luH 1 TOT ke pe3yabtat (https://ru.wikipedia.org/wiki/WaemMnoTeHTHOCTb). DTO O3HA-
YaeT, YTO BBITOJHEHUE MTPOIe/lyPhl MEHSIET CCTEMY TOJILKO B TIepBbIii pas. [Lnardop-
ma Ansible mibitaeTcst GbITH HAEMITOTEHTHOM, YTO TIOJIE3HO JIJISI CETEBBIX OTEPAIHiA,
KOTOPbIE TOJIZKHBI BBITTOJIHATBHCA B OTIPEAC/IEHHOM ITOPA/IKE.

[IpenmyniecTBa NAEMIOTEHTHOCTH OYEBHU/IHDI, €CJIM BCIOMHUTD ciieHapuu Pexpect
u Paramiko, KoTopbie MbI mTucasin. ITH CIIEHAPUE OTIIPABJISLIA KOMAH/IBI TaK, OYTO
3a TEPMIHAJIOM CUJIE] )KUBOI HHKeHep. Eci BRIIOJHUTD WX JI€CSATD Pa3, OHU BHECYT
necsTh n3Menenuii. Ecam peamsosats Ty ke 3aiauy B Buje crieHapust Ansible, ona
OyZleT BBITIOJHEHA TOJBKO B TOM CJIydae, €CJIU 9TU U3MEHEHUSI ellle He BHOCUJIHCh.
[lnst aTOTO CHAaUYAa TTPOBEPSIeTCsT TeKyIast KoHdurypaius ycrpoiictsa. Eciau BbI-
MOMHUTE citeHapuii Ansible mecsatsb pas, usmenenus: 6yyT MPUMEHEHBI TOTBKO TIPH
MIEPBOM BBITIOJIHEHUH, @ B OCTATTBHBIX JIEBATH CJy4asix CUCTEMa X IIPOUTHOPUPYET.

M eMIoTeHTHOCTD TTI03BOJISIET MHOTOKPATHO BBITIOJTHSTH citieHapuii Ansible 6e3 pucka
BHECTH HEHYXKHBIE U3MEHEHNS. DTO BAXKHO, TIOCKOJIbKY HAM HY’KHO aBTOMAaTHYECKH
o6ecrednBaTh COTITACOBAHHOCTD COCTOSTHNUST 6€3 JTUTITHUX 3aTpar.

MNpocTora n pacwmpsemocTb

OpeiimBopk Ansible namucan na Python, a cuenapuu g Hero mumnytes Ha YAML.
O6a 3TH s13bIKa CIUTAIOTCS TIPOCTBIMU 1715t u3ydenust. [Tomaure cuatakcuc Cisco I0S?
ITO NpeAMETHO-opreHTHpoBaHHbIH A3bIK (Domain-Specific Language, DSL), koTopbrii
TOIMTCS TOJIBKO Il yipasiienus yerpoiictBamu ¢ Cisco I0S wmm apyrum o6opyno-
BaHUEM TIOZI0OHOTO POJIA; HTO HE A3BIK 00MIETO HA3HAYEHUS, U €T0 HEJb3s1 IPUMEHSITh
3a paMKaM# JlaHHOU o6jtacTu. K cyacTbio, B OTJIMYNE OT HEKOTOPBIX APYIHX CPEICTB
asromarusaiuu, Ansible e TpeGyer usydenus gonoaHuTeIbHBIX DSL, MOCKOIBKY
YAML u Python — g3biku 006111€r0 HasHAYEHUSE U IUPOKO IPUMEHSIOTCSL.

Kax BbI BU/Ie/IM B IPEBIYIIEM TIpUMepe, Jaske He 3uast Y AML, jierko goragarbes,
JUIST Yero MpeIHa3HayeH TOT Wi WHOU crieHapuil. Ansible Takske ucrosbayer Jinja2
B KauecTBe MeXaHu3Ma M1abJI0HOB; 9TO TOMYASAPHBIH HHCTPYMEHT, KOTOPBIH MpH-
Mensercs B BeO-ppeiimBopkax Ha Python, manpumep Django u Flask. Taxum o6paszom,
NPUOGPETEHHbBIE 3/1€Ch 3HAHUS IPUTOJATCS U B APYTUX 00JACTSX.

Eute pa3 xouy o6paruth Ballle BHUMaHue Ha pacmupsieMocts Ansible. Kak yo-
MITHAJTIOCH B TIPEABIAYIIEM MTPUMeEpPE, ITOT TPOEKT M3HAYAIHHO 3aTyMBIBATICST 15T
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ABTOMATHU3AINH YTIPaBJICHUSA KOH(MUTYPAITUSMU cepBepoB (B OCHOBHOM Linux). 3a-
TeM TOSIBUIIACD TTOIIEPKKA CEPBEPOB MO/ yripasieHreM Windows, peasm3oBanHast
¢ nomotbio PowerShell. U1 uem 6osbiie siozieit B 9TOM UHYCTPUY HAYAIM BHEAPATH
Ansible, Tem akTyasbHee CTAHOBIIACH TEMA ABTOMATHU3AIINHI CETEN.

Aromy criocobeTBOBaAM TPH (hakTa: KomraHusa Ansible HaHsIa MOAXOASIINX JITO/EH,
ceTeBbI€ CIIEIUATNCTh 3AMHTEPECOBATUCH ATON TEXHOJOTUEN U KJIMEHTbl HAYAT1
TpeboBaTh OT nocTaBuKoB ee noaepKkku. C sorxozom Ansible 2.0 k apromaTuszanuun
ceTell HauaIi OTHOCUTBCST He MEHee CEPhe3HO, YeM K a/IMIHUCTPUPOBAHUIO CEPBEPOB.
IKOCUCTEMA JKUBA U 3/I0POBA U C KAXK/IBIM BBIITYCKOM YITyUIIACTCS.

YV Ansible, kax u y Python, ectb ApyskecTBeHHOE COOOIIECTBO, OTKPHITOE [T HOBBIX
mosb3oBaTeseit n maei. S Koraa-To cam GbLT HOBUYKOM U TBITAICS PAa3odpaThest
B TIPOTIE/Ly pe 106aBIEHUS CBOETO KOJIA B PEMO3UTOPHIT B HAJIE)KIE HATIMCATH MOJLYJIH,
KOTOpBIE BK/IIOYM/IK Obl B 0OCHOBHYIO BeTKy Ansible. Bce Mon nen ObL1M BCTpeYeHb!
C 9HTY3UA3MOM U YBAKEHUEM.

[IpocToTa 1 pacuupsseMocTb O4eHb [TOJIe3HbI TPU CO3/IaHUK TPOTOTUTIOB. Mup Tex-
HOJIOTHH CTPEMUTEIBHO MEHSETCS, U MBI IOCTOSHHO TIBITAEMCST K HEMY aZlallTHPO-
BaThCsA. BBIIo GbI 3/10pOBO, €Ci GBI MBI MOTJIM BBIYYHUTh KaKyI0-TO TEXHOJIOTHIO
U IIPUMEHSATD €€ BHE 3aBUCUMOCTH OT MOCJEJHUX TeHAeHIInN. KoHeuHo, HUKTO He
MOJKET TIPEICKA3bIBATh OyIyIiee, HO, Kak MoKasbiBaeT nctopust Ansible, ata cicrema
He JI0JIZKHA UCITBITBIBATH MPOOJIEM € BHEAPEHUEM OYIYIIINX TEXHOJIOTHIA.

Noapepxka or npoussoautenen
cetesoro obopyaosaHus

[TocmoTpuM npaB/ie B I71a3a: Mbl )KMBEM He B BakyyMe. B Harreil HHAyCTpUHM 4acTo
HIyTST, 9TO B MOZIesib OSI 10/KHO BXOAWTS ellle JiBa YPOBHST — JIEHbTU U TTOJUTHKA.
EskentieBHO MBI paboTaeM ¢ ceTeBbIM 000PYIOBAHIEM Pa3HbIX TIPOU3BOAUTEEH.

Bosbmewm, k mpumepy, naterpaimio API. B npeabiymnx riaaBax Mbl BUie N, 4eM
API ornmyatores or Pexpect. OueBuiHo, OHU UMEIOT TIPEMMYIIECTBO, KOT/Ia PeYb
uzet 06 aBromaruzanuu ceti. OIHAKO MPOU3BOIUTENSIM UX BHEIPEHUE OOXOINTCS
HezieneBo. Kaskbrii MPOM3BOINTEb BKJIA/BIBAET BPEMS, IEHbIU U UHKEHEPHBIE
pecypent B unrerpanuio API. K cuacTtbio, kak BUIHO 110 HEIIPEPBIBHO PACTYIEMY
CIIMCKY JIOCTYITHBIX CeTEBBIX MOyJieit, Ansible mommep:xuBatoT Bee KpymHbIE T0-
crasimkn (https://docs.ansible.com/ansible/2.9/modules/list_of_network_modules.html).

IMouyemy npousBoauTesy MoAgepskuBaoT Ansible oxoTHee, yeM apyrue cpeacrsa
apromaTuzanuu? Oaun n3 GaxTopos, HECOMHEHHO, OTCYTCTBHUE areHTOB, TaK Kak
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HaJIMUMe eIMHCTBEHHOI 3aBUCUMOCTH B Bujie SSH cylliecTBEHHO CHUKAET MTOPOT
BXOsKAeHUs. VHKeHepbl, paboTaBIlie Ha CTOPOHE IPOM3BOANTEIEMH, 3HAIOT, 4TO IPO-
1iecc 106aBJIeHUST HOBOI BOBMOKHOCTH OOBIYHO PACTATHBAETCST Ha MECSIIIBI M BCTPE-
YyaeT MHOKECTBO nperpaz. Kaskaas Hoas (hyHKIMs TpeOyeT BpeMeH! Ha Perpeccu-
OHHOE TeCTUPOBaHUE, IPOBEPKY COBMECTUMOCTH, aHAJIU3 UHTErPAIIUN U MHOTOE
apyroe. YipoleHue 9TOH IPOIeaypbl 00bIYHO CIIYKUT MEPBBIM IIarOM Ha IIyTH
K MTOJTYYEHUIO TIOJI/IEPKKH IPOU3BOIUTEIEN.

Eie B aToM mpoiecce BaxHo, uto cuctema Ansible ocosana na Python — ssbike,
JIO6GUMOM MHOTMMU CETEBBIMU clieluaiucraMu. Takue KoOMIaHUM, Kak Juniper
u Arista, koTopble y:ke Bjoxuiu pecypcbl B PyEZ u Pyeapi, MOTyT ¢ JIETKOCTBIO
[IPUMEHSITh CYIECTBYIOMIIE MOAYJIN Ha Python u GbICTPO MHTErPUPOBATH CBOU BO3-
moxkHoctu B Ansible. B riaBe 5 6yer mokasano, Kak MOKHO JIEFKO IIMCATh CBOU
MOJLYJIU, UCITOJIb3Ys 3HaHus 0 Python.

Eite 10 mepeopueHTaly Ha ceTeBblie TeXHoIoThH B Ansible 6b110 MHOTO MOIyJI€EH,
pa3paboTaHHBIX COOOMIECTBOM. YK€ B HEKOTOPOH CTEMeHN HAJMasKeH TPOTece MpH-
COENIMHEHSI K TPOEKTY — TI0 KpaifHell Mepe HACTOMBKO, HACKOIBKO HTO BO3MOKHO
B Mupe otkpbitoro I10. OcuoBHast komania Ansible mpuBbikia k pabore ¢ coobiie-
CTBOM ¥ OXOTHO ITPUHUMAET U3MEHEHHUST CO CTOPOHBI.

Erte opra mpuanHa moiiepsKKu Co CTOPOHBI TPOU3BOAUTENEN CETEBOTO 060PYI0Ba-
HUA B TOM, uTo Ansible mosBosisier UM 1eMOHCTPUPOBATH UX CUJIBHBIE CTOPOHDI
B KOHTEKCTe MOJyJleil.

B ciemyrotem pasjesie Bbl YBUAKUTE, 4TO MOAY/H Ansible MOKHO BBITIOHATH He
TOJIbKO 110 SSH, HO 1 JIOKAJIBHO U OHU CIOCOGHBI B3aUMOJIEHCTBOBATE C YCTPOTCTBA-
mu ¢ tomotnbio API. Birarogapst aToMy pon3BOIUTENN MOTYT PEATU30BLIBATH CBOU
caMmble CBeXHe U JIy4lllre BO3MOXKXHOCTH Cpa3y I0ocJje TOro, KaK Te CTaHOBSITCS [10-
crynabiMu yepe3 APIL. C Touku 3peHust CeTeBbIX CHENMATUCTOB 9TO 03HAYAET, UYTO
npu ucnosb3oBanuu Ansible B kauecTBe 1atopMbl aBTOMAaTH3AINN Bl MOKETE
BBIOMPATDH caMoe TIepeIoBoe 060pyIoBaHHe.

M5t Topo6HO 06CY AN TIOIIEPIKKY CO CTOPOHBI TIOCTABIIKOB, TAK KAK MHE KasKeT-
cs, uto atoT actekt Ansible mosyuaer HegocTarouto BuuManust. [IpoussoauTesu
060pyIOBaHUS TOTOBBI CIEJIATh CTABKY Ha OIPEIEeJEHHBI HHCTPYMEHT — U BbI KaK
CeTEBOIl MHKEHEDP MOXKETE CIIATh CIIOKOWHO 1 OBITh YBEPEHDI B TOM, UTO CJIELYIOIIAST
IIPOPBIBHAS CETEBASI TEXHOJIOTHSI ¢ OOJIBIINOI BEPOSTHOCTBIO Oy/IeT MOAIEePKUBATD
Ansible u, korza BaIry ceTh IpUAETCsT PACUTUPATD, BbI He Gy/IeTe PUBSI3aHbI K Ballle-
MY TEKYTIEeMY TTPOU3BOAUTEIO.

Wrax, mbr o6cyaman mpenmMytiiectBa cucrembl Ansible. Temeps uccnenyem ee apxu-
TEKTYPY.
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Ansible cocrouT u3 crienapues, pasjaenos u 3agad. PaccmMorpum (aiin df_playbook.
yml, KOTOPBIN MbI MCTIOJIB30BaIN panee (puc. 4.4).

— LAYBOOK!
- hosts: 192.168.199.170 PLAY

tasks:
- name: check disk usage
shell: df > df_temp.txt TASK

Puc. 4.4. Cuenapwuit Ansible

IToT aila B 1es0M Ha3bIBAETCS CIIEHAPUEM U COAEPIKUT OJWH WU HECKOJBKO
paszesioB. Kaxablit paszies MOXKeET COCTOSTh U3 OHOI MJIM HECKOJIbKUX 3a/a4.
B mammem mpoctom mpuMepe BCeTo OJIMH pasfies ¢ oHON 3amadeil. /lasee MbI pac-
CMOTPHUM KOMITOHEHTBI M TEPMUHBI, OTHOCATIHECsT K Ansible; HekoTopbIe BB yike
BUJIEJIN.

® YAML. 3rot hopMmar akTUBHO Ucnob3yercs B Ansible mis onvcanus cie-

HapueB U lepeMeHHbIX.

Daiin peecrpa. Daiis, B KOTOPOM MOKHO YKa3bIBATh U IPYIITUPOBATH XOCThI
Bareit tHGpacTpyKTyphL. [Ipn skesaHun B 9TOM (haiijie MOKHO TaKKe 33/1aTh
rnepeMeHHble host u group.

IMepemennnie. Kaxioe ceTeBoe yCTPONCTBO YHUKAIBHO. Y HETO €CTh CETEBOE
ums, [P-agpec, oTHOIEHUS ¢ COCETHUMHU y31aMu U T. 1. [lepemenHbIe TT03BO-
JISIOT YYUTBIBATh 9TH PA3JINYUs IPU CO3IaHIK CTaHAAPTHOrO Habopa 3ajau.

IIla610Hb1. B Mupe ceTeBbIX TEXHOJIOTUI 1a0JI0Hb — 9TO HEe HOBMHKA. Bbl
HaBepHsIKa MCIIOIb3yeTe TAKOM, Jaxke He Ioxo3peBast 00 93ToM. UTo MbI 00bIY-
HO JiesiaeM, KOr/la HaM HY’KHO BBIJIEJINTh HOBOE YCTPOMCTBO MJIM 3aMEHNTH
6pakoBaHHOe 060opyHoBaHue? Mbl KOIUPYEM CTapyio KOHMUIyPaLKo U pe-
JMAKTUPYEM TaKhe ee YUacTKH, Kak cetreBoe uMst u [P-anpeca. Ansible mpen-
JlaraeT cTaHAapTHBIH GopMmat mabIoHOB Ha OCHOBE Jinja2, KOTOPbI MBI T10-
APOOHO PACCMOTPHUM TIO3KE.

B riiaBe 5 MbI yriryOUMCsT B TAKKE TEMBbI, KaK YCJIOBHBIE BBIPAKEHUSI, IIUKJIbI, OJIOKH,
06pabOTUNKH, POJIU B CLIEHAPHX, U IOCMOTPUM, KaK BCE 9TO MOXKHO MHTEPUPOBAThH
B CETEBOE a/IMUHUCTPUPOBAHIE,
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YAML

Sspik YAML ucniosnib3yercst B ClleHapusiX U HEKOTOPBIX ApyTux (aiimax Ansible.
B noxymentarmuu YAML ectb rostHas crienudukaiius ero cuatakcuca. Bor ee kpat-
Kasi BEPCUsI B KOHTEKCTE ee TUIIMYHOro puMerenus B Ansible:

aitn YAML naunnaetcs ¢ Tpex geducos (---);

Kak u B Python, oTcTyIbl HCIIONB3YIOTCS 1711 0003HAYEHUST CTPYKTYP MyTeM
MX BbIPAaBHUBAHUS JIPYT OTHOCUTEJIBHO JIPYTa;

KOMMEHTAPUU HAUNHAIOTCS C PEIIETKN (#);
Ka’K/IBIH 9JIEMEHT CIIMCKA 3aHNMAaeT OT/eTbHYIO CTPOKY M HAUMHAETCS C Jie-
uca (-);

® CIUCKH TaKkKe MOKHO OOPMIIATH € IIOMOMLIBIO KBaAPAaTHHIX cKOOOK ([ 1), pas-
JIeJISIsl 9JIEMEHTHI 3AATHIMU (, );

® cJoBapu MMEIOT BUJI Map «KJOY — 3HaAYEeHNe» C IBOETOYNEM B KaueCTBE pa3-
JLCJINTEJIA;

® CJI0Bapu MOKHO OOPMIISITH € TIOMOIIBIO (DUTYPHBIX CKOOOK, PA3/esst dJie-
MEHTBI 3aIATBIMU (, );

® CTPOKH MOTYT 3aKJ/1I04aThCs B OAMHAPHBIE NN JIBOMTHBIE KaBbIYKH, HO HE 00s-
3aTeJIbHO.

YAML serko npeo6pasyercst B JSON u Python. Ecoiu iepeBectu df_playbook.yml
B df_playbook. json, pe3yibrar OyeT BbITJISIETD TaK:

[

{
"hosts": "192.168.199.170",
"tasks": [
"name": "check disk usage"},
{"shell": "df > df_temp.txt"}
]
¥

]

IT0, KOHEYHO, He HACTOATIMH crieHapuii Ansible, HO ¢ €ro MOMOIIBIO MbI MOSKEM COPH-
enTrpoBathest B popmare YAML, cpaBuuBsas ero ¢ JSON. Cuenapuu Ansible B ocHos-
HOM COCTOSIT U3 KOMMEHTapueB (#), CIICKOB (-) 1 cyioBapel (<KoY — 3HAUeHUe» ).

®Pannel peectpos

ITo ymosruanuio Ansible wiier xocThl, ykasaHHble B clieHapyu, B (haiise /etc/ansible/
hosts. Kak yzxe ynmoMuHasioch, g cauTalo, 4To siBHas niepeava daiiia ¢ ToMOIIbIo
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napaMerpa -1i BbITJSIUT O0Jiee BBIPa3uTebHO. VIMEHHO 9TOT TIOIXO/] MBI HCIIOJIH30-
BaJIn [10 cuX 1op. BepHeMcd K npenbinyieMy IpuMepy u 3anuiieM ¢aiia peectpa
C XOCTaMU:

[ubuntu]
192.168.2.122
[nexus]
172.16.1.142
172.16.1.143

[nexus:vars]
username=cisco
password=cisco

[nexus_by name]
switchl ansible_host=172.16.1.142
switch2 ansible_host=172.16.1.143

Kaxk BbI ysKe MOTJIM JIOTaIaThCsT, B KBaJ[PATHBIX CKOOKAX yKa3aHbl HA3BaHUsI TPYIIIL,
HA KOTOPbIE MOXKHO CChLIAThCs B cileHapusix Ansible. Hampumep, B cisco_1.yml
U cisco_2.yml s MOry paboTaTh O BCEMHU XOCTAMU, TIEPEUNCIEHHBIMU B TPYTITIE Nexus:

- name: Configure SNMP Contact
hosts: "nexus"

gather_facts: false
connection: local

<onyueHo>

XO0CT MOKET BXOJIUTh CPa3y B HECKOJIBKO IPyIl. ['PyIbl MOTYT BKIIOUATh Jpyrue
TPy, eciii 0603HAYMTH UX Kak children:

[cisco]
routerl
router2

[arista]
switchl
switch2

[datacenter:children]
cisco
arista

B arom mpumepe rpymina datacenter BKJIOYaeT BCe YJICHBI TPYII cisco n arista —
BCET0 YeThIPe yCTPOICTBA.

B caieytorem pasziesie peub moizeT o mepeMeHHbIX. [lepeMeHHbIe MOKHO 0OBSBIISITh
B HECKOJIbKUX MECTaX, U BbI YK€ BUAE/JN HEKOTOPbIE ITPUMEPDBI C HUMM. B namem
nepBoM (aiisie peecTpa Mbl OGBABIIIN TIEPEMEHHbIE KaK JIJISI XOCTOB, TaK U JIJIsI IPYIIIL.
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B [nexus:vars] onpeziesiioTcs nepeMeHHbIe 1711 BCel TPYTINBI nexus, a ansible_host
olpeiesIsieT IePeMeHHYI0 /ISl XOCTa, YKa3aHHOI'O B TOH JKe CTPOKe.

\/C/ Bonbuwe o daiinax peectpos unTaitte B opuumansHoi aokymentaumu (https://
)

docs.ansible.com/ansible/latest/user_guide/intro_inventory.html).

NepemeHHble

Mbpr nauanu obcyskaath epementbie. Ho 3auem onu vHam mnysubr? Harm yrpasisi-
eMble y3JIbl He COBCEM MJICHTUYHBIE, TO3TOMY HY’KHO KaK-TO YUYUTBIBATD PA3JINIMS
Mesx Iy HuMu, VIMeHa mepeMeHHBIX MOTYT COCTOSITh U3 OYKB, (P ¥ MoAYePKIUBAHIIA
U JIOJKHBI HAYMHATHCA ¢ GYKBBL [lepeMenHbie 0ObIYHO OTIPEAEISATIOTCS B TPEX MECTAX:

® 3 cuenapuu Ansible;
® B (aiisre peecTpa;

® B OT/EIBHBIX (aiisax, KOTOpPbIE MOJKJIIOUAIOTCS K IPYTUM (ailiaM 1 poJisiM.

PaccmoTtpum ipumep onpesiesieHNs TepeMeHHbIX B CIleHapuH cisco_1.yml:

- name: Configure SNMP Contact
hosts: "nexus"
gather_facts: false
connection: local

vars:
cli:
host: "{{ inventory_hostname }}"
username: cisco
password: cisco
transport: cli

tasks:
- name: configure snmp contact
nxos_snmp_contact:
contact: TEST_1
state: present
provider: "{{ cli }}"

register: output

- name: show output
debug:
var: output

B pasnesie vars ornpenesisercs nepeMennas cli, Ha KOTOPYIO CChLIaeTcs 3ajiada
nxos_snmp_contact, HCIOIb3YsI [JIs1 9TOTO JABOWHBIE (hurypHbie ckoOku ("{{ cli }}").
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MoapoBHOCTH © Moayne Nxos_snmp_contact ULWMTE B OHAAIHH-AOKYMEHTALMM
\/V, (https:/ /docs.ansible.com/ansible/latest/ collections/ cisco,/nxos/nxos_snmp_

contact_module.html).

Ha nmepeMeHHY0 MOKHO COCJIATBCS € TTOMOIIBIO IBOMHBIX (DUTYPHBIX CKOOOK; HTOT
CHHTAKCUC TIPUHSIT B si3biKe Mmaba0H0B Jinja2. Cebliky B (PUTYPHBIX CKOOKAX MOKHO
He 3aKJII0YaTh B KaBBIYKH, €CJIU ¢ Hee He HAYMHACTCS 3HAUEHME, HO 5T BCe PABHO 3TO
Jiesaro, YTOOBI He OTBJICKATHCS HA ATH OTJIMYHSL.

Bl Takke Buzgesn cebuiky {{ inventory_hostname }}, kotopast He Obliia 00bsIBJICHA
B ClleHapuK. ITO OfHA M3 CTAaHJAPTHHIX II€PEMEHHbIX, KoTopble Ansible Bcrasiser
aBromaTudecku. Ona ceoinaercs na [P-agpec nam nms xocra (rporucantoe B DNS)
B (aiisie peectpa. MHOT/IA B JOKYMEHTAIMK TaKKe [IepeMEHHbIE Ha3bIBAOT BOJIIIEO-
HbIMU (aHTJI. magic).

Bonwe6bHbix nepemMeHHbIX He TaK MHOTO. Mx cnmcok CMOTpUTE B AOKYMEHTALUU

\/V (http://docs.ansible.com/ansible /latest/user_guide/playbooks_variables.

html#magic-variables-and-how-to-access-information-about-other-hosts).

Mo yske 0OBSIBIISIIN TIepeMEHHbIE B (halijie peecTpa B IPEbILYIIEM Pas/ielie:

[nexus:vars]
username=cisco
password=cisco

[nexus_by name]
switchl ansible_host=172.16.1.142
switch2 ansible_host=172.16.1.143

YT006b1 He 00BABIATL UX B ClleHApUU, 00aBUM B TOM ke (aiije nepeMeHHbIe /It
Tpynmsl [nexus_by_name]:

[nexus_by_name]
switchl ansible_host=172.16.1.142
switch2 ansible_host=172.16.1.143

[nexus_by_name:vars]
username=cisco
password=cisco

3areM COIIeMCsT Ha HUX, KaK MTOKA3aHo B CJIe/YIOlIel Bepcuu crieHapus cisco_2.yml,
TpeICTaBJICHHON HIKE:

- name: Configure SNMP Contact
hosts: "nexus_by_name"
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gather_facts: false
connection: local

vars:

cli:
host: "{{ ansible_host }}"
username: "{{ username }}"

password: "{{ password }}"
transport: cli

tasks:
- name: configure snmp contact
nxos_snmp_contact:
contact: TEST_1
state: present
provider: "{{ cli }}"

register: output

- name: show output
debug:
var: output

O6paTuTe BHUMAHVE: B 9TOM ITPUMEPE MbI CChITTAEMCS Ha TPYTIY [nexus_by_name]
u3 aiisia peecTpa, Ha IIepEMEHHYIO XOCTa ansible_host, a TakKe Ha TPYIIIOBbIE
TepeMeHHbIE username 1 password.

MOo3KHO BBIHECTH UM TIOJIb30BATENS U TIAPOJIb B OT/IEIbHBIN (hail, 3amuieHHbIi
OT 3aITUCH, ¥ YJIYYIIUTH TEM CAMbIM OE30TTaCHOCTb.

V4 JononHuTenbHbIe NPUMEPBI UCTOb30BAHMS MEPEMEHHbIX CMOTPHTE B AOKYMEH-

( o’ . . ) .

\/ taunm Ansible (https://docs.ansible.com/ansible/latest/user_guide/
playbooks_variables.html).

[l moctyna K cJI03KHBIM MTePeMEHHbBIM, OPTaHU30BAHHBIM B BUJIE BJIOKEHHOU CTPYK-
TYpPBI JAaHHBIX, MOKHO UCIIOJIb30BaTh /IBa MeTo/a. B 3a7aue nxos_snmp_contact Mol
COXPaHsieM BBIBOJI B TIepeMEHHON 1 BBIBO/IUM €TI0 Ha 9KPaH C TIOMOIIBIO MOy J1sT debug.

HpI/I BBIITOJIHEHW M CIIEHAPHA Bbl YBUUTE ITIPUMEPHO TaKoi BBIBO/:

$ ansible-playbook -i hosts cisco_2.yml
TASK [ShOW output] 3k 3k 3k >k 3k 3k 3k 5k 5k >k >k 3k 3k sk sk sk sk 3k 3k 3k sk sk sk >k >k 3k 3k 5k sk sk >k >k 3k 3k 5k sk >k >k 3k 3k k 3k sk sk >k ok sk kook ok ok k ok k

3k >k ok >k kok k-
ok: [switchl] => {
"output": {

"changed": false,
"end_state": {

"contact": "TEST_1"
s

"existing": {
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"contact": "TEST_1"

s

"proposed": {
"contact": "TEST_1"

s

"updates": []

JlJ1st jocTyIia K BJIOKEHHBIM JIAHHBIM MOYKHO UCII0JIB30BATh CJIEYIONIMI CUHTAKCUC,
KaK IToKa3aHo B ¢aiiie cisco_3.yml:

tasks:
- name: configure snmp contact
nxos_snmp_contact:
contact: TEST_1
state: present
provider: "{{ cli }}"

register: output

- name: show output in output["end_state"]["contact"]
debug:
msg: '{{ output["end_state"]["contact"] }}'

- name: show output in output.end_state.contact
debug:
msg: '{{ output.end_state.contact }}'

ITOT CL[eHapI/Iﬁ BBIBE/IET TOJIBKO YKa3aHHO€ 3Ha4Y€HUE:

$ ansible-playbook -i hosts cisco_3.yml
TASK [show output in output["end_state"]["contact"]]
3k ok ok 3k >k >k 3k 5k ok >k >k >k ok %k %k 5k >k %k >k >k %k %k >k *k *k >k k
ok: [switchl] => {
"msg": "TEST_1"

ok: [switch2] => {
"msg": "TEST_1"
X

TASK [show output in output.end_state.contact] *¥idxkdrkdoktdoktoktroktk
3k %k ok >k %k >k %k %k %k k *x

ok: [switchl] => {
"msg": "TEST_1"

ok: [switch2] => {
"msg": "TEST_1"
X

W narocsieiok: Kak Mbl yKe FOBOPUJIU, IIePEMEHHbIC MOKHO XPAHUTD B OT/IEJIbBHOM
aiine. Ho pex e, ueM 1mokasaTth X UCHOJIb30BAHUE B MTOAKJII0YAeMbIX (haiiiax Uiu
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POJISAX, PACCMOTPHUM eTlle TapOYKy ITPUMEPOB, MTOCKOJIBKY 3TO HE CaMbIe TTPOCTHIC
MPUEMbI ¥ C HUX JIy4llle He HaYMHaTh. DoJIbIlle TPUMEPOB C POJIIMU — B TJIaBe 5.

LLla6noHsl Jinja2

B npenpimytiemM paszeie 77151 CCBIITKY Ha TTepeMeHHbIe MBI HCTIOJIb30BATTH CHHTAKCUC
Jinja2 Buna {{ nepemennas }}. Jinja2 nosBoJideT jiesiaTh MHOTO CJIOXKHBIX BEIIEN, HO,
K CYaCThIO, I 3HaKoMcTBa ¢ mrabsonamu Ansible Ham XBaTUT OCHOBHBIX BO3MOK-
HOCTEl 9TOro MexaHuama mabJI0HOB.

-y Jinja2 (http://jinja.pocoo.org/) — 3T0 MOWHbIA MexaHM3m WaBNoHOB, pas-
\/{n> pabotanHblil coobectsom Python. OH wupoko ucnonbsyetcs B Takux Beb-
bpermeopkax Ha 3Tom s3bike, kak Django u Flask.

IToka uto mpocro 3anomuuTe, uTo Ansible ncromnbsyer Jinja2 kak MexaHusM 1abJ10-
HOB. ITo Mepe He0OXOAUMOCTH MbI Oy/IeM 3HAKOMUTHCS ¢ (DUJIBTPAMHU, TECTAMU
1 MHCTPYKIUSIMU TIONCKA, KOTOPbIE MO/IEPsKUBAET Jinja2.

\ /' MonpobHee o Jinja2 B Ansible uutaiite Ha ctpanuue https://docs.ansible.com/
-}
\/ ansible/latest/user_guide/playbooks_templating.html.

Ha atom MBI 3aBepiiaeM Kparkuii 0630p apxutekrypsl Ansible. B ciemytoriem pas-
JieJie pacCMOTPHUM MOJLYJIH JIIst PabOTHI € CETBIO, ¢ MTOMOIIBI0 KOTOPHIX PEITaeTCst
64JIbIIAs YacTh ceTeBbIX 3aau B Ansible.

Cetesble Mmogynum Ansible

IIpoekt Ansible cosnaBancs a1 ynpaBieHus y3JaMy ¢ IOJHOLIEHHBIME OII€Palli-
OHHBIMU CcUCTeMaMH, TakuMu Kak Linux u Windows, u y:ke 1103:ke B HeM I0SIBIIACH
HOZIEPKKA CeTEeBOTO 000pyI0BaHs. BbI yike MO/ 3aMETUTD PACXOKACHUS B Clie-
HapUAX /171 CETEBBIX YCTPOUCTB, HANIpPUMep B CTpoKax gather_facts: false
u connection: local. B cieayiomux pasgesax Mbl pazbepeM 9TH pasiindusl.

B nokymentaumu Ansible ecb xopowas ctates 06 OTAMYMAX ABTOMATU3ALMM
\/V: ceteit: https://docs.ansible.com/ansible/latest/network/getting_started /

network_differences.html.
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JlokanbHble coepmHeHnsa n GakTbl

Momynu Ansible — 510 ko Ha s13b1Ke Python, KOTOPBIT M0 yMOTIAHIIO BBITTOTHSIET-
¢sI Ha y/IaleHHOM XocTe. BosibIiast 4acTb ceTeBoro 060py/I0BaHusI He IIPE0CTABIISIET
IPSIMOTO JIOCTYTIa K MHTeprperaropy Python wiu momnpocty ero e cogep:xut, moato-
My ciieHapuu Ansible ouTH Beer/ia BBITOIHSIOTCS JTOKAJIbHO, HA YIIPABJISIIONIEM Y3JIe.
ITO 03HAYAET, YTO CHAYAJA CLIEHAPHUIT HHTEPIPETUPYETCS B JIOKATBHOI CHCTEME,
a 3aTeM HeOOXOMMble KOMAH/Ibl NI U3MeHeHUsT B KOH(DUTYPAIINH OTIIPABJISTIOTCSI
1IeJIEBOMY YCTPOHCTBY.

DakTbr 06 yIaI€eHHOM y3Jie B HAIIIEM [IPUMEPE € CEPBEPOM COOUPATIHCH € TOMOIIBIO
MOyJist setup, 106aBJIeHHBIM 10 yModaHuio. [Tockonbky creHapuii Ansible Bbi-
MOJIHAETCS JIOKAJIBHO, 9TOT MOJYJIb coOupaeT nH(GOPMAIUIO He 06 yIaJIeHHOM,
a 0 JIOKAJIBHOM XOCTe. ITO ABHO HE TO, YTO HAM HY;KHO, TIO9TOMY MPH JOKATHHOM
COEIMHEHWH MBI MOJKEM OITyCTUTD ATOT IITar, TPUCBOWB TIOJT0 gather_facts 3HaueHMe
no uiu false. Haunnas ¢ Bepcuu 2.5, 1Jist Kaxka0i maaThOPMbI TPEIOCTABISIETCS
cBOM MoxyJib cOopa pakToB. O3HAKOMBTECH C IPUMEPOM fact-demo.yml 110 CChLIKE
https://docs.ansible.com/ansible/latest/network/user_guide/network_best_practi-
ces_2.5.html#step-2-creating-the-playbook.

CerteBble MOLYJIN BBITIOJIHSAIOTCS JIOKAJIBHO — ¥ Te M3 HUX, KOTOPbIE MO/IE€P/KUBAIOT
pe3epBHOE KOIMPOBAHUE, COXPAHSIOT CBOM (haijIbl, B TOM YKCJIe U Ha YIIPABJISIONIEM
y3JIe.

Baxxnoe nosossenenue B Ansible 2.5 — MOJI/IEPKKA PA3HBIX CETEBBIX IIPOTOKOJIOB
(https://docs.ansible.com/ansible/latest/network/getting_started/network_differences.
html#multiple-communication-protocols).

B kauecTBe MeTo/1a coeTMHEHNS Terepb MOKHO yKa3aThb network_cli, netconf, httpapi
nmu local. Ecoim ceteBoe ycrpoiictBo ncnosb3yet CLI-uatepdetiic yepes SSH, B ogHO#
U3 MePEMEHHbIX JIJIsI 9TOTO YCTPOUCTBA CJIelyeT BoiOparh MeTo/ network_cli. IToses-
HO OPUEHTUPOBATHCS KaK B CTAPOM, TaK M B HOBOM CHHTAKCHCe coeTnHeHnH. B 1esiom
CUHTAaKCHUC, MOSBUBIINICS B BEPCUU 2.5, BBITIISANT 60JIee TAKOHUYHBIM.

MNepemenHas provider

Kaxk mbI yoxe BujIe/M B riaBax 2 u 3, K CeTeBOMY 000PYI0BAHUIO MOKHO MOJIKIIOYATD-
cst uepes SSH u API B 3aBUCUMOCTH OT TIAT(OPMBI U BEPCUE TIPOTPAMMHOTO 00ec-
neuyeHus. Bce OCHOBHBIE ceTeBble MOYJIH MTPENOCTABIIAIOT IEPEMEHHYIO provider
¢ HabOPOM 3HAYEHUH, OTTUCHIBAIOIIUX METO TIOJKIIOYEHIS K CETEBOMY YCTPONCTBY.
HekoTopsle MOty 1 TTO/IIEPSKUBAIOT TOJBKO cli, IpyTHe MO/IePKUBAIOT IOTTOJHH-
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TeJbHBIC 3HAUEHUS; HarpuMep, Arista momepsxkuBaeT eAPI, a Cisco — NX-API (na
mratdopme Nexus).

C Beixoziom Ansible 2.5 MeTo MOAKIIIOUEHNST PEKOMEH/IY€ETCSI YKa3bIBaTh B Iepe-
MeHHOII connection. B Gyaymux Beinyckax Ansible aprymenT provider Gyer Bbi-
XOJIUTH U3 yrorpebienus. Kak MOKHO BUIETh B IPUMeEpE ¢ MOJyJIeM ios_command
(https://docs.ansible.com/ansible/latest/modules/ios_command_module.html#ios-
command-module), 3TOT apryMeHT To-TipeskHeMY paboTaeT, XOTS 1 CUNTAETCsT yCTa-
pesiuM. [To3ke B 3TOM ryIaBe Bbl YBUINUTE, KAK €0 UCTIOTb30BATh.

MeTOlI coeqiHenud provider MOAACPKUBAET CJIEAYIOIINE OCHOBHbIE ITapaMETPhI:

host — ompesesnaeT yfaIeHHbIH XOCT;

port — omnpenessaeT MOPT MOAKIIOUYEHIT,

password — 1apoJib 715 ayTeHTU(hUKAIIY;

°®

[

® username — MM [IOJIb30BATEN U1 Ay TeHTU(DUKAIIY;

°

® transport — TPAHCHOPTHBIN MPOTOKOJI IJIs COeIUHEHUS;
°

authorize — 1103BOJIsIeT TOBBIIIATD YPOBEHDb IIPUBUJIETUI HA yCTPONCTBAX,
KOTOpBIE 9TOTO TPeGYIOT;

® auth_pass — oripejiesiieT MapoJib JJIs TIOBBIIIEHUST YPOBHS IIPUBUJIET .

Kak Busnte, B iepeMeHHOU provider He 00513aTEJIbHO YKa3bIBATh BCE apryMEHTHI.
Hampuwmep, B Hanmix mpeabiaynmx cienapusax Ansible moap3oBaress Beerma moory-
YyaeT IIPU BXO/Je aIMUHUCTPATOPCKUE IIPUBUJIETUY, II09TOMY MbI MOKEM OILyCTUTH
apryMeHTsI authorize u auth_pass.

AT apryMeHTbl — 0ObIUHBIE TIEPEMEHHBIE, TOITOMY Ha HUX PACTIPOCTPAHSIOTCSA
MpaBuUJIa CTApPIIMHCTBA. [IpescTaBbTe, K TPUMEPY, YTO MBI OTPEIAKTUPOBAIN (Haiin
cisco_3.yml ciemyromum obpaszoM (Terepb aTo cisco_4.yml):

- name: Configure SNMP Contact
hosts: "nexus_by_name"
gather_facts: false
connection: local

vars:
cli:
host: "{{ ansible_host }}"
username: "{{ username }}"
password: "{{ password }}"
transport: cli

tasks:
- name: configure snmp contact
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nxos_snmp_contact:
contact: TEST_1
state: present
username: ciscol23 #HoBasa cTpoka
password: ciscol23 #HoBaa cTpoka
provider: "{{ cli }}"

register: output

- name: show output in output["end_state"]["contact"]
debug:
msg: '{{ output["end_state"]["contact"] }}'

- name: show output in output.end_state.contact
debug:
msg: '{{ output.end_state.contact }}'

Wnms nosb3oBaresist v 1apoJib Ha YPOBHE 3/1a4M [TePeolIpeiesisT aHaJIOrMYHble 3Ha-
yeHus Ha ypoBHe clieHapud. [Ipu nonbsiTke coeinHeHns ClieHAPU CTOJTKHETCS
¢ OTIOKOH, TOCKOIBKY TAKOTO TTOJH30BATEIST HA YCTPOTICTBE HET:

PLAY [Configure SNMP Contact] sk >k 3k 3k sk ok sk sk sk sk ok sk sk sk sk sk ok ok sk ok sk sk sk sk sk sk ok sk sk sk ok ok ok sk ok sk sk ok okok ok sk k.
3k 3k K 5k ok k k

TASK [Configure Snmp contact] 3k >k sk >k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk >k sk >k sk sk sk sk sk sk sk sk sk ok sk ok sk sk ok kok
3k >k ok ok kok k-

fatal: [switch2]: FAILED! => {"changed": false, "failed": true, "msg":
"failed to connect to 172.16.1.143:22"}

fatal: [switchl]: FAILED! => {"changed": false, "failed": true, "msg":
"failed to connect to 172.16.1.142:22"}

to retry, use: --limit @/home/echou/Mastering_Python_Networking third_
edition/Chapter@4/cisco_4.retry

PLAY RECAP sk sokskskokskskokskokokoskokokosk ook sk okok ok okokokskokokskokokskokokskokokskokokskokokskokokskokokskokokskokok ok ok ok ok

3k %k 3k kK ok k
switchl : ok=0 changed=0 unreachable=0 failed=1
switch2 : ok=0 changed=0 unreachable=0 failed=1

B caienytotiem pasjiesie Mbl OAPOGHEE PACCMOTPUM TIPUMEPDI aJIMUHICTPUPOBAHUST
ycrpoticts Cisco.

[MTpumep Ansible ¢ ycrponcteamu Cisco

Ansible nogaepxupaer takue onepanuonnbsie cucrembl Cisco, kak 10S, IOS-XR
u NX-OS. Mur yske mmern fesio ¢ NX-OS, mosromy rerepb mornpobyeM HoyIpaB/siTh
ycTpoiicTBamu Ha ocHoBe 1OS.
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Haur chaiin peectpa BKJIIOUaeT /1Ba XocTa, ios-rlu ios-r2:

[ios-devices]
ios-rl ansible host=172.16.1.134
ios-r2 ansible_host=172.16.1.135

[ios-devices:vars]
username=cisco
password=cisco

Cuenapuii cisco_5.yml BBITIOJIHSET IPOU3BOJIbHBIE KOMAH/IBI Show C TIOMOIITHIO MO-
yJia ios_command:

- name: IOS Show Commands
hosts: "ios-devices"
gather_facts: false
connection: local

vars:
cli:
host: "{{ ansible_host }}"
username: "{{ username }}"
password: "{{ password }}"
transport: cli

tasks:
- name: ios show commands
ios_command:
commands:
- show version | i IOS
- show run | i hostname
provider: "{{ cli }}"

register: output

- name: show output in output["end_state"]["contact"]
debug:
var: output

B pesysbTaTe MBI O3KHAEMO TTOJTYUYUIN BHIBOJ] KOMAaH/I show version 1 show run:

$ ansible-playbook -i hosts cisco_5.yml

PLAY [IOS ShOW Commands] K >k 3k >k 5k >k 5k >k 3k >k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 5k >k 3k >k >k 5k 3k >k >k >k >k 3k >k 3k >k 3k >k 3k >k >k >k >k >k % >k %k
3k %k 3k %k ok k

TASK [iOS ShOW Commands] 2k ok 3k >k >k ok %k ok ok >k >k ok ok %k 5k ok >k ok >k >k %k ok >k ok >k >k %k 5k ok >k >k >k >k %k %k ok >k >k >k >k %k %k ok >k *k >k k >k
%k >k %k %k >k k

ok: [ios-ri1]

ok: [ios-r2]

TASK [show output in output["end_state"]["contact"]]

3k 3k ok 3k >k >k 3k 3k ok 3k >k >k ok %k 3k 5k >k %k >k >k %k %k >k *k *k >k k

ok: [ios-r1] => {
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"output": {
"changed": false,
"stdout": [
"Cisco IOS Software, IOSv Software (VIOS-ADVENTERPRISEK9-M),
Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\nROM: Bootstrap program is
IOSv\nCisco IOSv (revision 1.0) with with 460033K/62464K bytes of memory.",
"hostname iosv-1"

1,
"stdout_lines": [
[
"Cisco IOS Software, IOSv Software (VIOSADVENTERPRISEK9-M),
Version 15.6(3)M2, RELEASE SOFTWARE (fc2)",
"ROM: Bootstrap program is IOSv",
"Cisco IOSv (revision 1.0) with with 460033K/62464Kbytes
of memory."
1,
[
"hostname iosv-1"
]
1,
"warnings": []
}
}
ok: [ios-r2] => {
"output": {
"changed": false,
"stdout": [
"Cisco IOS Software, IOSv Software (VIOS-ADVENTERPRISEK9-M),
Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\nROM: Bootstrap
program is IOSv\nCisco IOSv (revision 1.0) with 460033K/62464K
bytes of memory.",
"hostname iosv-2"
1,
"stdout_lines": [
[
"Cisco IOS Software, IOSv Software (VIOS-ADVENTERPRISEK9-M),
Version 15.6(3)M2, RELEASE SOFTWARE (fc2)",
"ROM: Bootstrap program is IOSv",
"Cisco IOSv (revision 1.0) with with 460033K/62464Kbytes
of memory."
])
[
"hostname iosv-2"
1
1,
"warnings": []
}
¥
3 3k 3k k kK k.
ios-rl : ok=2 changed=0 unreachable=0 failed=0

ios-r2 : ok=2 changed=0 unreachable=0 failed=0
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B sTOM 1IpuMepe st X0uy 0OpaTUTH Ballle BAUMAHUE HA HECKOJIHKO MOMEHTOB:

crienapuu st NX-OS u [OS Bo MHOTOM WIEHTUYHBI;

MOJLyJTH nX0os_snmp_contact u ios_command MMEIOT TTOXOKUI CUHTAKCHC, HE
CUMTAst UX aPTyMEHTOB;

® ycrpoticTBo nox ynpasyenneM [OS noBosbHo cTapoe n ve ojyiepsknBaet API,
HO 9TO He BJIMIET Ha CHHTAKCUC UCTIOIb30BAHUST MOJLYJISI.

Taxkum 06pa30M, CIeHapru MaJjio 4eM OTJIMYAal0TCA C TOUYKH 3PpEHNA CHHTAKCHCa; He-
CyHI€CTBEHHBIC PACXOKIACHUS Ha6.HIOI[aIOTCH IIpHU UCITOJIb3OBAaHUM Ppa3HbIX Moayneﬁ
JUJIS BBITIOJTHEHM A OTIpEAE/IEHHBIX 3a/la4.

[Tpumep cueHapwusa ana Ansible 2.8

51 yke yromuHas 06 U3MEHEHUSIX B HACTPOUKAX CETEBBIX COEANHEHUN B CIIEHAPUSX
mist Ansible 2.5. Bmecte ¢ 910l Bepcueii Ol BBIIYIIEH [TepedeHb PEKOMEHIAIUI 110
MCITOJTh30BAHUIO CETEBBIX yCTpoiicTB: https://docs.ansible.com/ansible/latest/network/
user_guide/network_best_practices_2.5.html. M b1 Hanuinem Ha OCHOBE 3TUX PEKOMEH-
Jaryii emie oauH ciieHapuit. Maiiyibl 47151 5TOTO TPUMepa pa3MeleHbl B OTAeJIbHOM
Karasore: ansible_2-8_example.

Jlst ero onpoboBaHus vcHosb3yiite Bepcuio Ansible, ycranosiennyio B cucreme,
WJIA BHOBb YCTAHOBUTE Bepcrio 2.8 13 ncxogHoro koja B perosutopuu Git, kak ObL10
MTOKA3aHO BBIIIIE:

$ ansible --version
ansible 2.8.5

B mpenpiaynmmx mpuMepax Mbl ToMelnaan B (paiiy peectTpa v CIIMCOK XOCTOB, 1 CBSI-
3aHHBIE C HUMU ITepeMeHHbIe. B 3ToM TTprMepe Mbl BBIHECEM TTepeMeHHbIe B OT/IeJb-
HBIN KaTajor host_vars:

$ tree

F— hosts

— host_vars

| I— iosv-1

| L— iosv-2

L my_playbook.yml
1 directory, 4 files
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@aiin peecTpa Tenepb COAEPKUT TOJIBKO FPYIITY U UMEHA XOCTOB!

$ cat hosts
[ios-devices]
iosv-1

iosv-2

B xatasore host_vars nBa daiiia ¢ UMeHaM#, COOTBETCTBYIOIIUMHU UMEHAM XOCTOB
B (baiisnie peecrpa:

$ 1s host_vars/
iosv-1
iosv-2

@Daiin ¢ mepeMeHHBIMI XOCTOB COAEPKUT TO, UTO PaHbIle ObLIO 3HAYEHUEM IIEPe-
MeHHol CLI. /[omomHUTEIbHAS TIepeMeHHast ansible_connection 3amaeT network_cli
B Ka4eCTBE METO/Ia COEINHEHN:

$ cat host_vars/iosv-1
ansible_host: 172.16.1.134
ansible_user: cisco
ansible_ssh_pass: cisco
ansible_connection: network_cli
ansible_network_os: ios
ansbile_become: yes
ansible_become_method: enable
ansible_become_pass: cisco

$ cat host_vars/iosv-2
ansible_host: 172.16.1.135
ansible_user: cisco
ansible_ssh_pass: cisco
ansible_connection: network_cli
ansible_network_os: ios
ansbile_become: yes
ansible_become_method: enable
ansible_become_pass: cisco

Hamr crienapuit ncriosibayeT MojLyJib ios_config co BKIOYeHHOU (hyHKITHEH pe3epB-
HoTo KormpoBanusa. O6paTuTe BHUMAaHUE HAa YCIOBUE when; Grarofapst eMy 3ajiaua
He OY/IET BBITIOJHSIITHCS HA XOCTAX C JIPYTON OTIEPAI[HOHHON CUCTEMOIL:

$ cat ansible2-8 playbook.yml
- name: Chapter 4 Ansible 2.8 Best Practice Demonstration
connection: network_cli
gather_facts: false
hosts: all
tasks:
- name: backup
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ios_config:

backup: yes
register: backup_ios_location
when: ansible_network_os == '

ios

[Ipu BbITIOIHEHUY 9TOT ClleHAPUI TOJIKEH CO3/IaTh HOBYIO TIANKY C PE3€PBHBIMU
KOTMSIMU KOH(UTYpAIHil 000MX XOCTOB:

$ ansible-playbook -i hosts ansible2-8 playbook.yml

PLAY [Chapter 4 Ansible 2.8 Best Practice Demonstration] ##kkokdaoktoktkk
3k 3k 3k 3k >k >k 3k 3k 3k 3k %k >k %k %k ok k ok

TASK [backup] 3k 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk kok k-
3k >k sk >k 3k sk sk sk sk ok sk ok kook kok ok
changed: [iosv-2]
changed: [iosv-1]
PLAY RECAP 3k 3k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k k >k 3k 3k 3k 5k 3k 5k >k sk >k 3k >k 3k ok 3k 5k >k 5k >k 5k >k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 5k >k 3k >k 5k >k 3k >k >k 5k >k 5k %k %k %k
3k >k 3k >k 3k ok 3k sk >k sk 3k ok >k %k %k sk ok

iosv-1 : ok=1 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0
iosv-2 : ok=1 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

Kax BusuTe, OH /1eHICTBUTEHHO CO3/1aJl HOBBIN KaTaJor backup ¢ AByMs daitmamu
BHYTPU:

$ tree

ansible2-8_playbook.yml
backup
t:: iosv-1_config.2019-09-24@10:40:36
iosv-2_config.2019-09-24@10:40:36

hosts

host_vars
iosv-1
iosv-2

2 directories, 6 files

$ head -20 backup/iosv-1_config.2019-09-24@10\:40\:36
Building configuration...

Current configuration : 4598 bytes

!

I Last configuration change at 17:02:29 UTC Sun Sep 22 2019
!

version 15.6

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname iosv-1

!

boot-start-marker

boot-end-marker
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vrf definition Mgmt-intf
!

Mpbl yBuzieM, KaK UCII0JIb30BaTh IlepeMeHHYI0 network_connection u CTpyKTypy
KaTaJIoroB, KOTOpasl COOTBETCTBYeT o(UlMalIbHbIM pekoMenanusaM. O nepeHoce
TePEMEHHBIX B KATATOT host_vars 1 00 YCIOBHBIX BHIPAKEHUSIX MBI TTOTOBOPIM
B ry1aBe 5. ATy e CTPYKTYPY MOKHO UCIIOJIb30BATH U B IIpUMepax ¢ Juniper u Arista
U3 MaHHOH T1aBbl. [l paboThI ¢ APYTUMHU YCTPONUCTBAME TOCTATOUHO M3MEHUTD
3HadyeHusa network_connection, a Kak 9TO c/iesaTh, BBl Y3HAETE B CJIEALYIOIEM Pa3-
Jlesie Ha IIpUMepe Juniper.

[Mpumep Ansible ¢ yctponcteamu Juniper

Moyt Ansible aist mopnepskku Juniper tpebyer Hasmust aketa PyEZ uNETCONTF.
Ecsmi Bbt onpoGoBasu mpumep ¢ APT 13 riraBe 3, y Bac yske J0JKEH ObITh 9TOT MaKeT.
B mpOTUBHOM cJlydae BEPHUTECH K TOMY Pa3/lely U BBITIOJHUTE UHCTPYKIIUU O
yCTaHOBKE; TaM JKe Bbl HalizeTe cueHapuu Ha Python s nposepku paborociioco6-
Hoctu PyEZ. Ente Bam nioHaziobuTcst maket jxmlease st Python:

(venv) $ pip install jxmlease

YxakeM B haiise coO CMUCKOM XOCTOB IIEJIEBOE YCTPOUCTBO U IEPEMEHHBIE COCIITHEHS:

[junos_devices]
J1 ansible_host=192.168.24.252

[junos_devices:vars]
username=juniper
password=juniper!

B Harrem ciienapuu st Juniper OyeT UCIoib30BaThCst MOLYJIb junos_facts, KOTO-
pbIii cobMpaeT OCHOBHbBIE CBEJIEHUST 00 YCTPOHCTBE, DTO aHAJIOT MOAYJist setup; OH
TOJIe3eH B CUTYAINAX, KOT/Ia HYKHO BBITIOJTHUTD KaKOe-TO IeHCTBUE B 3aBUCUMOCTHU
oT BosBpalaeMoro sHaderns. O6paTuTe BHUMaHKE Ha U3MEHUBIINECS 3HAUECHUS
moJieii transport u port:

- name: Get Juniper Device Facts
hosts: "junos_devices"
gather_facts: false
connection: local

vars:
netconf:
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host: "{{ ansible_host }}"
username: "{{ username }}"
password: "{{ password }}"
port: 830

transport: netconf

tasks:
- name: collect default set of facts
junos_facts:
provider: "{{ netconf }}"

register: output

- name: show output
debug:
var: output

[Ipn BBITIOJTHEHUH MBI TIOJIyYNM CJIeLyIOTINHI BBIBOJ OT yCTPOIMCTBA Juniper:

PLAY [Get Juniper Device Facts]
sk >k 3k >k 3k sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk skok skok k

TASK [collect default set of facts]
3k >k 3k >k 3k sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk ok ko ok Ok: [31]

TASK [show output]
3k >k 3k >k 3k sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk ok sk sk sk ok sk sk sk sk ok sk ok skok sk

ok: [J1] "
<onyueHo>

PLAY RECAP
stk ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok sk ok ok ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk ok sk sk ok skokskoksk ok

: ok=2 changed=0 unreachable=0 failed=0

WTak, MbI paccMOTpeJI TPUMEPbI aIMUHUCTPpUPOBaHus yeTpoiicts Cisco u Juniper.
Terepb cpaBHUM UX C IPYTUMU [IPUMePaMU, B KOTOPBIX 11eJIeBble XOCTbl — yCTPOHCTBa
Arista.

[MTpumep Ansible ¢ yctponcteamu Arista

B 3aksmounTesibHOM [pUMEpPe PACCMOTPUM MOLYJib eos_command iyist Arista. Mbr yake
XOPOTIIO 3HAKOMBI ¢ CHHTAKCUCOM U CTPYKTYpPOIl ciieHapueB Ansible. B kauecTse
MeTo/Ia COe/IMHEHUS ¢ yCTPOoicTBOM Arista MOXKHO UCII0/Ib30BaTh cli nin eapi. B atom
prMepe Mbl BbiOpasim cli.

Bort daiin hosts:

[eos-devices]
aristal ansible_host=192.168.199.158
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ITOT ClleHapUil TOXO0K Ha TIPE/IbITYIIIHE:

- name: EOS Show Commands
hosts: "eos_devices"
gather_facts: false
connection: local
vars:

cli:
host: "{{ ansible_host }}"
username: "arista"
password: "arista"
authorize: true
transport: cli

tasks:
- name: eos show commands
eos_command:
commands:
- show version | i Arista
provider: "{{ cli }}"

register: output

- name: show output
debug:
var: output

Kak BujuTe, ¢ TOUKM 3peHUS CTPYKTYPBI OH MOYTH He OTJIndaeTcst oT npumMepos ¢ Cisco
u Juniper. 1o cusbHast cropora Ansible: aske ecsiu peub uaeT 0 HOBOM IIPOU3BOJIHU-
TeJie, Uit paboTh ¢ ero 060PYA0BAHUEM MOKHO UCTIOJIBb30BATH IPUBBIYHYIO CTPYKTYPY.

Pesiome

B a10ii rase Mbl cienanu 0630p OTKPBHITOTO (bpeiiMBopka asTromarusanuu Ansible.
B ormsmune ot Pexpect u AP, Ansible nipeocrasiisier 6oJiee BBICOKIIT yPOBEHD a0-
CTPAKITUH JIJIsI aBTOMATH3AI[MH CETEBBIX YCTPOUCTB.

ITpoekt Ansible nznauanbHo OBIT HaTleTTeH Ha YIpaBIeHHe cepBepaMu, HO TIO3Ke
063aBeJcst MOIEPIKKON ceTeBbIX yeTpoiicTs. [[0aTOMY MbI CHaYama pacCMOTPEH
MIPUMEp C CEPBEPOM, a 3aT€M CPABHUJIU €TO ¢ TPUMepPaMy aIMUHUCTPUPOBAHUS Ce-
TeBBIX ycTponcTB. [loToM MBI co3nann ciieHapuu 7151 ycTpoiicTB Ha ocHOoBe Cisco
IOS, Juniper JUNOS u Arista EOS. MbI Takske 3aTponyiu ouiiasbHbie PEKOMEH-
nanmu s Ansible sepeun 2.8.

B ritaBe 5 MbI iepeiiziem K 60Jiee MpOBUHYTHIM BO3MOXKHOCTSIM Ansible: rpymmoBbiM
HepeMEHHBIM, MTabJIOHAM W YCJIOBHBIM BBIPAKEHUSIM,
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B riiaBe 4 MBI pacCcMOTPEJIH HEKOTOPbBIE 0a30BbIe CTPYKTYPBI Jist paboTh ¢ Ansible.
Mpbr ucnionb3oBanu daitibl peecTpoB, IIepeMeHHble U clieHapuu. Taksxke paccMoTpe-
JIV IPUMeEPbI UCIIOJIb30BAHUS CETEBbIX MOJyJeil s ycrpoiictB Cisco, Juniper
u Arista.

B aT01i r71aBe BbI pacIIpuUTe yKe IpUoOpeTeHHble 3HAHUS U YIIyOUTECh B U3ydeHne
MIPOJBUHYTHIX Bo3MOskHOCTEH Ansible. O6 aToM ppeiiMBOpKe HAITHCAHO MHOTO KHUT,
1 €T0 HeJIb3s MOJHOCTBIO OXBATUTH B JIBYX IyiaBaX. OJIHAKO MbI TIOCTAPaeMCsT MAKCH-
MaJIbHO COKPATUTh KPUBYIO 00yYeHUs 1 IIO3HAKOMUTHCS ¢ OOJIBITMHCTBOM BO3MOK-
Hoctell u GyHkIimit Ansible, KoTopble, Kak MHE KaKeTCsl, IPUTOSATCS BaM Kak ceTe-
BOMY UHJKEHEpY.

ECJII/I BaM HE€ COBCEM ITOHATHBI KaKMEe-TO MOMEHTHI 13 I'JlaBbl 4, cef/’mac caMoe BpeMH
K HMM BEPHYThC, TaK Kak 0e3 9Toro BaM Oy/IeT CI0KHO pasobparhes B MaTepHUasiax
9TOU TJIaBBL.

ITa riaaBa OXBaTbhIBaeT cJieAyItomuimne TeMbl:

yCJIOBHBIE BhIpakeHus B Ansible;
kel B Ansible;

1abJI0Hb;

nepeMeHHbIe TPYIIIBI U XOCTa,
Ansible Vault;
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® pouu B Ansible;

® HamucaHue COOCTBEHHBIX MOJYJIEI.

Hawm nipezictonT MHOTOE U3yUYUTD, TIOATOMY HauHeM!

[Nogrotoska nabopartopmm

MbI BCOJIb3yeM JTAOOPATOPHYIO TOIIOJIOTHIO U3 IMIaBbl 4. TaKsKe MPOIOJIKIM CIIEI0-
BaTh PEKOMEH/IAINSIM W BbIHECEM TlepeMeHHbIe X0CTa B KaTasor host_vars. A emre
BOCIIOJIb3YEMCS HECKOJbKUMHY IIapaMeTpaMK B ansible. cfg, 4TOObI OTKIIOYHUTD
host_key_checking u o6Hapy:kerue uarepiperaTropa Python.

Bonblwe nHdopmaumn o host_key_checking u o6Hapyxennn nitepnpetatopa

\/V Python uwmre Ha ctpanmuax https://docs.ansible.com/ansible /2.5 /user_
guide/intro_getting_started.html#host-key-checking.

Huzke ponJUIIOCTPUPOBAHBI BEPCHsI U CTPYKTYpa KaTaiaoros Ansible, koTopbie Mbr
OyIeM UCIIOJIb30BATh:

$ ansible --version
ansible 2.8.5

$ tree host_vars/
host_vars/

|— ios-ril
L— ios-r2
<onyueHo>

$ cat ansible.cfg
[defaults]
host_key_checking=False
interpreter_python=auto

YcnosHele Boipaxenus B Ansible

YcioBHbIe BbipaskeHus: B Ansible moxosku Ha MpUMeEHsIEMbIE B SI3bIKAX TIPOrPAMMIE-
posanus. B rmase 1 Mbl BUjie/Im, 4To MHCTPYKIUK if, then u while B Python nosso-
JIATOT BBITIOJIHUTD ONIPEIeJIEHHBIN (hparMeHT KO/l TOJIBKO IIPU OTIPEIeJIEHHOM yCJIO-
Bun. B Ansible ycioBHbBIe BBIpasKeHUsST UCITIOMB3YIOTCS JIJIsT BBIOOPA 3a/1a4, KOTOPbIE
JIOJIZKHBI BBITIOJHATLCA. BO MHOTMX cily4asiX BBIIIOJHEHHE 3a/1a4 WK 1[eJI0TO UX
CITMCKA MOKET 3aBUCETHh OT 3HAYeHUs (HaKTa, IePeMEHHON WU Pe3yJIbTaTa Mpe/ibl-
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nyuieit 3agaun. [IpegcTaBbTe, K IPUMEPY, CIIUCOK 33124 JJist OGHOBJIEHUST 00Pa30B
MapIIpyTU3aTOPa; B ATOM CJIyvae, PeK/Ie YeM TTePEXOIUTh K CIeYIONEeMY CITUCKY
3aj1a4 ¢ Mepe3arpysKoil MapIIpyTus3aTopa, ciaeayer yoeauThes, 4To HOBbI 06pa3s
NI CTBUTENLHO HAXOIUTCS HA YCTPONCTBE.

B atom pasziesie Mbl 06CyIMM BBIpAsKEHUE when, KOTOPOE MOIEPKUBAETCS BO BCEX
MOJYJISIX, a TaKKe YHUKAThHBIC YCIOBHBIEC COCTOSTHUS, XapaKTePHBIE TSI CEeTEBBIX
KoMaHIHbIX MojyJieii Ansible. HekoTopble 13 JOCTYITHBIX YCIOBUIL:

paBHo (eq);

He paBHO (neq);

6oubiiie (gt);

GoJibliie WIK PaBHO (ge);
Menbiie (1t);

MeHblIe uin paBHo (le);

coZiepKuT (contains).

[TocmoTpuM Ha BbIpaxkeHue when B IeHiCTBUN.

BoipaxeHue when

BoipakeHue when MOAXOIUT JIJIS CIIyYaeB, KOT/IA Mepe]] BHIOOPOM CJIEYIONIETO Jieii-
CTBUS HY;KHO TPOBEPUTH 3HAUEHNE TIEPEMEHHON WJIM PE3yJIbTaT BBITIOJTHEHWS TIpe-
AbIAyel 3aga4un. Mbl yoke BUEAN HeOOTBIION TIPUMEp C 9TUM BbIPAKEHUEM, KOT/IA
paccMaTpuBaJIU PEKOMEHIYEMYIO CTPYKTYpY Karanoros st Ansible 2.8. Kak Bbr,
HaBepHOe, TOMHUTE, 33/1a4a TaM BBITIOJIHSIIACE, TOJBKO €CJTH YCTPOHCTBO paboTamro
o1 yrpasJienueM oreparionHoii cucrembr Cisco [OS. PacemoTtpum etrte ofiiH Takoit
npumep B (paiiie chapter5_1.yml:

- name: IOS Command Output
hosts: "ios-devices"
gather_facts: false
connection: network_cli

tasks:
- name: show hostname
ios_command:
commands:
- show run | i hostname

register: output
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- name: show output with when conditions
when: ""iosv-2" in "{{ output.stdout }}"'
debug:

msg: '{{ output }}'

Bce astemenTnbl aTOrO ClieHapys, BIVIOTD 10 3aBePLICHU [1€PBOi 3a/1a4y, yKe 3HaKO-
Mbl HaM 110 ry1aBe 4. Bo BTOpoil 3a/1aue BolpakeHue when IIpoBepsieT PUCYTCTBUE
B BBIBO/IE KJIIOUEBOTO €JI0Ba iosv-2. Ecam mpucyTcTByer, TO 3azaya MpoiosKaeT
BBITTOJIHSITHCST M UCTIOJIB3YET MOJLYJIb debug Jiuist 0TOOpaKeHUsT EPEXBAYEHHOTO BbI-
BOJIa. 3AITyCTUB 3TOT CIIEHAPUI, MBI TIOJTYIMM CJIE/LYIONIIE BBIBOI:

$ ansible-playbook -i hosts chapter5_1.yml

<onyueHo>

TASK [ShOW output Wlth When Conditions] 3k 3k 3k >k 3k >k 5k >k 3k >k 3k 3k 3k ok 3k 5k >k sk >k 3k >k 5k >k 3k 5k >k 5k >k 5k >k k >k k
3k >k 3k >k 3k >k 3k 5k >k 3k >k 5k >k 5k >k 3k >k 3k >k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k >k >k 3k >k 5k %k %k Kk k k k ok

skipping: [ios-ri]

ok: [ios-r2] => {

"msg": {
<onyweHo>
"failed": false,
"stdout": [

"hostname iosv-2"

15

"stdout_lines": [

[
1

"hostname iosv-2"

YcrpoiicTBO iosv-rl oTCyTCTBYET B BBIBOJIE, TaK Kak JIJIs1 HErO YCJIOBUE HE BBI-
nonusgercd. Pacmupum aToT npumep B daiiyie chapter5_2.yml u c/iejaeM Tak,
4TOOBI U3MEHEHUST B KOH(MDUTYPAIIUU MPUMEHSIJIUCH TOJbKO TIPU BHITIOJHEHUH
YCJIOBU:

<onyueHo>
tasks:
- name: show hostname
ios_command:
commands:
- show run | i hostname

register: output

- name: config example
when: ""iosv-2" in "{{ output.stdout }}"'
ios_config:
lines:
- logging buffered 30000
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Huzxe BBIBOM 9TOTO ClIeHAPUS:

$ ansible-playbook -i hosts chapter5_2.yml

<onyueHo>
TASK [Config example] sk sk sk >k >k sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk ok sk sk ok sk sk sk sk sk sk ok sk sk ok sk ok ok sk sk sk sk ok ke k ok sk k-

sk sk 3k 3k sk ok sk ok ok >k ok ok sk ok ok sk ok ok ok sk ok ok ok ok ok

skipping: [ios-ril]
changed: [ios-r2]

PLAY RECAP ¥k sokskskokskokok skokok sk okok sk okok sk okok sk okok sk okok sk okok sk okokoskskok sk okok sk skok ok skok sk skok sk okok ok kok sk ook ok ook
sk >k 3k >k sk sk sk ok ok >k ok k k ok

ios-rl : ok=1 changed=0 unreachable=0 failed=0 skipped=1
rescued=0 ignored=0
ios-r2 : ok=2 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

Omnarsb e obparuTe BHUMaHUE, YTO M3MEeHEHUs ObLIM IIPUMEHEHbBI TOJIbKO K 105-1r2,
a yCTPOICTBO ios-rl 6o mpotyiieHo. B ganHoM ciydae pasmep Oydepa kypHasia
M3MEHUJICS TOJIBKO B 10S-r2:

iosv-2#sh run | i logging
logging buffered 30000

Boipakenue when Takske KpaiiHe 110JI€3HO [IPU UCIIOJIb30BAHUM MOy setup Win
facts: BbI MOJKETE JIEHCTBOBATH B 3aBUCUMOCTHU OT OTIPE/IEJIEHHBIX (DAKTOB, COOPAHHDIX
BHavase. Hapumep, 6raroiapst CeyomneMy yeI0BHOMY BBIPAKEHIIO BO3IEHCTBIIO
HoABEepTHYyTCS TOJILKO X0cThl ¢ Ubuntu Bepcuu 16 uim Boitie:

when: ansible_os_family == "Debian" and ansible_lsb.major_release|int >= 16

Bonee noapobHyio MHPopmaLuio 06 UCMONb3OBAHUM YCIOBHbBIX BbIPAXEHMH
\/V, B CLleHapMsx Bbl HalipeTe B fokymentaumu Ansible (https://docs.ansible.com/
ansible/latest/user_guide/playbooks_conditionals.html).

B crenytommem paszese Mbl yBuanM, kak Ansible cobupaer cseaenust (hakrtbr) o ce-
TEBBIX YCTPOMCTBAX U UCIIOJIb3YET UX B KOHTEKCTE CETEBBIX CIIEHAPUEB.

®akTbl 0 ceTeBbiX ycTpoicTBax B Ansible

Jlo Bepcun 2.5 cucrema Ansible nocrasisiiach BMecTe ¢ HAOOPOM CETEBBIX MOJLYJI€k
mst cbopa (hakToB 00 yCTPOHCTBAX Pa3HBIX TPOM3BoANTENEH. YT MOy /TS KaskK-
JIOTO TIPOM3BOIUTEIST HA3BIBAIMCH M UCTIOIB30BAIHCH TT0-pasHomy. Ho B Ansible 2.5
HAYAJIACh CTAHIAPTU3AIMS ITHX MOyJieil. Terepb oHu cOOUPAOT HH(DOPMAIIUIO U3
CHICTEM U XPaHST Pe3yJIbTaThl B Bu/e (hakToB ¢ peduKcoM ansible_net_. JlaHHble,
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CO6I/IpaeMbIe ITUMU MOAYJIAMU, IIEPEUYNCIIEHDI B X IOKYMEHTAIIN B pa3/ieJjie ¢ Olm-
CaHMEM 8036PAUACMbLX 3HAUEHUH. ITO GOJIBIION AT BIIEPE/ IS CETEBBIX MOy el
Ansible, Tak kak Temepb OHM 110 YMOJIYAaHHMIO CKPBIBAIOT OT BaC CJIOKHBIN IIPOLECC
cbopa (hakToB.

Bocnosbsyemest pekomennoBatnoi 1711 Ansible 2.8 cTpykTypoii KaTamoros, KOTOpyio
MbI BUJIEJIM B TJIaBe 4, HO HEMHOTO €€ PaclIMpUM, YTOObI YBUAETh, KaK MOLYJIb i0s_
facts cobupaer daxrol. Hamr daiin peecrpa copepsxut asa xocta ¢ [0S, nepemenble
KOTOPBIX HAXO/SITCS B KaTajore host_vars:

$ cat hosts

[ios-devices]

iosv-1

iosv-2

$ cat host_vars/iosv-1
ansible_host: 172.16.1.134
ansible_user: cisco
ansible_ssh_pass: cisco
ansible_connection: network_cli
ansible_network_os: ios
ansbile_become: yes
ansible_become_method: enable
ansible_become_pass: cisco

Cuenapuii Oyzer cogep:arth Tpu 3agaun. Ilepsas cobupaer caenenns 06 000ux ce-
TEBBIX YCTPONCTBAX C TOMOMIBIO MOy i ios_facts. Bropast — BBIBOAUT ompesiesieH-
Hble (HDaKTBI 0 KAKIOM U3 3THX YCTPOUCTB, COGpaHHbIE M COXPaHEHHBIE paHee. Bor
YBUINTE, 4TO 0TOOpakaeMble (DaKThl — 9TO CTaHAAPTHBIE (PAaKThI ansible_net, a He
3aperucTpupoBanHas llepeMeHHas U3 I1epBoil 3a1auu.

TpeTbst 3a1aua BHIBOAUT BCIO WH(MOPMAIHIO, COOPAHHYTO JI7Ist XOCTa 1osv-1:

$ cat ios_facts_playbook.yml

- name: Chapter 5 Ansible 2.8 network facts
connection: network_cli
gather_facts: false

hosts: all
tasks:
- name: Gathering facts via ios_facts module
ios_facts:
when: ansible_network_os == 'ios'

- name: Display certain facts
debug:
msg: "The hostname is {{ ansible_net_hostname }} running
{{ansible_net_version }}"
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- name: Display all facts for a host
debug:
var: hostvars['iosv-1']

HepBbIG JIBE 3a/1a4U JIAIOT OKN/Ia€MbI€ PE3YJ/IbTAThI:

$ ansible-playbook -i hosts ios_facts_playbook.yml
PLAY [Chapter 5 Ansible 2.8 network facts] ¥kt dokdokdokodok ok
3k >k 3k >k 3k sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk ok ok kok

TASK [Gathering facts via ios_facts module] *dkkdskokokdrsokokforsdokddohodkok ok kokokok %
3k >k sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk skok ko ok

ok: [iosv-2]

ok: [iosv-1]

TASK [Display Certain facts] 3k 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk ok skok skok sk
3k >k 3k 3k 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk skok skok sk

ok: [iosv-1] => {

"msg": "The hostname is iosv-1 running 15.6(3)M2"
¥
ok: [iosv-2] => {

"msg": "The hostname is iosv-2 running 15.6(3)M2"
¥

Tperbst 3aaua BHIBOAUT (hakThl 060 Beex yerpoiictBax 10S. 1o orpomHbIil HAO0P
JaHHBIX, KOTOPbIIl TOMOKET BaM B aBTOMATH3AIlUU CETH; Mbl BUJIUM €T0 B BBIBOJIE
TpeThell 3aaun:

TASK [Display all facts fOP a hOSt] 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 5k >k >k >k >k %k 3k ok ok %k >k k kok ok
3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 5k >k >k >k 3k 3k 5k >k >k >k >k 3k 3k ok 3k >k >k 3k 3k 3k 3k >k %k %k %k sk k ok ok ok
ok: [iosv-1] => {
"hostvars['iosv-1"']": {
"ansbile_become": true,

"ansible_become_method": "enable",
"ansible_become_pass": "cisco",
"ansible_check_mode": false,
"ansible_connection": "network_cli",

"ansible_diff_mode": false,
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python",
"net_all_ipv4_addresses": [
"10.0.0.13",
"10.0.0.5",
"10.0.0.17",
"172.16.1.134",
"192.168.0.1"
1,
"net_all_ipv6_addresses": [],
"net_api": "cliconf",
"net_filesystems": [
"flashe:"
1,

<onyueHo>
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Oo6HOBIIEHNE MOTYJIsT [I7ist cOOpa CBelEHUIT O ceTeBbIX ycTpoiicTBax B Ansible 2.5
CYIIECTBEHHO YITPOCTUIO PabOUNT TIPOTIECC U BBIBEJIO ATOT MOJYJTh HA O/THH YPOBEHD
C IPYTUMU CEPBEPHBIMU MOLYJISIMU.

YcnosHble BbIPAXEHUSA B CETEBbLIX MOAYNAX

[laBaiiTe paccMOTPUM ellle OINH ITPUMEP € YCIOBHBIMU BbhIpakeHussMu. Ha aTot pas
MBI UCTIOJTh3yEeM KJIIOUEBOE CIOBO, TPECTABIISIONIEE OTIEPAITUIO CPABHEHUS, YIIOMU-
HaBIlleecsd B HavaJie aTON riaaBbl. Bocmosb3dyemcest Tem daktom, uto IOSv n Arista
EOS Bosspamator BbiBoji koman bl show B hopmate JSON. Hanpumep, Mbl MokeM
IIPOBEPUTH COCTOSHUE MHTepdeiica:

veos@l#sh int eth 1 | json
{
"interfaces": {
"Ethernet1l": {

"lastStatusChangeTimestamp": 1569573423.6540787,
"name": "Ethernetl",
"interfaceStatus": "disabled",
"autoNegotiate": "off",
"loopbackMode": "loopbackNone",
"interfaceStatistics": {

<onyuyeHo>

[IpescraBuM, 4TO y HAC ecTh olepalusi, KOToOpask MO KHA BBIOJHATBCS, TOJIBKO
ecau unrepdeiic Ethernet! neakrupen. Huke B ciienapuu chapter5_3.yml mipu-
BOJIATCA 33/Ia4¥, KOTOPbIE MPOBEPSIOT BBIITOJHEHUE 33/JAaHHOTO YCJIOBUS TIepe/
npojposkeHneM paboThl. [lepBast U3 HUX MCIOJIb3yeT MOLYJb eos_command st
noyuenvst wadopmaru 06 mHTepdeiice u mepes mepexooM K CIeayomnei 3a-
Jlaue IIpoBepsieT COCTOsIHKUE 3TOro nHTepdelica ¢ MOMOIIbIO KIIOUEBBIX CJI0B wait_
for u eq:

<onyleHo>
tasks:
- name: "sh int ethernet 1 | json"
eos_command:
commands:
- "show interface ethernet 1 | json"
wait_for:
- "result[@].interfaces.Ethernetl.interfaceStatus eq disabled"

register: output
- name: show output
debug:
msg: "Interface Disabled, Safe to Proceed"
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BTOpaH 3a/lada 3allyCKa€TCA TOJIBKO B CJIy4ae BBITIOJTHEHWA YCIOBUA:

$ ansible-playbook -i hosts chapter5_3.yml

<onyueHo>
TASK [Sh int ethernet 1 | jSOn] >k 3k 3k sk sk sk sk sk >k sk sk ok sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok ok ok sk sk ok sk sk ok sk k ok ok ok

3k sk sk 3k sk sk sk sk ok >k sk sk sk sk sk sk ok ok sk ok sk sk ok sk ok sk ok sk ok ok ok ok ko k ok

ok: [aristal]
TASK [ShOW Output] 3k 3k 3k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 5k >k 3k 3k 3k sk 5k >k >k >k 3k 3k 5k 5k >k >k >k 3k 5k 5k 5k >k >k 3k 3k 3k 3k 5k >k >k >k >k kook ok k k >k k

3k >k 3k >k 3k sk sk sk >k sk sk ok sk ok sk sk ok sk ok kok k-
ok: [aristal] => {

msg": "Interface Disabled, Safe to Proceed"

}

Kak nokasato B cjieyioleM BbIBOjIE, ecii HHTepdeiic akTUBEH, MbI TOJIYYHM OLII0-
Ky. BeiBog, careyronnii 3a mepBo# 3a/1aueil, CHTHAJIM3UPYET, YTO BBU/LY HEBBITIOJIHE-
HUSI YCJIOBUST UBMEHEHNE He BHECEHO:

TASK [Sh int ethernet 1 | jSOn] >k >k 3k 5k 3k 3k k 3k >k >k 5k 3k 3k 5k %k >k >k 5k 3k 3k 5k %k >k >k 5k 3k %k %k %k >k >k 5k 3k %k %k %k >k >k >k k k
3k >k >k 3k 5k 5k 3k 3k %k >k >k >k 3k 5k 5k %k %k >k 5k 5k %k 5k %k >k >k >k >k %k %k %k %k >k >k k k

fatal: [aristal]: FAILED! => {<onyweHo>"changed": false, "failed_
conditions": ["result[@].interfaces.Ethernetl.interfaceStatus eq
disabled"], "msg": "One or more conditional statements have not been
satisfied"}

PLAY RECAP sk skskokokoskosk sk ok ok ok ok ok ok sk ok ok ok ok ok ko sk ok ok sk sk okok ko ok sk ok ok skokokoskokok sk sk okokok koo ok sk kokokok skok ok ook

3k 3k >k 3k 5k %k %k %k %k %k >k xk k k

aristal : ok=0 changed=0 unreachable=0
failed=1 skipped=0 rescued=0 ignored=0

[TosHakoMbTeCh CAMOCTOSTEHHO C YCJIOBHBIMU BBIDAKEHUSIMU contains, greater
than u less than, ecjii OHM TIOJXOJST JIJIsT BAIllero KOHKPETHOro ciydas. Onu 1mo-
3BOJISIFOT CI[EHAPUIO BecTH cebst GoJiee «pasyMHO»: BBIMOJHATH ACHCTBUS B 3aBUCH-
MOCTHU OT COCTOSIHUS YCTPOICTBA.

B caenyromem pasaese Mbl TOroBopuM o nukJjiax B Ansible n o Tom, Kak ¢ ToMoIIbIO
HECKOJIbKUX CTPOK KOJIa OPraHK30BaTh aBTOMAaTHUYECKOE BbIIOJIHEHIE 3a/1a4 /I Ha-
6Gopa JIEMEHTOB.

Liyknel 8 Ansible

Cuenapuu Ansible mogzepk1uBaioT HECKOIBKO BUAOB IUKJIOB, BK/IIOYAs CTAHAAPTHDIE,
nepe6op GailJoB 1 MOA3IEeMEHTOB, do-until U MHOrHe Apyrue. B aToM pasiese Mbl
paccMOTpHM ABa HarOoIee PACIIPOCTPaHEHHbIX BUIA: CTAHAAPTHBIE IIUKJIBI 1 IIepebop
3HAUCHUN XEII-TaOIUIIbL.
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CraHpapTHbie LUK

CraHJapTHBIE TTUKJIBI B CIIEHAPUSIX YaCTO UCMOJB3YIOTCS JIJIT MHOTOKPATHOTO BBI-
MOJTHEHUST TOX0XKUX 3a7a4. OHU UMEIOT 0YeHb ITPOCTONH CUHTAKCHC: TIepeMeHHas
{{ item }} comep:KUT TeKyIINI a7IeMeHT criicKa. B natiem npumepe, chapter5_4.yml,
MBI ITPOH/IEMCS TI0 3JIeMEHTaM CITicKa with_items, BBITIOMHSAS KOMaHy echo Ha Ha-
1IIeM JIOKaJIbHOM XOCTe.

$ cat chapter5_4.yml

- name: Echo Loop Items
hosts: "localhost"
gather_facts: false

tasks:

- name: echo loop items
command: echo "{{ item }}"
with_items:

- 'rl’
- 'r2'
- 'r3'
- 'r4’
- 'r5'

[Tpeskie yeM 3armyCTUTh CIIeHapHii, CKOTUPYeM Halll COOCTBEHHBI OTKPBITHINA KJIH0Y
n3 ~/.ssh/id_rsa.pub 1 BcTaBuUM €ro B ~/.ssh/authorized_keys:

$ ansible-playbook -i hosts chapter5_4.yml

<onyueHo>
TASK [echo 100p items] 3k 3k >k 5k 3k 3k sk 3k 3k 5k 3k k %k >k 5k 3k sk >k 5k 3k 3k 5k %k 5k 5k sk 5k %k 3k 5k 5k sk >k 5k 5k 5k >k %k 5k 5k 3k >k >k 5k 5k %k %k k ok k.

3k 3k >k 3k 5k 5k 3k 3k %k >k >k 3k sk 3k %k %k %k >k >k 5k k %k %k k Kk

changed: [localhost] => (item=r1)
changed: [localhost] => (item=r2)
changed: [localhost] => (item=r3)
changed: [localhost] => (item=r4)
changed: [localhost] => (item=r5)

B ciienapuu chapter5_5.yml cTaHAAPTHBIN UK OObEIUHEH C CETEBBIM KOMAH/[HBIM
MomyeM. TakuM croco6oM MOKHO T00ABHUTH B YCTPOIICTBO CPa3y HECKOIBKO HHTEP-
(eiicoB VLAN:

- name: Add Multiple Vlans
hosts: "nxos-ri"
gather_facts: false
connection: network_cli

vars:
vlan_numbers: [100, 200, 300]
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tasks:
- name: add vlans
nxos_config:
lines:
- vlan {{ item }}
with_items: "{{ vlan_numbers }}"
register: output

187

B aTom mpuMepe BUHO, 9TO CITUCOK with_items MOYKHO MPOYUTATDH U U3 TICPEMEHHOM,

4TO A€JIa€T CTPYKTYPY Halllero ClieHapusid 60s1e€ TUOKOI:

vars:
vlan_numbers: [100, 200, 300]

Bomoanum aToT CL[eHapI/Iﬁ 1 IIpOBEPUM, ITOABUJIUCH JIM Ha YCTpOﬁCTBe nxos-ril co-

orBeTcTBYyIoIMEe nHTepdeiicsr VLAN:

$ ansible-playbook -i hosts chapter5_5.yml
<onyweHo>

TASK [add VlanS] >k 3k 3k 3k sk 3k sk sk >k ok sk sk 3k k sk sk ok sk sk sk k %k sk sk sk sk 3k sk sk >k sk sk sk sk k sk ok ok sk sk 3k ok %k >k ok ok sk %k %k %k %k ok sk sk k ok

3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k >k 3k %k %k ok k %k k

changed: [nxos-rl] => (item=100)
changed: [nxos-rl] => (item=200)
changed: [nxos-rl] => (item=300)

PLAY RECAP sk skakokokoskosk ok sk ok ok ok koo sk ok ok sk sk ok ko sk ok ok sk sk ok okokokok sk ok sk skokokokokok ok sk okokokokok ok ok sk skokokok skok ok okok

3k sk >k 3k 5k %k %k ok %k %k >k k k k

nxos-ril : ok=1 changed=1 unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

nx-osv-1# sh vlan

VLAN Name Status Ports
1 default active
100 VLANO100 active
200 VLANO200 active
300 VLANO300 active

CTaH[[apTHbeI IIUKJ SKOHOMUT MHOI'O BpEMEHMU IIPU BBITIOJTHEHWHN B Cli€HApUU 110~
BTOpstroruxcst gelictBuil. OH Takske Jesaer ciieHapuii 6oJsiee yaI060IrTaeMbIM, CO-

Kpallasd KOJINYeCTBO CTPOK B KOJI€ 3a/la4M.

Y B Ansible 2.5 6bino nobaenero kniouesoe cnoso loop ans sameHs GonblumnHcTBA
-@— umknos eupa with_<lookup> (https://docs.ansible.com/ansible /2.8 /user_
g guide/playbooks_loops.html). Kniouesoe cnoso with_<lookup> seunay ero no-

nynapHOCTU 6yp,eT noaaepXnBATbCa M AanbLUe. Ho Bbl AOJIXKHbI 3HAQTb O HOBOM

KNOYEBOM CIIOBE U USMEHEHUAX B CBA3U C HUM.

B cienyionem paszesie Mbl 3aiiMeMCsI IMKIMYECKUM 11epebopoM cIoBapeii.
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Linknuueckunin nepebop cnoeapei

ITepeGop mPOCTOTO CIMCKA — HTO XOPOIIO, HO 3a4aCTyI0 HaM IPUXOJUTCS UMETh
JIeJIO ¢ CYTTHOCTSIMU, ¥ KOTOPBIX 60JIbllie 0HOTO aTpubyTa. Eciin B3sTh mpumMep
¢ VLAN wu3 nipeapiayniero pasziena, 3a Kax/bIM HHTepdelicoM 3aKperieHo He-
CKOJIBKO YHUKAJbHBIX aTpuOyTOB, TAKMX Kak omucanue, [P-aapec nurosa u ap.
Hepenko npeacraBuTh CYIIHOCTH ¢ MHOKECTBEHHBIMU aTpHOyTaMU MOKHO C T10-
MOIIIBIO CJIOBAPSI.

Caenyromuii ciieHapuii, chapter5_6.yml, — npogoJskeHne nmpuMepa ¢ VLAN
B chapter5_5.yml. MBI onipe/Ies TN cI0Baph v1ans co 3HAYEHUSIMU JIJIST TPEX MHTEP-
(beiicoB B Bujie BJIOJKEHHBIX CJI0Bapeii ¢ onucanueM u [P-agpecom:

- name: Add Multiple Vlans
hosts: "nxos-ri1"
gather_facts: false
connection: network_cli

vars:
vlans: {
"100": {"description": "floor_1", "ip": "192.168.10.1"},
"200": {"description": "floor_2", "ip": "192.168.20.1"},
"300": {"description": "floor_3", "ip": "192.168.30.1"}
}
tasks:

- name: add vlans
nxos_config:
lines:
- vlan {{ item.key }}
with_dict: "{{ vlans }}"

- name: configure vlans
nxos_config:
lines:
- description {{ item.value.description }}
- ip address {{ item.value.ip }}/24
parents: interface vlan {{ item.key }}
with_dict: "{{ vlans }}"

B gannowm cienapuu mepsas 3agada gobasisier nnrepdeiicsl VLAN, untas kioun
cJI0Baps, a BTOpast KOH(PUTYPUPYET 3TU UHTeP(ENCHI, UCIIOJIb3Y s 3HAYEHUST, XPAHSI-
pecs B KaxkioM asiemenTe. OOpaTrTe BHUMAHKE: Mbl UCIIONb3YEM IIapaMeTp parents
JIUTSI OTHO3HAYHON NIEHTU(MUKAIIUY Pa3/iesia, C KOTOPBIM JOJIKHBI CBEPSATHCS KOMaH-
JIbL. ITO MPOJIUKTOBAHO TeM, uTo orrcanue u [P-agpec ykaszpiBatorcs B koHGUTYpa-
IIUK B 11o/ipas/iesie interface vlan <number>.
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ITepes BoITOJTHEHHEM KOMAHIBI yOEMMCS, 4TO Ha yeTpoiicTBe Nexus BKIOUEH HH-
Tepeiic TpeThETO YPOBHSI:

nx-osv-1# sh run | i interface-vlan
feature interface-vlan

ITpu BBITIOJHEHUU BBl YBUIUTE, KAK TIPOUCXOAUT 1epebop 3JIEMEHTOB CJIOBAPST
B I[UKJIE:

$ ansible-playbook -i hosts chapter5_6.yml

<onyueHo>
TASK [add Vlans] 3k sk >k 3k 5k 5k >k %k >k 5k 5k 5k >k >k 5k 5k 5k %k >k 5k 5k 5k 5k >k 5k 5k 5k %k >k 5k 5k 5k 5k >k 5k 5k %k %k >k 5k 5k 5k %k %k 5k 5k %k %k k >k %k %k k k ok k

3k >k 3k >k 3k >k 3k 5k >k 3k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 5k >k 5k >k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k %k >k %k >k k >k %k >k k ok k

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.30.1',
u'description': u'floor_3'}, 'key': u'300'})

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.20.1",
u'description': u'floor_2'}, 'key': u'200'})

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.10.1",
u'description': u'floor_1'}, 'key': u'lee'})

TASK [configure Vlans] 3k 3k 3k 5k 3k sk >k sk >k sk >k 3k sk sk sk >k sk sk sk 3k sk >k sk >k sk ok sk sk sk sk >k sk >k sk >k sk sk sk sk 3k sk >k ok >k ok >k sk ok sk ok
3k >k 3k >k 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok skok ko sk

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.30.1",
u'description': u'floor_3'}, 'key': u'300'})

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.20.1",
u'description': u'floor_2'}, 'key': u'200'})

changed: [nxos-rl] => (item={'value': {u'ip': u'192.168.10.1",
u'description': u'floor_1'}, 'key': u'lee'})

<onyueHo>

[TpoBepuM, ObLjIa JIM IPUMEHEHA K YCTPOUCTBY Hy KHas HaM KOH(DUIypaIus:
nx-osv-1# sh run int vlan 100

ICommand: show running-config interface Vl1anl00
ITime: Fri Sep 27 18:00:24 2019

version 7.3(0)D1(1)

interface Vl1anlee
description floor_1
ip address 192.168.10.1/24

C’ O ppyrux Bupax umknos B Ansible untaiite B pokymentaumm (https://docs.an-
\’/ sible.com/ansible/latest/user_guide/playbooks_loops.html).

C UK/IMYecKUM 11epebopoM CIoBapeil HyKHO HEMHOI'O ToNpakTukoBathest. Ho, kak
U B CJIyYae CO CTAaHIAPTHBIMU IIMKJIAMMU, BJIAJCHAE 3TUM HHCTPYMEHTOM GECIleHHO.
IIuK/IbI 5KOHOMST BpeMs U JieJIaloT clieHapuu Gojiee HOHATHBIMU. B cienyiomem
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pasjiesie Mbl IIOrOBOPKM O Inabsonax Ansible, KOTOpbIe TO3BOJISIIOT METOANYHO BHO-
CUTb USMEHEHUA B TEKCTOBbLIC (l)aIL/,I]H)I 1 B OCHOBHOM MCIIOJIb3YIOTCSA JIJISL KOH(bI/Iry—
palyK CETEBBIX YCTPOUCTB.

LLlaBrnoHb

C 1epBbIX JiHEN pabOThl CETEBBIM HHKEHEPOM 51 UCIOJIb30BAJ CUCTEMBI MabI0HOB.
[To MoeMy OTBITY, Y MHOTHX CETEBBIX YCTPOUCTB €CTh UCHTUYHBIC YUACTKU KOH(U-
Typarii, 0cOOEHHO €CJIH OHM BBITIOTHSAIOT OJIHY U Ty ke (DYHKIINIO B Balliel CeTH.

B GoJibIIMHCTBE CJIyYaeB, KOTia Hy;KHO HACTPOUTH HOBOE YCTPOMCTBO, MBI KOITHPYEM
Ha HEro y’rke TOTOBBII HIa6JIOH KOH(i)I/II‘ypaHI/II/I, IIpeABapUTEJIbHO 3aMEHUB HYKHbBIE
noJist. Ansible mosBosnger ABTOMATU3UPOBATh ITOT IIPOLECC C IIOMOIIbIO MOAYJIA
template (https://docs.ansible.com/ansible/2.5/modules/template_module.html).

Mb1 ncnonb3yem 6a30Bbii (haiiy mabIoHa, HAIMCAHHBIA Ha S3bIKe a0I0HOB Jinja2
(http:/jinja.pocoo.org/docs/). B riaBe 4 Mbl yHOMUHAIIN 3TOT SI3BIK, A 3/1eCh PACCMOTPUM
ero nmoapo6Hee. Jinja2, kak u Ansible, uMeer cBoOIl cMHTaKCHC ¢ OANEPIKKOIL IINKIOB
1 YCJIOBHBIX BBIPAKEHUH; K CUACTHIO, HAM OY/IET I0CTATOYHO 3HAHKST OCHOBHBIX 110~
matuit. Hlabmomsr Ansible — BaskHDBIN WHCTPYMEHT, MBI Oy/IEM TTPUMEHSITH WX B TTO-
BCEIHEBHBIX 3a/1a4aX, ¥ 9TOT Pas/ies MocBsieH uM. UTo6bl U3YyYnTh NX CHHTAKCHUC,
MBI BO3bMEM TIPOCTO# ciieHapuii Ansible u Oyzem OCTETIEHHO €T0 PaCITUPSTE.

BasoBblil cMHTaKCUC UCIOIB30BaHK MAaGI0HOB KpaiiHe POCTOIl; JOCTaTOUHO yKas3aTh
UCXOJHBIN (haiiyl 1 MeCTO, Ky/1a er0 CKOITUPOBATh.

Cosza;m HOBBII KaTasior Templates U IPUCTYTINM K paspaboTke crienapues. Haunem
¢ mycroro aiina:

$ mkdir Templates
$ cd Templates/
$ touch filel

3areM BoCIOJIb3yeMcs clieHapueM chapter5_7.yml, 4yToObl cKonuposarh filel
B file2. OOparuTe BHUMAHMUE: 9TOT CLIEHAPHIA BBIIIOJHIETCS TOIBKO Ha YIIPABJISAIONIEM
KOMIIbIOTEpE:

- name: Template Basic
hosts: localhost

tasks:
- name: copy one file to another
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template:
src=/home/echou/Mastering_Python_Networking third_edition/
Chaptere5/Templates/filel
dest=/home/echou/Mastering_Python_Networking_third_edition/
Chaptere5/Templates/file2

BeimostHeHMe clieHapus IPUBe/eT K CO3/IaHNI0 HOBOTO (haiiia:

$ ansible-playbook -i hosts chapter5_7.yml

TASK [Copy one file to another\] >k 3k 3k sk sk sk sk sk >k sk sk ok sk sk ok sk sk sk ok sk sk ok sk sk ok sk sk sk ok ok sk sk ok ok sk ok ok ke ok sk k.
sk >k 3k 3k sk ok sk sk ok sk ok ok sk sk sk sk ok ok sk ok sk sk ok sk ok sk ok sk ok ok ok kok sk ok

changed: [localhost]

$ 1s file*
filel
file2

Vcxopabie (hailibl MOTYT UMETh JIT060€ PACITUPEHNE, HO TOCKOJIBKY OHI 00pabaThi-
BAIOTCS MEXaHU3MOM I11abJ0HOB Jinja2, cosgaaum i mabIoHa TeKCTOBbII (aiin
¢ UMeHeM nxos.j2. B mem mbl Oyaem cobmmonath TpeboBanus CUHTaKcKca Jinja2,
COTJIACHO KOTOPOMY CCBLJIKM HA MEePEeMEeHHbBIE TTOMEIAIOTC B IBOIHBIE (DUTYPHBIE
CKOGKM, a KOMAH/IBI — B OJMHAPHbBIE (GUTYPHBIE CKOOKU CO 3HAKOM TIPOTIEHTA:

hostname {{ item.value.hostname }}

feature telnet

feature ospf

feature bgp

feature interface-vlan

{% if item.value.netflow_enable %}
feature netflow
{% endif %}

username {{ item.value.username }} password {{ item.value.password }}
role network-operator

{% for vlan_num in item.value.vlans %}
vlan {{ vlan_num }}
{% endfor %}

{% if item.value.l3_vlan_interfaces %}
{% for vlan_interface in item.value.vlan_interfaces %}
interface {{ vlan_interface.int_num }}
ip address {{ vlan_interface.ip }}/24
{% endfor %}
{% endif %}

Tenepp HanuUIEM ClIEHAPHiL, CO31AIONINIT KOH(MUTYPaIIIO Ha OCHOBe (aiiia 1mabio-
Ha nxos.j2.
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MNepemeHHbie B wwabnoHax Jinja2
Crienapuii chapter5_8.yml pacuiipsier IpeIbIy il IPUME] CJIEAYOMNM 00PasoM.

Wcxonnbiit aitn Ha3biBaeTcs nxos . j2.

2. Nwms koneuyHoro aiina Terepb 3a/1aeTcst TepeMeHHOo, KOTopast caMa N3BJieKa-
eTCs U3 CJI0Bapst nexus_devices, 0OBSBJICHHOTO B CIIEHAPUN.

3. Jlast kask/10r0 yeTpoiicTBa B nexus_devices 0ObSABIISIOTCS TIEPEMEHHBIE, KOTOPBIE
MOZIMEHSTIOTCST UJIH TIUKJINYECKH TIepeOupanTcst BHYTPH MmabioHa.

ITOT CHEHapI/Iﬁ MOJKET ITOKa3aTbCs CJIOKHEE ITPEABIAYIIETO, HO €CJIN y6paTb y4acToK
¢ 00bABICHUAMUI TIEPEMEHHDBIX, PA3JINYNA OKaXXYTCSA HE TAKUMUN YK GOJIBIIMU:

- name: Template Looping
hosts: localhost

vars:
nexus_devices: {
"nx-osv-1": {

"hostname": "nx-osv-1",
"username": "cisco",
"password": "cisco",

"vlans": [1e0, 200, 300],
"13_vlan_interfaces": True,
"vlan_interfaces": [
{"int_num": "100", "ip": "192.168.10.1"},
{"int_num": "200", "ip": "192.168.20.1"},
{"int_num": "3@0", "ip": "192.168.30.1"}
1,

"netflow_enable": True

s
"nx-osv-2": {
"hostname": "nx-osv-2",
"username": "cisco",
"password": "cisco",
"vlans": [1e0, 200, 300],
"13 vlan_interfaces": False,
"netflow_enable": False
}
}
tasks:
- name: create router configuration files
template:

src=/home/echou/Mastering_Python_Networking third_edition/
Chaptero5/Templates/nxos.j2
dest=/home/echou/Mastering_Python_Networking_third_edition/
Chaptero5/Templates/{{ item.key }}.conf

with_dict: "{{ nexus_devices }}"
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IToka He OyieM €To BBIMOJIHSITH; CHaua a 00CYIUM YCIOBHbBIE HHCTPYKIMY if U IIUK-
Jibl for, KOTOpbIe B 9TOM MrabJioHe Jinja2 3ak/toueHbl B {% %}.

Luknel B Jinja2

B ma6sone nxos. j2 ecTb JABa 1IUKJIA for: OIUH nepe61/1paeT CITUCOK Vl1ans, a Apyroi —
unTepdeiics vlan:

{% for vlan_num in item.value.vlans %}
vlan {{ vlan_num }}
{% endfor %}

{% if item.value.l3 vlan_interfaces %}
{% for vlan_interface in item.value.vlan_interfaces %}
interface {{ vlan_interface.int_num }}
ip address {{ vlan_interface.ip }}/24
{% endfor %}
{% endif %}

Kaxk BbI, HaBepHOE, TIOMHUTE, ITUKJIBI B Jinja2 MO3BOJISIIOT TIepeOUpaTh Kak CIUCKH,
Tak u cjoBapu. B Hamem nmpuMepe mepeMeHHas vlans — 3TO CITUCOK, a vlan_
interfaces — CIIUCOK CJIOBapeil.

Huxon 1o asementaM vlan_interfaces HaXOQUTCA BHYTPU YCJIOBHOIO BbIPAsKEHUS.
U aTo oceiHee, Ha 9TO cietyeT 00paTuTh BHIMAHUE NIePe/l BBITOITHEHIEM CIIeHAPHSL.

YcnoBHblie BoipaXeHus B Jinja2

Jinja2 mommepskuBaeT MPOBEPKY YCIOBUH ¢ MOMOTIHIO if. B mabione nxos.j2 oHa
NIPUMEHSIETCST ABAKABI — JJIsI TepeMeHHbIX netflow 1 13_vlan_interfaces. Kox
BHYTpPU 0JI0KA BBIIIOJIHSIETCSI, TOJIBKO €CJIU YCIOBIE HCTUHHO:

<onyueHo>

{% if item.value.netflow_enable %}
feature netflow

{% endif %}

<onyueHo>

{% if item.value.l3_vlan_interfaces %}

<onyueHo>
{% endif %}

B ciienapun mapametpy netflow_enable mpucBamBaeTcs 3HaUeHUE True, €CIU 3TO
YCTPONCTBO nX-0s-v1, 1 False, €CJN NX-0s-Vv2:
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vars:
nexus_devices: {
"nx-osv-1": {
<onyujeHo>
"netflow_enable": True

s
"nx-osv-2": {
<onyujeHo>
"netflow_enable": False
}

Haxkomerr, 3ammyckaem ciieHapui:

$ ansible-playbook -i hosts chapter5_8.yml

PLAY [Template Looping] 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k >k >k 3k 3k 3k >k >k >k >k 3k 3k 3k 3k >k >k %k 3k 3k 3k >k >k >k >k %k sk ok ok k >k >k k
3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 5k >k >k >k 3k 3k 3k >k >k >k >k 3k 3k ok 3k >k >k %k 3k 3k 3k >k %k %k %k sk k ok ok k

TASK [Gatheping FaCtS] 3k 3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k ok 3k 3k 3k 3k >k >k >k 3k 3k 3k >k >k >k >k 3k 3k 5k 3k >k >k %k 3k 3k 3k >k >k >k ok sk sk ok ok k >k k sk
3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 5k >k >k >k 3k 3k 5k >k >k >k >k 3k 3k ok 3k >k >k %k 3k 3k 3k >k %k %k %k sk k ok k k.

ok: [localhost]

TASK [create router configuration files] *¥kkskkskaskokokokokkokbokbokkokkok
3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 5k >k >k >k 3k 3k 5k >k >k >k >k 3k 3k ok 3k >k >k 3k 3k 3k 3k >k %k %k %k sk k ok ok k

changed: [localhost] => (item={'value': {u'username': u'cisco’,
u'hostname': u'nx-osv-2', u'l3_vlan_interfaces': False, u'vlans': [100,
200, 300], u'password': u'cisco', u'netflow_enable': False}, 'key': u'nxosv-
2'})

changed: [localhost] => (item={'value': {u'username': u'cisco', u'vlan_
interfaces': [{u'int_num': u'100', u'ip': u'192.168.10.1'}, {u'int_

num': u'200', u'ip': u'192.168.20.1"'}, {u'int_num': u'300', u'ip":
u'192.168.30.1'}], u'hostname': u'nx-osv-1', u'l3_vlan_interfaces': True,
u'vlans': [100, 200, 300], u'password': u'cisco', u'netflow_enable':
True}, 'key': u'nx-osv-1'})

PLAY RECAP sk skakokokosk sk ok sk ok ok ok ok ok sk ok ok sk ok ok ko sk ok ok sk sk ok ok skokok sk ok sk skokokokokok sk sk okokokokokok ok ok skokokok skok ok ok ok
3k sk >k 3k 5k 3k 3k 3k >k >k >k >k sk 3k 3k %k >k >k 5k 5k 3k 5k 5k >k >k sk 3k 3k 5k 5k >k >k >k 3k 3k %k %k >k >k 5k 5k %k %k %k >k >k >k k k >k k %

localhost : ok=2 changed=1 unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

[TomHuTE, UTO UMEHA KOHEUHBIX (hailyIoB UMeIOT BUJL {{ anemeHT . katd }}. conf? Mbl
co3zanu /Ba daiisa ¢ UMeHaMU YCTPOHCTB:

$ 1s nx-os*
nx-osv-1.conf

nx-osv-2.conf
HOCMOTpI/IM CXOACTBa M pa3jinuuAd MEKRAY 9TUMU ABYM:A KOH(i)I/II‘ypaHI/IOHHI)IMI/I

aitimaMu ¥ IIpOBEPHM, COJEPIKAT JIM OHU HY KHbIe u3MeHeHus. B oboux daiinax
JOJIKHBL IIPUCYTCTBOBATDL CTaTUYECKUE 9JIeMEHThl, Takue Kak feature ospf, BMeCTo
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CETEBBIX UMEH U JPYIUX IMePEMEHHBIX — MOACTABJIEHbI IOAXOAANINE 3HAYEHI,
a GyHKIUs netflow n Koudurypaus narepdeiica TPEThEro ypoBHS v1lan JOJKHBI
OBITH TOJILKO B nx-0sv-1.conf:

$ cat nx-osv-1.conf
hostname nx-osv-1

feature telnet

feature ospf

feature bgp

feature interface-vlan

feature netflow
username cisco password cisco role network-operator

vlan 100
vlan 200
vlan 300

interface 100

ip address 192.168.10.1/24
interface 200

ip address 192.168.20.1/24
interface 300

ip address 192.168.30.1/24

$ cat nx-osv-2.conf
hostname nx-osv-2

feature telnet

feature ospf

feature bgp

feature interface-vlan

username cisco password cisco role network-operator

vlan 100
vlan 200
vlan 300

310pOBO, TIpaBAa? ITO TOYHO COKOHOMHUT YIMY BPEMEHU B CUTYAIIHsIX, KOraa Tpedy-
eTCsl MHOTOKPaTHOE KopoBanuue. JIIYHO /711 MeHsT 3HAaKOMCTBO € MOJIyJIeM template
CTAJIO TIepeIOMHBIM MOMeHTOM. OHO 3TO MOTHBUPOBAJIO MEHsI HA U3YUYEeHUE U UC-
nosib3oBatne Ansible HeckosbKo JieT Haza.

Hamr crienapuii pazpoccst. B ciepyroniem paszesie Bbl yBUANTE, KaK €0 OIITUMHU3H-
pOBaTh epeHoCcoM (DAiIOB C TIepeMEHHBIMI B TPYTIITBI U KATAJIOTH.
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[TepemenHbie rpynn 1 XOCTOB

O6paTI/IT6 BHHUMaHNE: B IPEIbIAYIIEM ClleHapuu, chapter5_8.yml, MbI Hpony6m/1po—
BaJI TIepEMEHHBIE C UMEHEM TT0JTh30BaTeIs M TIapOJieM JIJid IBYX YCTPOMCTB B CJI0-
Bape nexus_devices:

vars:
nexus_devices: {
"nx-osv-1": {

"hostname": "nx-osv-1",

"username": "cisco",

"password": "cisco",
<onyueHo>

"nx-osv-2": {

"hostname": "nx-osv-2",

"username": "cisco",

"password": "cisco",
<onyuyeHo>

IT0 He ayuriee pernrerre. Ecam Bb 3aX0THTE 0OHOBUTH TH 3HAYCHUST, U3MEHEHUST
MPUIETCS BHOCUTD B JIBYX MeCTaX. JTO 3aTPYAHIET aIMUHUCTPUPOBAHNE U TTOBBI-
maet BeposiTHOCTD omubku. B nokymenTanuu Ansible pexomenayercst BBIHOCUTD
1epeMeHHbIe U3 ClieHApUeB B KaTaJloru group_vars 1 host_vars.

| < .
_‘@’_ Bonblwe pekomenaaumit no ucnonssosaruio Ansible uwmre no cevinke hitp://

docs.ansible.com/ansible/latest/user_guide/playbooks_best_practices.html.

Jlaypiire Mbl TO3HAKOMUMCS € TPYIIIOBBIME TlepeMeHHBIMU. /7151 9TOTO co3mainm
B HaIeil paboyeii marke HOBBIN KaTalor group_host_vars, Ky/a oMeCTUM KOJI ITPHU-
Mepa IS creyioniero pasnena. O GyneT OCHOBAH Ha ysKe HATIMCAHHOM HAMH CIle-
Hapuu chapter5_8.yml. Ckonupyem ¢aitsr chapter5_8.yml B 3TOT HOBBII KaTaJoT
U nepenMenyeM ero B chapters5_9.yml. [Tornpobyem 106aBUTH B HETO TIEpEMEHHBIE.

NepemeHHble rpynnbl

ITo ymomyanuio Ansible uiier rpymnossie niepeMeHHbIe B KATAJIOTE group_vars, Ha-
XOJISIIEMCS B OJTHOH TTATIKe CO ClieHapueM. JTU TepeMeHHbIe IPIMEHSTIOTCS K TPYTI-
ne. mst daitna mo yMoTyanuio I0/KHO COBIIA/IaTh ¢ UMEHEeM TPYTITIbI, YKa3aHHON
B (aiisie peectpa. Harpumep, eciin y Hac ecTb TpyIina [nexus-devices], To B Katajor
group_vars MOKHO TIOMECTHUTb (haiiJl nexus-devices co BCeMU NePEMEHHBIMU JIJIsT
9TOM IPYIIILL.
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MosKHO TaksKe cO3/1aTh CIIeIUATbHBIN (haiis all ¢ TepeMEeHHBIMT JIJIsI BCEX TPYIITL.

Mpbr BOCITOJIb3yEMCS ATOM BO3MOIKHOCTBIO JIJIST XpaHeHuA MepeMeHHbIX ¢ UMEHEM
TIO0JIb30BaTEJIA U TTapOJIEM. HJIH Ha4daJjia CO3/IalM KaTaJIOoT group_vars:

$ mkdir group_vars

3artem coznaaum YAML-daiin all ¢ onpesie/ieHUAMU TEPEMEHHBIX username
1 password:
$ cat group_vars/all

username: cisco
password: cisco

Terepn nctosib3yeM TPyTIIOBbIE TIEPEMEHHBIE B CIleHapuu chapter5_9.yml:

"nexus_devices":

"nx-osv-1":
"hostname": "nx-osv-1"
"username": "{{ username }}"
"password": "{{ password }}"
<onyueHo>
"nx-osv-2":
"hostname": "nx-osv-2"
"username": "{{ username }}"
"password": "{{ password }}"
<onyueHo>

I'py1nmnosble nepeMeHHbIe HYKHBI B CUTYallUX, KOT/Ia OJJHU U Te Ke 3HauYeHUs 110/1-
XOJIAT JIJIsT HECKOJIBKUX YCTPONCTB. B HalleM ciieHapuu Ha yCTPOKCTBAx nx-osv-1
U nx-0sV-2 GBI HACTPOEHB! OJIMHAKOBBIE UMST TOTHL30BATEIST 1 TTAPOJTh. B caemyto-
1eM IIPUMepe Mbl IOCMOTPUM, KaK HCIOJIb30BaTh IepeMEHHbIE C PA3HBIMU 3HAYCHU-
MU JIJIS1 PA3HBIX XOCTOB.

lNepemeHHble xocTa

[TepemenHbIe X0CTa, Kak 1 IIepeMEHHbIE TPYIII, TO5Ke MOKHO BBIHECTH U3 CIIeHAPUSI.
VIMeHHO Tak MbI MOCTYNa Il B IpuMepax A Ansible 2.8 B 9710l 1 tipeabiayeit
rJIaBax:

$ mkdir host_vars

Mbl BBITIOJIHSIEM KOMaH/TY JIOKQJIbHO, T03TOMY (haiisl BHYTpH host_vars 10JI5KeH UMETh
COOTBETCTBYIOIIEE UM, host_vars/localhost. B aToM ke haiisie MOKHO TTepeorpe-
JEJIATH IIEPEMEHHDIE, O6’bHBJIeHHbI€‘ B group_vars:



198 Maea 5. Ansible: cneaytowmin yposeHs

$ cat host_vars/localhost

"nexus_devices":

"nx-osv-1":
"hostname": "nx-osv-1"
"username": "{{ username }}"
"password": "{{ password }}"

"vlans": [100, 200, 300]
"13_vlan_interfaces": True
"vlan_interfaces": [
{"int_num": "100", "ip": "192.168.10.1"},
{"int_num": "200", "ip": "192.168.20.1"},
{"int_num": "3@0", "ip": "192.168.30.1"}
1

"netflow_enable": True

"nx-osv-2":
"hostname": "nx-osv-2"
"username": "{{ username }}"
"password": "{{ password }}"

"vlans": [100, 200, 300]
"13_vlan_interfaces": False
"netflow_enable": False

ITocne TepeHoca nmepeMeHHbIX Halll CHGHapI/Iﬁ CTaJl HAMHOTO TIPpOIIe, OH COJEPKUT
TOJIBKO JIOTURY Hartrei Oolepanum:

- name: Ansible Group and Host Varibles
hosts: localhost

tasks:
- name: create router configuration files
template:

src=/home/echou/Mastering_Python_Networking_third_edition/
Chaptero5/Group_Host_Vars/nxos.j2
dest=/home/echou/Mastering_Python_Networking_third_edition/
Chaptere5/Group_Host_Vars/{{ item.key }}.conf
with_dict: "{{ nexus_devices }}"

Karasoru group_vars 1 host_vars He TOJbKO ONTUMU3UPYIOT HAIIM OI€PAIlUi, HO
1 [I03BOJISTIOT cOGPaTh BCIO KOH(DUAEHIIMATbHYI0 MHPOPMAIMIO B HECKOJIBKUX (haiimax
u obe3omacuts ee ¢ momotbio Ansible Vault, o uem u miofizer peus gasbiie.

Ansible Vault

Kax BuHO 13 IpeAbIAyTIero pasziena, B G0MBITIHCTBE CTydaeB mepeMennbie Ansible
cojepsKar KoHDUAECHIUATBHYIO HHPOPMAIHIO, TAKYIO KAK UMsI TI0Jb30BATEIs 1 T1a-
poaib. Beiio 661 Hermoxo nx sauututhb. Ansible Vault mudpyer daiiibr, atobbr onm
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He XpaHWJIMCh B Bujie oObranoro texcra (https://docs.ansible.com/ansible/2.8/user_guide/
vault.html).

Bce dymukmun Ansible Vault maunnaiorest ¢ komanznr ansible-vault. Ber Mmoskere
BPYUYHYIO CO3/1aTh 3aIindpoBaHHbI (hailj ¢ TOMOIIbIO MapaMeTpa create. Bam Oyzer
MPETIOKEHO BBECTH 1TapoJib. [locsie 5Toro, OTKPBIB IaHHBIH (haii, BbI He YBUIUTE
B HEM TIOHATHOTO TekcTa. Ha ciryyaii, ecsim Bbl 3arpy3usiv TPUMeEPBI 151 3TON KHUTH,
B KauecTBe T1apoJis sl UCIIOJIb30BAJI CJIOBO password:

$ ansible-vault create secret.yml

Vault password: <password>

$ cat secret.yml

$ANSIBLE_VAULT;1.1;AES256 33656462646237396232663532636132363932363535363
0646665656430353261383737623
<onyueHo>653537333837383863636530356464623032333432386139303335663262 3962

[Lns mpocMoTpa MK pelak TUPOBaHus 3aingpoBanHoro Gaiiia ucrob3yire napa-
METpPBI view 1an edit COOTBETCTBEHHO:

$ ansible-vault edit secret.yml
Vault password: <password>

Samudpyem (haiisibl ¢ TepeMeHHbIMU group_vars/all u host_vars/localhost:

$ ansible-vault encrypt group_vars/all host_vars/localhost
New Vault password:
Confirm New Vault password:

Terepb, eciTi 3aMyCTUTD CIIEHAPHIT, MBI TIOJIYYNM COOBIIEHNE O HEYAABIIEHcsT pac-
1 poBKe:

$ ansible-playbook chapter5_10.yml

PLAY [Ansible Gr-oup and Host Varibles] 3k 3k 3k 3k sk sk 3k ok sk >k ok ok sk sk ok sk ok ok sk sk %k sk ok ok >k sk ok %k ok %k %k ok k ok
3k sk >k 3k sk 5k 3k 3k >k >k >k sk sk 3k 5k k >k ok 3k sk sk sk ok >k >k ok ok sk 3k sk %k >k sk sk ok %k k %k >k ok k ok

ERROR! Attempting to decrypt but no vault secrets found

[lis1 3aycka aToro clieHapus UCIoJIb3yeM IapaMeTp --ask-vault-pass:

$ ansible-playbook chapter5_10.yml --ask-vault-pass
Vault password:
<onyuyeHo>

JIio6bie 3ammdpoBaHHble (HAIbl, KOTOPbIE UCTIOJIB3YIOTCS ClIeHApueM, OyayT pac-
hPOBBIBATLCS B TAMSITH.

Panbwe Bce dpaiinsl & Ansible Vault wndposanmucs ¢ ogrm 1 Tem xe naponem.

\E/\/ Ho c seixopom Ansible 2.4 ctano moxHo ykasbiBaTh pasHbie Gpaisl ¢ napons-
MM € nomowpio napameTpa --vault-id: https://docs.ansible.com/ansible /2.8 /
user_guide/vault.html.
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[Taposb Takske MOKHO COXPAaHUTD B (DAl 1 OTPAHUIUTD JAOCTYI K HEMY:

$ chmod 400 ~/.vault_password.txt

$ 1s -lia ~/.vault_password.txt

809496 -r-------- 1 echou echou 9 Feb 18 12:17
/home/echou/.vault_password.txt

BolimosiHUM 2TOT clieHapuil ¢ mapaMeTpoM --vault-password-file:

$ ansible-playbook chapter5_10.yml --vault-password-file
~/.vault_password.txt

3amudpyem OTIENbHYIO CTPOKY U BCTPOUM €€ B CIIeHaPUIl C TIOMOIIIBIO ITapaMeTpa
encrypt_string (https://docs.ansible.com/ansible/2.8/user_guide/vault.html#use-encrypt-
string-to-create-encrypted-variables-to-embed-in-yaml):

$ ansible-vault encrypt_string New
New Vault password:
Confirm New Vault password:
lvault |
$ANSIBLE_VAULT;1.1;AES256
363131396161643438616339373363346634353364343131323734633363343
53038366230653839
3365636263643138643738366536373465376130663134610a3637376539656
13432333335626432
646534373837303237376462663635616534313663346462653761613031373
43164343538633765
3663303232626338310a3362383233643833383538356131626537636634386
36137653865646261
3234
Encryption successful

3areM 9Ty CTPOKY MOKHO TIOMECTHTD B (haiisl clieHapusi B Bujie iepeMeHHoil. B cie-
IYIOTEM pasjiesie MbI elife GOJIbIIIe OTITHMU3UPYEM HAIll CIIEHAPHUHT ¢ TTOMOTITIO MH-
CTPYKIMN include u poJieit.

[ToaknioyeHne dannos m ponu
B Ansible

CrioxHble 3a1aunt Jiy4ine pasduBaTh Ha pocThie. KoHeuHo, aT0T moaxo1 npuMeHs-
ercst kak B Python, Tak u B mpoekTupoBanuu cereit. B Python Mbr paz6uBaem crosx-
HbII KOJI Ha (DYHKIIM, KJIACChI, MOJLYJIN W MAKETDI, 4 CJIOKHBIE CETH EJIMM Ha CTONKH,
PsLIbL, KJIacTepsbl 1 AaTa-1eHTpbl. B Ansible /15 cerMenTamm 1 opraHusaimm ciox-
HBIX CIIeHApUeB B BUE MHOKeCTBA (hailIoB IPUMEHSIOTCS POJU U UHCTPYKITUN
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include. ITO yIpoImaeT CTPYKTYpy CIIEHAPUEB, TaK KaK KaxkA0MY (Pailry OTBOIUTCS
MEeHBIIIee YHCI0 3a/a4. DTO TaKsKe J[eJlaeT BO3SMOKHBIM TIOBTOPHOE MCIIOTb30BaHNUE
DasiesioB ClieHAPHEB.

Unctpykuuum include B Ansible

C yBenmueHueM pa3Mepa clieHapys B KaKOI-TO MOMEHT CTAHOBUTCI OYEBUIHO: MHO-
THe €ro 33/Ia4M MOXKHO MCIOJIh30BATh TakKe B IPYTHX ciieHapusx. B Ansible ects
WHCTPYKITHS include, TOM0GHAST TeM, KOTOPBIE UCTIOIB3YIOTCS BO MHOTHX KOH(BHUTY-
panroHHbIX daiiyiax B Linux; oHa M03BOJISAET MOJAKII0YATh BHENTHUE (Daibl TaK,
GY/ITO UX COMEPRUMOE BITMCAHO HEMTOCPENCTBEHHO B KoHMurypanuio. MHcTpykimeit
include MOXHO TIOIKJTIOUATH M TIEJTbIE CIIEHAPHUH, U OTAETbHBIE 3a4aui. PaccMoTpuM
IIPOCTON TIPUMEP PACITMPEHNS HalIel 3aa4n.

[TpeacraBbTe, UTO MBI XOTUM OTOOPA3UTH BBIBOJ ABYX pasHbIX ciieHapues. Cozmaamum
otnenbubiil YAML-daiin show_output.yml ¢ 0MOJIHUTENBHON 3a/1a4€ii:

- name: show output
debug:
var: output

W 3arem ucriosip3yeM aTy 3a/1ady B pa3HbIX cileHapugx. Hanpumep, daitn chap-
ter5_11_1.yml MOYTH UJAEHTUYEH IIOCJIEHEMY CIIEHAPUIO, €CJIU HEe CUUTATDH PEru-
CTPAIMIO BBIBOJA I NHCTPYKINK include B KOHILE:

- name: Ansible Group and Host Varibles
hosts: localhost

tasks:
- name: create router configuration files
template:

src=./nxos.j2

dest=./{{ item.key }}.conf
with_dict: "{{ nexus_devices }}"
register: output

- include: show_output.yml
LITO6bI ITPOJIEMOHCTPUPOBATD ITIOBTOPHOE MCITOJIb30BaHME 3a/[a4U C TIOMOIIbBIO include,

PacCMOTPUM ellle OANH CIleHapuii, chapter5_11_2.yml, KOTOPBIN TOXKE MOKET MOJ-
KJIIOYUTH show_output.yml:
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- name: show users
hosts: localhost

tasks:
- name: show local users
command: who
register: output

- include: show_output.yml

Ob6parute BHUMaHue: 0062 ClieHAPUST UCTIOIB3YIOT IEPEMEHHYTO C OJIHUM U TEM XKe
nMeHeM, output, TOTOMY YTO JIJIsI IIPOCTOTHI IIPUMEPA Mbl IIPOIIUCATIN 3TO UMSI HEello-
Cpe/ICTBeHHO B KoJle show_output.yml. Ecii BaM 3TO He MOAXOIUT, MOKeTe Tiepe-
JlaBaTh IepeMeHHbIe B MTOKJII0YaeMblil haiii.

Ponu Ansible

Ansible opepskuBaeT onpeeneHne poseil, KOTOPble MOI'YT UTPaTh (GU3HUECKUE
XOCTbI B Baleil cet. Hapumep, MOKHO cO3/1aTh TaKUe POJIH, KaK «<MarucTpaIbHbIN»,
«JILCTOBOI» 1 «0CHOBHOI» min ke Cisco, Juniper u Arista. Oius u TOT ke pusnye-
CKUIT XOCT MOJKET IMETb HECKOJIBKO POJIELt; HAIPUMED, YCTPOUCTBY MOYKHO HA3HAYUTh
POJIU «OCHOBHOII» 1 Juniper. ITo MO3BOJIUT, K IPUMEPY, OGHOBUTH BCE YCTPONUCTBA
Juniper, He 3a60Ts1ch 06 WX YPOBHE CETH.

Poau Ansible moryT aBroMaTuuecku 3arpyskath Onpe/ieieHHble IePeMeHHbIE, 32191
1 06paboOTYMKHN ¢ YUETOM 3apaHee OIpe/ieJIeHHOl cTpyKTypbI (haiinos. Ansible yske
3HAET ATY CTPYKTYPY, TTOITOMY (haiiyIbl TIOAKIIOUAIOTCS aBToMaTideckn. Ha camom
J1eJie POJI MOKHO CYMTATh AHAJIOTAMY MHCTPYKIUI include, TIPeABAPUTETHLHO CO3-
JIAHHBIMU caMoii cuctemoii Ansible.

B noxymenranuu Ansible (https://docs.ansible.com/ansible/latest/user_guide/playbooks_
reuse_roles.html) mepeuncienn! KaTajaoru, KOTOpble MOKHO UCITOJIb30BaTD JIJIsI OlIpe-
JleJieHud poJieid, Takue Kak tasks, handlers, files, templates, vars, defaults 1 meta.
Ham He 06s13aTe1bHO HCIIOIB30BATh UX Bee. B HAlIeM ciieAyIomeM IPUMEPE Mbl UC-
0JIb3YEeM TOJIbKO HanKu tasks u vars. Ho BooO1ie 1moJiesHo 3HaTh 000 BCeX A0CTYII-
HBIX BapHaHTaxX B CTPYKTYpPe KaTajioroB st poJeii Ansible.

Hwxe mokazana cTpyKTypa IpuMepa i IeMOHCTPAIUU POJIeH:

$ tree

chapter5_13.yml

|— hosts

': chapter5_12.yml


https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html
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L— roles
cisco_nexus
F—— tasks

L__ L— main.yml
vars

L main.yml
L— spines
tasks
L— main.yml
vars

— main.yml

7 directories, 7 files

Kak Buynre, dhaiin hosts u crieHapuy HaXOSATCS HAa BEPXHEM ypoBHe. Tam ske — mari-
Ka roles, BHYTPU KOTOPOU Pa3MeIleHbl IBe MAMKU C POJIIMU: Cisco_nexus U spines.
B sToMm mpuMepe U3 BcexX TOCTYMHBIX KaTaJIOTOB POJIel UCTIOIB3YIOTCS TOJMBKO tasks
1 vars. BHyTpH KaKI0T0 KaTajaora HaxoauTcs (aiiia main. yml, KOTOPBIH onuchIBaeT
roBejieHue 1Mo yMOJYaHuio; 9TO Hallla TOYKa BXO/a, KOTOpasd aBTOMaTU4YeCKU IO/~
KJIIOYAeTCd K CIleHapUIo, eCJid B HeM yKasaHa COOTBETCTBYIOIAA poJib. main.yml
MOKHO pa3OUTh Ha HECKOJIbKO (DAiiIOB ¢ OMOILbIO MHCTPYKIUHU include.

Bor uT0o MbI cOGUpaeMcs cearh.

® VY Hac ectb 7Ba ycTpoiicta Cisco Nexus, nxos-rl u nxos-r2. /[J1s1 KasKI0r0 Mbl
HACTPOWM KYPHAJIBHBIN cepBep ¥ JKyPHAIUPOBAHNE COCTOSTHUS KaHaja, uc-
I10JIb3Ysl POJIb CisSco_nexus.

® nxos-rl — MarucTpajabHOE YCTpOﬁCTBO, 1 Ha HEM JKeJIlaTeJIbHO OPraHn30BaThb
6oJee HOHpO6HO€ JKypHa/InpOoBaHNE, TaK KaK OHO 3aHUMaeT 6oJiee BaKHOE
MECTO B CETH.

Jlos posn cisco_nexus B (aiiie roles/cisco_nexus/vars/main.yml mpeaycMoTpe-
HBI CJIeyIOINe IIepEMEHHBIE!

roles/cisco_nexus/vars/main.yml:

cli:
host: "{{ ansible_host }}"
username: cisco
password: cisco
transport: cli

B roles/cisco_nexus/tasks/main.yml Haxo/sTcs Takue KOH(MUTYpAIlMOHHbIE 3a-
Jlaqu:

roles/cisco_nexus/tasks/main.yml:
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- name: configure logging parameters
nxos_config:
lines:
- logging server 191.168.1.100
- logging event link-status default
provider: "{{ cli }}"

Crienapuii chapter5_12.yml moJiyqusicst 4pe3BbraaiiHo mpoctbiM. OH TpebyeT Juiib
MEePeUNCINTD XOCTHI, KOTOPBIE HYKHO CKOH(UTYPHPOBATh COTJIACHO POJIH cisco_
nexus:

- name: playbook for cisco_nexus role
hosts: "cisco_nexus"
gather_facts: false
connection: local

roles:
- cisco_nexus

HpI/I BDBIITOJIHEHUU 3TOT CHeHapI/Iﬁ TIOJIKJIIOYUT 3a/la4U 1 IIEpEMEHHDIE, OITpe/ie/IEHHbIE
B POJIU cisco_nexus, U CKOH(UTYPUPYET YCTPOUCTBA COOTBETCTBYIOIIUM 0OPasoM:

$ ansible-playbook -i hosts chapter5_12.yml

<onyweHo>

TASK [cisco_nexus : configure logging parametenrs] ¥ikiiskidkdorodfooktohoktokokkok
3k %k ok 3k >k >k 3k 5k ok >k >k >k ok %k 3k 5k >k >k ok ok 3k 3k 5k >k >k >k >k %k 5k >k >k >k >k %k >k >k >k >k >k %k %k >k >k %k %k >k %k %k %k >k *k k

changed: [nxos-ri]

changed: [nxos-r2]

[l posin spine y Hac mpeycMOTpeHa AOTOJHUTEIbHAS 3a/1aua, KOTOpask HacTpau-
Baet Oostee TopoOHOE JKypHaIpoBaHue (roles/spines/tasks/main.yml):

- name: change logging level
nxos_config:
lines:
- logging level local7 7
provider: "{{ cli }}"

B crienapuu chapter5_13.yml MOKHO yKa3aTb POJIU C1sco_nexus U spines:

- name: playbook for spine role
hosts: "spines"
gather_facts: false
connection: local

roles:
- cisco_nexus
- spines
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Poutut BBITIOJTHSIOTCS B TTOPSIZIKE TIOJIKJIIOYEHMS: CHAYa/Ia C1Sco_nexus, a 3aTeM spines:

$ ansible-playbook -i hosts chapter5_13.yml
<onyueHo>

TASK [cisco_nexus : configure logging parameters] ¥kkksokkdorsokkkodokkkookok %
3k >k 3k sk 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk ok sk sk sk ok sk sk sk sk sk sk ok kok sk

changed: [nxos-ri]
TASK [Spines : Change logging level] 3k 3k 3k 3k >k 3k 3k 5k 3k 3k >k 3k 3k 3k 3k sk >k 3k 3k 3k k 5k >k >k >k 3k 3k 5k ok >k >k >k sk kok ok
3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 5k >k >k >k 3k 3k 5k >k >k >k >k 3k 5k ok >k >k >k 3k 3k k k ok k k.

changed: [nxos-ri]
<onyueHo>

Posu Ansible ormmuatorest rtOGKOCThIO 1 MacIITabupyeMoCThI0. B 5TOM OHU TIOXOKU
Ha ynxinn u kracesr Python. Kora Banm Koz mocturaeT onpeeleHHOTO pa3Mepa,
€ero TOYTH BCErjia UMeeT CMBICT Pa3OUTh Ha YaCTH TIOMEHbIITE, YTOOBI YIPOCTUTD CO-
TIPOBOKIEHTIE.

:@’_ Bonblie npumepos ¢ ponamu uwpte B Git-penosutopun Ansible: hitps://github.

- com/ansible/ansible-examples.

Ansible Galaxy (https://docs.ansible.com/ansible/latest/reference_appendices/galaxy.
html) — 3T0 caiiT, moepKUBAEMBIN COOOTIECTBOM, KOTOPBIH MO3BOJISICT HCKATH
1 COBMECTHO paboTaTh HaJl POJISIMU, 2 TakKe oOMenuBaThes uvu. Ha puc. 5.1 nokasan
nmpuMep ceteit Juniper Ha ocHoBe poJin Ansible Ha caiite Ansible Galaxy.

Puc. 5.1. Pons JUNOS Ha camre Ansible Galaxy
(https://galaxy.ansible.com /Juniper/junos)
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B cienyiomem paszgenre MBI IOTOBOPUM O TOM, KaK HaIlMCaTh COOCTBEHHBII MOIYJIb
g Ansible.

Hanmcarnme cobcteeHHoro moayns

K aTomMy MOMeHTY y Bac MOTJIO CJIOKUTHCS BIIeYaTIeHUE, YTO CETEBOE aJIMUHUCTPU-
posanue B Ansible Bo MHOTOM 3aBUCHT OT TOTO, YAACTCS JIM BaM HAWTHU TOAXOASIIUI
MOJLYJIb JIJIST CBOEH 3aj1aunt. B 5TOM, HeCOMHEHHO, OOJIbITAsT I0JIST TPABJIbL.

Moy 1a10T BO3MOKHOCTb WHKATICYJIMPOBATH B3AaUMOJICHCTBUE MEK/LY YITPABJIS-
€MBIM 1 YIIPaBJSIONINM XOCTaMU W TI03BOJISTIOT HAM COCPEIOTOUNTHCS Ha JIOTHKE
oreparuii. Mbl y:ke OIEHIIIN IMTUPOKUIT CIIEKTDP MOYJIE, TPEAOCTABISIEMBIX TAKUMHU
KpyIHBIMU TIpou3BoauTeasimMu, kak Cisco, Juniper n Arista.

Ecnu B3siTh B kavecTBe mpumepa moxy i Cisco Nexus, To, ToMUMO crienudirdeckux
3aj1a4, Takux Kak yrpasienue BGP-cocensimu (nxos_bgp) u AAA-cepsepamu (nxos_
aaa_server), GOJBITHHCTBO TIPOU3BOAUTENEH TIPEOCTABIISIIOT CPEICTBA /TSI BBITION-
HEHUSI TPOU3BOJIBHBIX NHPOPMAITMOHHBIX (nxos_command) U KOHMUTYPAITMOHHBIX
koMaH[ (nxos_config). To MOKpbIBaeT OOJIBIIYIO YaCTh CLEEHAPUEB UCIIOJIb30BAHUS.

I
_\@’_ B Ansible 2.5 ynpoctuncs npouecc MMEHOBAHMS M UCNONb3OBAHMS MOLYNEN ANl

= cbopa $aKTOB O CETEBLIX YCTPOMCTBAX.

Ho uto, eciv 11t HCIIOJIB3YEMOT0O BaMU YCTPOUCTBA HET MOJLYJIsI, BBIIOJIHSIIOIIETO
HY’KHYI0 BaM 3aauy? B 9ToM paszesie Bbl yBUANTE, KAK HCIPABUTD 9Ty CUTYaIWIO,
HarucaB cOOCTBEHHBINH MOJIYJIb.

Baw nepsbii Moaynb

CobcTBeHHBIH MOJIYJTh He 06sI3aTEIBHO JIOJIKEH OBITH CIOKHBIM; HA CAMOM JIEJIe
MOJKHO Jlaske 060iTHCh Oe3 Python. Ho, TOCKOJIbKY MBI y3Ke 3HAKOMBI C 9THM SI3bIKOM,
MbI Oy/IeM TIPUMEHATH €r0 B CBOUX MOAYJISIX. [IPeoIoKuM, 4TO MOLYJ/Ib TPeIHa-
3HAYEH TOJBKO JIJIsI BHYTPEHHETO MCIOIBb30BaHUsI U HE OYIET BKIIOYEH B TIPOEKT
Ansible. TToatomy Ha JaHHOM 3Talle MbI YACTUYHO [IPOUTHOPUPYEM JIOKYMEHTAIUIO
U PEKOMEH/ATINH TI0 (hOPMATHPOBAHMUIO.

Ecnm Bbl 3aMHTEpEecoBaHbl B paspaboTke Moayneil, KOTOpbIE BOCTEACTBUM MOTYT
\/V cTath yacTsio Ansible, To 03HaKOMBTECH C COOTBETCTBYIOWMM PYKOBOACTBOM
(https:/ /docs.ansible.com/ansible/latest/dev_guide/developing_modules.html).
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Ecau B namnke co cieHapueM cosjgaTh Karajgor library, Ansible aromarnyecku
BKJIIOUUT €r0 B CITUCOK IyTel morcka MopyJieil, [ToaToMy Mbl MOKEM pasMeCTUTh
HAIIl MOZLYJIb B 9TOM KaTaJIoTe M NCII0JIb30BaTh €ro B clieHapri. K 10J1b30BaTe/IbCKUM
MOJLYJISIM TIPEIBSIBIISIETCST OJTHO TIPOCTOE TPeOOBAHUE: BCE OHM JIOJIKHBI BO3BPAIIATh
BBIBOZL B (hopmate JSON.

Kak Bbl, HaBepHOe, IOMHUTE, B IJIaBe 3 Mbl Hallucaau ciieHapuii Ha Python cisco_
nxapi_2.py, ucrionbaytonuit NXAPI mia BsaumogeiictBus ¢ yerpoiictBom NX-OS:

#!1/usr/bin/env python3

import requests
import json

url="http://172.16.1.90/ins"
switchuser="cisco"'
switchpassword="cisco’

myheaders={"content-type': 'application/json-rpc'}

payload=[
{

"jsonrpc": "2.0",

"method": "cli",

"params": {
"cmd": "show version",
"version": 1.2

}J

"id": 1

}
]
response = requests.post(url,data=json.dumps(payload), headers=myheade
rs,auth=(switchuser, switchpassword)).json()
print(response[ 'result']['body']['sys_ver_str'])

OH TIPOCTO BBIBOIUT BePCHIO cHCTEeMBI. MBI MOKeM M3MEHUTD TTOCJIE/THIOI0 CTPOKY,
yT06BI OHA BbIBOAM/IA pe3yibraT B (hopmare JSON:

version = response['result']['body']['sys_ver_str']
print json.dumps({"version": version})

[nsi HopMmanbHOM PaBOTHI 3TOrO MOAYNSt B KOHPUIYpALMM YCTPOMCTBA HYKHO

!
N\ 7/

-@- BKIIOYUTb MOAAEPXKY NXapi (ecnu Bbl 3TOro elwe He caenanu e mase 3):
4 N\

nx-osv-1(config)# feature nxapi
nx-osv-1(config)# nxapi http port 80
nx-osv-1(config)# nxapi sandbox

[TomecTum atot daiis B manky library:

$ 1s -a library/
. custom_module_1.py
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Yr06bl BBI3BATH 9TOT MOJYJIb B ClleHapHu chapter5_14.yml, BOCIOIb3yeMCsI TIaT-
HoM action (https://docs.ansible.com/ansible/latest/dev_guide/developing_plugins.html):

- name: Your First Custom Module
hosts: localhost
gather_facts: false
connection: local

tasks:

- name: Show Version
action: custom_module_ 1
register: output

- debug:
var: output

OG6patuTe BHUMaHKE: Kak 1 B crydae ¢ SSH-coeimHeHneM, 9TOT MOJLYJIb BBITTOJIHSIETCS
JIOKAJIBHO, OTIIPaBJLsist ucxozsiue API-BbI30BbI. ITOT ClieHAPUIl BBIBEJIET CJIELYIOIIEe:

$ ansible-playbook chapter5_14.yml

PLAY [YOUP First Custom MOdUle] >k >k 3k 5k 3k 3k k %k >k >k 5k 3k %k 5k %k >k >k 5k 3k 3k 5k %k >k >k 5k 3k %k %k %k >k >k 3k 3k %k %k %k >k >k >k k k
3k 3k >k 3k 5k 3k %k 3k %k >k >k >k 3k %k %k %k >k >k 5k 3k %k %k %k >k >k >k k k

TASK [ShOW VePSiOn] 3k 3k 3k 3k sk 3k 3k sk >k ok 3k 3k 3k 5k >k >k >k 5k 3k 3k 5k %k >k >k >k 3k 3k 3k %k >k >k 5k 3k %k %k %k >k >k >k %k %k %k %k >k >k >k %k %k %k %k >k >k k
3k 3k >k 3k 5k >k %k %k %k %k >k ok >k >k k k

ok: [localhost]

TASK [debug] 3k 3k 3k >k >k 5k 3k %k k >k >k 3k 5k 3k 3k 5k %k >k >k >k 3k 3k 5k %k >k >k 5k 5k %k 5k %k >k >k 5k 3k 3k 5k %k >k >k >k 3k 3k %k %k >k >k 5k 5k %k %k %k >k >k >k k k >k k *k
3k 3k >k 3k 5k 3k 3k 3k >k >k 5k >k 3k 3k 3k %k >k >k 5k 5k 3k 5k %k >k >k 5k 3k 3k 5k %k >k >k >k 3k 3k %k %k >k >k 5k >k %k %k %k >k >k >k >k k >k k%

ok: [localhost] => {
"output": {
"changed": false,
"failed": false,
"version": "7.3(0)D1(1)"

}

<onyueHo>

Takum 06pa3oM, BbI MOYKETE HATIUCATD JIIOOON MOy JIb, coBMecTuMbIii ¢ AP yerpoii-
crBa, 1 Ansible mpumer 0601 crerepupoBarHbIil UM BbiBOJ B (hopmate JSON.

Baw sTopou moaynb

JlaBaiiTe paciimpyM MPeIbILY U MOJLYJIb, BOCIIOJB30BABIIUCH MAGIOHHBIM KOIOM,
KOTOPBII MOKHO HallTH B JOKyMeHTaluu 1Jist paspaborunkos Ansible (https://docs.
ansible.com/ansible/latest/dev_guide/developing_modules_general.html). Co3xanum daiin
custom_module_2.py, KOTOPbI OyzeT IpUHUMATh BBOJ 13 ciieHapust Ansible.
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Jl1st Hadasia MMIIOpTUPYeM 1abJIOHHBIN KO 13 ansible.module_utils.basic:

from ansible.module_utils.basic import AnsibleModule

if __name__ == '__main__"':
main()

Jlasibiiie orpeieiuM rIaBHYIO (GYHKIHIO, T/1e OyIeT HaXOAUThCs Hall Ko, MoyJib
AnsibleModule, KOTOPBII MBI YK€ UMITOPTUPOBAJIH, TTPEOCTABISIET MHOTO YHUBEP-
CaJIbHBIX OTepattuii 11st 06paboTKH BO3BPAIAEMbIX 3HAUEHUIT H pa3bopa apryMeHTOB.
B caenyiotem npumepe Mbl pazbepeM Tpu apryMeHTa, host, username u password,
T C/IeTIaeM WX 00513aTeTbHBIMIU TTOJISIMIA

def main():
module = AnsibleModule(
argument_spec = dict(
host = dict(required=True),
username = dict(required=True),
password = dict(required=True)
)
)

ITHU 3HAYEHUS MOKHO U3BJIeUb U HCIIOIb30BaTh B HAIIIEM Kozge:

device = module.params.get('host")
username = module.params.get('username")
password = module.params.get('password")
url="http://' + host + '/ins'
switchuser=username
switchpassword=password

Hakomelr, 106aBUM KO, 3aBEePLIAIONIMI BBIIOJHEHNE U BO3BPAIIAIOIUI 3HAYEHUE:

module.exit_json(changed=False, msg=str(data))

Itot crieHapuii Ansible mouTH HIYEM He OTIINYAETCS OT MPEBILYIIETO, TOJIBKO Teeph
MBI MOKEM IlepeiaBaTh eMy 3Ha4eHud /111 Pa3HbIX YCTPOUCTB:

tasks:
- name: Show Version
action: custom_module_2 host="172.16.1.142" username="cisco"
password="cisco"
register: output

ITOT cIleHapuil BBIBE/ET BCe TO Ke camoe, UTo U mpeasiayniiii. Ho mockosnbky Hamm
MOJLyJIb TeTlepb IPUHIMAET apTYMEHTBI, €T0 MOTYT UCIIOJIb30BATD JIPYTHE JIO/H, He
3Hast 0 HeM HUKaKuX nozpobHocTeil. OHM MOTYT yKa3arhb B cBoeM ciierapuu Ansible
COOCTBEHHbIE NMST TIOTH30BATEsT, Taposh u IP-ampec xocTa.
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Iro BroOJIHE paboumii, HO He3aKOHUEHHBINH MoyJ/ib. Hamnpumep, Mbl He IIPOBEpseM
OMOKK 1 He IPeI0CTaBIsieM MHCTPYKIIUI 110 €ro nenosib3oBannto. Ho Mbl yBuenu,
HACKOJIbKO IIPOCTO HAIKCATh COOCTBEHHBII MOALYJIb. Ellle O/I1H Pe3y/IbTaT: Mbl TEIEPh
3HaeM, KaK MPEBPATHUTh CYIeCTBYyoIne ciieHapuu Ha Python B8 Moy st Ansible.

Pesiome

B ar0ii riaBe Mbl MHOTO Beero obcyaman. Harprumep, Bbl IIO3HAKOMUJIUCH C YCJIOB-
HBIMU BBIPAKEHUAMH, UKJAMU U I1a0J0HAMM, Y3HAIH, KaK YJIydITUTh MaciTaOu-
pyemocTb ciieHapues Ansible ¢ TOMOIIbIO epeMEHHbIX XOCTOB U TPYIIIL, HHCTPYKIHI
include u poJieil, KaK 3alUTUTD ClieHapuu ¢ ToMotibio Ansible Vault. U B kowite Mbr
Hamcanu Moy v Ha Python.

Ansible — ouens rubkuii ppeitMBOpK Ha si3b1Ke Python, ero MOKHO HCIIOIH30BATH
1t apToMaTusaiuu cereid. OH MPeAOCTaBIIET elle OAUH YPOBEHb abCTpaKIlnu,
UMEIONIHIT MasIo 0011ero co crenapusamu Ha ocHose Pexpect u APIL. Ou gexnaparus-
HBII 110 CBOEN TPUPOJIE, TO3BOJISIET BhIpa3uTEIbHEE OMUCHIBATH HAIIM HaMePeHUsI
1 MOKET CTaTh 5T Bac UeaJbHbIM (PPEeMBOPKOM, TOMOTAIOIINM COKOHOMUTD Bpe-
MsI U CHJIBL.

B riiaBe 6 Mbl I0roBOpUM 0 ceTeBoii GesomacHoctu B Python.



CeTeBas 6e30NacHOCTb
c ucnonbzosannem Python

[Tucarh Ha TeMy ceTeBOiT 6e30MacHOCTH 04YeHb HerpocTo. U mpobiema He B TEXHH-
4eCKOM CII0KHOCTH, a B TPaBUILHOM BbIOOpe oxBaThiBaeMoii obmacti. Cepa ceteBoii
6€e30MacHOCTH YPE3BbIUAITHO OOIINPHA U TIPOHU3BIBAET BCE CEMb YPOBHEN Mojen
OSI. Peub MoKeT MATH U O TIepexBaTe HGOpMaIun Ha GU3MIeCKOM YPOBHE, U 00
YSIBBUMOCTSIX B TPAHCIIOPTHBIX IMIPOTOKOJIAX, U 00 aTaKaX BU/IA «U€JIOBEK MOCEPEIMHE
Ha TMPUKJIATHOM YPOBHe. ITa pobieMa YCAOKHIETCsT OOHAPY/KeHEM BCe HOBDIX
YSI3BUMOCTEH, KOTOPBIE, KaK HHOT/Ia MOKET TTOKA3AThCST, CTAHOBSITCS 4eM-TO OOBI/ICH-
HBIM. V1 5TO HE TOBOPSI YIKe O TAKOM ACIIEKTE CETEBOU HE30MACHOCTH, KaK COIUAIbHAST
MH)KEHEepHsl.

ITo aroii puunHe st GBI XOTEJ CPady OMPEIETUTh PAMKU OOCY/KIEHUSI B 3TOI TJIaBe.
Kaxk u mpeiie, 0CHOBHOe BHUMaHue Oy/IeT yieIeHo Heroib3oBatuo Python st 3a-
IIUTHI CETEBBIX YCTPONCTB HA CETEBOM M TPAHCMOPTHOM ypoBH:X Mozesn OSI. Mbr
paccMOTPUM MHCTPYMEHTHI Ha s3bike Python, nmoaxosiue a1 obecriedernns 6esomnac-
HOCTH OT/EJIbHBIX CETEBBIX YCTPOUCTB, a TAK/Ke MCIoIb30Banne Python st cBsisbiBa-
HUs pasHbIx KoMroHeHToB. Haseroch, mprmenerue Python Ha pasHbix ypoBHsIX Mojie-
s OST n03BoJIMT HAM BBIPAOOTATh OOIIMI [TOAXO0/ K CETeBOI 6E3011aCHOCTH.

ITa ri1aBa OXBaThIBAaeT TaKue TEeMbI, KaK:

® [10Ar0TOBKa JIabOPaTOPUN;
® TtecTHpoBamue He30MacHOCTH ¢ TToMoIsio Python Scapy;

® CIIMCKH JOCTYIIa,
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® perpocneKTUBHBIN aHanus Ha ocHoBe Syslog u UFW (Uncomplicated Firewall)
¢ ucnonb3oBanrem Python;

® jpyrue HHCTPYMEHTHI: criucku dhumbrparnnun MAC-aapecos, TpUBATHBIE WH-
tepdeiicet VLAN u Python-naxer mis paGorsi ¢ Iptables.

[Toprotoska nabopaTopmm

3/ech HaM MOHAOOSITCST YCTPOICTBA HECKOJIBKO IPYTOTO POJIA, YEM T€, C KOTOPHIMU
MBI UIMEJIH JIEJIO paHee. B IpeabIayIux riiaBax Mbl K30 IMPOBAIN YCTPOICTBO, UTOObI
COCPEIOTOUNTHCS Ha TeMe. B aToil riase Haiia sjaboparopusi Oy/ieT CoepKarh 1y Th
GOJIBIIIE YCTPOIICTB, UTO MO3BOJIUT HAM TIPOUJLIIOCTPUPOBATH BOSMOKHOCTH HHCTPY-
MeHTOB. Baxkta Gyer uH(GOpMAIKst O COSANHEHNN 1 OTIEPAI[HOHHOI CHCTEME, TaK
KaK Ha ee OCHOBE MbI BbIOUpaeM cpejictBa bezonacuoctu. Hanpumep, ecai Mbl XOTUM
MPUMEHUTD CITHCOK JIOCTYTIA, YTOObI 3AIUTUTH CEPBEP, HAM HYKHO UMETb [TPE/ICTAB-
JICHVE O TOTIOJIOTHH CETH ¥ O TOM, OTKY/Ia YCTAHABJINBAETCS KINEHTCKOE COeTMHEHHE.
Coepunenus ¢ xoctamu 1o/ yipasierrem Ubuntu HeMHOTo OTJIMYaIOTCs OT TeX,
KOTOPBIE MBI BUJIEJIU JIO CUX TIOP, TIOITOMY TI03Ke TIPH HEOOXOMMOCTH BbI MOKETE
CBEPSITBHCS C HTUM PA3JEJIOM.

Mpr ucriosibdyeM Tot ke mHCTpyMeHT Cisco VIRL ¢ ueThipbMs y3maMu: IByMs XO-
CTaMM U JIByMsl ceTeBbIMU ycTpoiicTBaMu. Eciii BaM HY)KHO OCBEKUTb HABBIKU Pa-
6oter ¢ Cisco VIRL, nepeunraiite raBy 2, B KOTOPOil MBI IO3HAKOMUIUCDH C STOM
cucremoii (puc. 6.1).

=3 Client Mgmt: ethO
172.16.1.152

KnueHt
th1 10.0.0.5/30
iosv-1 mgmt:

Eth2(1 10.0.0.6/30 mgmt0 172.16.1.154
W GE0/2 10.0.0.10/30

s
iosv-1

nx-osv=1
192.168.0.1 192.168.0.2

nx-osv-1 Mgmit:
mgmit0 172.16.1.155

~~ B8 Server Mgmt: ethO
Eth1 10.0.0.9/30 172.16.1.153
Cepsep

Puc. 6.1. Tononorus nabopatopmm
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L, IP-appeca B Bawei nabopaTopun MOryT OTAUYATLCS OT YKA3AHHbIX Bbiwe. Mbl
-@- npMBenu Ux Ans Toro, 4Tobbl Bam BbiNo Nerye OpUMEHTUPOBATLCS B NPUMEPAX
4 N\

g KOAQ, NPEACTABNEHHBIX B 3TOM ITdBE.

Cuie/tyst 9TOM MJLTIOCTPALIUI, MBI TIEPEMMEHYEM BepXHUil 1 HuokHUi xocThl B Client
u Server COOTBETCTBEHHO. DTO IOXOKE Ha TO, KAaK MHTEPHET-K/IMEHT IIbITaeTcst 0Opa-
TUTHCS K KOPIIOPATUBHOMY CEPBEPY BHYTPHU Hariell ceTrt. Mbl CHOBa BBIGEPEM ITYHKT
Shared flat network (Pasnensiemast imockast cetb) B cricke Management Network
(Ympasgionas cerb), YTOObI MOJYIUTh BO3MOKHOCTD YIPABJIATh YCTPOHCTBAMU
110 JIOTIOJTHUTEIbHOMY Kanasy (puc. 6.2).

[E] Properties 32| & Problems - -
R |
A Topology - yoges; a

Simple Connections: 3
Management Metworl: [Shared flat network [*]

Use an LXC management node

Static serial port offset: |

Puc. 6.2. BapuaHT ynpasnsiowen cetu B nabopatopum

B sToM nprMepe KnneHTCKMI XOCT BOMXeH BbITb LOCTYNEH M3BHE Yepe3 VMnet2.
\E/\/ B coeit nabopatopuu s ucnonbayto eHewwHnit USB-uHtepdeiic, nopknioueHHsIM1
k Moemy xocty ESXi, npegocrasnsiowemy Takoe coeanHerne. Bam takxe moxer
noHapobutbcs nobaemts BHewHne DNS-cepeeps B /etc/resolveconf/resolv.

conf.d/base:
cisco@Client:~$ cat /etc/resolvconf/resolv.conf.d/
base
nameserver 8.8.8.8
nameserver 8.8.4.4

B 1Byx KoMMyTaTopax B KauecTBe IMPOTOKOJIa BHyTpeHHero 1umo3a (Interior Gateway
Protocol, IGP) ucnonbsyercs anroputm Mapiipyrusaiu OSPF (Open Shortest Path
First), u 0b6a ycrpoiictsa HaxosaTes B 30He 0. [Ipotokos BGP BkitoueH 1o ymosrya-
HUIO, ¥ B 000X CJIydasax ucrosibsyercs AS 1.

CoracHo creHepupoBaHHON KOH(pUTypauu, mHTepdeiich!, coe[nHeHHbIE C XOCTa-
mu noj ynpasienrem Ubuntu, naxoxarca 8 OSPF-3one 1, mosTOMYy OHU IIpe-
CTaBJEHBI KaK MeK30HAJIbHbIe MapImpyTh (inter-area routes). Huke mokaszana
korbwurypanus miad NX-OSv (yerpoiictBa IOSv nmeror anasnornunuble KOHOUTY-
paInio 1 BBIBOJ):
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interface Ethernet2/1
description to Client
no switchport
mac-address fal6.3e00.0001
ip address 10.0.0.6/30
ip router ospf 1 area 0.0.0.0
no shutdown
|
interface Ethernet2/2
description to iosv-1
no switchport
mac-address fal6.3e00.0002
ip address 10.0.0.14/30
ip router ospf 1 area 0.0.0.0
no shutdown
!
nx-osv-1# sh ip route
<onyuyeHo>
10.0.0.8/30, ubest/mbest: 1/0
*via 10.0.0.13, Eth2/2, [110/41], 14:10:28, ospf-1, intra
192.168.0.2/32, ubest/mbest: 1/0
*via 10.0.0.13, Eth2/2, [110/41], 14:10:28, ospf-1, intra
<onyuyeHo>

Huxe moxno Buners OSPF-cocena u BoiBojg BGP it NX-OSv (I0Sv umeer 1io-
XO’KUI BBIBOJL):

nx-osv-1# sh ip ospf neighbors

OSPF Process ID 1 VRF default

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
192.168.0.2 1 FULL/DR 14:12:31 10.0.0.13 Eth2/2
!

nx-osv-1# sh ip bgp summary

BGP summary information for VRF default, address family IPv4 Unicast
BGP router identifier 192.168.0.1, local AS number 1

BGP table version is 5, IPv4 Unicast config peers 1, capable peers 1
2 network entries and 2 paths using 288 bytes of memory

BGP attribute entries [2/288], BGP AS path entries [0/0]

BGP community entries [0/0], BGP clusterlist entries [0/0]

Neighbor Vv AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd
192.168.0.2 4 1 936 857 5 0 0 14:12:33 1

Xocrel B Hareii cern paborator noj yrnpasaennem OC Ubuntu 16.04; oxa noxosxa
na Ubuntu VM 18.04, KOTOPY10 MBI HCIIOJIB30BAJIH JI0 9TOTO MOMEHTA:

cisco@Server:~$ 1lsb _release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 16.04.3 LTS
Release: 16.04

Codename: xenial
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06a xocra ¢ Ubuntu ocHateHbl AByMs ceTeBbIMU nHTEp(deiicamu, ethed u ethl.
[TepBorit coemuen ¢ ynpasssttotieii cetbio (172.16.1.0/24), a BTopoii — ¢ ceTeBbI-
mu ycrpoiicrBamu (10.0.0.x/30). MapipyThl, Beayinue K MeTJIEBOMY ajipecy
YCTPOICTBA, HATIPSIMYIO COEIUHEHBI ¢ CETEBBIM OJIOKOM, U CETHU yIaIEHHBIX XOCTOB
CTaTUYECKHU HAMPABJIEHBI K ethl Tak, YT0OBI MAPIIPYT IO YMOJIYAHUIO BEJI K yIIpaB-
JIAIONIEeN CeTu:

cisco@Client:~$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface

0.0.0.0 172.16.1.254 0.0.0.0 uG 0 0 0
etho

10.0.0.0 10.0.0.6 255.0.0.0 uG 0 0 0
ethl

10.0.0.4 0.0.0.0 255.255.255.252 U 0 0 0
ethl

172.16.1.0 0.0.0.0 255.255.255.0 U 0 0 0
etho

192.168.0.0 10.0.0.6 255.255.255.248 UG 0 0 0
ethl

Yto6bl IPOBEPUTD IIYTh OT KJIUEHTA K CEPBEPY, UCIIOIb3YEM YTHJIUTY ping u oTciie-
M MaprpyT. Tak Mbl yOeIUMCsT B TOM, 4TO TPahUK MEKITY HAITUME XOCTAME TIPO-
XO/IUT Yepes3 ceTeBble YCTPOICTBA, a He TI0 CTAH/IAPTHOMY MapIIpyTy:

# IP-agpec cepBepHoro uHTepdeiica Ethl 10.0.0.9/30
cisco@Server:~$ ifconfig ethl
ethl Link encap:Ethernet HWaddr fa:16:3e:68:bb:ce
inet addr:10.0.0.9 Bcast:10.0.0.11 Mask:255.255.255.252
<onyuyeHo>

# 3xo0-3anpoc ¢ IP-agpeca KAMeHTCKoOro uHTepdeiica Ethl (10.0.0.5/30) Ha cepBep
cisco@Client:~$ ifconfig ethl
ethl Link encap:Ethernet HWaddr fa:16:3e:7c:75:ec
inet addr:10.0.0.5 Bcast:10.0.0.7 Mask:255.255.255.252
<onyueHo>

cisco@Client:~$ ping -c 1 10.0.0.9

PING 10.0.0.9 (10.0.0.9) 56(84) bytes of data.

64 bytes from 10.0.0.9: icmp_seq=1 ttl=62 time=7.00 ms

--- 10.0.0.9 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time ©Oms
rtt min/avg/max/mdev = 7.007/7.007/7.007/0.000 ms

# Tpaccupyem mapwpyT OT K/IMEHTA K cepBepy

cisco@Client:~$ traceroute 10.0.0.9

traceroute to 10.0.0.9 (10.0.0.9), 30 hops max, 60 byte packets
1 10.0.0.6 (10.0.0.6) 5.694 ms 10.632 ms 10.599 ms
2 10.0.0.13 (10.0.0.13) 13.078 ms 19.132 ms 19.101 ms
3 10.0.0.9 (10.0.0.9) 14.929 ms 19.026 ms 19.004 ms
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Ormuno! Mbl HacTpowsu J1TaGOPATOPHIO; TEMEPh MO3HAKOMUMCST ¢ HEKOTOPBIMU
cpelcTBaMu 1 Mepamu Ge3oracHocTr Ha ocHoBe Python.

Python Scapy

Scapy (https://scapy.net) — 9To MolHAas WHTEPAKTUBHASA [IPOTPAMMa Ha SA3bIKe
Python st rerepanuu ceteBbix makeToB. Eciii He cunuTaTh HEKOTOPBIE OPOTHE
KOMMEpPYECKHe aHAJIOTH, CYIECTBYET He TaK MHOTO HHCTPYMEHTOB € MOXOKUMU
BO3MOKHOCTSIMU, HACKOJIbKO MHE U3BECTHO. DTO OIUH U3 MOUX JIIOOUMBIX IIPOEKTOB
B Mupe Python.

OcHoBHOE MPpENMYIIECTBO ITPOrpaMMbl Scapy: OHa ITO3BOJIAET CO31aTh cOOCTBEHHBII
CeTeBOI ITaKeT Ha OYEeHb HU3KOM YpoBHE. ITo cioBam co3sjiaTesida SC&py:

«Scapy — MOWHAs UHMEPAKMUBHASL NPOZPAMMA 0Ll YNPABLEHUS NAKEMAMU.
Ona cnocobua KoHcmpyuposamy Uiy 0ex00Uposams NaAKemol CAMbLX PA3HBIX
NPOMOKOL08, OMNPABASAMY UX NO CEMU, NePEXeAmMvl8amb, CONOCMABLAMY 3d.-
nPOCHL U OMEEMbL U MHO20€ OPY20e... GOTLUUHCINGEO OPYZUX UHCIPYMEHMOE
He n0360asem co30asamo mo, Ymo He nPedycMompeHo ux agmopami. Imu
uncmpymenmot OvLAU cO30aivl 0N KOHKPEMHOU UeAu U He MOZYM OMKIOHIMb-
cs.0m Hee».

[TosmakomMumMcs ¢ aTUM MHCTPYMEHTOM.

YcraHoBka Scapy

B mombiTke BHEAPUTD MoAnep:RKy Python 3 mpoexT Scapy mories o HHTepecHOMY
nyti. B 2015 roxy mus peamusanuu moaaep:xku Python 3 ot Scapy 2.2.0 ormouko-
BaTaCh HE3ABUCUMAsT BEPCHSI, TOMyUnBINas HazBanue Scapy3k. B aToil kHure MbI
HCTTOJIB3YEM OCHOBHYIO KOZOBYIO 6a3y OPUTHHAIBHOTO MpoekTa Scapy. Ecan Bor
YUTAJIU MPEbILYTIIE U3AHUS U UCITOJIB30BAJIN BEPCHUIO Scapy, COBMECTUMYIO TOJIb-
ko ¢ Python 2, To mocmMoTpuTe, Kak pasHble BBITYCKUA 3TOTO HHCTPYMEHTA MOJIEP-
susaior Python 3 (puc. 6.3).

HOCKOJIbe MbI XOTUM T€HEPUPOBATD ITAKETHI Ha KJIIMEHTE 1 OTIIPABJIATH NX Ha CEPBEP,
Scapy cienyer yctaHOBUTH Ha KJIUEHTCKOM CTOPOHE:

cisco@Client:~$ git clone github.com/secdev/scapy.git
cisco@Client:~$ cd scapy/
cisco@Client:~/scapy$ sudo python3 setup.py install
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Beten 3a yCTaHOBKOM MBI 3aITyCTUM HHTEPAKTUBHYIO 000TOUKY Scapy, BBE/ST B KO-
MaH/IHOM cTpoke scapy (puc. 6.4).

Puc. 6.3. Mopaepxka sepcuii Python (uctounuk: https://scapy.net/download/)

\G/\/

MoapobHee o Tom, kak noaaepxka Python 3 noseunacs 8 Scapy. Bece Havanocs
C oTBeTBNEHMs Hedasucumon Bepcuu ot Scapy 2.2.0 8 2015 rogy. MNpoekT 6bin
HaseaH Scapy3k. DTo oTBeTBREHME PA3OWINOCH C OCHOBHOM KOKOBOM 6a30it
Scapy. B nepBom 13paHMM AAHHOM KHUMM MCTOPMS HO 3TOM 30KAHYMBANACS.
Mosxe BO3HMKNO HegopasyMeHue no nosogy naketa python3-scapy B PyPl
u oduupanbHor nopaepxkn Scapy. OcHoBHAS Lenb AAHHOM MABbl — U3y4eHUe
3TOrO MHCTPYMEHTA. [ToaToMy 51 peLnn ncnonb3osats Boree cTapyto ero Bepcuio,
ocHoBaHHyto Ha Python 2.

Puc. 6.4. Tectuposanue Python Scapy
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ITpocrast mpoBepka poctymrocT 6ubanoreku Scapy B8 Python 3:

cisco@Client:~$ python3

Python 3.5.2 (default, Jul 10 2019, 11:58:48)

[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> from scapy.all import *

>>> exit()

Orauuno! [Taker Scapy ycTaHOBJIEH U JIOCTYIIEH /I UCTIOJTb30BAHUSA B MHTEPIIPE-
tarope Python. B ciemytoriem pasjesie Bbl yBUANTE, KAK MOKHO UCIIOJIb30BAThH UH-
TEPaKTUBHYIO 060JI0UKY.

MHTepakTrBHbiEe NpuMepbl

B nepBom nipumepe MbI creHepupyeM Ha kianerTe ICMP-niakeT 1 oTripaBuM ero
cepBepy. Ha cepBepHOIi cTOpOHE MbI BOCIIOJIb3YEeMCsI YTUIUTOM tcpdump ¢ puabTpom
XOCTOB, YTOOBI YBUJIETH ITOT TAKET:

## CTOpoHa KnAueHTa
cisco@Client:~/scapy$ sudo scapy
>>> send(IP(dst="10.0.0.9")/ICMP())

Sent 1 packets.

# CTopoHa cepBepa

cisco@Server:~$ sudo tcpdump -i ethl

tcpdump: verbose output suppressed, use -v or -vv for full protocol
decode

listening on ethl, link-type EN1OMB (Ethernet), capture size 262144 bytes
17:19:24.812184 IP 10.0.0.5 > 10.0.0.9: ICMP echo request, id 0, seq 0,
length 8

17:19:24.812205 IP 10.0.0.9 > 10.0.0.5: ICMP echo reply, id @, seq 0,
length 8

Kak BuguTe, 9T0 04eHb IIPOCTOH Ipoliecc. Scapy 1103BoJisieT ¢chOpMUPOBATD T1AKET,
JOOABJISISA 3arOJIOBKH MIPOTOKOJIOB uepe3 Kocyto uepty (/).

@Oynkis send paboTaeT Ha CETEBOM YPOBHE, TOITOMY BaM He HYKHO HECTTIOKOUTHCST
0 MapHIPyTHU3AIUU U PUBMUECKON ajipecaniui. Y Hee eCcTh aabTepHATUBA, sendp(),
KOTOpast paboTaeT Ha KaHAJIbHOM YPOBHE; 3TO 03HAYAET, YTO BaM HYKHO Oy/IET YKa3aTh
unTepdeic u MIpoTOKOJ COeAMHEHNS.

[TonpobyeM 3aXBaTUTh OTBETHBIN MaKeT ¢ TIOMOIbIO (DYHKIMK send-request (sr).
Bocnompayemces crieninaibHOi Bepcueii sr ¢ UMeHeM sril, KOTOpasi BO3BPAIIAeT TOJIb-
KO OJIH TaKeT:
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>>> p = sr1(IP(dst="10.0.0.9")/ICMP())

Begin emission:

.Finished sending 1 packets.

E

Received 2 packets, got 1 answers, remaining © packets

>>> p

<IP version=4 ihl=5 tos=0x0 len=28 id=44710 flags= frag=0 ttl=62
proto=icmp chksum=0xba2d src=10.0.0.9 dst=10.0.0.5 |<ICMP type=echoreply
code=0 chksum=0xffff id=0x0 seq=0x0 |>>

DyHKIwMst sr() BO3BPAIIAET KOPTEK CO CIIUCKAMU TIAKETOB, Ha KOTOPbIe ObLT U He
OBLI TTOJIYYEH OTBET:

>>> p = sr(IP(dst="10.0.0.9")/ICMP())
.Begin emission:
..... Finished sending 1 packets.

Received 7 packets, got 1 answers, remaining © packets

>>> type(p)
<class 'tuple'>

3arasgHeMm BHYTPbB 9TOI'O KOpTeXa:

>>> ans, unans = sr(IP(dst="10.0.0.9")/ICMP())
.Begin emission:
...Finished sending 1 packets.
*
Received 7 packets, got 1 answers, remaining © packets
>>> type(ans)
<class 'scapy.plist.SndRcvList'>
>>> type(unans)
<class 'scapy.plist.PacketList'>

Ecim BeiBecTH crimcok ITaKETOB, Ha KOTOPbIE OBLI TIOJIY4Y€H OTBET, TO MbI YBUJIUM, YTO
9TO €eIlle OJIMH KOPTEIK, COHGP)KB.H_[I/IIL/'I OTIHpaBJIEHHbIE U ITOJIYYE€HHDbIE I[TaKEThI:

>>> for i in ans:
print(type(i))

<class 'tuple'>

>>>

>>>

>>> for i in ans:
print(i)

(<IP frag=0 proto=icmp dst=10.0.0.9 |<ICMP |>>, <IP version=4 ihl=5
tos=0x0 len=28 id=19027 flags= frag=0 ttl=62 proto=icmp chksum=0x1le81

src=10.0.0.9 dst=10.0.0.5 |<ICMP type=echo-reply code=0 chksum=0xffff
id=0x0 seq=0x0 |[>>)

Scapy Takike nmoj/iep;KUBaeT KOHCTPYUPOBAHKE TTAKETOB JIJIT TPOTOKOJIOB TTPUKJIA/L-
HOTO yPOBHsI, Takux kKak DNS-zanpocel. B ciepytorniem mpuMepe Mbl 06pariaeMcst
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k my6ananomy DNS-cepsepy, utoObl moayuuth [P-apec 10MEHHOIO UMEHN Www .
google.com:

>>> p = sr1(IP(dst="8.8.8.8")/UDP()/DNS(rd=1,qd=DNSQR(gname="www.google.
com™)))

Begin emission:

...... Finished sending 1 packets.

Received 17 packets, got 1 answers, remaining @ packets

>>> p

<IP version=4 ihl=5 tos=0x20 len=76 id=17713 flags= frag=0 ttl=121
proto=udp chksum=0x28c5 src=8.8.8.8 dst=192.168.2.211 |<UDP sport=domain
dport=domain len=56 chksum=0xa9db |<DNS id=@ qr=1 opcode=QUERY aa=0
tc=0 rd=1 ra=1 z=0 ad=0 cd=0 rcode=ok qdcount=1 ancount=1 nscount=0
arcount=0 qd=<DNSQR gname='www.google.com.' gtype=A gclass=IN |>
an=<DNSRR rrname="www.google.com.' type=A rclass=IN ttl=274 rdlen=None
rdata=216.58.217.36 |> ns=None ar=None |>>>

PaCCMOTpI/IM ApyTrre BO3SMOKHOCTU Scapy. Haunewm c 3axBaTa mmakeTos.

3axBaT NAKETOB ¢ NTOMOLWbIO Scapy

B nporiecce ycTpanenus Helosas ok HaM, CETEBBIM MHKeHepaM, IIOCTOSHHO IIPUXO0-
JIATCST 3aXBATHIBATH MAKETHI, TPOXOsiue Yeped coequaenne. OObIUHO It 3TOTO
ucnosbayercss Wireshark win moxoskie HHCTPYMEHTBI, HO Scapy TOKe MO3BOJISIET
JIETKO BBITTOJIHATD 3aXBaT I1aKETOB:

>>> a = sniff(filter="icmp", count=5)
>>> a.show()

0000 Ether / IP / ICMP 192.168.2.211 > 8.8.8.8 echo-request 0 / Raw
0001 Ether / IP / ICMP 8.8.8.8 > 192.168.2.211 echo-reply © / Raw
0002 Ether / IP / ICMP 192.168.2.211 > 8.8.8.8 echo-request 0 / Raw
0003 Ether / IP / ICMP 8.8.8.8 > 192.168.2.211 echo-reply © / Raw
0004 Ether / IP / ICMP 192.168.2.211 > 8.8.8.8 echo-request © / Raw

MoskHO TIpocMaTpuBaTh makeThl Hosee MOAPOGHO, Take B UCXOAHOM Gopmare:

>>> for packet in a:
print(packet.show())

###[ Ethernet J###
dst= 70:4f:57:94:7f:86
src= 5e€:00:00:02:00:00
type= IPv4
HH[ TP ###
version= 4
ihl= 5
tos= 0x0
len= 84
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id= 1856
flags= DF
frag= 0
ttl= 64
proto= icmp
chksum= @x5fde
src= 192.168.2.211
dst= 8.8.8.8
\options\
#i##[ ICMP ittt
type= echo-request
code= 0
chksum= 0x4616
id= ox4a84
seq= Ox1
#i##[ Raw ]##t#
load= "k\x9a\x8f]\x00\x00\x00\x00\xac\x99\x01\x00\x00\x00\
x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\
x1d\x1e\x1f! "#$%&\ " ()*+, -./01234567"
<onyueHo>

Wrtak, Mbl II03HAKOMMJIMCH ¢ OCHOBHBIMY IIPUHIIMIIAMU PaboThl Scapy. Tereps 110-
CMOTPHM, KaK 9TOT HHCTPYMEHT IIPUMEHSETCSI IJIsl TIPOBEPKH O€30IIaCHOCTH CETH.

CkaHuposaHue TCP-noptos

JIto6ast MOTBITKA B3JIOMA MOYTH BCET/Ia HAYMHAETCS C TOMCKA B CETH OTKPBITHIX CeP-
BUCOB; 9TO MO3BOJISIET ATAKOBATh ONPE/EJEHHYIO 11eb. KoHeuHo, 4To6bI 06CIyKUBATH
HAIIMX KJIMEHTOB, HaM HE0OXOUMO OTKPBITh HEKOTOPBIE TIOPTHI; 3TO PUCK, KOTOPBIIL
MBI JIOJKHBI TPUHATH. BMecTe ¢ TeM MBI OJKHBI 3aKPBITh BCE OCTATBHbIE TOPTHI,
KOTOpPbIE MOTJIM Obl MOCJAY/KUTH JOMOJTHUTEILHBIMU TIEJISIMU JIJIs1 aTak. Mbl MOKeM
UCIIOBb30BATh SCapy [l CKAHUPOBAHIS HAIIETO COOCTBEHHOTO XOCTA Ha TMPEIMET
OoTKpHITHIX TCP-1mopToB.

OTnpaBuM nakeT SYN ¥ TOCMOTPUM, BEpPHET Ji cepBep B 0TBeT SYN-ACK. Haunem
¢ TCP-nopra 23, npunaziesxamiero Telnet:

>>> p = sr1(IP(dst="10.0.0.9")/TCP(sport=666,dport=23,flags="S"))
Begin emission:
Finished sending 1 packets.

*
Received 2 packets, got 1 answers, remaining © packets
>>> p.show()
HH[ IP ###

version= 4

ihl= 5

tos= 0x0

len= 40
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id= 14089
flags= DF
frag= 0

ttl= 62

proto= tcp
chksum= @xf1b9
src= 10.0.0.9
dst= 10.0.0.5
\options\

#i#H[ TCP ##t#
sport= telnet
dport= 666
seq= 0
ack= 1
dataofs= 5
reserved= 0
flags= RA
window= ©
chksum= ©x9911
urgptr= 0
options= []

O6paruTe BHUMAHWE, YTO B J]AHHOM CJIy4ae Ha MOMBITKY YCTAHOBUTDH COEMHEHIE
¢ TCP-nioprom 23 cepBep oTBeTMJ TakeTOM RESET+ACK, TOTOMY 4TO Ha XOCTE HET
Telnet. Oxnako TCP-tiopt 22 (SSH) 0TKpPHIT, II03TOMY /ISl HETO BO3BpAlAeTCsl
makeT SYN-ACK:

>>> p = sr1(IP(dst="10.0.0.9")/TCP(sport=666,dport=22,flags="S"))
>>> p = sr1(IP(dst.show()
#H[ IP |
version= 4
<onyueHo>
proto= tcp
chksum= ©x28bf
src= 10.0.0.9
dst= 10.0.0.5
\options\
#H#H#[ TCP ##t#
sport= ssh
dport= 666
seq= 1671401418
ack= 1
dataofs= 6
reserved= 0
flags= SA
<onyueHo>

MpbI Takske MOKEM MIPOCKAaHUPOBATh AUANA30H ITOPTOB OT 20 10 22; 3aMeTbHTE, UYTO
MBI OTIPaBJIsieM/TIPUHUMAEM CPa3y HECKOJIBKO ITaKeTOB, TI03TOMY 3/IeCh UCITOJIb-
3yercst pyHkius sr(), a He sr1() (KoTopast OTIPaBIsSeT/TIPUHUMAET OJMHOUHbBIE
TTaKeTHhl):
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>>> ans,unans = sr(IP(dst="10.0.0.9")/TCP(sport=666,dport=(20,22),flags=
sy
>>> for i in ans:

print(i)

(<IP frag=0 proto=tcp dst=10.0.0.9 |<TCP sport=666 dport=ftp_data
flags=S |>>, <IP version=4 ihl=5 tos=0x0@ len=40 id=59720 flags=DF
frag=0 ttl=62 proto=tcp chksum=0x3f7a src=10.0.0.9 dst=10.0.0.5 |<TCP
sport=ftp_data dport=666 seq=0 ack=1 dataofs=5 reserved=0 flags=RA
window=0 chksum=0x9914 urgptr=e |>>)

(<IP frag=0 proto=tcp dst=10.0.0.9 |<TCP sport=666 dport=ftp

flags=S |>>, <IP version=4 ihl=5 tos=0x0 len=40 id=59721 flags=DF
frag=0 ttl=62 proto=tcp chksum=0x3f79 src=10.0.0.9 dst=10.0.0.5 |<TCP
sport=ftp dport=666 seq=0 ack=1 dataofs=5 reserved=0 flags=RA window=0
chksum=0x9913 urgptr=0 |>>)

(<IP frag=0 proto=tcp dst=10.0.0.9 |<TCP sport=666 dport=ssh flags=S
|>>, <IP version=4 ihl=5 tos=0x@ len=44 id=0 flags=DF frag=0 ttl=62
proto=tcp chksum=0x28bf src=10.0.0.9 dst=10.0.0.5 |<TCP sport=ssh
dport=666 seq=3932520059 ack=1 dataofs=6 reserved=0 flags=SA window=29200
chksum=0xa666 urgptr=0 options=[('MSS', 1460)] |>>)

>>>

BmecTo oties1bHOTO X0CTa MOXKHO [IPOCKAHUPOBATh 11ey1o ceThb. Kak Buaute, B 1ua-
1a3oHe 10.0.0.8/29 oTBET SA BepHYJIN XOCTbI 10.0.0.9,10.0.0.101110.0.0.14; 3T0
JIBA CETEBBIX YCTPONCTBA U CepBep:

>>> ans,unans = sr(IP(dst="10.0.0.8/29")/TCP(sport=666,dport=(22),flags=
"s"))
>>> for i in ans:

. print(i)

(<IP frag=0 proto=tcp dst=10.0.0.14 |<TCP sport=666 dport=ssh flags=S
|>>, <IP version=4 ihl=5 tos=0x0@ len=44 id=7289 flags= frag=0 ttl=64
proto=tcp chksum=0x4a4l src=10.0.0.14 dst=10.0.0.5 |<TCP sport=ssh
dport=666 seq=1652640556 ack=1 dataofs=6 reserved=0 flags=SA window=17292
chksum=0x9029 urgptr=0 options=[('MSS', 1444)] |>>)

(<IP frag=0 proto=tcp dst=10.0.0.9 |<TCP sport=666 dport=ssh flags=S
|>>, <IP version=4 ihl=5 tos=0x@ len=44 id=0 flags=DF frag=0 ttl=62
proto=tcp chksum=0x28bf src=10.0.0.9 dst=10.0.0.5 |[<TCP sport=ssh
dport=666 seq=898054835 ack=1 dataofs=6 reserved=0 flags=SA window=29200
chksum=0x9f@d urgptr=e options=[('MSS', 1460)] |>>)

(<IP frag=0 proto=tcp dst=10.0.0.10 |<TCP sport=666 dport=ssh flags=S
|>>, <IP version=4 ihl=5 tos=0x0@ len=44 id=38021 flags= frag=0 ttl=254
proto=tcp chksum=0x1438 src=10.0.0.10 dst=10.0.0.5 |<TCP sport=ssh
dport=666 seq=371720489 ack=1 dataofs=6 reserved=0 flags=SA window=4128
chksum=0x5d82 urgptr=e options=[('MSS', 536)] |>>)

>>>

OcHOBBIBasICh HA HTUX Pe3yJIbTaTaX, HAITUIIIEM ITPOCTON CIIeHAPHii, scapy_tcp_scan_1.
py, IPUTOJHBIH /71T MHOTOKPATHOTO UCITOJTb30BAHMS:



224 Mmaea 6. Cetesas 6esonacHocTs ¢ ucnonb3osaxrem Python

#!1/usr/bin/env python3

from scapy.all import *
import sys

def tcp_scan(destination, dport):
ans, unans = sr(IP(dst=destination)/TCP(sport=666,dport=dport,flags="S"))
for sending, returned in ans:
if 'SA' in str(returned[TCP].flags):
return destination + "

port " + str(sending[TCP].dport) + " is
open."
else:
return destination +

port " + str(sending[TCP].dport) + " is
not open."

def main():
destination = sys.argv[1]
port = int(sys.argv[2])
scan_result = tcp_scan(destination, port)
print(scan_result)

if __name__ == "_main__":

main()

CHavasia MbI IMITOPTUPYEM scapy ¥ MOZAYJIb Sys JJIsI TipreMa apryMeHTOB. D yHKINs
tcp_scan() moxoska Ha KOJl, KOTOPBIF MbI MCIIOJIB30BAJIN /IO CUX TIOP; PA3HUIIA JIUTITh
B TOM, YTO MbI MOXXEM TOJIYYUTH BBOJ] U3 apTYMEHTOB KOMAH/IHOW CTPOKHU U 3aTeM
BbI3BaTh tcp_scan() BHyTpu main().

IToMHUTE, 4TO AOCTYI K HU3KOYPOBHEBOI ceTr TpebyeT NPUBKIIETHI CYTIEePIIOIb30-
BaTeJIs, I09TOMY ClieHapuil Hy»KHO 3aIlycKaTh ¢ lloMolblo sudo. [Tpockanupyem ¢ ero
nomoripio moptet 22 (SSH) u 86 (HTTP):

cisco@Client:~$ sudo python3 scapy_tcp_scan_1l.py "10.0.0.14" 22
Begin emission:
...... Finished sending 1 packets.

Received 7 packets, got 1 answers, remaining @ packets
10.0.0.14 port 22 is open.

cisco@Client:~$ sudo python3 scapy_tcp_scan_1l.py "10.0.0.14" 80
Begin emission:

...Finished sending 1 packets.

*

Received 4 packets, got 1 answers, remaining @ packets
10.0.0.14 port 80 is not open.

970 ObLI OTHOCUTEILHO JAJIMHHBIN IIPUMep cLieHapHs [1uis ckarupoBatust TCP-1iopTos,
KOTOPBIH TIOKA3aJ1, 9eT0 MOKHO JIOCTUYb, TeHEPUPYsT COOCTBEHHBIE TIAKETHI ¢ TOMOIIIBIO
Scapy. Mbl IPOTECTUPOBAJIH OT/IETbHBIE IATH B MHTEPAKTUBHOM 060JI0YKe U B KOH-
e ohopMIIIM UX B BHJIE IPOCTOTO ClieHapus. Termeps pacCMOTPUM IIPUMEPHI UC-
MOJIb30BAHUS Scapy JJIst TPOBEPKN HE30MaCHOCTH.
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KOHHGKU,VISI NAKEeTOB ANia NPOBEPKU CBA3UN

ITpeacraBbTe, YTO HAIlIA CETh COCTOUT M3 KOMITBIOTEPOB MO yripaBieHrneM Windows,
Unix u Linux u mojib3oBaTes M MOTYT [OAKIIOYATh K Hell cOOCTBEHHBIE YCTPOMCTBA
B pamkax nosjmtuku BYOD (Bring Your Own Device — «npunecu céoe cobcmaenioe
ycmpoticmeos ); Mbl He 3HAEM, MOIEPAKUBAET Ji TOT uin wHoi xocT [CMP-makeTst
ax0-3arpocoB (ping). Mbl MOXXeM HalMCcaTh CIleHAPUIA, UCTIOJIB3YIONIUI TPU pac-
MTPOCTPaHEHHBIX TUTIA TTakeTOB /17151 poBepku cBg3u: ICMP, TCP u UDP. Hazosem
ero scapy_ping_collection.py:

#!/usr/bin/env python3
from scapy.all import *

def icmp_ping(destination):
# 06bl4HbIN 3X0-3anpoc ICMP
ans, unans = sr(IP(dst=destination)/ICMP())
return ans

def tcp_ping(destination, dport):
ans, unans = sr(IP(dst=destination)/TCP(dport=dport,flags="S"))
return ans

def udp_ping(destination):
ans, unans = sr(IP(dst=destination)/UDP(dport=0))
return ans

def answer_summary(ans):
for send, recv in ans:
print(recv.sprintf("%IP.src% is alive"))

3areM MBI MOKEM MOCJIATh BCE TPH THUIIA CETEBBIX TTAKETOB € ITOMOTITHIO OTHOTO Clie-
Hapus:

def main():
print("** ICMP Ping **")
ans = icmp_ping("10.0.0.13-14")
answer_summary(ans)
print("** TCP Ping ***")
ans = tcp_ping("10.0.0.13", 22)
answer_summary(ans)
print("** UDP Ping ***")
ans = udp_ping("10.0.0.13-14")
answer_summary(ans)

if __name__ == "__main__":
main()

BosmoskHOCT hopMUpPOBaTh COOCTBEHHBIE MTAKETHI MO3BOJISIET BHIMTOIHATH HMEHHO
Te OIePaIiy U MTPOBEPKH, KOTOPBIE BB X0TUTE. COo3/1aBaTh MaKeThI C TOMOTIBIO Scapy
MOJKHO U C TIETHI0 TTPOBEPKH H€30TMACHOCTH CETH.
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PacnpoctpaHeHHble ataku

B arom ipumepe Bbl y3Haete, kKak cOPMUPOBATH MAKET JIJIsT KJIACCUYECKUX aTak Ping
of Death (https://ru.wikipedia.org/wiki/Ping_of_death) u LAND (https://wikiboard.ru/
wiki/LAND). 9T TpOBEPKH TIO3BOJISIOT BBISIBUTH BO3MOKHOCTH IIPOHUKHOBEHUS B CETh,
U PaHbIIE UX MOKHO OBLITO BBITIOIHATH TOJIBKO € TOMOIIIIO IIIIATHOTO KOMMEPYECKO-
ro ITO. Scapy saeT BO3MOKHOCTD BBIIIOJHUTD aHAJIOTMYHbIE ITPOBEPKU € COXPAHEHU-
€M IOJTHOTO KOHTPOJISI 32 TPOUCXOMIIIM U 100aBJISATh HOBbIE IIPOBEPKU B Oy IyIIEM.

HepBaﬂ aTaKa 3aKJ/II0YaeTCs B OTIIPABKE XOCTY IMO/1/1€JIbHOTO [P-3arosoBka co 3Haue-
HHUEM JJINHDbI, paBHBIM 2, WJIM HOMEPOM BEPCUN 3:

def malformed_packet_attack(host):
send(IP(dst=host, ihl=2, version=3)/ICMP())

Oynkiys ping_of_death_attack ornpasisier o6brunbiii ICMP-naker ¢ oGbemMoM
HOJIe3HOI Harpysku 6oJibiie 65 535 GaiiT:

def ping _of_death_attack(host):
# https://ru.wikipedia.org/wiki/Ping_of_death
send(fragment (IP(dst=host)/ICMP()/("X"*60000)))

@ynkiumst land_attack bITaeTcst epeHanpaBUTh KIUEHTY €r0 5Ke OTBET, YTOOBI Y ero
XOCTa NCYEPIATUCH PECYPCHI:

def land_attack(host):
# https://wikiboard.ru/wiki/LAND
send(IP(src=host, dst=host)/TCP(sport=135,dport=135))

ITO JIOBOJIBHO CTAPble YSI3BUMOCTHU, KOTOPHIM COBPEMEHHBIE OIEPAITMOHHbIE CUCTEMbI
Gouiblle He IoABEPKeHbl. Hu oHa 13 9THX aTak He HApyIIUT paboTy HALIEro XOCTa
¢ Ubuntu 16.04. Oxgnaxo Bcerga o6HApYKUBAIOTCA HOBBIE ABIPBI B 0€30I1aCHOCTH,
u Scapy — OTJIMYHbII KHCTPYMEHT JIJIsl TECTUPOBaHUsI COOCTBEHHBIX CETEl U XOCTOB,
GJarozapst KOTOPOMY BaM GOJIblle He HYKHO JKIaTh, IIOKa Balll IIOCTABIIUK IIPEIO-
CTaBUT BaM TIOAXOIIIIT MHCTPYMEHT JJIst IPOBEPKU. DTO 0COOEHHO aKTYaJIbHO JIJIsT
TaK Ha3bIBAEMBbIX aTaK HyJIEBOIo AHs (IyOIMKyeMbiX (€3 IpeiypeskIeH s ), KOTOPbIE,
HIOXOKE, CTAHOBSITCA Bee GoJiee 4acTbIM sBjieHrueM B uarepHere. OOIIMpPHbIEC BO3MOK-
HOCTU Scapy HeJTb3st YMECTHUTD B OJHY TJIaBY, HO, K CYACTBIO, CYTIECTBYET MHOKECTBO
OTKPBITBIX PECYPCOB, KOTOPbIE MBI MOXKEM MTOPEKOMEH/I0BATD.

Pecypcbl o Scapy

B at0ii riaBe MbI yIeJIUIIH IOBOJIBHO MHOTO BHUMaHsI paboTe co Scapy. ITO 0T4acTu
BBI3BAHO TEM, UTO 5T BBICOKO I€HIO 3TOT MHCTPyMeHT. Hazeroch, BbI coracutech co
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MHOI1, 4T0 Scapy IpUTOAUTCS JT0O60MY ceTeBOMY UHKeHepy. UTo camoe TIPUSTHOE,
ATOT TPOEKT TOCTOSTHHO Pa3BUBAECTCS aKTUBHBIM COOOIIECTBOM I0JIb30BaTEIEI.

L, 9l HacTOSITENIbHO PEKOMEHLYIO O3HOKOMMTLCS C PAKTUHECKMM PYKOBOLCTBOM MO
-@— Scapy (http://scapy.readthedocs.io/en/latest/usage.html#interactive-tutorial),
7 a TaKXe ¢ NobOM UHTEpeCyIoLLe BAC JOKYMEHTALMEN.

Koneuno, obecriedenie ceteBoil Ge30acHOCTH He OrPAHUINBACTCSA (hOPMUPOBAHIEM
[IAKETOB ¥ TECTUPOBAHUEM YSI3BUMOCTEN. B ciie/yiotieM pasjiesie Mbl IOrOBOPUM 00
aABTOMATU3AlMU CIUCKOB JIOCTYIIA, KOTOPbIE II0BCEMECTHO UCIIOJb3YIOTCS /I 3a-
HIMTBI BHYTPEHHUX KOH(MDUACHIIUATBHBIX PECYPCOB.

Cnumckn goctyna

Croucku 0CcTyma K ceT 0ObIYHO CITYsKAT MepPBON JUHUEH 3alTUTBl OT BTOPIKEHUIA
U aTak CHapy:ku. B 11eJI0M MapIpy TH3aTOPBI 1 KOMMYTaTOPbl 00padaThIBAIOT MTAKETHI
HAMHOTO GLICTpEE, YeM CepBephI, UCIOIb3YsT 060PYAOBAHIE C BHICOKOCKOPOCTHOM
namsTbio, Takoit kKak TCAM (Ternary Content-Addressable Memory — mpouunas
accouuamuenas namsms ). VIm He Hy;kHa nHGOPMAIIUS TPUKJIAHOTO yPOBHL. UT0ObI
OTIPEMIENNTD, CTEYET JIN TIPOTTYCKATD TTAKET JAAbIIE, OHU TIPOBEPSTIOT JIUIIT 3aT0I0B-
KU CETEBOTO M TPAHCTIOPTHOTO YPOoBHE. [109TOMY 3aIuTa ceTeBBIX PECypPcoB 0OBIU-
HO HAYMHAETCST CO CITUCKOB JIOCTYTIA B CETEBBIX YCTPONCTBAX.

CHvcKH I0CTYTIa, KaK TPABUIIO, CTAPAIOTCS PA3MEIATh KaK MOXKHO OJIMKe K MCTOY-
HUKY (KaMeHTy ). Takke JOTUYHO, YTO MBI JOBEPSIEM XOCTaM BHYTPU HaIllell CeTU
1 C TI0JI0O3PEHNEM OTHOCUMCS K KJIMeHTaM 3a ee rnpegenamu. [losTomy crimcok o-
cTyma 06bIYHO IPUMEHSIETCS K CETEBBIM UHTEPdeiicaM, KOTOPbIe IPUHUMAIOT BHEIII-
Huit Tpaduk. B ycsioBusx Haieil 1abopaToOpuu 3TO O3HAYAET, YTO CIIUCOK JOCTYIIA
cileflyeT IPUMEHHTD KO BXojsiieMy Tpaduky Ha mHTepdeiice Ethernet2/1 xocra
nx-osv-1, KOTOPBIN HAIIPAMYIO COEJIMHEH C KIIMEHTOM.

Ecmm Yy BaC HET YBEPECHHOCTU OTHOCUTEJIbHO HAIIPpAaBJICHUA Tpa(bI/IKa " pasMeleHunsAd
CITMCKa /10CTYyIIa, BOT HECKOJIbKO COBETOB.

ﬂyMaﬁTe O CITMCKE JOCTYIIa C TOYKH 3PCHU CETEBOTO yCTpOfICTBa.

CBojiuTe TTakeThl K NCXOHOMY U KoHeuHoMYy [ P-azsipecam, uctiosb3yst B kaue-
CTBE IIpUMepa OLUH XOCT.

® B nameii nabopatopuu Tpaduk OT cepBepa K KIUEHTY OyIeT UMETh MCXOSAIIIA
[P-azmpec 10.0.0.9 1 KOHEUHBI 10.0.0.5.
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® Ucxonsmum u kKoHeunbiM [P-asipecamu B Tpapuke oT KJInMeHTa K CEPBEPY
OyIyT 10.0.0.5 1 10.0.0.9 COOTBETCTBEHHO.

O‘IGBI/IZ[HO, 4TO BCE CETU pa3Hble, 1 COCTaBJIEHNE CIIMCKa JOCTYIIa 3aBUCHUT OT YCJYT,
TIpe/IOCTaB/IAEMbBIX BalllUM CEPBEPOM. Ho ecim pedb NAET O CIIMCKE J0CTYyIIa JIJIA
BHEIIHEro BXOoAAIero Tpa(l)I/IKa, Bbl JOJIZKHBI:

[ ] 3aIlIPETUTD ITPUEM ITaKETOB, NCXOJANIINX CO CIICIIMAJbHBIX a/[PECOB, TAKNX KaK
127.0.0.0/8 (RFC 3030);

L] 3allpETUTDh IIPUEM ITAKETOB, NUCXOAANNX N3 ANAITa30HOB a/[PECOB JIOKAJIbHbBIX
ceTeli, TaKUX Kak 10.0.0.0/8 (RFC 1918);

® 3aIPETUTH TPUEM TTAKETOB, HCXOSAININX M3 BAIIEro a[PECHOTO MPOCTPAHCTBA
(B maHHOM ciyyae 10.0.0.4/30);

® paspemnts Bxosnmii tpaduk Ha TCP-iopre 22 (SSH) u 80 (HTTP) xocra
10.0.0.9;

® 3ampeTuTh BCE OCTATIbHOE.

BoT XOpoLwuMit cnucok HeMapLIPYTU3MPYEMbIX CETel, koTopble credyeT 6noku-
posarts: https://ipinfo.io/bogon.

Ho nonnmanme Toro, 13 4ero JI0JKEeH COCTOSTH CITUCOK IOCTYTIA, — 9TO JIUIITH TTOJI/IeNa.
B caiemytoem paszesie Bbl y3HaeTe, Kak ero MOKHO Pean30Bath ¢ momMolipio Ansible.

Peanusauus cnuckos goctyna ¢ nomowsio Ansible

Jlist peayiisaliui CIMCcKa J0CTYIIA MPOIIe BCETro UCItob3oBaTh Ansible. Mbr yike 1o-
3HAKOMUJIMCH C STUM MHCTPYMEHTOM B MTPEABIYIINX JIBYX IJIaBaX, HO elle pa3 1epe-
YUCJIUM €er0 TIPEUMYIIECTBA B 9TON CUTYaIlUH.

e IIpocrora aAMUHHCTPUPOBAHUS. JIJTMHIbIC CIIUCKHU JOCTYTA [T yA06CTBA
MOKHO Pa30MBaTh Ha YACTH C IOMOII[bIO HHCTPYKIIUHU include. 3aTeM ¢ aTUMU
OT/EJBHBIMU CIUCKAMKU MOTYT PaboTaTh APyrue KOMaH/bl UJIU BJIaAeIbIIbI
cepsuca.

® HaemMnoTeHTHOCTh. MbI MOKEM 3aILIAHUPOBATH PErYJIAPHOE BBIIIOIHEHNE
ciienapus Ansible, u ipu 9TOM OyAyT BHOCUTHCS TOJIBKO HEOOXOAMMbIE U3-
MeHEHUSI.

¢ SdIBHOe omucanue Ka?KZ[Oﬁ 3aJlavun. MbI MOKeM OTAE/INTb KOHCTPYHUPOBaHNE

CIIMCKOB, a TaKyKe IPUMEHSTDb CIIMCKK JOCTYIa K COOTBETCTBYIOLUIMM MHTED-
(eiicam.
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e TloBTOpHOE HUCNOJIb30BaHUE. B OyyiieM, eciiv y HAC MOSBSITCS JIPYTUE WH-
Tepdeiichl, HalpaBIeHHbIe HAPYIKY, OYIET Z0CTATOYHO JOOABUTH UX B CIIUCOK
YCTPOMCTB — U IpaBuJIa IOCTYIIA IIPUMEHATCA K HUM aBTOMATHYECKH.

® PacmmpseMocTb. Bbl camMu yBuanTe, 94TO OAUH U TOT e cleHapuil Ansible
MO’KHO UCIIOJIb30BATh KaK /711 (POPMUPOBAHUSI CITUCKA OCTYTIA, TAK U JIJIs1 €70
NpuMeHeHUs K Hy;KHOMY nHTepdelicy. Mbl MojkeM HauaTh ¢ MAJIOTO U 3aTeM,
110 Mepe PaclIpennst, pa3duBaTh KO Ha OTAEJIbHbIE CIIEHAPUH, €CJIU IIOHAL0-
ouTCs.

®Daiin host rMeeT TPUBBIYHBIN BU. [[JIs1 TIPOCTOTHI PA3MECTUM B HEM II€PEMEHHbIE
XOCTOB:

[nxosv-devices]
nx-osv-1 ansible_host=172.16.1.155 ansible_username=cisco ansible_
password=cisco

[iosv-devices]
iosv-1 ansible host=172.16.1.154 ansible_username=cisco ansible_
password=cisco

OO6bsIBUM 3TU TTEPEMEHHBIE B CIIEHAPUN:

- name: Configure Access List
hosts: "nxosv-devices"
gather_facts: false
connection: local

vars:
cli:
host: "{{ ansible_host }}"
username: "{{ ansible_username }}
password: "{{ ansible_password }}
transport: cli

Yt00bI COKOHOMUTD MECTO, MBI TIPOUJIIFOCTPUPYEM TOJIBKO 3aIPET TPHEeMa MaKeTOB
13 aZipecHBbIX pocTpaHcTB JokanbpHbIX ceTell (RFC 1918). 3anper nnamazona
RFC 3030 u zamero coOCTBEHHOTO aPECHOrO IIPOCTPAHCTBA HACTPAUBAETCS TOYHO
Tak ske. OOparuTe BHUMaHNE, YTO HAIIl CIIEHAPHIT He 3aTIpelaeT [1arna3oH 10.0.0.0/8,
MTOCKOJIbKY B Halllell KOH(UTYpaIK B HACTOSITIIee BPEMsI UCTIOIb3YeTCsI CeTh 10.0.0.0.
Koneuno, Mbl Mor/Iu Obl CHa4ajIa Pa3peIinTh JOCTYII AJISI OTAEIBHOIO XOCTa, 2 3aTEM
3aIpeTrTh 10.0.0.0/8 B O/IHON U3 CIAEAYIONNX 3aMNCel, HO B 3TOM ITPUMepe Mbl
MIPOCTO MTPOUTHOPUPYEM ITOT JIMATIA30H:

tasks:
- nxos_acl:
name: border_inbound
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seq: 20

action: deny

proto: tcp

src: 172.16.0.0/12

dest: any

log: enable

state: present

provider: "{{ cli }}"
- nxos_acl:

name: border_inbound

seq: 30

action: deny

proto: tcp

src: 192.168.0.0/16

dest: any

state: present

log: enable

provider: "{{ cli }}"

<onyueHo>

Mbr paszperiaem ipreM TpaduKa yepes CoeIMHEeHNs, THUIMUPOBAHHbIE CAMUM Cep-
BepoM. B KOHIIe MbI HCTIOJIb3YeM SIBHYIO HHCTPYKIIUIO deny ip any ¢ GOJIBIINM TIO-
PSIKOBBIM HOMEPOM (1000), 4TOOBI TT03Ke MOKHO OBLIO BCTABUTH HOBBIE 3ATIUCH.

3areM TIPUMEHNM CITUCOK /IOCTYTIA K MOAXOAIIEeMY HHTepdeiicy:

- name: apply ingress acl to Ethernet 2/1
nxos_acl_interface:
name: border_inbound
interface: Ethernet2/1
direction: ingress
state: present
provider: "{{ cli }}"

Cruncok poctyna gns VIRL NX-OSv nopaepxvBaertcs Tonbko ynpasnsitoLLmm

\G/\/ nntepdeiicom. Bl yeuante npeaynpexaerue: Warning: ACL may not behave
as expected since only one management interface is supported if you configure
this ACL via the CLI (BHumarme: ecnu Bbl HOCTpaMBaETE 3TOT CAMCOK BOCTYNA U3
KOMGH/IHOM CTPOKM, TO OH MOXET AATb 3P PEKT, OTANYHBIA OT OXMAAEMOrO, NO-
TOMY Y4TO MOAAEPXKMBAETCS TONLKO OAMH YNpaBnsiowmit uitepdeic). I1o Hop-
ManbHO, TAK KAK $i MBITANCS AMLWb NOKA3ATb, KOK MOXHO GBTOMATU3MPOBATH
KOHGMUrypaLmio CNMcKoB [OCTYNA.

Jl0oBOJIbHO MHOTO PabOTHI JIJIst OJIHOTO CIUCKA J0CTYMa, He Tak Ju? OMBITHOMY WH-
JKeHepy OyIeT mpolile 3aiiTh Ha yCTPOICTBO U CKOH(MUTYPUPOBATH Bee BpyuHyio. Ho
MMOMHUTE, YTO 3TOT CIIEHApUi MOKHO MCIOJIH30BATH TOBTOPHO, TO3TOMY B JIOJITO-
CPOYHOM IIEePCIEKTUBE OH COKOHOMUT BaM BpeM4.
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Kak rmokasbiBaet MOI1 OIIBIT, B JITMHHBIX CITUCKAX JOCTYIIA 3AITUCH, COOTBETCTBYIONNE
OT/IEJIbHBIM CEepPBUCAM, YePEAYIOTCS APYT € APyToM. Takmm crirckaM cBOMCTBEHHO
paspacraTbCs, U CO BpeMeHeM ObIBaeT OY€Hb CJIOKHO OIPENeJUTh IPOUCXOMKIEHUE
U HazHayeHue TOi Wau uHoi 3amucu. Ho uX MOKHO pa3OUTh Ha YacTH, YTO CyIle-
CTBEHHO YIPOIIaeT a/IMUHUCTPUPOBAHNE CTTMCKOB JIOCTYIIA.

Teneps BBITIOJTHUM CIIEHAPUI HA XOCTE NX-0SV-1 1 IIPOBEPUM Pe3yIbTaT:

$ ansible-playbook -i hosts access_list nxosv.yml
PLAY [Configure Access List] 3k 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk ok skok ko sk

3k >k 3k >k 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk ok sk ok skok kok ok

TASK [nXOS_aCl] sk 3k sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skok skok kok
3k >k 3k >k 3k sk sk sk sk sk sk ok sk ok sk sk ok ko

ok: [nx-osv-1]

<onyueHo>

TASK [apply ingress aCl to Ethernet 2/1] 3k 3k 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk ok ko
3k >k 3k >k 3k sk sk sk sk sk sk ok sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk sk ok ko ok

changed: [nx-osv-1]

We should log in to the nx-osv-1 devices to verify the changes:

nx-osv-1# sh ip access-lists border_inbound

IP access list border_inbound
20 deny tcp 172.16.0.0/12 any log
30 deny tcp 192.168.0.0/16 any log
40 permit tcp any 10.0.0.9/32 eq 22 log
50 permit tcp any 10.0.0.9/32 eq www log
60 permit tcp any any established log
1000 deny ip any any log

nx-osv-1# sh run int eth 2/1
|

interface Ethernet2/1
description to Client
no switchport
mac-address fal6.3e00.0001
ip access-group border_inbound in
ip address 10.0.0.6/30
ip router ospf 1 area 0.0.0.0
no shutdown

ITOo peasnm3aiius crircka gocrtyta ¢ [P-agpecamu, koTopast mpoBepsieT nHGOPMAITUIO
Ha ceTeBOM ypoBHe Moziesi OSI. B ceytotem mojpasjiesie pedb MOWIET O TOM, KaKk
OTPaHUYUTH AOCTYIT K YCTPONCTBY HA KAHAJILHOM YPOBHE.

Cnucku poctryna no MAC-apgpecam

Ecau BBI paboTaeTe Ha KaHAJIBHOM YPOBHE WJIH WCTOTb3yeTe B cBoux Ethernet-
nHTepdeiicax Apyrre MPOTOKOIBI, TOMUMO [P, To orpaHnumnBaTh JOCTYITHOCTD CETH
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LIS BHEIITHUX XOCTOB MOKHO 110 nX MA C-azipecam. ITo MOX0sKe Ha HAIIT ITPEIbITY I
pUMep, TOJIbKO BMecTo IP-apecoB B crucke goctyma OyayT mposepsatbes MAC-
anpeca. Kak BbI, HaBepHoe, moMmunte, B MAC-anpecax (niu ¢pusndeckux ajpecax)
HEePBBIE MECTh MIECTHAAIATEPUIHBIX CUMBOJIOB COCTABJISIIOT YHUKAILHOLL UOCHML-
puxamop opzanusavuu (Organizationally Unique Identifier, OUI). TloatomMy oauH
U TOT ’K€ MEXaHW3M COIIOCTABJIEHIS [I03BOJISIET 3AIPETUTD JOCTYII OMPEIeIeHHbIM
TPYIIIIaM XOCTOB.

\ 7/
j:;l

Mei BbinonHsem atot npumep Ha xocte ¢ IOSv u moaynem ios_config. B crapsix
sepcusax Ansible 3ameHeHM NPUMEHSIOTCS NPU KOXAOM BbIMOMHEHWUM CLEEHAPUS.
B HOBbIX BepcHsiX yNpaBnsiowit y3en cHa4yana nposepset HEOBXOAMMOCTb M3~
MEHEHMI U TOIbKO NOTOM MPUMEHSIET UX.

Maiin host 1 HaYaIO CclieHapUs TTOXOKHM Ha TTPUMEP CO CITHCKOM mocTtyta mo 1P-
ajipecam, OJJHAKO B pasjiesie tasks UCIIOIb3YIOTCA APYTUe MOLYJIN U aPTYMEHTBL:

<onyuweHo>

tasks:

- name: Deny Hosts with vendor id fal6.3e00.0000
ios_config:

lines:

- access-1list 700 deny fal6.3e00.0000 ©000.00FF.FFFF
- access-list 700 permit 0000.0000.0000 FFFF.FFFF.FFFF

provider: "{{ cli }}"

- name: Apply filter on bridge group 1
ios_config:

lines:

- bridge-group 1
- bridge-group 1 input-address-list 700

parents:

- interface GigabitEtherneto/1

provider: "{{ cli }}"

Bormosraum aTot meitbyk Ha yerpoiictBe [OSv-1 11 TocMOTpUM pesybTar:

$ ansible-playbook -i hosts access_list_mac_iosv.yml

TASK [Deny Hosts with vendor id fal6.3e00.0000] *kkdkaokkkokkkrokokdkokok*

3k >k 3k >k 3k >k 3k 5k 3k 5k >k 5k >k 5k >k 3k >k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 5k >k 5k >k >k >k %k >k 3k >k >k >k %k >k %k %k %k k

changed:

[iosv-1]

TASK [Apply filter on bridge group 1] 3k 3k 3k 5k 3k 5k >k 5k >k 5k >k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 5k >k 5k >k %k >k %k >k %k >k kok k
3k >k 3k >k 3k >k 3k 5k >k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k 5k >k 5k >k 5k >k 5k >k 3k >k >k >k 3k >k 3k 5k >k 5k >k %k >k %k >k %k >k %k >k kok k

changed:

[iosv-1]

3alileM Ha yCTPOICTBO, KAK MbI 3TO JIeJIaJIA PAHbBIIE, 1 YOS IUMCS, YTO U3MEHEHUST

BHECEHDbI:
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iosv-1#sh run int gig 0/1
!

interface GigabitEtherneto/1
description to nx-osv-1

<onyueHo>

bridge-group 1

bridge-group 1 input-address-list 700
end

C nomyngpusanueil BUPTyaJbHbBIX ceTeil mH(popMaIns ceTeBOro YPOBHS WHOTIA
CTaHOBUTCS TIPO3PAYHOiL 1711 6a30BbIX BUPTYaJbHBIX KAHAIOB. B TaKUX CUTyanusx,
ec/IM BaM HY>KHO OFPaHUYUTD AOCTYI K 9TUM uHTepdeiicaM, XOPOIIUM pereHueM
Gynet cimcok poctyna mo MAC-aapecam. B aToM paszesie s peanusaiuy Takux
CIIMCKOB Ha KaHAJILHOM M CET€BOM YPOBHSIX MbI McIIoab3oBanu Ansible. Temeps na-
BaiiTe OrOBOPUM O JIPYTOM aclleKTe CeTeBOi 6e301MacHOCTH: KaK U3BJIeUb HEOOXOIU-
MYyI0 HHPOPMAIIUIO U3 CUCTEMHOTO KypHasa (Syslog) ¢ momorsio Python.

[Mouck B Syslog

Ham u3BeCcTHO 0 MHOKECTBE JIBIP B CETEBOU GE30MACHOCTH, OCTABABIIMXCST HE3AKPhI-
TBIMU Ha MTPOTSAKEHUH JITTUTEBHOTO Meprojia. B To BpeMst Mbl 4acTo 06HAPYKUBAIH
MPU3HAKHU TOI03PUTETHHON aKTUBHOCTHU. VIX MOKHO ObLJIO OOHAPYSKUTD B KYPHAIIb-
HBIX 3aIICSIX CEPBEPOB U CETEBBIX YCTPOUCTB. DTa ak THBHOCTD He Obljta 0OHapY KeHa
He M3-3a HeXBATKU WH(MOPMAITIH, a CKOPee TI0 TIPUINHE ee Usbbimounocmu. Baxmbie
CBEJIEHUST, KOTOPBIE MBI HIIIEM, OOBIYHO TEPSIIOTCS CPeIH OOIBIIOTO KOJUIECTBA [TaH-
HBIX, B KOTOPBIX CJIOKHO pa3oOparhbes.

Y EwLe oauH xopowwmit uctourmk nHdbopmaumu ans cepsepos, nomumo Syslog, — UFW.
—@— 1o knuenTckui uHTepdeiic ans Iptables, cepseproro 6panamayspa. UFW cyue-
72 CTBEHHO YNPOLLAET YNPABIEHHUE NPABMIAMU BPAHAMAY3PA U 3AMUCHIBAET JOBOMb-
HO MHoro AaHHbIx. bonbwe o UFW uuraiite B pasgene «[pyrve MHCTpymeHTbI».

B atoMm paszesie Mbl tonpodyem uciosib3osats Python as nmoucka B Syslog unrepecy-
fomeit Hac aKTUBHOCTU. KOHEYHO, HCKOMBII TEKCT 3aBUCHUT OT HAIETO yCTPONCTBA.
Hampumep, Cisco nipesocTaBiisieT epedeHb cooOIIeHnH, TI0 KOTOPbIM B Syslog MoKHO
HaliTi JiroOble HApyIEeHUs IPaBUJI, YKasaHHbIX B clicke goctyia. OH Z0CTYIIEH 110
azipecy http://www.cisco.com/c/en/us/about/security-center/identify-incidents-via-syslog.html.

Onucanne 0cobeHHOCTEN XyYPHANMPOBAHMS UCMONb30OBAHMS MPABMI B CMIMCKE

\/V: poctyna cmotpute 3gecs: http://www.cisco.com/c/en/us/about/security-

center/access-control-list-logging.html.
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Jliist 9TOTO0 yIpaskHEHUST HaM TIOHAT0OUTCsT KoMMyTaTop Nexus ¢ aHOHUMU3UPOBAH-
HbIM (aitsiom Syslog, copepxkarinm okosio 65 000 crpok. Ero MOKHO B3SITh B PeIio-
suropuu aToi kuuru Ha GitHub:

$ wc -1 sample_log_anonymized.log
65102 sample_log_anonymized.log

MbI BCTaBU/IM B HEIO HECKOJIBKO coobmmennii 13 qokyMmenranuu Cisco (http://www.
cisco.com/c/en/us/support/docs/switches/nexus-7000-series-switches/118907-configure-
nx7k-00.html) — uMeHHO X MBI OyIeM HCKaTh:

2014 Jun 29 19:20:57 Nexus-7000 %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configured
from vty by admin on console@

2014 Jun 29 19:21:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP:
10.1 0.10.1,

Dst IP: 172.16.10.10, Src Port: @, Dst Port: ©, Src Intf: Ethernet4/1,
Pro tocol: "ICMP"(1), Hit-count = 2589

2014 Jun 29 19:26:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP:
10.1 0.10.1, Dst IP: 172.16.10.10, Src Port: @, Dst Port: @, Src Intf:
Ethernet4/1, Protocol: "ICMP"(1), Hit-count = 4561

Mp5I paccMOTpUM TTPOCTHIE TIPUMEPHI C PETYJIIPHBIMU BhIpakeHusIMuU. Ecin BoI yoke
3HAKOMBI ¢ MOJYJIeM re u3 6ubmnoreku Python, MoxeTe cMeJIo IIPOILYCTUTD CJIELy-
IOTINH pa3ziesnt.

NMounck c nomolbio Mopyns
perynsapHbIX BbIPaXXEeHUM
II]IH ITOMCKa TEKCTa B HAIlleM IEePBOM IIPpMUMEPE MbI NCIIOJIB3YEM MO/JYJIb IO/ -

JIEP’KKU PETYJISIPHBIX BbIpaskeHunit. HanumeM mpocToil muKJI, KOTOPBIH /esraer
caeyroniee:

#1/usr/bin/env python3

import re, datetime

startTime = datetime.datetime.now()

with open('sample_log anonymized.log', 'r') as f:

for line in f.readlines():
if re.search('ACLLOG-5-ACLLOG_FLOW_INTERVAL', line):
print(line)
endTime = datetime.datetime.now()

elapsedTime = endTime - startTime
print("Time Elapsed: " + str(elapsedTime))



Mowmck B Syslog 235

Ha nouick B aTOM (haiisne skypHaIa Yo IPUMEPHO YEThIPE COTHIX CEKYH/IBI:

$ python3 python_re_search_1.py
2014 Jun 29 19:21:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP: 10.1
0.10.1,

2014 Jun 29 19:26:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP: 10.1
0.10.1,

Time Elapsed: 0:00:00.047249

Jliist Gosrbiiieit 3(h(HEKTUBHOCTH MTOUCKOBOE BBIPAKEHUE PEKOMEHTYETCST CKOMITHLIIH-
POBaThb. Ho ato re okasxer CYHIECTBEHHOT'O BJIMAHNA, ITIOCKOJIBKY Halll CHeHapI/Iﬁ N TaK
ObicTphIidl. A Tak Kak Python — uHTEpIpeTUPYEMBII A3BIK, 9TO MOKET JasKe 3aMeJINTh
criienapuii. OgHAKO 1IpU MoKCKe 110 Gosiee KPYMHbIM (ailiaM KOMIUJISAIUS MOKET
TOMOYb, TTI0O9TOMY IMTOCMOTPUM, KaK 9TO CAEJIaTh:

searchTerm = re.compile('ACLLOG-5-ACLLOG_FLOW_INTERVAL')

with open('sample_log_anonymized.log', 'r') as f:

for line in f.readlines():

if re.search(searchTerm, line):
print(line)

BpeMH BBIIIOJTHEHN A YBEJIMYNIIOCH!:

Time Elapsed: 0:00:00.081541

[laBaiiTe HemMHOTO pactuupum npumep. [IpeacraBbTe, YTO y HAC eCTh HECKOJIBKO (haii-
JIOB ¥ IOUCKOBBIX BbIpaskeHuil. CjiesiaeM KOMMIO OPUTHHATILHOTO haiisa:

$ cp sample_log_anonymized.log sample_log_anonymized_1.log

Taxoke 106aBUM UCKOMYIO CTPOKY PAM: Authentication failure. YToGbI BBIIOJIHUTD
HOKUCK 110 000uM (haiisam, HaM OHAZOOUTCH elle OJUH LKL

terml
term2

re.compile('ACLLOG-5-ACLLOG_FLOW_INTERVAL')
re.compile('PAM: Authentication failure')

fileList = ['sample_log _anonymized.log', 'sample_log anonymized_1.
log']

for log in filelist:
with open(log, 'r') as f:
for line in f.readlines():
if re.search(terml, line) or re.search(term2, line):
print(line)

ITocKOJIBKY MOUCKOBBIX BBIPAKEHUIT U COOOIIEHIIT CTao GOJIbINE, MBI BUIUM Pa3-
HUILY B TTPOU3BOMTEIBbHOCTH:
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$ python3 python_re_search_2.py

2016 Jun 5 16:49:33 NEXUS-A %DAEMON-3-SYSTEM_MSG: error: PAM:
Authentication failure for illegal user AAA from 172.16.20.170 -
sshd[4425]

2016 Sep 14 22:52:26.210 NEXUS-A %DAEMON-3-SYSTEM_MSG: error: PAM:
Authentication failure for illegal user AAA from 172.16.20.170 -
sshd[2811]

<onyueHo>

2014 Jun 29 19:21:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP:
10.1 0.10.1,

2014 Jun 29 19:26:18 Nexus-7000 %ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP:
10.1 0.10.1,
<onyueHo>

Time Elapsed: 0:00:00.330697

KoweuHo, sitobast ONTUMU3AINST TPOU3BOIUTETBHOCTH — 3TO CTPEMIIEHIE K HEI0-
CTUXRKMMOMY HJEJLy, U CKOPOCTh padOThI ClIeHapUsl HHOT/IA 3aBUCUT OT Balllero all-
napaTHoro obecneuenus. Ho CyTh B TOM, 4TO BBI JOJKHBI PETYISPHO IPOBOIUTD
ayauT cBoux (hallJioB JKypHAJIOB ¢ TIoMOIIb0 Python, 4ToObl Kak MOKHO paHbIIE
BBISIBUTD [IPU3HAKU IIOTEHIINATIbHOTO HApyIIEeHUsT 6E30aCHOCTH.

MbI paccMOTpesT HEKOTOPbIE KIIOYEBBIE CITOCOOBT YIIYUIIIEH s CeTeBOH Ge3omac-
HOCTH C MCTIOJIb30BanueM Python, oiHaKo CyIecTBYIOT U APyTHE MOIITHBIE HHCTPY-
MEHTBI, KOTOPbIE MOTYT C/leJIaTh ATOT Tipoiiecc Jierdye u adgdextuBHee. B nocaemanem
pasziesie 3TOH TIaBbI MBI PACCMOTPUM HEKOTOPbIE U3 HUX.

Hpyrne MHCTPpyMEHTI

CyImecTBYOT IPYyTHE CPENCTBA MTOANEPIKKY CETEBOI HE30TTACHOCTH, KOTOPBIE MOKHO
HCIIOJIb30BATh M aBTOMATH3UPOBATh ¢ TOMOIIbI0 Python. [laBaiite paccMoTpum Ba
CaMbIX PaclpoCTPaHEHHBIX.

MpueatHbie VLAN

Bupmyanvnvie noxanvivie komnvromepuoie cemu (Virtual Local Area Networks, VLAN)
CYIIECTBYIOT C IABHUX TIOP. DTO, B CYINIHOCTH, NIMPOKOBETATEIbHBII IOMEH, B KOTO-
POM BC€ XOCTBI MOT'YT OBITh IIOAKIIOUEHBI K €JUHOMY KOMMYTaTOPY, HO IIPH 9TOM
pasJiesicHbl Ha pasHble IOMEHBI; 9TO MO3BOJISET TPYNIUPOBATH UX B 3aBUCUMOCTH
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OT TOTO, KaKue U3 HUX BUJAT APYT APyTa yepe3 MUPOKOBeIaTeAbHbIN KaHat. /laBaii-
Te PAaCCMOTPUM TIPUMED CETH, TOJIeJICHHON Ha mojaceTn. Hampumep, eciu B3STh
KOPIIOPaTUBHOE 3aHNe, Ha KaKIOM €ro Taxke ¢ GOJIBIION J0J1ell BepOATHOCTH OyAeT
OT/IeJIbHA TTO/ICETDh: 192.168.1.0/24 Ha IIePBOM dTaxke, 192.168.2.0/24 1a BTOPOM
U T. 1. B 1aHHOM cjlydae Kaskiblil aTask mojydaeT OJI0K aapecoB /24. DTO co3aeT
YeTKKe TPaHuIlbl B GU3UYECKON U JIOTMYECKOM ceTsIX. XOCTY, KOTOPbIN XO4YeT BHINTH
3a mpejiesibl COOCTBEHHOM MOJICETH, HY/KHO CHauaJla MPOMTH Yepes M3 CETEBOTO
YPOBHSI, Ha KOTOPOM B IeJIsIX OE30MaCHOCTH MOKET OBITh CIICOK JOCTYIIA.

Ho uTo, ecjii pa3uble OT/IeJTbl HAXO/ISTCS Ha OJ{HOM aTaxke? Harpumep, BTOpoit aTax
OTBeJieH (PMHAHCHICTAM U MeHeIKepaM II0 ITPOIakaM ¥ BbI He XOTHTE pa3MelaTh UX
XOCTBI B OJIHOM IIHNPOKOBENIATETHHOM JIOMeHe. Bbl MokeTe pa3iesnThb MOICETh, HO
3TO MOKET OKA3aThCS YTOMUTETHHBIM TIPOIIECCOM W HAPYITUTH YKe TOTOBYIO CTaH-
JAPTHYIO CTPYKTYpPY. B aToit cutyannm momosket npuBatHas cetb VLAN.

ITpusattbie VLAN dhakTrdaecKu O3BOJSIOT Pa3OUuTh MMEKOIILYOCS JIOKATbHYIO CETh
Ha roziceT. OHU J1esIATCs Ha TPU KaTerOPUU.

® P-nopr (Promiscuous port). IToMy MOpTY [03BOJICHO 0OMEHMBATHCST Kajipa-
MU KaHAJILHOTO YPOBHs ¢ JII0OBIM ApyruM mopToM VLAN; 065IYHO 5TOT TOPT
COEIMHEH C MapIIPYTU3ATOPOM CETEBOTO YPOBHSL.

® I-nopr (Isolated port). ITopry mo3B0JIE€HO 0OIIATHCS TOJBKO € TOpTamMu P,
a OHN 06quHO IIprUHaAJIE)KaT XOCTaM, KOTOPbIE HE /IOJIXKHBI BSaI/IMOlIeIL/,ICTBOBaTb
C PyrUMH XOCTaMU B TOH 7K€ JIOKaJbHO! CETH.

® C-nopr (Community port). IToMy TIOPTY MO3BOJEHO OOIIATHCS C APYTUMU
C-1miopraMu B TOM ke «coob1recTBe» (community), a Takske ¢ mopramu P,

Mbl cHOBa MOkeM oOpaTuThes K Ansible wam mo0bIM APYTUM MHCTPYMEHTAM Ha
Python, moaxoasium ist TaHHO 3aga4r. Y Bac yiKe J0JKHO XBAaTaTh OIBITA U YBe-
PEHHOCTH B CBOMX CHJIAX, YTOOBI aBTOMATH3UPOBATH 9TY BOSMOKHOCTb, TOITOMY s HE
Oy/1y TIPUBOJIUT 371€Ch HHCTPYKITIH. 3HAKOMCTBO ¢ VLAN IPUronTCs B CUTYAIIUSIX,
KOT/Ia HY’KHO JIOTOTHUTENHFHO H30MPOBATH TIOPTHI JIOKATHHON CETH HA KAHATHLHOM
YPOBHE.

UFW u Python

Kax y:xe roopusiocs, UFW — 10 KimenTckuii untepdeiic aus Iptables ma xocrax
¢ Ubuntu. KpaTkie HHCTPYKITHI TI0 €70 YCTAHOBKE U UCTTOIb30BAHIIO:

$ sudo apt-get install ufw
$ sudo ufw status
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sudo ufw default outgoing

sudo ufw allow 22/tcp

sudo ufw allow www

sudo ufw default deny incoming

B A

[Iposeputs coctossnne UFW MOKHO Tak:

$ sudo ufw status verbose Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed) New
profiles: skip

To Action From

22/tcp ALLOW IN Anywhere
80/tcp ALLOW IN Anywhere
22/tcp (v6) ALLOW IN Anywhere (v6)
80/tcp (v6) ALLOW IN Anywhere (v6)

IMpenmymecrso UFW: a1o npocroit unrepdeiic mus cospanus npasui Iptables,
KOTOpbIe GBITIO OBl CJIOKHO OMUCHIBATE BPYyYHYI0. UTOOBI C/1eaTh Bee ele TpoTile,
BMecte ¢ UFW MOJKHO MCIIOJIb30BaTh JOMOJHUTEIbHbIE HHCTPYMeHTHI Ha Python.

® Mouyb Ansible UFW nomosker onmumMusupoBaTh Hamu onepanuu. [Toapo6-
HOCTHU OCTYTIHBI 110 aapecy https://docs.ansible.com/ansible/2.9/modules/ufw_
module.html. TTockosbky dpeiimBopk Ansible Hamucan Ha Python, Mbr Moskem
JlasKe 3arJISTHYTh B MICXO/IHBIN KOJT MOy JIst. JlonmomHuTe IbHY 10 MHMOPMAINIO
uiuTe Ha ctpanuile https://github.com/ansible-collections/community.general/
blob/main/plugins/modules/system/ufw.py.

e Cymecrsytor moaysm-o6eprkun UFW, npenocrasistiorine APT (https://gitlab.
com/dhj/easyufw). OHU MOTYT yIIPOCTUTH MHTETPAIIUIO, €CJIN BaM HYKHO J[1-
HaMuuyeckn n3MensTh rnpasusia UFW B 3aBUCHUMOCTH OT OIpe/iesIeHHbIX CO-
ObITHIA.

e Cam moxyab UFW nanucan Ha Python. CiemoBaresibHo, eciiv BaM HYKHO
pacimpuTh UMeIoInecss HabOPbl KOMaH/I, BbI MOJKETE IPUMEHUTH CBOE 3HAHKE
aTOoTO s3bIKa. Bosibiiie nrdopmariun 3aech: https://launchpad.net/ufw.

UFW — xopotiiee cpe/IcTBO 3aIUTHI /71 BAIIUX CETEBBIX CEPBEPOB.

HononuutensHbii MaTepuan

PythOIl TIPpUMEHAECTCA BO MHOTUX O6]IaCTHX, CBA3aHHBIX ¢ 6e30macHoCTho. S XoTen
OBl TIOPEKOMEH0OBATDH BaM /IB€ KHUTH:
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® O’Connor T.J. Violent Python: A cookbook for hackers, forensic analysts,
penetration testers and security engineers;

e /Dcacmun 3., Tum A. Black Hat Python. IIporpaMmmupoBatue sl XakepoB
u nenrecrepos. CII6.: ITurep, 2022 (Black Hat Python: Python programming
for hackers and pentesters; Justin Seitz).

$1 caMm akTHBHO UCcnoab3yI0 Python B Hameil nccaegoBarenbekoii pabore 1o pac-
npedenennvin amaxam na omxas 6 oocayacusanuu (Distributed Denial of Service,
DDoS) B A10 Networks. Eciin xotute ysHatb 60Jibliie, 3arpysuTe GecIiaTHoe PyKo-
Bo/1cTBO: https://www.al0networks.com/wp-content/uploads/A10-TPS-EB-Distributed_Deni-
al_of_Service_DDoS_Practical_Detection_and_Defense.pdf.

Pesiome

ITa raaBa ObLTa TOCBsIIEHa ceTeBoiT GezomacHoctn ¢ Python. Mbr ucmonb3oBasm
unctpymenT Cisco VIRL myist cospatus 1abopaTopuu ¢ cepBepaMu U CETEBbIMU
yerpoiictamu Tuna NX-OSv u IOSv. Mbl Takske ciesian KpaTkuii 0630p mpoeKta
Scapy, KoTopbIil TO3BOJISIET GOPMUPOBATD TTAKETHI C HYJIS.

Scapy MOKHO TIPUMEHSITh B UHTEPAKTUBHOM PEKUME JIJIsT OBICTPOTO TECTUPOBAHMUSL.
[Taru, BBITOJHEHHbBIE B MHTEPAKTUBHOM PEKIME, MOKHO COXPAHUTD B (DA, 4TOGH!
cllesIaTh TeCTUpoBaHue Gosee MacIITaGUPyEMbIM. TOT WHCTPYMEHT MOAXO/IHT JIJIsT
IIPOBEPKHU ceTell Ha IPOHUKHOBEHHE C TOMCKOM M3BECTHBIX YSI3BUMOCTEN.

Mpi Takske 0OCYUIIN 3aIUTY CETH C TIOMOIIBIO CIIUCKOB JI0CTYTA Ha 0OCHOBe [P-
u MAC-azpecoB. 910 06bIYHO mepBast JuHus 3aiuThl B cetsix. C momorsio Ansible
MBI 06ecTiedrM OBICTPOE M COTITACOBAHHOE Pa3BEPTHIBAHUE CIUCKOB JOCTYIIA Ha
pasHble yCTPOICTRA.

Syslog u ipyrue daitiibl JKypHAIOB CoiepsKat MoJe3Hyio nHGOPMAIHIo, KOTOPYIO Mbl
PETYJISIPHO JOJIKHBI IPOBEPSITH, 4TOOBI CBOEBPEMEHHO OOHAPYKUTH IPU3HAKH T1PO-
rrkHoBeHMsT. C MOMOTIBIO PETYISIPHBIX BHIPAKEHNH B si3bike Python moskio crcre-
MaTHYECKH MCKAaTh M3BECTHBIE JKYPHAJIbHBIE 3AINCH, CHTHAIM3UPYIOIINE O COObITH-
X 6€30IIaCHOCTH, KOTOPBIe TPeOYIOT Hallero BHUMaHus. st TOTIOJIHUTeTbHON
3alUTHI MOKHO UCII0JIb30BaTh BUPTYyasbHble JoKaabHble cetu 1 UFW.

B ritaBe 7 MbI TIOCMOTPUM, Kak ¢ ToMoIIbi0 Python opraHu3oBaTh MOHUTOPHHT CETH.
MoOHUTOPUHT TO3BOJISIET OPUEHTHPOBATHCS B TOM, YTO TTPOUCXO/IUT B CETH, U TTOHU-
MaTb, B KAKOM COCTOSHUU OHA HAXO/MUTCSL.



CeTeBON MOHUTOPUHT
c ucnonb3oeannem Python:
YyacTb |

[IpencraBbTe, 4TO BaM MMO3BOHUJIN B /[BA Yaca HOYM M3 IIEHTPA YIIPABJICHUS CETDHIO
Baleil KoManuu. Bl ToHsAM TPYOKY U CJBIIIATE CJAEAYIOIee: «3APaBCTBYITE,
y HAC BO3HUKJIA Cephe3Hast mpobeMa, KOTopasi CKa3bIBaeTCs Ha paboTe HAIINX TPO-
MBITIJIEHHBIX CEPBUCOB. MBI MO03PEBAEM, UTO OHA MOJKET OBITH CBSI3aHA C CETHIO.
Moskere npoBepuTh?» UTO OBI BbI OTBETHIIN B TAKOI HEOTIOKHOI cutyaruu? B 60Jib-
HIMHCTBE CJIy4aeB Ha yM IIPUXO/UT cileylollee: Kakue U3MeHeHNs BHOCUIUCD I1epe]
TeM, Kak BO3HUKJIN TIPobieMbl? Bbl, ckopee Bcero, 0TKpoeTe CUCTEMY MOHUTOPHHTA
U [TPOBEPUTE, KAKME METPUKHU TOMEHSJINCD 32 TIOCIeTHUE TTApy YacoB. A ellle JIydIiie,
€CJIM BBl yoKe I10JIy4UJId OllOBellleHue, 4TO Ollpe/iesieHHble 110Ka3aTes Il BbIIIN 32
paMK{ HOPMAJIBHOTO JAMAIIa30Ha.

Ha crpanuiax KHUTE MbI TOCTOSTHHO 00CYsKIaeM criocoObl CHCTEMATHYECKOTO BHE-
CEHMsI IPE/ICKA3YEMbIX M3BMEHEHUH B CETEBYIO KOH(MUTYPAIHIO, 4TOOBI 06ecriednTh
MakcHMaJIbHO OeciipobieMuyio paboty cetr. OHAKO CETH IaeKO He CTaTUYeCcKue —
3TO, HABEPHOE, OJTHA M3 CAMBIX M3MEHUNBBIX yacTell Bameil madpacTpykTypbl. OHN
110 OTIPEIEJICHUIO COC/IMHSAIOT PadHble HH(PPACTPYKTYPHbBIE KOMIIOHEHTBI, TOCTOSHHO
nepezaBas TpapuK Tyaa-croa.

CeTb MOJKET 1iepecTaTh paboTaTh TaK, KAk MbI TOIO OT Hee 0KUIAaeM, 10 MHOKECTBY
NPUYKH: anmapaTHbie cO0H, OMMOKN B IPOTPAMMHOM OGecTieueHI , OMMOKH, 10~
IyIEHHBIE JII0AbMU (HecMOTpPs Ha bJ1arue HaMepeHws ), 1 MHoTroe apyroe. Borpoc He
B TOM, TIOU/IET JI YTO-TO HE TaK, a CKOpPee — KOT/Ia ATO CIYIUTCS U UTO UMEHHO TIPU
9TOM cJioMaeTcst. Mbl BCerja 10K HbI CIeAUTh 3a PaOOTON Halllell CeTH, 1 JKeJIaTelb-
HO I10JIy4aTh YBEJOMJIEHHS B CJIydyae BOSHUKHOBEHMS IIPOOJIEM.
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B 570i1 1 caieyioneii riaBax Mbl PACCMOTPUM pa3Hble CII0COObI OpraHU3aI[ui MOHK-
TOpHHTA ceTH. MHOIHEe HHCTPYMEHTHI, KOTOPBIE MbI YK€ PACCMOTPEJIH, MOKHO 00b-
eHATD WM HAIPSMYIO MCIIOJIb30BaTh ¢ moMouibio Python. Kak u muorue apyrue
MEXaHU3MbI, 0 KOTOPBIX MbI Y3HAJIU, CETEBON MOHUTOPUHT COCTOUT U3 JIBYX YaCTEl.

[TepBoe: HAM HYKHO MOHATH, KaKyto HH(OPMAIHIo Halle 060pyA0BaHue CIOCOOHO
nepesaBaTh. V1 BTopoe: MBI JOJIKHBI OTIPEIEINTD, KaKHe TTOJe3HbIe CBEICHIS MBI
MO’KEM U3 Hee U3BJIeYb.

HauHeM 5Ty 71aBy ¢ 0630pa HHCTPYMEHTOB J171st 9 (hEKTUBHOTO MOHUTOPWHTA CETH,
TaKNX KakK:

® [10Ar0TOBKa JIabOpaTOpuu;

® 1porokoi SNMP (Simple Network Management Protocol — npocToii IIpoTOKOJI
CEeTEBOr0 YIIPABJIEHMs) U COIMYTCTBYIONUe OMOIMOTEKH A1 PaOOTHI ¢ HUM
B Python;

6ubarorexkn Busyamusanun 17st Python:
Matplotlib u npumepsr;
Pygal u npumepsr;

unrerpanus Python ¢ MRTG u Cacti a1 Busyaiusanyu CeTu.

ITO JJAJIeKO He TIOJHbII clicoK. Ha pbiHKe ceTeBOro MOHUTOPUHIA SIBHO HET HEJ0-
CTaTKa B KOMMEPUYECKUX pereHusix. Ho Jist pocThiX 3a/a4, KOTOPbIe MbI OyjieM pac-
CMaTpUBaTh, XOPOIIIO MOJOUIYT KaK KOMMepPUeCKHe, TaK M OTKPbIThIe MHCTPYMEHTBI.

[ToaroToska nabopaTopum

3nech Haima JabopaTopusi — Kak B TJIaBe 6, HO ¢ OJHUM OTINYHEM: 06a CETEBBIX
ycrpoiictsa 6yayT paborars o ynpasaenuem [0Sy (puc. 7.1).

KnmexTt Cepeep
iosw=1 iosw-2
192.168.0.1 182.168.0.2

Puc. 7.1. Tononorus naboparopuu
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JIsa xocra ¢ Ubuntu 6yzyT reHeprpoBath ceTeBoii Tpahuk, 4T0ObI MbI MOTJIU HOJIY -
YUTH HEHYJIEBBIC METPUKN.

SNMP

SNMP — 210 cTaHAAPTHBII IIPOTOKOJ aAMUHUCTPUPOBAHUST YCTPOUCTB U cOOpa
cBezieHuit 0 Hux. I1o MoeMy OTBITY, GOJBIIMHCTBO CETEBBIX aIMUHICTPATOPOB HC-
mosb3y1oT SNMP Tosbko B KauecTBe MexaHu3Ma rosydenus: nHdopmaiuu. [lo-
ckosbky SNMP paGoraer moBepx mpotokosa UDP, KOTOpbIil He TOAAEpKIUBaET
MOCTOSTHHBIX COEINHEHUH, ¥ YUUTBIBAsT OTHOCUTEIHLHO CI1abyIo 3alUTy B BepcHsix 1
1 2, BHECeHUE U3MEHEHN B KOHPUTYPALIUIO yCTPOUCTB ¢ ToMOTIbI0 SNMP BbI3bI-
BaeT y OIepaTopoB ceTeil HeKoTopoe GecokoiicTBO. B Bepcuu 3 mosiBIIACH O]
JlepkKa IndpoBannsd, a TAKKe HOBbIe KOHIEIIIINY 1 TEPMUHOJIOTH, HO ee BHeJpeHue
3aBUCUT OT TIOCTABIINKA 060PY/I0BAHUS.

ITporokon SNMP 6bii nipeacrasien B 1988 roxy, omcan 8 RFC 1065 u mupoko
[IPUMEHSIETCST B CETEBOM MOHUTOPUHTE. PaboTaTh ¢ HUM IIPOCTO: UCIIETYED TILIET
yerporictBy GET-u SET-3anpocsr, a ycTpolicTBo, ecsii Ha HeM ycTaHoBieH SNMP-
areHT, BO3BpaliaeT B oTBeT MHpopMaiuio. CaMblil pacIPOCTPAHEHHBIH CTAHAAPT —
SNMPv2c, ontucannbiii B RFC 1901 — RFC 1908. /It 3a1iuthl B HEM IPUMEHSIETCS
MPOCTO# MeXaHu3M 0e30TMaCHOCTH, pazpaboTaHHbIil coobiecTBOM. B HeM Takke
MOSIBUJINCH HOBbIE BO3MOKHOCTH, TaKKe KaK MOJydeHIe MAacCUBOB MH(MOPMAIINN.
Ha puc. 7.2 nokaszan o6muit nputiwn paborst SNMP.

3anpoc GET/SET
i’ [naBHbI areHT
OTBeT GET/SET
mcnetye
y\oB\J
JosyLuka-
NMPUeMHNK
A
mi oISl I e
U\) %) T T £ £ £
bl = g 2 212 |g| |8
o W 3 < <| |< = <
o| © 2
o 'q—) o
2 o S
| & L I
Oy
AreHT 6

Puc. 7.2. MpuHumn pabotsi SNMP
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Mudopmalius, XpaHsiasacsa Ha yCTPOUCTBE, CTPYKTYPUPOBaHa B 6ase ynpasisiouel
ungopmavuu (Management Information Base, MIB). MIB ucniosibayer repapxude-
CKOE€ IIPOCTPAHCTBO UMeH ¢ udenmuguxamopom obsexma (Object Identifier, OID),
MPE/ICTABIAIONIEE CBEIEHUS, KOTOPbIE MOKHO MPOYUTATh W BEPHYTH 3alpalinBa-
fotreit cropose. ToBopst 06 usBiedeHnr wHMGoOpMaruu ¢ momoiibio SNMP, Mbl Ha
CaMOM JieJie UMEeEeM B BUJLY UCITOJIb30BaHUE YIIPABJISAIONIETO XOCTA JIJIT BBITOJTHEHUS
3arpoca 1o omnpezaesennomy OID, koTOpbIil BO3BpallaeT HyKHbie HaM JlaHHBIE,
[TpousBoauTE N YCTPOICTB MCmob3yioT obmire OID st CBOUX cHCTEM 1 HHTEP-
eiico. Ho nexoropsie OID MoryT rnpeoctaBisiThCst CIIeITUANbHO JIJIST OTAETbHBIX
MpeAPUATHN.

YT106BI MOAKHO OBLIO U3BJIEKATD MOJE3HYI0 HHGOPMAIIIO, aAMUHUCTPATOP CETH
JIOJIKEH MPUJIOKUTD HEKOTOPBIE YCUJTUSA TSI CUCTEMATU3AIUN IAaHHBIX B (hopma-
te OID. Unorma aTOT mpoilecc 0Ka3bIBaeTCsl YTOMUTEJIBHBIM U 3aKJII0YAETCS
B IIOMCKE OTAeNbHBIX MAeHTU(GUKATOPOB. Hanpumep, Bbl MOKeTe 00paTUThHCS
k OID ycrpotictBa n mosyunts B otBeT 3Ha4eHne 10 000. Uro ato Takoe? Tpaduxk,
npoxoadiuii uepes uurepdeic? Ito 6uThl i GalTHI? A MOXKET, KOJIUYECTBO
nakeros? OTKyga Mbl 3HaeM? YTOOBI OTBETUTH Ha HTU BOIIPOCHI, HAM HY/KHO CBe-
pPUTHCST THGO CO CTAHIAPTOM, JTHOO € JOKYMEHTAIMEN MTPOU3BOUTENSL. DTOT MPO-
11leCC MOKHO YITPOCTUTD C ITOMOIIBIO TAKUX MHCTPyMeHTOB, kak MIB Browser,
KOTOPBIN TTPEIOCTABIISIET META/IJAHHbBIE /IJIsT KOHKPETHOTO 3Havenust. Ho, mo moemy
OTIBITY, CO3/IaHKE CUCTEMbI MOHUTOPUHTA Ha OcHOBe SNM P mHOT/Ia BBITJISANT KAk
UTpa B KOMIKU-MBITIKY, KOT/IA BBI ITBITAETECHh HAWTH TO caMoe HejlocTalolee 3Ha-
yeHwue.

Hecxkompko ocHoBHBIX actiekToB SNMP, 0 KOTOPBIX CTOUT TOMHUTB.

® Peanm3salius BO MHOTOM 3aBUCHUT OT KOJMYECTBA MHMOPMAIINN, KOTOPYIO CIIO-
COGHO IIPELOCTABUTD YCTPOUCTBO. A 9TO, B CBOIO OY€PE/lb, 3ABUCUT OT TOTO,
Kak rpousBoauTesb oTHocuTest K SNMP: Kak K HeoThbeMJIeMOI 4YacTh CUCTEMbI
TN KaK K JOTIOJTHUTETHHON BO3MOKHOCTH.

® OO6bIyHO 711 Bo3BpaleHus 3HaueHst SNM P-areHTbl OTHUMAIOT TIPOIECCop-
HOe BpeMs Yy yIpasJsioniero yposus. V3-3a atoro nporokon SNMP nead-
(eKkTUBEH Ha yCTPOICcTBaX, K HpuMepy, ¢ boabiinmu BGP-rabaunamu; 4to
erie Xyske, ero HelesecoobpazHo UCTIONb30BaTh /sl 4ACTOTO U3BJICUEHIST
JTAHHDIX.

® Yr06bI 3aIIPOCUTD JJAHHBIE, TI0JIb30BaTeIb oJkeH 3HaTh O1D.

[Tockombky mporokon SNMP cyriecTByeT gaBHoO, 5T TIpe/Iosiararo, YTo BbI y:Ke ¢ HUM
cTaJIKUBAIUCh. [IpucTynum cpasy K ycTaHOBKe MAKETOB U HAIIEMY [I€PBOMY MPH-
Mepy ¢ SNMP.
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Moprotoeka

Jliist Hauasta yoeIrMcest, 9To B Halllell KOH(UTYPaIiy €CTh YIIPABJISIOIIEe YCTPOWCTBO
n arent ¢ noagepxkoit SNMP. [Taker SNMP M0XHO ycTaHOBUTB Kak Ha XOCTax
(KJIMeHTe WU cepBepe), Tak U Ha yIIPaBJISTIoNieM yerpoiictse. [naBHOe, 9TOObI nc-
netyep SNMP umen ocTyIn K yecTpOICTBY 1 yIIpaBJsieMoe YCTPOHCTBO IPUHUMATIO
BXO/JISlIMe cOeJAMHEeHMs. B IPOMBINIJIEHHBIX YCIOBUAX YCTAHOBKY CJEAYET JesaTh
TOJIbKO Ha ympasJsionuii xoct, a SNMP-tpaduk nosken GbITh paspenieH ToabKO
Ha YIIPaBJISIONIEM YPOBHE.

B s710ii tabopatopHoii pabote Mbl yctaHaBiuBaeM SNMP kak Ha xoct ¢ Ubuntu
B CETHU yIIPaBJICHHUs], TAK U HA KIUEHTCKUIT XOCT.

Opraxusauus sHewwHero goctyna k xoctam VIRL onucsisaetcs 8 rase 6.

$ sudo apt-get update
$ sudo apt-get install snmp

[asnbiie nyxHO BKIt04nTh TpoTokoa SNMP 1 ckonduryprupoBaTh ero napaMmeTpsbl
Ha CETEBBIX YCTPOUCTBAX iosv-1 1 iosv-2. HaM 10CcTyITHO MHOTO JIOTIOJTHUTETHHBIX
rmapaMeTpoB: KOHTAKT, MecTonosioxkerne, ID maccu n pasmep makeroB SNMP. x
CITMICOK 3aBHCHUT OT YCTPOICTBA, TI09TOMY BaM CJIEe/[yeT CBEPUTHC C IOKYMEHTaIUell
cBoero mocrasmmka. Ha yerpoiictBax IOSV Mbl HACTPOUM CITHCOK JOCTYTIA, YTOOBI
MPUHUMATD 3aITPOCHI TOJBKO OT HY>KHBIX HAM XOCTOB, ¥ TIPUBSIKEM ATOT CITMCOK K He-
usMeHsieMoli crpoke coobinectsa SNMP. B ripumepe B kauecTBe 9T0ii CTpoKU OyaeT
HCIIOJIb30BAThCS CIIOBO secret, a CIIUCOK JOCTyIA Oy/IeT Ha3bIBATLCS permit_snmp:

ip access-1list standard permit_snmp
permit 172.16.1.123 log

deny any log

!

snmp-server community secret RO permit_snmp
!

Crpoxka coobuiectBa SNMP urpaer poJib mapoJist, pasieiseMoro AUCIeTYepOM
U areHTOM; CJIe/IOBATENIbHO, e HeOOXOAMMO BKJIF0UATh B JIF0O0I 3aIIPOC, TIOCHIIAeMbIiA
YCTPOMCTBY.

Kax ysxe yrmomuHasoch B aToii T71aBe, monck noaxozsiiero OID 3auacTyto coctasiis-
eT 3HaYMTeNbHYI0 YacTh paboTel ¢ SNMP. [ljist aToro Moxuo uciosb3osarb Cisco
IOS MIB Locator (http://tools.cisco.com/ITDIT/MIBS/servlet/index).
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B kauectBe anbTepHATUBBI MBI MOKEM TTPOUTHCE TI0 fiepeBy SNMP j1y1g yeTpoiicTB
Cisco, HauMHas ¢ BEPUIMHBL .1.3.6.1.4.1.9. MbI 1poBeieM 06X0/1, 4TOObI yOeUTh-
s B KOppekTHOii pabote SNMP-arenTa u cimcka g0ocTyia:

$ snmpwalk -v2c -c secret 172.16.1.189 .1.3.6.1.4.1.9
is0.3.6.1.4.1.9.2.1.1.0 = STRING: "
Bootstrap program is IOSv

is0.3.6.1.4.1.9.2.1.2.0 = STRING: "reload"
is0.3.6.1.4.1.9.2.1.3.0 = STRING: "iosv-1"
is0.3.6.1.4.1.9.2.1.4.0 = STRING: "virl.info"
<onyuyeHo>

Caenaem Hanr 3ampoc 110 OID GoJiee KOHKPETHBIM:

$ snmpwalk -v2c -c secret 172.16.1.189 .1.3.6.1.4.1.9.2.1.61.0
is0.3.6.1.4.1.9.2.1.61.0 = STRING: "cisco Systems, Inc.

170 West Tasman Dr.

San Jose, CA 95134-1706

U.S.A.

Ph +1-408-526-4000

Customer service 1-800-553-6387 or +1-408-526-7208

24HR Emergency 1-800-553-2447 or +1-408-526-7209

Email Address tac@cisco.com

World Wide Web www.cisco.com"

Yo 1npousoiiset, ecau HIOMEHATH B KOHIIE OJ(HY 1Py, oJcTaBuB 1 BMecTo 87 Bor
YTO MBI YBUJIMM:

$ snmpwalk -v2c -c secret 172.16.1.189 .1.3.6.1.4.1.9.2.1.61.1
is0.3.6.1.4.1.9.2.1.61.1 = No Such Instance currently exists at this O0ID

B orinune ot API-BbI30BOB 3TOT BbIBOJ He IIPEAOCTAB/IAET HUKAKOTO COOOIIEHMS
WJTH KOJIa OIIUOKH; OH TIPOCTO YTBepsKaaeT, uto gatnubiii OID He cymmectsyer. MHorma
9TO MOKET OBITh JOBOJIBHO HEIIPUATHO.

Harrocsieziox mpoBepuM CIMCOK JJOCTYIIA, KOTOPBII 10JI5KE€H OTKJIOHSATD HexKeJlaTellb-
ubie SNMP-3anpocst. [Tockosbky KiioueBoe c0BO log B CIIUCKE JIOCTYIIA YKa3aHO
KaK JIJIs1 pa3pelnTesbHbIX, TAK U [ 3alIpeTUTEIbHBIX 3allCel, 3alIPOChL K yCTPOii-
CTBaM CMOJKET BBIIIOJIHATD TOJbKO XOCT 172.16.1.123:

*Sep 29 16:39:19.857: %SEC-6-IPACCESSLOGNP: list permit_snmp permitted ©
172.16.1.123 -> 0.0.0.0, 1 packet

Kaxk Bunnre, ocHoBHast TpysHOCTH KOH(DpUTypauun SNMP cocrout B moucke mo/i-
xozsmiero OID. Hekoropsie OID oripezesieHbl B craHgapTu30BaHHbIX 6azax MIB-2,
a JIpyTue BXOJAT B Ty YaCTh JIePEBa, KOTOPask OTHOCUTCST K KOHKPETHOMY TPEITPUSI-
THI0. ITY UH(HOPMAIIUIO JIYUIIIe BCErO UCKATh B JIOKYMEHTAIlUN ITOCTaBIUKA. B aToM
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BaM MMOMOJKET PSiZi MHCTPYMEHTOB; HAlIpUMep, BbI MoxeTe BBecTu MIB (ondars ke
npefiocTaBieHHbIe TocTaBimukoM ) B MIB Browser u mosyunts oncanme kopropa-
tuBHBIX OID. CylecTBeHHYIO OMOLIb B IIOUCKE UAECHTH(PUKATOPOB 00BEKTOB MOKET
okazatb SNMP Object Navigator ot Cisco (http://snmp.cloudapps.cisco.com/Support/
SNMP/do/BrowseOID.do?local=en).

PySNMP

PySNMP — sto kpocc-iardopmennas peaimsaims SNMP Ha yricroM ssbike Python,
paspaborantas Mibeit Etunrodowm (https://github.com/etingof). Ona unkarcyupy-
eT MHOKeCTBO jeTaneii mpotokosa SNMP u moamepxxuBaer kak Python 2, tak
u Python 3.

st pabotel ¢ PySNMP 1pebyercst maker PyASN1. Bot uto 06 aToM Hammcaso
B Bukunemuu:

<ASN.1 — smo cmandapm u Homawust ONUCAHUS NPABUL U CIPYKMYP ONLs npeo-
cmasenus, KoOuposanust, nepeoayit u 0eKoOUpo8anus OAHHHIX 6 MeAICKOMMYHU-
KAUUSX U KOMNLIOMEPHBIX CEMAX>.

PyASN1 — s10 yao6Has o6eprka Bokpyr ASN.1 gy Python. CHauasma ycraHOBUM
atoT aketr. OGpaTuTe BHUMAHUE, 4TO BCE JIEHCTBUSI BBIIOJIHSIIOTCS B BUPTYAIbHOM
OKPY’KEHUH, TOTOMY 3/I€Ch UCTIOJIb3yeTcst uHTeprperarop Python us supryansHo-
TO OKPY>KEHIT:

(venv) $ cd /tmp

(venv) $ git clone github.com/etingof/pyasnl.git

(venv) $ git checkout 0.2.3

(venv) $ python setup.py install # obpaTuTe BHMMaHuMe Ha NyTb venv

Ycranosum naker PySNMP:

(venv) $ cd /tmp

(venv) $ git clone github.com/etingof/pysnmp

(venv) $ cd pysnmp/

(venv) $ git checkout v4.3.10

(venv) $ python setup.py install # obpaTuTe BHMMaHuWe Ha NyTb venv

Mbi ucnonsayem 6onee crapyio sepcuio PySNMP, tak kak B Bepcumn 5.0.0 6bin

\/V ynaneH mogynb pysnmp.entity.rfc3413.oneliner (https://github.com/etingof/
pysnmp/blob/a93241007b970c458a0233c16ae2ef82dc107290/

CHANGES.ixt). Ecnu bl ycTaHOBRMBAETE NAKETHI C MOMOLLBIO Pip, TO 3TH Npw-
Mepbl, ckopee Bcero, He byayT pabotars.
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[TocmoTtpum, kak ¢ momortibio PySNMP nony4auts Ty ke KOHTAaKTHYI0 WH(MOPMAITHIO
koMrraanu Cisco, KOTOPYIO MbI MCTIOJIb30BAIH B TIPEIBIYIIIEM TTPUMepe. ITO CJIeTKa
OTPelaKTUPOBAHHbBIN ITpUMep co cTpaHuilbl https://pysnmp.readthedocs.io/en/latest/
fag/response-values-mib-resolution.html. Crayasra uMmopTupyem Hy;KHBIT HAM MOJLY JTb
U cosaaaM o0beKT CommandGenerator:

>>> from pysnmp.entity.rfc3413.oneliner import cmdgen
>>> cmdGen = cmdgen.CommandGenerator()
>>> cisco_contact_info_oid = "1.3.6.1.4.1.9.2.1.61.0"

Mb1 MmoskeM BoITOTHITE SNMP-3ampoc ¢ momorsio Metoga getCmd. OTBer Gyaer
pacrakoBaH B Psijl TIEPEMEHHBIX, U3 KOTOPBIX HAc HOJIbIIIE BCETO MHTEpecyeT varBinds
C pe3yJIbTaToOM 3aIpoca:

>>> errorIndication, errorStatus, errorIndex, varBinds = cmdGen.getCmd(
cmdgen.CommunityData( 'secret'),
cmdgen.UdpTransportTarget(('172.16.1.189"', 161)),
cisco_contact_info_oid)

>>> for name, val in varBinds:
print('%s=%s' % (name.prettyPrint(), str(val)))

SNMPv2-SMI::enterprises.9.2.1.61.0=cisco Systems, Inc.
170 West Tasman Dr.

San Jose, CA 95134-1706

U.S.A.

Ph +1-408-526-4000

Customer service 1-800-553-6387 or +1-408-526-7208
24HR Emergency 1-800-553-2447 or +1-408-526-7209
Email Address tac@cisco.com

World Wide Web www.cisco.com

>>>

O6paruTte BHUMaHUE: 3HAUEHUS B OTBeTe SBJISIOTCST o0bekTamMu PyASN1. Metozn
prettyPrint() MOeT IPUBECTU HEKOTOPbIE U3 HUX B YA0OOUMTAEMbIH BUI, HO
varBinds mpuercs npeobpasoBhIBaTh BPyUHY10. MbI IpeBpaTHIIN €€ B CTPOKY.

Tereps Ha OCHOBE TIPE/IBIIYIIIETO UHTEPAKTUBHOTO TTPUMEPA MOKHO HAIMCAThH CIe-
Hapuii ¢ npoBepkoii ommbok. Hazosem ero pysnmp_1.py. VI Mbl MOKeM 1iepegaTh
MeToxy getCmd() cpasy Heckosbko OID:

#!/usr/bin/env/python3

from pysnmp.entity.rfc3413.oneliner import cmdgen
cmdGen = cmdgen.CommandGenerator()

system_up_time_oid = "1.3.6.

1.2.1.1.3.0"
cisco_contact_info_oid = "1.3.6.1.4.1.9.2.1.61.0"

errorIndication, errorStatus, errorIndex, varBinds = cmdGen.getCmd(
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cmdgen.CommunityData('secret'),
cmdgen.UdpTransportTarget(('172.16.1.189"', 161)),
system_up_time_oid,

cisco_contact_info_oid

# MpoBepsemM ownbku U BbIBOAWM pe3ynbTaTbl
if errorIndication:
print(errorIndication)

else:
if errorStatus:

print('%s at %s' % (

errorStatus.prettyPrint(),

errorIndex and varBinds[int(errorIndex)-1] or '?°'

)

else:
for name, val in varBinds:
print('%s = %s' % (name.prettyPrint(), str(val)))

)

PesyibTarhl OyAyT paciakoBaHbl, U Mbl OJIy4YrM 3HadeHus 1yx OID:

$ python pysnmp_1.py

SNMPv2-MIB: :sysUpTime.® = 599083
SNMPv2-SMI::enterprises.9.2.1.61.0 = cisco Systems, Inc.
170 West Tasman Dr.

San Jose, CA 95134-1706

U.S.A.

Ph +1-408-526-4000

Customer service 1-800-553-6387 or +1-408-526-7208
24HR Emergency 1-800-553-2447 or +1-408-526-7209
Email Address tac@cisco.com

World Wide Web www.cisco.com

B caremyroniem nmpuMepe Mbl COXPaHUM 3HAUEHUsI, TIOJIyUeHHbIE B OTBET Ha 3aI1poc,
IS BBIIIOJIHEHUS IPYTUX JIeHCTBUI ¢ JAaHHBIMU, TAKUX KaK Busyauausanus. s Bol-
BOJIa 3HAYEHWH, OTHOCATINXCS K MHTepdeiicam, Bocriobayemcst ifEntry nz MIB-2.

Ber MoskeTe HAIITH s/ PECYPCOB C OIIMCAHUeM iepeBa ifEntry; BOT CHUMOK CTPaHU-
1ol caiita Cisco SNMP Object Navigator, KOTOPbIN MbI HCIIOTB30BaH J1Jist ifEntry
(puc. 7.3).

BoinotHuM HeGOJIBINYI0 IPOBEPKY, YTOOBI TIOKa3aTh, Kakue OID umetot naTepdeii-

Cbl yCTpOlcTBa:

$ snmpwa
iso.
iso.
iso.
iso.
iso.

1
1
1
1.
1
1

-c secret 172.16.1.189 .1.3.6.1.2.1.2.2.1.2

2.1.2.1 = STRING: "GigabitEthernete/o0"
2.1.2.2 = STRING: "GigabitEthernete/1"
2.1.2.3 = STRING: "GigabitEthernete/2"
2.1.2.4 = STRING: "Nulle"

2.1.2.5 = STRING: "Loopbacke"
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OID Tree
You are currently viewing your object with Q_B levels of hierarchy above your object.
.iso0 (1). org (3) . dod (6) . Internet (1) . mamt {2) . mib-2 {1)

|
- — interfaces (2)

|
| = HNumber (1

-—IfTable {2)

l—_— ifEntry (1) object Details
— Ifindex (1)

— IfDeser (2)

— IfType (3)

~ M (4)

— [fSpeed (5

— IfPhysAddress (6)
— ifAdminStatus (7}

— [fOperStatus (B)

— IfLastChange {9)

— [finOctets (10)

— ifinUecastPkts {11}
— IifinNUcastPkis (12)
— IfinDiscards (13)

— HfinErrors (14)

— ifinUnknownProtos {15)
— fOutOctets (16)

— ifQutUcastPkis (17)
— fQutNUcastPkts {18)
— fQutDiscards (19)
— fQutErrors (20)

— {OutQLlen (21}

— ifSpecific {22)

Puc. 7.3. [epeeo ifEntry c nepeunem OID

CornacHo 1OoKyMeHTaIny, 3HaveHnsT ifInOctets(10), ifInUcastPkts(11),
ifOutOctets(16) u ifOutUcastPkts(17) MOKHO OTOOPa3UTh B COOTBETCTBYIOIINE
snavenusi OID. Hanpumep, B tokymenTaiuu jiiss CLI u MIB ckazano, 4To makersl,
BBIXO/ISTITNE U3 GigabitEthernetd/0, nmetor OID 1.3.6.1.2.1.2.2.1.17.1. ToT xe
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MPOIleCC MOKHO MTOBTOPUTH U Jijist octasibubix OID. Korza Bbl ipoBepsieTe makeTh
mesky CLI 1 SNMP, oMHITE, 4TO 3HAUEHUS IOJKHBI OBITh OJIM3KMMU, HO He 001~
3aTEJIbHO OJIUHAKOBBIMU, TaK KaK MeK/ly MOJy4YeHNeM BbIBO/IA B TEPMUHAJIE U OT-
npaBkoit SNMP-3arpoca 1o kaHay CBsI31 MOKET TPOUTH KaKOH-TO TpahuK:

iosv-1#sh int gig @/@ | i packets
5 minute input rate © bits/sec, © packets/sec
5 minute output rate @ bits/sec, © packets/sec
6872 packets input, 638813 bytes, © no buffer
4279 packets output, 393631 bytes, © underruns

$ snmpwalk -v2c -c secret 172.16.1.189 .1.3.6.1.2.1.2.2.1.17.1
is0.3.6.1.2.1.2.2.1.17.1 = Counter32: 4292

B [IpOMBITIIEHHBIX YCIOBUSAX PE3YJIbTAThI, CKOPEE BCETO, 3AMMCHIBAIOTCS B 6a3y
narabIX. Ho MOCKOJIbKY ATO BCETO JIUIIb TPUMEDP, MBI COXPAHUM TTOJTyYeHHbIE 3HAUe-
Hud B tockuii daiin. Hanumem cuenapuit pysnmp_3. py ass nHdopMamoHHbIX
3ampocoB 1 onpezieauM B Hem OID, koTopbie HaM HYKHO 3alpainBaTh:

# OID umeHM xocTa
system_name = '1.3.6.1.2.1.1.5.0"

# OID uHTepdeiica

gigd @ in_oct = '1.3.6.1.2.1.2.2.1.10.1"
gig@_e_in_uPackets = "1.3. 6 .2.1.2.2.1.11.1"
gigd @ out_oct = .3.6.1.2.1.2.2.1.16.1"
gigo 0 _out uPackets = "1.3. 6 1.2.1.2.2.1.17.1"

Ity 3HadYeHust OYAYT UCIOJAb30BAThCSA B (DYHKIIMKU shmp_query (), KOTOpas IIPUHH-
MaeT Ha BXOJ host, community u oid:

def snmp_query(host, community, oid):
errorIndication, errorStatus, errorIndex, varBinds = cmdGen.getCmd(
cmdgen.CommunityData(community),
cmdgen.UdpTransportTarget((host, 161)),
oid

Bce 3nauenms momeniaioTces B CI0BapPh ¢ Pa3HBIMU KJIOYaMU U 3aTTICHIBAIOTCS B (Datia
C UMEeHeM results.txt:

result = {}

result['Time'] = datetime.datetime.utcnow().isoformat()
result['hostname'] = snmp_query(host, community, system_name)
result['Gig0-0_In_Octet'] = snmp_query(host, community, gigl ©_in_oct)
result['Gig0-0_In_uPackets'] = snmp_query(host, community, gigl ©_in_
uPackets)

result['Gig0-0_Out_Octet'] = snmp_query(host, community, gig@ ©_ out_oct)
result['Gig0-0_Out_uPackets'] = snmp_query(host, community, gigo ©_
out_uPackets)
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with open('/home/echou/Master_Python_Networking/Chapter7/results.txt’,
'a') as f:

f.write(str(result))

f.write('\n")

B pesysibrate Mbl mosrydum paiin ¢ maketamu, MpeACTaBACHHBIMYI B WHTepdetice
B MOMEHT 3aI1poca:

$ cat results.txt

{'Gig@-0_In_Octet': '3990616', 'Gigl-0_Out_uPackets': '60077', 'Gigo-
0_In_uPackets': '42229', 'Gig@-0_Out_Octet': '5228254', 'Time': '2017-03-
06T02:34:02.146245"', 'hostname': 'iosv-1.virl.info'}
{'Gig@-0_Out_uPackets': '60095', 'hostname': 'iosv-1l.virl.info', 'Gig@-0_
Out_Octet': '5229721", 'Time': '2017-03-06T02:35:02.072340', 'Gig0-0_In_
Octet': '3991754', 'Gig@-0_In_uPackets': '42242'}

<onyueHo>

MbI MOKEM cJ1e/1aTh OTOT CLIEHapI/Iﬁ BBIITIOJTHAEMbIM 1 3allJTaHUPOBATD €TI0 3allyCK pa3
B IIATH MUHYT C ITIOMOIIBIO Cron:

$ chmod +x pysnmp_3.py

# crontab configuration

*¥/5 * * * * /home/echou/Mastering_Python_Networking_third_edition/
Chaptere7/pysnmp_3.py

[ToBTOPSIIO, YTO B POMBIIIJIEHHOM OKPY’KEHUH MbI ObI TOMECTHIN MHHDOPMAIUIO
B 6asy maHubIx. B pesstinonnoit B/l yHUKaIbHbBIE HACHTH(MUKATOPHI MOKHO MCIIOJb-
30BaTh B KauecTBe nepBuyHOTO Kirfoda. B NoSQL nepBuuabiM MHIEKCOM (TN KITTO-
YOM) MOKET BBICTYIIATh BpeMsi (TaK KaK OHO HUKOT/IA He TIOBTOPSIETCS ), 32 KOTOPBIM
CTIEJIYIOT Pa3Hble MAPhl BU/IA <KJI0Y — 3HAUCHUES.

Mook zeM, MoKa 9TOT ClieHAPUil BBIIOJHUTCS HECKOJIbKO Pa3, YTOObI OH 3aIncal
HY’KHbIE HaM 3HaueHus. Eciii BaM He TepIuTCs, COKpPATUTE WHTEPBAJ BBITIOJTHEHWS
3azianug cron 0 1 munyThl. Korna B daiise results.txt HAKONMUTCS JOCTATOYHO
JAHHBIX JI7IST TIOCTPOEHUST TpahrKa, MOKHO TTEPEXOANTH K CIEAYIONEMY Pa3/ey,
B KOTOPOM BbI YBUJIUTE, KaK BU3yaM3MPOBATh JaHHBIE ¢ TOMOIIb0 Python.

Python ang Busyanmsaumm GOHHbIX

MpbI cobrpaeM ceTeBbie JTaHHBIE JIJISI TOTO, YTOOBI TTOJYIUTH TIPECTaBaeHE 0 paboTe
ceru. Busyanusauus — ofuH U3 Jy4UIKX clIocoO0B y3HATH, YTO 03HAYAIOT T€ WJIK
HUHbIE JAHHBIE. DTO OTHOCUTCS IIOYTH K JIOOBIM ZAHHBIM, HO K IIOCIELOBATEIbHBIM
0c00eHHO, eciin pedb uaeT o0 cereBoM MoruTopure. CKoIbKO TpaduKa MPOIILIO 110
ceTu 3a Mpeabiaynyio Hegeno? Kakas ero nomns npuxoaurces Ha rpotokon TCP?
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Mexanusmbl cbopa garHbix Bpoge SNMP 11oMOryT HaM HOJIy4nUTh TaKyio nHOOpPMa-
o, a 6ubsoreku st Python — mocrpouts rpadukiu.

B aToM pasjiesie Mbl ¢ TOMOIIBIO oMy isipHbix Oubanorek Matplotlib u Pygal Busya-
JIM3UPYEM JlaHHbIe, COOpaHHbIe paHee ¢ moMolbio SNMP.,

Matplotlib

Matplotlib (http://matplotlib.org/) — aTo 6ubaunorexa ausa Python, Koropas 1103BoIs-
€T CTPOUTD JIBYMEPHBIE TPA(MUKU € TIOMOIIHIO TTAKETA MATEMATHUECKUX PACIITUPEHUN
NumPy. C ee moMOMIBI0 MOKHO TEHEPUPOBATH M306paKEHNST THTTOTPA(CKOTO Kade-
CTBa, BKJIIOYAst TPahUKHU, THCTOTPAMMBI U CTOJIGUYATHIE IHArPAMMBI, BCETO HECKOJIb-
KIMU CTPOKAMHU KOJIA.

NumPy — 310 paclmpetne s3bika nporpammuposarms Python, uHcTpyment
\/V: C OTKPBITBIM UCXOAHBIM KOJIOM, KOTOPbIA LUMPOKO NMPUMEHSETCS B PA3MYHbIX
NPOEeKTax AN AHANM3d AaHHbIX. [logpobHee o HeM uMTaMTE HO CTPAHMUE

https:/ /ru.wikipedia.org/wiki/NumPy.

Haunewm ¢ ycranoBku.

YcraHoBka
[l yeTaHOBKM MCIOJIb3YITE AMCIIeTYEeD NAKeTOB AUCTprOyTiBa Linux miu pip:

(venv) $ pip install matplotlib

[Tepeiiziem k mtepBomMy nipuMepy.

Matplotlib: nepsbiin npumep

B atom npumMepe utorosoe uzobpazkernue Oy/eT 10 yMOJTIaHUIO TTOJABATHCS Ha CTaH-
JIapTHOE YCTPOUCTBO BBIBOJIA, OOBIYHO 5TO 9KpaH MOHUTOPA. [Ipu paspaboTke GbiBa-
€T IIPOIIle CHAYaJa [M0IKCIIEPUMEHTHPOBATh, BO3BPAIIAsI PE3YJIbTAT B CTAHAAPTHBII
BBIBOJI, @ 3aTeM O(POPMUTD KOJI B BU/le clieHapust. ECJiu BbI BBITOJIHSIN YIIPAXKHEHUST
13 HTOW KHUTU HAa BUPTYAJbHOU MAaIlWHe, JJIs BBIBOA TPAUKOB PEKOMEHIYETCS
ncrnosb3oBath okHO BM, a ne SSH (unaue Bor Hudero ve yBujgute). Ecoin y Bac Het
JOCTYIIA K CTAHAAPTHOMY BBIBOJLY, MOKETE COXPAHUTD H300PaKEHIE U 3aTPy3HUTh €r0
TSI TPOCMOTPa (BCKOpE BBI Y3HAETe, Kak 3TO JeJIaeTcsT). B HeKOTOPBIX mpuMepax n3
JTOTO Pas/esia Hy’)KHO YCTAHOBUTbD IIepeMEHHYIO $DISPLAY.
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Huske nokasan cuumok skpata cucrembl Ubuntu Desktop, kotopas ucosbsyercst
371ech B mpuMepax Busdyannsanuu. Cpasy mocje BBO/Ia B TepMUHAIE KOMaH/IbI plt.
show() Ha sKkpane ogBuUTCs OKHO Figure 1. 3aKpbIB 9TO OKHO, BB CMOKETE BEPHYTh-
¢S B KOMaHIHYIO 000J104Ky (puc. 7.4).

ty B o) tzrem &%

Figure 1

echou@pack
PING 172.]
64 bytes
64 bytes
.’~C

2 packels

=]
wn

Python 3.5
[GCC 5.4.8
Type "help|
=>> import
Jusr/lib/p|
lotlib is

N
=

Something on Y
5

Jusr/1ib/p|
y lotlib is

15 210, it
Someathing on X

plt. plm'([D 1,2,3,4], [0,16,20,30,40])
atplotlib. hnf:_, Line2D object at ox7fd8badde198:=]
> plt.ylabel('Something on Y')
=matplotlib.text.Text object at 8x7fd8balobe48-
meLhing on X')
dtplotllb text.Text object at Ox7fd8b9c31940>
=>> plt.show()

Puc. 7.4. Busyanmsaums ¢ nomowsio Matplotlib 8 Ubuntu Desktop

Cuavasra paceMoTpuM rpaduk npssmoit. OH moJsrydaeTcs U3 IByX CIIUCKOB YNCTIOBBIX
3HaueHui 1mo ocsam X u Y-

>>> import matplotlib.pyplot as plt

>>> plt.plot([e,1,2,3,4], [0,10,20,30,40])
[<matplotlib.lines.Line2D object at 0x7f932510df98>]
>>> plt.ylabel('Something on Y')
<matplotlib.text.Text object at @x7f93251546a0>

>>> plt.xlabel('Something on X')
<matplotlib.text.Text object at @x7f9325fdb9e8>

>>> plt.show()

I'padux Oyaer uMeTh BUI IPMON uHun (puc. 7.5).
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Puc. 7.5. lpaduk npsmoit 8 Matplotlib

Eci y Bac HeT JoCTyIIa K ¢ CTaHAAPTHOMY BBIBOJY HJIM BbI HE COXPaHUJIN U300pa-
JKeHme ¢ caMOro Havasa, BOCIOIb3yiTech MeTOIOM savefig():

>>> plt.savefig('figurel.png') or
>>> plt.savefig('figurel.pdf')

BoopyskuBiimch 9Tumi 6a30BbIMHU 3HAHISIMU O TOCTPOEHUH TPAGDUKOB, MBI CMOJKEM
BU3yaU3UpoBaTh pe3yabTarsl SNMP-3anpocos.

Matplotlib: ebisop pesynstaros SNMP

B Hamiem nepsom ciieHapuu matplotlib_1.py, ucnosssyromem Matplotlib, 8 no-
IIOoJIHEHUE K pyplot umMnoprupyeMm MoayJib matplotlib.dates; MbI UCIIOIB3yEM €r0
BMECTO MOJIyJisT dates M3 cTaHAapTHOH Gubamoteku Python.

B orimmune or dates Momyiib matplotlib.dates aBroMaTrdecky mpeobpasyer 3Ha-
YyeHUe JaThl B BEIECTBEHHbIH THII, Kak Toro Tpebyer 6ubamnorexa Matplotlib:

import matplotlib.pyplot as plt
import matplotlib.dates as dates
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\©/ Matplotlib umeet Boratsie BoamoxHOCTM Mo BLHIBOAY AMATPAMM C AATAMM; NO-

npobHee 06 3Tom uutaiiTe no agpecy http://matplotlib.org/api/dates_api.html.

B aToMm ciienapum Mbl CO3/1aIM /IBA ITYCTHIX CITUCKA A4 3HaYeHu! 1mo ocsim X u Y.
OO6paTuTe BHUMaHME: B cTPOKe 12 MBI HCTOb3yeM BCTpoeHHyo B Python ¢yHk-
uIo eval(), 4ToObl IPOYNTATH BXOJHBIE JaHHbBIE B BHE CJ0BAps, a He 0ObIYHOM
CTPOKU:

x_time = []
y_value = []

with open('results.txt', 'r') as f:
for line in f.readlines():

# eval(line) wHTepnpeTupyeT KaxAyw CTpPOKy Kak C/ioBapb, a He Kak
# CTpoKy TekcTa
line = eval(line)
# npeobpasyem BO BHYTPEHHWI BeWEeCTBEHHbIA TUM
x_time.append(dates.datestr2num(line['Time']))
y_value.append(line['Gig@-0_Out_uPackets'])

Yro6bl IepeBecTr 3HaYeHue 1o ocu X 06paTHO B (hOpMaT AaThl, MOHATHBIN Y€JI0BEKY,
npumMenuM ynknuio plot_date() Bmecto plot(). Takske ciierka usmMmeHuM pasMep
U300paskeHust 1 CMeCTUM 0Ch X, uTOGBI BUIETh BCEe 3HAYEHUS:

plt.subplots_adjust(bottom=0.3)
plt.xticks(rotation=80)
plt.plot_date(x_time, y_value)
plt.title('Routerl GO/0")
plt.xlabel('Time in UTC')
plt.ylabel('Output Unicast Packets')
plt.savefig('matplotlib_1_result.png')
plt.show()

WTorossrit pe3ynbTaT comep:KuT 3arosoBkn Routerl GO/0 n Output Unicast Packets
(puc. 7.6).

Eciiu Bam GoJibliie HpaBATCS HPSMbIE IMHUK, 4eM TOYKH, J00aBbTE TPETUH ITapaMeTp
B pynknuio plot_date():

plt.plot_date(x_time, y_value, "-")

Mo:kHO TTOBTOPUTH 3TU IIATH JIJIST OCTATbHBIX 3HAYEHNIT C BBIXOJHBIMU OKTETAMU,
BXOJHBIMU OTHOAIPECHBIMU TTaKeTaMU U BBOJIOM B BHU/IE OTAEJbHBIX Auarpamm. Ho
B cJIeLyIonieM nmpuMepe, matplotlib_2.py, MbI TIOCMOTPUM, KaK BBIBECTU HECKOJIBKO
3HAYEHUI B OJJHOM BPEMEHHOM JIMalla3oHe, U MTO3HAKOMUMCH C JAOMOJHUTEIbHBIMU
napamerpamu Matplotlib.
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Puc. 7.6. lpaduk ans Router1 8 Matplotlib

Ceiiuac MbI CO34a/IM JIOIIOJTHUTEJIbHBIC CIIMCKHU 1 3aIIOJTHUM UX 3HAYCHUAMMU:

x_time = []

out_octets = []

out_packets = []

in_octets = []

in_packets = []

with open('results.txt', 'r') as f:

for line in f.readlines():

# eval(line) uHTepnpeTupyeT Kaxayw CTPoOKy Kak CloBapb,

a He Kak CTpoKy TeKcTa
line = eval(line)
# npeobpasyem BO BHYTPeHHUW BeWECTBEHHbIA TUM
x_time.append(dates.datestr2num(line['Time']))
out_packets.append(line['Gig@-0_Out_uPackets'])
out_octets.append(line[ 'GigP-0_Out_Octet'])
in_packets.append(line[ 'Gig@-0_In_uPackets'])
in_octets.append(line['Gig@-0_In_Octet'])

ITockombKy 3HAUEHNUS 0 0CH X COBITAIAIOT, MOKHO MTPOCTO TOOABUTH HA TY XK€ Ina-
rpaMMy JIpyrue 3HaYeHusl 1o ocu Y:
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# Wcnonb3yem plot_date, 4TO6L CHOBa BbiBECTM OCb X B dopmaTe AaThl
plt.plot_date(x_time, out_packets, '-', label='Out Packets')
plt.plot_date(x_time, out_octets, '-', label='Out Octets')
plt.plot_date(x_time, in_packets, '-', label='In Packets')
plt.plot_date(x_time, in_octets, '-', label='In Octets')

Job6aByM Ha UarpaMMy CeTKY U JIeTeH/Ly:

plt.title('Routerl GoO/0")
plt.legend(loc="upper left")
plt.grid(True)

plt.xlabel('Time in UTC')
plt.ylabel('Values"')
plt.savefig('matplotlib_2_result.png')
plt.show()

B urtore nosnyuntes eHast iuarpaMma co Bcemu sHaderusiMu. Obparure BHUMaHUE:
4acTh 3HAYEHU B JIEBOM BEPXHEM YIJIY OKA3a/IUCh 3aKPBITHI JiereHa0it. YTo6b1 9T0T0
n36eKaTh, MOKHO M3MEHUTD PasMep U300pakeHUsT U /UM CMECTUTh,/MacITabupoBaTh
rpacduku (puc. 7.7).

Figure 1

' Out Packets
Qut Octets
In Packets
In Octets

Puc. 7.7. Heckonbko rpadukos ans Router1 8 Matplotlib
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Matplotlib mogmepxuBaer MHOTO APYTUX BUAOB AMArpPaMM; Mbl He OTPaHITUEHBI
o6brunbiMu Tpadukamu. Hanpumep, B matplotlib_3.py Te ke (DUKTUBHbIE JAHHbBIE
MO>KHO MCIIOJIb30BATh JIJIs1 BBIBOJIA COOTHOIIEHUS PA3HBIX TUTIOB TPAUKa, KOTOPbII
IIPOXOAUT Yepe3 COeJUHEHNE:

#1/usr/bin/env python3

# lMpumep B3AT u3
# http://matplotlib.org/2.0.0/examples/pie_and_polar_charts/pie_demo_
features.html

import matplotlib.pyplot as plt

# Kpyrosasa Auarpamma, CeKTOpbl KOTOpOW YMOpPAAOYEHbl M BbIBOAATCHA NMPOTUB 4aCOBOW
CTpenku:

labels = 'TCP', 'UDP', "ICMP', 'Others'

sizes = [15, 30, 45, 10]

explode = (0, 0.1, 0, ) # Boigensem UDP

figl, ax1l = plt.subplots()
axl.pie(sizes, explode=explode, labels=labels, autopct='%1.1f%%"',
shadow=True, startangle=90)
axl.axis('equal') # Bbnarogaps MponopuMOHanbHOMY OTHOWEHMKW CTOPOH AMarpamma
# umeeT dopmy Kpyra.

plt.savefig('matplotlib_3_result.png')
plt.show()

ITocnie BoIMOTHEHMST p1t . show () ATOT KO BBIBEAET KPYTOBYIO ANATPAMMY, TIOKA3AH-
HyI0 Ha puc. 7.8.

B atom paszese mbl ¢ omoibio Matplotlib cosmani Ha ocHOBe ceTeBbIX TaHHbBIX
IPUBJIEKATEIbHBIE UArPAMMBI, KOTOPbIE OTPAXKAIOT COCTOSTHUE CeTH. Mbl MOKeM
CTPOUTH CTONGUATBIE M KPYTOBBIE MAarPaMMBI, a TaKKe JMHeHnbie rpadukn — Bee,
4TO MOAXOANT IS OTOOpaskeH st uMeronuxest aanubix. Matplotlib — 1o Mormbit
OTKPBITBIA HHCTPYMEHT, KOTOPBII He orpaHrmanBaetcs sabikom Python. Cymecrsyer
MHOZKECTBO JIOTOJHUATEIBHBIX PECYPCOB, KOTOPBIE TOMOTYT BaM OJIMIKE MO3HAKOMUTh-
ca ¢ Matplotlib.

JononHutenbHbie MCcTOUHMKY MHPopmauum o Matplotlib

Matplotlib — ogna us my4nmx 6ubaIMOTEK 4715 IOCTPOEHU AUATPAMM B CLIEHAPHIX
ma Python, ona mo3BosisieT cozmaBatsh n3obpaskenst Tumorpadcroro kavecrsa. Kak
u Python, Matplotlib mossossier ynpomniars sagaun. ¥ Matplotlib 6oiee 10 000 3Be3
Ha GitHub (1 ux ducsio pacrer); 5T0 OJUH U3 CAMbIX TIOMYJISIPHBIX TIPOEKTOB C OT-
KPBITHIM HCXOHBIM KOZIOM.
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Figure 1

Puc. 7.8. Kpyroeas auarpamma 8 Matplotlib

[IpsiMoe ciieIcTBIE MOMYJISIPHOCTH — OTlepaTUBHOE MCTIpaBJieHne omnboK, Ipyske-
CTBEHHOE COOBIIECTBO, OONIMPHAST IOKYMEHTAIUSA 1 y100CTBO UCIONb30BaHus. 13y-
YeHHUe HTOTO TTaKeTa TPeOyeT ONpeIeIeHHBIX YCUIIIH, HO OHO TOTO CTOUT.

B stom pasaene mbl egsa 3atporynu Goratsie BoamoxHocti Matplotlib. Jo-

\/V: NOAHUTENbHYIO MHPOPMALMIO MLMTe Ha cTpaHmuax hitp:/ /matplotlib.org/2.0.0/
index.html (cTpannua npoekra Matplotlib) u https://github.com/matplotlib/

matplotlib (penosutopui Matplotlib Ha GitHub).

B caexyiomem paszaene peub Hoiger eine 06 0QHOI MonyasspHoil 6ubamoTeKe 11st
cosmanus auarpamm B Python — Pygal.

Pygal

Pygal (http://www.pygal.org/) — 10 6ubmoTeKa 1151 AUHaMIIecKoro cosganus SV G-
nuarpamm, Haricantas Ha Python. Ee ocHOBHOE penmyiecTBo, 1o MoeMy MHEHHUIO,
COCTOUT B TOM, YTO OHA MO3BOJISET JIETKO FeHeprpoBaTh n300paxenus B hopmare SVG
(Scalable Vector Graphics — macumabupyemas 6exmopnas pagura) ¢ oOMOUIbIO
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CTaHAApPTHBIX cpeacTB. Y SVG MHOKECTBO TIPEMMYIIIECTB TT0 CPABHEHUIO € IPYTUMN
I'pa(l)I/I'-IECKI/IMI/I (bOpMaTaMI/I, HO Cpein HUX MOJKHO BBIZICJIUTD /IBa TJIABHBIX: OH XOPOIIIO
HOAEPKUBAETCS Opay3epaMul 1 IO3BOJIIeT MACIITaOUPOBaTh M300pakeHus 6e3 yxXyi-
HIeHust KauecTBa. To ecTh BbI MOJKETE IIPOCMATPUBATD IIOJIyYeHHbIE U300PaKeHUs
B JI0OOM COBPEMEHHOM Gpaysepe 1 yBeTNUMBaTh UX, He JKepTBYsI feTanusaiiieil. 51 yske
TOBOPHJL, YTO BCE HTO JEIAETCs ¢ IOMOIIBIO HECKOJIBKUX CTPOK Koja Ha Python? 310-
POBO, TIpaB/a?

Ycranopum Pygal u npucTyIiiM K iepBoMy mpuMepy.

YcraHoBka
YCTaHOBKa BbBIITOJIHAETCA C ITIOMOIIBIO pip:

(venv)$ pip install pygal

Pygal: nepebiit npumep

PaccmoTpum nipumMep cosjanus JIMHERHOTO rpaduKa, KOTOPbIN MPUBOIUTCS B J10-
kymenTaiuu Pygal (https://www.pygal.org/en/stable/documentation/types/line.html):

>>> import pygal

>>> line_chart = pygal.Line()

>>> line_chart.title = 'Browser usage evolution (in %)’
>>> line_chart.x_labels = map(str, range(2002, 2013))
>>> line_chart.add('Firefox', [None, None, 0, 16.6,
45.5, 46.3, 42.8, 37.1])
<pygal.graph.line.Line object
>>> line_chart.add('Chrome",
3.9, 10.8, 23.8, 35.3])
<pygal.graph.line.Line object
>>> line_chart.add('IE",
44.8, 36.2, 26.6, 20.1])

25, 36.4,
at Ox7f4883c52b38>

[None, None, None, None, None,

at 0x7f4883c52b38>

[85.8, 84.6, 84.7, 66,

<pygal.graph.line.Line object
>>> line_chart.add('Others’,
5.8, 6.7, 6.8, 7.5])
<pygal.graph.line.Line object

at 0x7f4883c52b38>
[14.2, 15.4, 15.3,

at 0x7f4883c52b38>

>>> line_chart.render_to_file('pygal_example_1.svg')

¥ B stom npumepe Mol cozpanu obbekT nuHerHoro rpagumka Line ¢ 11 metkamu
Baonb ocu X (x_labels). B anarpammy moxHo pobaensth nobbie 06bekTs ¢ MeT-
KOMM M CiMcKamu 3Hauerwi, Hanpumep Firefox, Chrome mnu IE.

WuTepecHo, 4T0 Kaxk10ii TOUKe rpadrKa COOTBETCTBYET OT/AebHast MeTKa Ha ocH X.
Eciu nis1 kakoro-to roja He cyuiecTByer sHadenus (kak gas Chrome B nmepuoz
2002-2007), To yka3biBaeTcsi 3HadeHue None.
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Ha puc. 7.9 mokasana utorosast iuarpamMmma, OTKpbitast B Opaysepe Firefox.

) Browser usage evolution (in %) - Mozilla Firefox

Browser usage evoluti... *

& @/ rile:/ffhomefechou/Master_Python_Metworking/Chaj @ ||« search &8 &+ & 9

Browser usage evolulion (in %)

W Firefox
[l Chrome . _ |
W Iic

Others

2002 2003 2801 2085 2006 2007 2008 2000 2018 2631 2012

Puc. 7.9. JemoHcTpaunoHnHas auarpamma Pygal

[To3HaKOMMBIIKCH ¢ OOIIMMU TIPUHIMIIAMK UCIIOJIb3oBaHus Pygal, npumennum nux
JUIsT BBIBOJIA pe3ysibTaToB SNMP. OToMy nocssiiena cieyionas riasa.

Beieop pesynbraros SNMP ¢ nomouwsio Pygal

Jliist BBIBOIA rpadhuka ¢ momMoliibio Pygal ucronbayiite mpuMepHO TOT JKe MOAXO0I, 4TO
u B mipuMepe ¢ Matplotlib, rie Mbl cosmaBajy cMCKy 3HAYEHWIT TyTeM YTeHus (aii-
sa. Ham Gosibliie He HYKHO TIEPEBOUTD 3HAYEHUST TI0 OCH X BO BHYTPEHHUIT Belle-
CTBEHHBIIT (hopMarT, OJJHAKO KakK/0e YICI0BOE 3HAUeHIe, KOTOPOe MBI TTOJIyINM, He-
o6xoaumo peobpasoBath B THIl float:

#!1/usr/bin/env python3
import pygal

x_time = []
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out_octets = [
out_packets =
in_octets = []
in_packets = []

]
(]

with open('results.txt', 'r') as f:
for line in f.readlines():

# eval(line) uHTepnpeTupyeT Kaxayw CTPOKy Kak CloBapb,
# a He Kak CTpoKy TekcTa
line = eval(line)
x_time.append(line['Time'])
out_packets.append(float(line[ 'Gig@-0_Out_uPackets']))
out_octets.append(float(line[ 'Gig@-0_Out_Octet']))
in_packets.append(float(line[ 'Gig0-0_In_uPackets']))
in_octets.append(float(line[ 'Gig@-0_In Octet']))

s mocTpoenns rpaduka MOJOU/IET yKe 3HAKOMBIN HAM MEXaHU3M:

line_chart = pygal.Line()

line_chart.title = "Router 1 Gigo@/e"
line_chart.x_labels = x_time
line_chart.add('out_octets', out_octets)
line_chart.add('out_packets', out_packets)
line_chart.add('in_octets', in_octets)
line_chart.add('in_packets', in_packets)
line_chart.render_to_file('pygal_example_2.svg"')

PesyibraT 110X03k Ha TOT, KOTOPBI Mbl Y3Ke BUJIeJIH, OZiHaKko Tpaduk Tenepsb B Gop-
mate SV G, KoTopbiii Jierko otobpakaercs Ha Beb-cTpanuiie. Ero MOKHO IPOCMOTPETH
B coBpeMeHHOM Gpaysepe (puc. 7.10).

Pygal, kak u Matplotlib, mogepsxusaer muorne Bup uarpamm. Harmpumep, 4To0b1
HOJIYYUTh KPYTOBYIO AMarpaMMy, KOTOPYto Mbl Buaesu B ipumMepe ¢ Matplotlib,
MOJKHO BOCIOJIb30BaThCst 00BEKTOM pygal.Pie(), Kak MOKAa3aHO B CI[EHAPUN
pygal_2.py:

#1/usr/bin/env python3
import pygal

line_chart = pygal.Pie()

line_chart.title = "Protocol Breakdown"
line_chart.add('TCP', 15)

line_chart.add('UDP', 30)

line_chart.add('ICMP', 45)
line_chart.add('Others', 10)
line_chart.render_to_file('pygal_example_3.svg')

Ha puc. 7.11 — urorossriit SVG-daii.
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Router 1 GigD/0 - Mozilla Firefox

Router 1 Gig0/o
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Puc. 7.10. Jyarpamma c Heckonbkumu rpacdurkamu ans Router1 B Pygal

Protocol Breakdown - Mozilla Firefox

Protocol Breakdown el +
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Protocol Breakdown
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W Loue
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Puc. 7.11. Kpyroesas auarpamma e Pygal
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Pygal ortsmmuno nogxomaut st rereparu SV G-uarpaMm THITOrpadCKOro KauyecTsa.
Ecan Bam HYKE€H UMEHHO 9TOT (l)OpMaT7 HE TpaTbT€ BpEMA Ha IMONCK aJIbTEPHATUB.
B atom paspenie Mbl pacemorperu npumeps ¢ Pygal aus cospanust rpadukos Ha
OCHOBe ceTeBbIX JanHbixX. Kak u B ciryuae ¢ Matplotlib, gt 6osiee riry6okoro usyue-
uust Pygal ucmosbayiite 10MOTHUTENbHBIE DECYPCHL.

JononHutenbHbie MCTOYHUKK HPOopmauum o Pygal

Pygal npemocrasiser MHOKECTBO KOH(MUIYPUPYEMBIX BO3MOKHOCTEN 1 (HYHKIIMIA
TSI TIOCTPOEHUST IMAarpaMM U BU3YAJIM3AIMK JAHHDBIX, COOMPAEMbIX TAKUMHU MPO-
CTBIMU CPEAICTBAMU CETEBOTO MOHUTOPUHTA, Kak SNMP. MbI mokaszasm 31ech IpocToit
JIMHEHHBIN TpaduK U KPYroByio guarpammy. bosbine urdopMalmu 06 9TOM Ipo-
eKTe UIUTe Ha caiiTax:

® Jdoxymenmauus Pygal: http://www.pygal.org/en/stable/index.html;
® cmpanuua npoexma na GitHub: https://github.com/Kozea/pygal.

B caenytonemM pasiesie Mbl Ipogo/kuM obcyxkaerrne SNMP, HO yike B KOHTEKCTe
MOJIHOTIEHHO} CUCTEMBI CETEBOrO MOHUTOPWHTA 110/ HazBaHueM Cacti.

Paborta ¢ Cacti 8 Python

Korga st TOIbKO HAYMHAI CBOIO Kapbepy, paboTast MIIA/IIIUM CETEBBIM HHKEHEPOM
B KOMITAHUU PETUOHAIBLHOTO WHTEPHET-TIPOBAliZIepa, MbI UCTTOJIB30BATH OTKPBITHIT
Kkpocc-tardopMmenHbiil uHctpymenT MRTG (Multi Router Traffic Grapher; https://
ru.wikipedia.org/wiki/MRTG) /17151 IpOBEPKU 3arpy;KEHHOCTHU CETEBBIX COEIUHEHNI. ITO
OBLIO HALIlE OCHOBHOE U UyTh JIM HE €IMHCTBEHHOE CPEJICTBO CETEBOTO MOHUTOPIHTA.
Mens no-HacTosIeMy BIIEYATINII0, HACKOIBKO KAUYeCTBEHHBIM U MOJIE3HBIM MOJKET
0Ka3aThCs IPOEKT ¢ OTKPBITHIM UCXOIHBIM KOJIOM. ITO ObljIa OjiHA U3 TIEPBBIX OT-
KPBITBIX BBICOKOYPOBHEBBIX CUCTEM JIJISI MOHUTOPHUHTA CETEl, KOTOPasi CKpbIBaJia OT
CeTeBBbIX MHKEHEPOB 1oApobHoCcTH paboThl SNMP, 6asbl ganubix 1 HTML. 3arem
nosiuiics naker RRDtool (Round-Robin Database tool; https://ru.wikipedia.org/wiki/
RRDtool). B mepBoii Bepcuw, Boimesiiei B 1999 roxy, asropst RRDtool oxapakrepu-
soBain ero kak MRTG Done Right («<MRTG, peaiusoBaHHBIN KaK CJeLyeT» ).
Ot MRTG ero or/inyaja CyIlecTBEHHO yJIydlieHHas IIPOU3BOAUTENIbHOCTD Oa3bl
JTAHHBIX 1 OTIPAITBAIONIETO MEXaHN3Ma B CEPBEPHON YaCTH.

B 2001 ro/y BbIiiies OTKPBITHIN BeG-MHCTPYMEHT [IJis CETEBOTO MOHUTOPUHTA U BU-
gyanusanuu oz HazBanneM Cacti (https://ru.wikipedia.org/wiki/Cacti), koTopbrii pas-
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pabarbiBajics Kak yaydnieHHbId kanenT 1t RRDtool. Baaropaps wacienuio MRTG
u RRDtool BbI oJryunTe 3HAKOMBII BUJL arpaMM, MPUBBIYHbIE ITA0JIOHBI 1 MeXa-
Hu3M cOopa ganHbX 13 SNMP. DTOT MHCTPYMEHT yCTaHABIUBAETCS U UCIIOJIb3YeT-
s KakK IeJbHbIi makeT. Ho Ipu 9TOM OH MO3BOJISET BBITTOTHATD 3AIIPOCHI — U TS
HTOTO MbI MOKEM HCIT0JIb30BaTh Python. B aToM pasjesie Bbl yBUANTE, KaK U3 ClIeHA-
pues Ha Python Bzaumoneiictsosars ¢ Cacti.

Ho cnauasna 3aitmemcst yCTaHOBKOI.

YcraHoBka

Yuureisas, uto Cacti — caMog0CTaTOUHBII MHCTPYMEHT, BK/IIOYAIOUINI BeO-KINEHT,
HA0OP clieHapueB 1 0a3y JaHHDIX, s PEKOMEH]IYI0 YCTAHOBUTD €T0 HA OTAETbHYI0 BM
B Baiieil jabopatopun (ecji y Bac yKe eCTh OIBIT €0 MCHOJIb30BaHNsI, BB MOKETE
aTOrO0 He genars). [Iponecc yeranosku Cacti Ha ynpasasiomem xocre ¢ Ubuntu Bbi-
LJISIZTAT TIPOCTO U TOHSATHO, eCIU UcTioib3oBaTh APT:

$ sudo apt-get install cacti

ITa KOMaH/a MHUIMUPYET MOCJAEA0BATETBHOCTD IATOB 110 YCTAHOBKE U HACTPOHKE,
BKJIfOYast ycTaHoBKY Oasbl qaHHbXx MySQL, BeO-cepsepa (Apache wnu lighttpd)
U pasandHble KOH(pUTYpannoHHbie oneparuu. [1o 3aepiiernu otkpoiite http://<ip>/
cacti v BoliiuTe B CHCTEMY, UCITOJIB30BAB MMST OJIb30BATEIS 1 TAPOJIH 10 YMOJTIAHHIO
(admin/admin); Bam OyzeT PEIOKEHO TIOMEHTh TTapoJib Ha CBOIL.

! .
_‘@’_ Ecnv npu yctaHoBKe Bbl B 4eM-TO He yBEpEHbI, BBIBMPAiiTE BAPUAHT NO yMONYaA-

HUIKO U CTOpGﬁTer He YCNTOXHATb 3TOT npoLecc.

ITocsie BX0/Ia B CHCTEMY MOKHO I0OaBUTH YCTPOICTBO U IPUBSI3ATh K HEMY MTabJIOH,
CJIelyst MHCTPYKITMSIM B IOKyMeHTaI[un. MoskeTe HauaTh ¢ TOTOBOTO MmabioHa st
mapinpyrtusaropa Cisco. ¥ Cacti ectb Xopoiiiee mpakTuyeckoe pyKOBOJICTBO 10 J10-
GaBJIEHNIO YCTPOWCTBA M CO3aHuUI0 TiepBoil auarpamMmbl (http://docs.cacti.net/).
BsruisineM Ha CHUMKM 9KpaHa, yTo0bI Bbl 3HAJIM, Yero oskuaaTh (puc. 7.12).

Crpoka co BpeMeneM paboThl YCTPOHCTBA CBUIETETHCTBYET 00 YCIIENTHOM B3aNMO-
neticreun 1o SNMP (puc. 7.13).

Ber MokeTe MOIKIIIOUATh K YCTPOICTBY AMArPaMMBI 711 TIPOCMOTPa TpaduKa, mpo-
X0JIsA11ero uepe3 unrepdelic, u apyroi crarucruku (puc. 7.14).

Yepes HEKOTOPOE BPEMsI BbI HauHeTe BUAETh TpahHK, KaK MoKa3aHo Ha puc. 7.15.
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Puc. 7.12. Crpanunua penaktmposarus yctporctsa B Cacti
IOSv-1 (172.16.1.189) *Create Graphs for this Host
SNMP Information *Data Source List
System:Cisco 105 Software, IOSv Software (VIOS-ADVENTERPRISEES-M), Version *Graph List

fwww . cieco.com/techeupport Copyright (o) 1986-2016 by Cisco Systems,
Inc. Compiled Tue 22-Mar-16 16:1% by prod_rel team

Uptime: 26667354 (3 daye, 2 hours, 7 minutes)

Hostname: icev-l.virl.info

Location:

Contact:

Puc. 7.13. CrpaHuua ¢ pesynsTatamm peaakTMpOBAHMS yCTPOMCTBA

Now Graphs for [ 1€ )

Hast: 081 (172.08.1180) [E) Sraph Typee: 1] B *Edit this Host
*Create New Host

Graph Templa
Graph Temspixts Nams a
Create: Claco - CMU Usage. o

roate: SNHP - Generic 10 Tempiae =
Create: | (Svinct a graph type o creata) §|

Data Query [SHMF - Ink

Statun 5 Name (IF-M18) 7
1 un [T G 000 Mansgement & 1000000000 1008 AL GIE:A5 24T 172161189 ]
2 Up Cagatitfthernetd/L a1 ta lowe-3 8 1006005000 1008 PAC16: 380 FERT 10.0.0.13 a
i3 up Giganitirhementy Gz 1o Cien & 10000000 1000 FAZ16:08:71:63:50 10.0.0.6 -]
a u ) oy 1 AeanaTINE 10000 a
5 up Lespsacid o0 Leaphack 24 A20DETIO5 B0 19216801 a
L Saltct & graph type: | infOu Unicas Packets B

Puc. 7.14. Hosble grarpammel afis yCTPOMCTBA
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I0Sv-1 - Traffic - Gi0/0
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Puc. 7.15. [paduk c ycpenHeHnem 3a 5 MUHYT

Ternepb OrOBOPUM 0 pacimupernu Boamoxktocteit Cacti mo c60py TaHHbBIX ¢ TOMOTIBIO
ciieHapues Ha Python.

CueHapwuit Ha Python B kauecTtee
MCTOYHUKA AAHHbBIX

Hpeﬂcﬂe YEM MCIIOJIb30BATh CIICHAPWHW B Ka4€CTBE UCTOYHNKOB /IaHHDIX, HquHTaﬁTe
ABa JIOKyM€HTa:

® Data input methods («MeToxbl BBO/Ia JaHHBIX> ): http://www.cacti.net/downloads/
docs/html/data_input_methods.html;

® Making your scripts work with Cacti («Kaxk caenaTh, uToObI Ballly ClleHApUU
paborasu ¢ Cacti»): http://www.cacti.net/downloads/docs/html/making_scripts_
work_with_cacti.html.

Bawm, HaBepHOe, THTEPECHO y3HATh, B KAKUX CJIy4asiX MOTYT IPUTOAUTHCS ClieHapUHI
Ha Python B posn rictounnkoB gaHHbIX. OANH U3 TAaKUX CIyYaeB — MOHUTOPUHT
pecypcos, He umeronux OID. Hanpumep, ¢ moMoIibio clieHapus MOKHO TIOCTPOUTD
rpaduK, TOKa3bIBAIOIINI, CKOJIBKO Pa3 CIMCOK AOCTYTIA permit_snmp TO3BOJIMJ XOCTY
172.16.1.173 BeimosHnTh SNMP-3anpoc. KosimdecTBo sKypHaTBHBIX 3a1TCEH € TUM
COOBITHEM MOJKHO Y3HATH B KOMAH/IHO CTPOKE:

iosv-1#sh ip access-lists permit_snmp | i 172.16.1.173 10 permit
172.16.1.173 log (6362 matches)

OpHaKo y 9T0ro 3HaueHus1, CKopee Beero, Het cobcTBeHHoro OID (1in jke Mbl MOKEM
MpeCTaBUTh, UYTO €ro HeT). B Takoll cutyaiiuu MOKHO 3a/eHiCTBOBATh BHEITHUI
clieHapuii, BIBOJI KOTOPOIO CMOKET MCIT0JIb30BaTh XocT Cacti.
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MosxHO TOBTOPHO MCITOJIH30BaTh ClieHApUii Ha ocHOBe Pexpect, chapterl_1.py,
KOTOpBII 06cyskaancs B riiase 2. [Tepenmenyem ero B cacti_1.py. Ero cogep:xumoe
OCTaHETCS MPEKHNUM, TOJIBKO TETIEPh MBI BBITIOJIHUM KOHCOJIbHYIO KOMAHJIY U COXPa-
HUM ee BBIBOI:

<onyueHo>
for device in devices.keys():

child.sendline('sh ip access-lists permit_snmp | i 172.16.1.173")
child.expect(device prompt)
output = child.before

BbIBO,Z[ B CBOEM MCXOJHOM BU/I€ 6yH€T BbBITVIALETDb TaK:

b'sh ip access-lists permit_snmp | i 172.16.1.173rn 10 permit
172.16.1.173 log (6428 matches)rn’

Bocnosbsyemcest hyHkiueit split (), 4T00bI OTYIUTD TOIBKO KOJIMYECTBO COBIIA/IE-
HUIl, 1 BepHeM Pe3yJbTaT B CTaHapTHBIN BbIBOJ| CLIEHAPUSL:

print(str(output).split('(")[1].split()[@])

JIJ1s1 TPOBEPKHU BBITIOHIM CIIEHAPUH HECKOIBKO Pa3, UTOOBI YBUIETD, KAK YBETUYN-
BAETCS YNCJIO TTOIBITOK:

$ ./cacti_1.py
6428
$ ./cacti_1.py
6560
$ ./cacti_1.py
6758

CrieHapuii MOJKHO C/I€TaTh BBITIOJHSEMbIM U TIOMECTUTD €70 B CTAHAPTHBIN KATAJIOT
Cacti st crieHapues:

$ chmod a+x cacti_1.py
$ sudo cp cacti_1.py /usr/share/cacti/site/scripts/

B noxymenTtaruu Cacti, moctymHoii 1o ajgpecy http://www.cacti.net/downloads/docs/
html/how_to.html, ecTb MHCTPYKIINH 110 10OABJIECHUIO PE3YJIBTATOB PabOTHI CIICHAPHST
B BBIXOJHOH rpacuk. Tam onuceiBaeTcs pobaBiieHne ciieHapysl Kak MeTo/a BBOa
JAHHBIX, J0OaBJIeHNEe METO/A BBOJA B UCTOYHMK JAHHBIX U CO3/aHKe JUarpaMMObl,
JIOCTYITHOW 17151 TpocMoTpa (puc. 7.16).

SNMP — pacrpocTpaneHHbIII MEXaHI3M MOHUTOPUHTA, MOJJIEPKIBAEMBIIT CETEBBIMU
ycrpoiictBamu. RRDtool ¢ Cacti B kauecTBe KJIMEHTa CIysKUT XOPOIIel mratdopMoii
1711 paGoThI ¢ JI0OBIM ceTeBbIM 000pynoBarueM o SNMP. g nonosHenus nudopma-
1un, cobupaemoii ¢ momoribio SNMP, MOKHO HCIIOJIB30BATh ClIeHApKH Ha si3bike Python.
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Puc. 7.16. Crpanuua ¢ pesynstatamm fobaeneHms MeToAa BBOAA AAHHBIX

Pesiome

B 7011 rytaBe BbI yBUIEIM Pa3HbIC METO/bI OPTAHU3AITNH MOHUTOPUHTA CETH TTIOCPE/I-
ctBoM SNMP. MbI cKOH(DUTYPHUPOBAJIN HA CETEBBIX YCTPOMCTBAX KOMAH/IBI, OTHOCS-
muecss K SNMP, u ncriosib3oBasiu Halily yrpasJsitonlyio BM ¢ mexanuamom cbopa
WH(GOPMAIIMY /IJIS BBITIOJIHEHUS 3aITPOCOB K 9TUM yCTpoiicTBam. /711 yrpoteHus
n aromaTtusar SNMP-3anpocos Mbr ncronbzoBanu Moyab PySNMP. Ber raxske
HAyYHUIIMCH COXPAHATD PE3YIbTATHI B TIOCKUH (hailn u 6a3y JaHHBIX [JIsT KCTIOIB30-
BaHU4 B JIAJIbHEHIINX [TPUMepax.

MpbrI co3ianu quarpaMMbl Ha OCHOBe pe3yJibTaToB SNMP, npuMenss 18a pasHbix
maxeta Busyasnmusarun 17st Python: Matplotlib u Pygal. ¥ xaxkmoro u3 aux cson
npeumyiectBa. Matplotlib — apesast, MHOrobyHKIIMOHATBHASE GUGIHOTEKA, KOTO-
past MUPOKO HUCIOJIB3YeTCsT B IIPOEKTAX 110 aHaJu3y AaHHbIX. Pygal ymeer camo-
CTOATEJHHO TeHepUpoBaTh Auarpammel B hopmate SV G, KoTOpbIe OTANYATOTCS
rHOKOCTHIO U COBMECTUMOCTBIO ¢ Gpaysepamu. Bl Haydminch reHepupoBarh Tpa-
(bUKM 1 KPYTOBBIE AMATPAMMBI JIJIsI CETEBOTO MOHUTOPUHTA. TaKsKe BbI TI03HAKOMU-
JINCh C KOMILJIEKCHOI CUCTEMO ceTeBOro MOHUTOPHUHTA 1o/t HazBanuem Cacti. [l
cbopa JaHHBIX OHA B OCHOBHOM UCTI0Jb3yeT SNM P, HO BbI BUJIE/IH, KaK €€ BO3MOK-
HOCTU MOKHO PACIIUPSTh MyTeM NpuMeHeHus ciienapues Ha Python B kauectse
UCTOYHUKOB JAHHBIX; 9TO MOJIE3HO B CUTYAIMIX, KOTJA HA YIAJTeHHOM XOCTe HeT
SNMP OID.

B rraBe 8 MBI TPpOOIKIM 06CYKICHNE HCTPYMEHTOB JIJIST MOHUTOPWHTA U TTPO-
BEPKH [TOBEJIEHIST HALITMX ceTell. M bl paccMOTPHM CPe/ICTBA TOTOKOBOTO MOHUTOPUH-
ra: NetFlow, sFlow u IPFIX. MbI Taxske ucnonbsyem Graphviz aig Busyanusanyu
Haleli ceTeBoil TOmoJIOTHY U OOGHAPYIKEH ST TOTIOJOTHYECKUX U3MEHEHMIA.



CeTeBON MOHUTOPUHT
c ucnonb3oeannem Python:
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B riiase 7 mbt ucnosiszosaiu SNMP 1 cbopa uHbopMalim o ceteBoM 000pyI0BaHIH.
[Lls aToro mucnerdep SNM P Bermosssit sanpocst K SNM P-arenTy, Haxosmemycs Ha
camom ycrpoiictse. [Tosydennast undopmarusi 6b1a CTpyKTy pUPOBaHA HEPAPXUYECKH,
3HaueHst 0GBEKTOB MMENN YHUKAJIbHbIE HIeHTH(HOUKATOPDL. B GosbIIMHCTBE CiyyaeB
HAC WHTEPECYIOT YMCIOBLIE 3HAYEHHS: 3aTrPY/KEHHOCTD MPOIECCOpa, 0O0beM 3aHsITON
namMsTi Wi Tpaduka, mpoxozsiiero yepes unrepdeiic. Ha ocHoBe aTuX 1aHHBIX MOXK-
HO TIOCTPOUTD TPAPUK € OCHIO BpeMeHN — U YBU/IeTh, KAK OHU MEHSIOTCSL.

[Moxxon, koToperit ipumensierca B SNMP, MoxHO B 11€710M 0XapakTepr30BaTh Kak
onpawusaiouguil (pull), Tak Kak MbI TIOCTOSHHO OOpalaeMcs K yCTPOICTBY 3a oIpe-
JICTIEHHBIM OTBETOM. JTO CO3/Iae€T HArpy3Ky Ha YCTPONCTBO, TaK KaK OHO JOJIKHO
TPATUTh MIPOLIECCOPHOE BPeMsI YIIPABJISAIONIETO YPOBHS HA TOJyYEeHUE CBECHUIT
0 CBOUX MojzicucTemax, oopmierme otBeta B Bugme SNMP-nakera n Bo3Bpalenme
€ero 3anparmBalolieil cropore. Ecim BaM 3HaKOMa CUTYaIns, KOT/Ia HA cCeMEHHOM
TOPJKECTBE Balll POACTBEHHUK (€3 KOHIIA 33/[a€T BaM OJ[HU U T€ 5Ke BOITPOCHI, BbI CMO-
JKeTe MPeJICTaBuTh, Kak aucteryep SNMP onpamuBaeT ynpasisieMblil y3e.

Co BpemeneM, ecJiil y HAC HECKOJIbKO JUCIIETYEPOB, OIPAITUBAIONIIX OJHO U TO Ke
ycTpoiicTBO pa3 B 20 cekyH T (3TO caydaeTcs Ha yIUBJIECHUE YaCcTO), HAKIATHBIE pac-
XO/IbI Ha 3 ]MITHUCTPUPOBAHUE CTAHYT IOBOJIBHO CYIIECTBEHHBIMU. Eci BepHYThCS
K aHAJIOTUU C CEMEUHBIM TOPIKECTBOM, IIPE/ICTAaBbTE, YTO BaM ITPUXOJUTCA UMETD 1€J10
cpasy ¢ HECKOTLKUMU POICTBEHHITKAMH, KOTOPbIE TTepeOnBAIOT BAC Pa3 B TIOJMUHY-
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TbI, YTOOBI 3a/1aTh KaKoii-To Borpoc. He 3Haro, kak BaM, HO MHe Obl 9TO OBICTPO Haj0e-
JI0, 1asKe ecau ObI 3TOT BOMPOC OBLI MPOCTHIM (YTO €IIe XYsKe, BCE OHM MOTYT CIIpa-
IIMBATh BaC 00 OHOM U TOM Ke).

Yro6s1 06eciednTsb Oosiee 9 HEKTUBHBII MOHUTOPUHT CETH, MOKHO IIOMEHSIThH
MeCTaMU YIIPaBJIIONUe U yIpaBJisgeMble XOCTbl. THbIMU cJIOBaMHU, C/leIaTh Tak,
4TOOBI YCTPOUCTBO CaMO OTIIPABJISLIO AUCIIETUEPY UH(DOPMAIIIIO B 3apaHee COoTJia-
coBanHoM ¢opmare. VIMeHHO Ha 3TOI MO OCHOBAH MMOTOKOBBIM MOHUTOPHHT,
B paMKaX KOTOPOTO CeTeBOE YCTPONUCTBO HAIIPABJISET JIUCIIETUEPY ITOTOK CO CBeJle-
HusiMu o Tpaduke. /[y 9TOro MOKET UCI0JIb30BaThCs 3aKPbIThIN (hopmat Cisco
NetFlow (Bepcuu 5 win 9), orpaciesoii ctangapt IPFIX i OTKPBITBINA TPOTOKOJ
sFlow. B aroii riase Bol noznakomurech ¢ NetFlow, IPFIX u sFlow B KoHTekcTe
Python.

He Besaknii MOHUTOPUHT TIOipasyMeBaeT cO6op JaHHBIX 110 Bpemenu. Koneuwo, npu
CUJIBHOM JKeJTaHWH1 B BU/I€ BDEMEHHDBIX PA/I0B MOJKHO TTPEACTABUTD Aa’K€ TOIIOJIOTHUIO
cetu 1 xkypHan Syslog, HO 5T0 GyzieT He caMBbIM ONITUMABHBIM petierreM. Mbl MOKeM
TIepuoanYeCcK MpoBEPATh, UISMEHUJIACH JIM Hallla CeTeBasd TOIIOJIOTHA, C ITOMOIIbIO
Python, a auist ee Busyanusanuu npumensts Graphviz ¢ o6eprkoii aist Python. Kak
BBI yke BUIeN B TaBe 6, Syslog cogepskut nHopMaIiuio, cCBsI3aHHyIo ¢ 6e30TmacHo-
crbio. B 37011 ritaBe st mokaxky, Kak ¢ momotipio Elastic Stack (Elasticsearch, Logstash,
Kibana 1 Beat) ahdextrBHO cOGUpPaTh U HHIEKCUPOBATD JIAHHbBIE O GE30MACHOCTH
CETH W JKyPHAJIbHbIE 3aTIHCH.

B JaCTHOCTH, B ATOM TJIaBe MBI pacCMOTPUM CJaEAYIONINE TEMDI:

® OTKpBITHIH makeT Busyaiusaiuu Graphviz, ¢ TOMOIIBIO KOTOPOTO MOKHO
6bIcTPO 1 9 HEKTUBHO cO3/1aTh TpahuuecKoe TPeICTaBIeHIe Halllel ceTH;

OTOKOBBIH MoHUTOpUHT, Takoil kKak NetFlow, IPFIX u sFlow;

IltOp UL BU3yaJiu3alli ITIOTOKOB /IaHHbIX.

IIJIH Hadajia TOCMOTPUM, KaK UCITOJIb30BaTh Graphviz B Ka49€CTBE CpeaCTBA MOHUTO-
puHTa M3MEHEHUI B TOTIOJIOTUY CETH.

Graphviz

Graphviz — 970 OTKpBITOE TIPOTpaMMHOE 0becTieueHue it Busyaniusarun. [pes-
CTaBbTE, YTO HAM HY’KHO OIIUCATH KOJIJIETE TOMOJIOTHIO Halllel ceTu Ge3 M300pakeHu .
M5l MOKeM cKas3aTh, UTO Hallla CeTh COCTOUT U3 TPeX YPOBHeEI: CHCTEMHOTO, PacIpe-
JIEJIUTEIbHOTO U CUCTEMBI I0CTYTIA.
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CucteMHBII yPOBEHD COAEPIKUT JIBa MapIIPpyTU3aTopa (AyOIUpYIOIIIe APYT APYTa),
Ka)K/IBITl 13 KOTOPBIX COEIMHEH C YETHIPbMS PACIIPe/IeTUTETbHBIMU MAPIIPYTU3ATO-
paMmu, a Te, B CBOIO OYepe/lb, TOICOEAMHEHBI K MapIipyTusatopam pocrymna. [luis
BHYTPEHHEH MapIIpyTH3AIUHU UCTTOb3yeTcs TpoTokos OSPF, a mupuHT ¢ BHENTHIM
MOCTABIIMKOM yCaIyT miporcxoaut o BGP. 9Tomy onucannio HeocTaeT HEKOTOPBIX
HOZPOGHOCTE, HO BaIIeMy KOJLIETE €0 IOJKHO OBITh JOCTATOYHO, YTOOBI HOTYYUTh
oblee IpeJcTaBIeHIe O Ballleil CeTH.

Cucrema Graphviz paGoraer noxoxum o6pasom. OHa HOAAEPKIBAET TEKCTOBBII
dopmat s onucanus rpados moa HazBanneM DOT (https://ru.wikipedia.org/wiki/
DOT_(s13blk)). [ToryuwB TeKCTOBBIN (haiia ¢ TAKUM OTMCAHUEM, OHA MOKET CO3/1aTh
nszobpaxkenue rpada. Koneuno, y KoMIbiorepa, B OT/IMYKE OT YeJ0BeKa, HeT BOOO-
Pa’KeHUsI, TTO3TOMY MbI JIOJIKHBI BBIPAXKATHCSI OUE€Hb TOUHO.

:@’_ C rpammatukoit sisbika DOT, xapaktepron ans Graphviz, nosHakomsTecs no
A appecy http:/ /www.graphviz.org/doc/info/lang.html.

B aToM pasziesie Mbl BOCIIOJIb3y€EMCsI TIPOTOKOJIOM OOHAPYKEHSI TOTIOJIOTUN KaHAIb-
Horo yposHst LLDP (Link Layer Discovery Protocol) njs oOGpaiieHust K COCeJHIM
YCTPONCTBAM U CO3[AJINM CXEMY TOTIOJIOTHH ceTh ¢ moMotisio Graphviz. tot 06-
MIIPHBII IpUMep MPOIeMOHCTPHUPYET, KaK /IS pellleHnsI HHTePecHOI 3a1a4n (aBTO-
MaTHYeCcKas BU3YaJIU3alusl TEKYIEN CeTeBO TOMOJIOTUM ) MOKHO HCIIOIb30BATH
coueTaHye HOBBIX U ysKe 3HaKOMbIX HaMm TexHojoruil (Graphviz u LLDP).

IToproroBuM J1abOpaTOpUIO.

MNoarotoska naboparopun

Wcnomabayem VIRL miist co3panus mabopatopun. Kak v B pebIAyIUX TIaBax, y Hac
Gy/IeT HECKOTLKO MapIITPYTH3aTOPOB, CEPBEP U KIHEHT.

Ml ucnoJib3yeM ceteBbie ysibl 1oz yupasiaenuem IOSv u asa xocra ¢ Ubuntu
(puc. 8.1).

Ecin Bam nHTEpecHo, nmouemy Mol BoiOpanu 10Sv, a e NX-OS nym I0S-XR u 1o-
JeMy y HaC IMEHHO CTOJIBKO YCTPOHCTB, HATTOMHIO HECKOIBKO MOMEHTOB, KOTOPBIE
CJIe/lyeT YUUTBIBATD MPU CO3/IaHIN JTabOPaTOPUN.

® Bupryanusaius y3nos Ha ocHoBe NX-OS u IOS-XR tpebyer HaMHOTO 60J1b-
11e maMsITH, ueM Ha ocHose 10S.
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® S ucnoabsyio Bupryasibhbiii qucrnerdep VIRL ¢ 16 TéaiiT oneparusHoii ma-
MSITH, YETO Ha MEPBBIN B3TJISA/] I0OJZKHO XBATHTh, OJIHAKO TaKast KOH(UTYpaIust
MOZKET OBITh CJIErKa HeCTaOUIbHOM, €CJIM JOCTYIIHOCTD Y3/JI0B MEHSIETCS [IPO-

U3BOJIBHBIM 00PA3OM.

® Ecmum ol mpegnountaete NX-OS, nogymatite o NX-API wmm apyrux API-

BbI30BaX, KOTOPbIE€ BO3BPpAlllalOT CTPYKTYPUPOBAHHBIC JTaHHBIC.

& Chap irl 1L Chap ";,“::mss]

|

‘H; wirl:topology #
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ré-edge

1921 T.D.S

gt (S0 Y
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r5-tor
192.1 T&OA
"

Server

Puc. 8.1. Tononorus na6opatopmm

[ o6HapyKeHMs COCEIHUX YCTPOUCTB Ha KaHAJIBHOM YPOBHE MbI UCIIOJIb3YeM
nporokos LLDP, tak Kak OH He MIPUBSI3aH HU K KaKOMY npousBojutesio. Obparute
BauManue, 9To VIRL mosBosstet aBToMarnueckn BKkIiounTh CDP. ITtoT ipoToko,
MTOXOXKUM TT0 CBOMM BO3MOKHOCTAM Ha LLDP, MOokeT caKOHOMUTH BaM BpeMsI; O/THA-
KO 9TO 3aKPBITast TEXHOJIOTHsT Kommauuu Cisco, TI03TOMY B Halliell TabopaTopuu OHa

Oyner orkitodeHa (puc. 8.2).

3aryctus cetb 1 yOeAUBIINCD B ee pabOTOCIIOCOOHOCTH, HEpeiijieM K yCTaHOBKE He-

O6XOLII/IMI)IX IIPpOrpaMMHBbIX ITaKETOB.
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Puc. 8.2. MNopnepxka CDP 8 VIRL

YctaHoBKa

Graphviz MOJKHO YCTaHOBHUTBH C TIOMOITIBIO apt:

$ sudo apt-get install graphviz

ITocne YCTaHOBKHM BBIIIOJTHUTE ITPOBEPKY C ITIOMOIITbIO KOMaH/IbI dot:

$ dot -V
dot - graphviz version 2.40.1 (20161225.0304)

Mpr1 Oyziem rcnosib3oBarh 06epTKy Aist Graphviz Ha si3bike Python, moatomy 3aoznto
YCTaHOBHM U €€:

(venv)$ pip install graphviz

>>> import graphviz

>>> graphviz.__version__

'0.13"
>>> exit()

TeHepb ITOCMOTPUM, KaK pa6OTaTb C 9TUM IIpOrpaMMHbIM obecrieyeHneM.

Mpumepsl pabortsl ¢ Graphviz

Kax 1 60JIbIIMHCTBO MOIMYJISIPHBIX TPOEKTOB € OTKPBITHIM UCXOHBIM KO10M, Graphviz
obGuamaer obmmpHON fokymenTareii (https://www.graphviz.org/documentation/). TTpu
3HAKOMCTBE C IIPOTPAMMHBIM IIPOLYKTOM 3a4acTyIO CJIOXKHEEe BCEro ¢/IesIaTh IepBblii
mar. B mpumMepe MbI cOCpeloTOunMCS Ha TOCTPOEHUN OPUEHTUPOBAHHOTO NepapXuye-
ckoro rpacga ¢ momotpio yTruTsl dot (He myTaiite ¢ si3bikoM ormcarust rpacdos DOT).

HauneMm ¢ ocHOBHBIX TOHATHU:

®  y3JIbl IPE/ICTABJISIOT KOMIIOHEHTBI HAllleH ceTH, Takue Kak MapiipyTHU3aTOpPHl,
KOMMYTATOPBI U CEPBEPBI;

® pebpa MPEACTABISIOT COEANHEHUST MEK/TY KOMITOHEHTAMU CETH;
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® vy rpada,ysn0B 1 pebep ectb arpudyThi (https://www.graphviz.org/doc/info/attrs.
html), KoTopble MOKHO MEHSTH;

® [ocJie OTMCAHUS CETH MBI MOKeM coxXpaHuTh ee Tpad (https://www.graphviz.
org/doc/info/output.html) B hopmate PNG, JPEG nmu PDF.

ITepBbiM IprMepoM, chapters_gv_1.gv, Gy/eT HeOpUEHTHUPOBAHHBIN Tpad U3 YeThipex
y3J10B (core, distribution, accessl u access?2). PeOpa, mpescraBienubie nepucom (-),
COEINHAIOT y3es core ¢ distribution,adistribution — c y31amMu accessl nmaccess2:

graph my_network {

core -- distribution;
distribution -- accessi;
distribution -- access2;

I'pah MOKHO BBIBECTH € TTOMOIIbIO KOMaH/Ibl BUja dot -T<popmaT> source -o <Bbli-
XOAHOW pann>:

$ dot -Tpng chapter8 gv_1.gv -o output/chapter8_gv_1.png

[Tomydennbiii rpacd MOKHO TTPOCMOTPETD B Manke output (puc. 8.3).

Anpo

PacnpepneneHue

HocTtyn 1 Joctyn 2

Puc. 8.3. [MNpumep HeopueHTHposaHHOro rpada, cozaaHHoro ¢ nomowbio Graphviz

gy Kak v B rnase 7, Bam, HaeepHoe, byaet npolwe pabotats ¢ 3TMMKM rpadamm
—@- B OKHE BMPTYQSIbHOM MALUMHbBI C HACTONBHOW Bepcueit Linux; Tak Bbl cmoxeTe
4 N\

= Cpa3y MX NPOCMATPMBATL.

Yro6bl ciiesath rpad OpUEeHTHPOBAHHBIM, €r0 MOKHO OIlMcaTh Kak digraph (oprpad),
obosHaunB peGpa crpeikamu (->). Y pebep u y3JI0B eCTh HECKOJIBKO aTpUOyTOB,
KOTOPbIE MOKHO M3MEHSATD: hopMa y3ia, MeTKu pebpa u T. 1. B daiiie chapters_
gv_2.gv TI0Ka3aHa BUJIOM3MEHEHHAS BePCHs TIPEBIYIEro rpada:

digraph my_network {
node [shape=box];
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size = "50 30";

core -> distribution [label="2x10G"];
distribution -> accessl [label="1G"];
distribution -> access2 [label="1G"];

Ha stot pas coxpanum BbiBos B PDF-aii:

$ dot -Tpdf chapter8 gv 2.gv -o output/chapter8_gv_2.pdf

[TocmotpuTe Ha cTpesiku B HalieM HOBoM rpage (puc. 8.4).

Puc. 8.4. [pad ceTi co cTpenkamu 1 onMcaHnem CoeamHeHmMI

Teneps pacemorpum 00eptky st Graphviz Ha sissike Python.
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Mpumeps ¢ Graphviz u Python

Bocnpoussenem rpad Toi jKe ceTH, YTO U B TIPEBIAYIIEM IPUMEPE, C TTOMOIIHIO
nakera Graphviz aist Python. Cosmazum Ty ke TPEXypOBHEBYIO CETEBYIO TOTIO-
JIOTHIO:

>>> from graphviz import Digraph

>>> my_graph = Digraph(comment="My Network")
>>> my_graph.node("core"

>>> my_graph.node("distribution")

>>> my_graph.node("access1")

>>> my_graph.node("access2")

>>> my_graph.edge("core", "distribution")
>>> my_graph.edge("distribution”, "accessl")
>>> my_graph.edge("distribution”, "access2")

ITOT KOJ reHepupyer OlUcaHKe, KOTOPoe 0ObIYHO CO34AeTCsA BPYUYHYIO Ha SI3bIKe
DOT, uo nenaer aro B matepe Python. ITepex rerepanueii rpada mpocMOTpUM €ro
WCXOIHBIN TEKCT:

>>> print(my_graph.source)
// My Network
digraph {
core
distribution
accessl
access2
core -> distribution
distribution -> accessl
distribution -> access2

I'pad MoskHO creHepupoBaTh € MTOMOIIBIO MeToa render (). DopMaT BbIBO/IA 110
ymoJsyanuio — PDF:

>>> my_graph.render("output/chapter8_gv_3.gv")
'output/chapter8_gv_3.gv.pdf'

O6eprka mist Python Touno nosropsier Bee mapamerpbl APT Graphviz. JlokymenTa-
LUIO 110 9THM [apaMeTpaM MOXKHO HaiiTu Ha BeO-caiite nmpoexta (http://graphviz.
readthedocs.io/en/latest/index.html). A npocmaTpuBas ucxoxausiii ko Graphviz na
GitHub (https://github.com/xflr6/graphviz), BbI HaiieTe JOMOTHUTETBHYO HHPOPMa-
1uio. Terepp y Hac Bce TOTOBO /U1 CO3/IaHNA CXEMBI Halllel ceTu.
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CozpaHue rpada banxanumnx coceaen
c nomouybio LLDP

B atom paznese s mokaxy mpuMep HaXoxKJAeHUus coceiHuX yerporicTs mo LLDP. On
MJTIOCTPUPYET MOXO0/L K PENIeHNIO 33/1a4, KOTOPBII TOMOTaJl MHE TO/IlaMU.

1. Tlo Bo3MOskHOCTH pazbeiiTe KasKIyro 3aady Ha 4acTw. B HalieMm npuMepe He-
KOTOpBIE MIATH MOKHO OOBEIMHUTE, HO X Pas/leIeHNe MO3BOJUT HAM HCIIOJIb-
30BaTh UX MIOBTOPHO U YIIPOCTUT UX OOHOBJIEHHE.

2. HWcnoab3yiiTe cpeicTBa aBTOMATU3AINN JIJISI B3AUMOJIEMCTBUS C CETEBBIMU
YCTPOICTBAMU, HO XPAHUTE CJIOKHYIO JIOTHKY OTIETHHO, Ha YIIPABJISIONIEM XOCTE.
Harpumep, eciim MapiipyTH3aTop IPEAOCTaBUI 3aIlyTAHHBII BBIBOJL ¢ HH(MOP-
MaImei 0 cocengx, Mbl MOKEM ITPOAHATTU3UPOBATH €T0 HA YITPABJISIONIEM XOCTE
¥ U3BJIeYb HYKHBIE HAM CBEJICHU C IIOMOIIBIO CIIeHAPII Ha Python.

3. Ecau oy M Ty e 3a/1a9y MOKHO BBITIOJHUTH HECKOJIBKUMHE CIIOCOOAMH, BBI-
GupaiiTe TOT, KOTOPbII MOKHO UCIIOJIH30BaTh IIOBTOPHO. B HaleM npumepe st
o6pallleHUsT K MapIIpPy TH3aTOPAM MOKHO IIPUMEHUTh HU3KOYPOBHEBbIE CIIEHAPUT
Ha ocHoBe Pexpect u Paramiko uiau cuenapun Ansible. TTo MmoeMy mMHeHMIO,
BapuanT ¢ Ansible 6oJiee yHuBepcabHbIi, I09TOMY 51 BBIGPAJI €ro.

[Tporokon LLDP no ymosuanuio BBIKITIOUEH, TIOATOMY HaM HY>KHO CHavasia CKOH(U-
IypUPOBATh HAIIU MAPIIPYyTU3aTOPhL. Bl yike 3HAeTe, 4TO 9TO MOXKHO C/IeJIaTh Pa3-
HBIMU cIIocobaMu; B IAHHOM cJirydae st BbIOpas ciienapuii Ansible ¢ Mmogysem ios_
config. Maiis hosts BKIOYAET MSATH MAPIIPYTU3ATOPOB:

$ cat hosts
[devices]

rl

r2

r3

r5-tor
ré-edge
[edge-devices]
r5-tor
ré-edge

[l kasktoro XocTa ecTh OJJHOMMEHHBIN (paiisn B manke host_vars. Bor, nanpu-
Mep, rl:

ansible_host: 172.16.1.218
ansible_user: cisco
ansible_ssh_pass: cisco
ansible_connection: network_cli
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ansible_network_os: ios
ansbile_become: yes
ansible_become_method: enable
ansible_become_pass: cisco

Cuienapuii cisco_config_lldp.yml COCTOMT M3 OJHOTO CIIUCKA 3aja4 C MOJLYJIEM
ios_11dp:

- name: Enable LLDP
hosts: "devices"
gather_facts: false
connection: network_cli

tasks:
- name: enable LLDP service
ios_lldp:

state: present
register: output

- name: show output
debug:
var: output

_‘@’_ Moayns ios_lldp Bxoaut B coctas Ansible HaunHas ¢ sBepeun 2.5. Ecnn y Bac

6onee crapas BepCHsl, UCNOMb3YNTE BMECTO HETO Moaysb ios_config.

BeinosinuTe atoT cieHapuii, 4066l BKao4nTh LLDP:

$ ansible-playbook -i hosts cisco_config_lldp.yml

<onyueHo>
PLAY RECAP ¥k skokskskokskokok skokok sk okok sk okok sk okok sk okok sk okok skokok sk skok sk okok sk skokoskokok sk skok sk okok skokokokokok sk okok ok ook

sk >k 3k >k 3k sk sk sk sk ok sk ok kok

ri : ok=2 changed=0  unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

r2 : ok=2 changed=0  unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

r3 : ok=2 changed=0  unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

r5-tor : ok=2 changed=0  unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

ré-edge : ok=2 changed=0  unreachable=0

failed=0 skipped=0 rescued=0 ignored=0

ITo ymomyanuio uarepsas obnosaenns LLDP cocrasiser 30 ceKyHI, II09TOMY MBI
JIOJIZKHBI HEMHOI'O IIO0K/IaTh, II0Ka ycTpoiicTBa He oOMensoTess LLDP-06bsB-
JIeHUsIMU. Y GeIUMCSI B TOM, YTO B MapIIpyTusarope Obll BKItoueH npoTokoa LLDP
U 4TO COCEHIE YCTPOIiCcTBAa OOHAPYKEHbI:



280 Mmasa 8. CeTeBoi MOHWTOPMHT € Ucnonb3osaHuem Python: yacTs 2

ril#sh 11ldp

Global LLDP Information:
Status: ACTIVE
LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds
LLDP interface reinitialisation delay is 2 seconds

rl#sh 11ldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID
r2.virl.info Gie/e 120 R Gie/e
r3.virl.info Gie/e 120 R Gie/e
r5.virl.info Gie/2 120 R Gie/1
r5.virl.info Gie/e 120 R Gie/e
r6.virl.info Gie/e 120 R Gie/e
Device ID Local Intf Hold-time Capability Port ID
r6.virl.info Gie/1 120 R Gie/1

Total entries displayed: 6

B cBoem BbIBOjIE BBl yBU/IUTE, 4TO GO/O siByisiercss MGMT-unrepdeiicom, moaromy
LLDP-cocenu OyayT IOKasaHbl Tak, GYATO OHU HAXOASTCS B IJIOCKON YIIPaBJIsTIOIIEi
ceru. Hac B felicTBUTEIBHOCTU HHTEPECYIOT TOIBKO UHTepdeiich GO/1 1 Go/2, co-
€/IMHEHHBIE C [PYTUMH YCTPOHCTBAMU. JTa WH(DOPMAITUSA IPUTOAUTCS TIPH TTOJITO-
TOBKe K aHAJIN3y BBIBOZIA M CO3[AHUIO rpaca HaIIel TOMOJIOTH.

U3sneueHune nipopmauum

Temnepsb Boctosb3yemes elie ouuM ciieciaprieM Ansible, cisco_discover_1ldp.yml,
4T00BI TIOC/aTh yerpoiictBam LLDP-KOMaH/Ibl U CKOITUPOBATH BBIBOJ] KAXK/IOTO U3
HUX B KaTaJor tmp.

CHauaJjia co37aauM 3TOT KaTaJjor:

$ mkdir tmp

Ha ciienapuii Oyzet copep:kath Tpu 3aaui. [lepBasi BHIIOJHUT KOMAH/Y TIOMCKa
cocezieit show 11dp Ha Kak/OM M3 YCTPOICTB, BTOPast OTOOPA3UT BBIBOJ, & TPEThS
CKOTIMPYET 3TOT BBIBOJL B TEKCTOBDIN (haiisl B KaTajiore tmp:

tasks:
- name: Query for LLDP Neighbors
ios_command:
commands: show 1lldp neighbors

register: output
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- name: show output
debug:
var: output

- name: copy output to file
copy: content="{{ output.stdout_lines }}" dest="./tmp/{{
inventory_hostname }}_1ldp_output.txt"

[Tocsie BBITIOJIHEHUS CIIEHAPUS B KATAJIOTE . /tmp TOABSATCS (DAMJIbI ¢ BBIBOIOM KasK-
Joro MapipyTusaropa (B kotopom nepeuncienbl ux LLDP-cocenn):

(venv) $ 1s -1 tmp

total 100

-rw-rw-r-- 1 echou echou 772 Oct 1 17:17 r1_1lldp_output.txt
-rw-rw-r-- 1 echou echou 772 Oct 1 17:17 r2_1ldp_output.txt
-rw-rw-r-- 1 echou echou 772 Oct 1 17:17 r3_1lldp_output.txt
-rw-rw-r-- 1 echou echou 843 Oct 1 17:17 r5-tor_11ldp_output.txt
-rw-rw-r-- 1 echou echou 843 Oct 1 17:17 r6-edge_lldp_output.txt

ri_1ldp_output.txt, Kak W ApyTHue BBIXO/AHBIE (hallyIbl, COAEPKUT TIEPEMEHHYTO
output.stdout_lines us cienapus Ansible ¢ undopmanueii 0 KaxmaoM yeTpoiicTse:

$ cat tmp/rl_lldp_output.txt

[["Capability codes:", " (R) Router, (B) Bridge, (T) Telephone,

(C) DOCSIS Cable Device", " (W) WLAN Access Point, (P) Repeater,

(S) Station, (0) Other", "", "Device ID Local Intf Hold-
Time Capability Port ID", "veos@l Gio/e 120
B Ethernetl”, "r2.virl.info Gie/o 120

R Gie/e", "r3.virl.info Gie/e 120

R Gie/e", "r5.virl.info Gie/2 120

R Gie/1", "r5.virl.info Gie/e 120

R Gie/e", "r6.virl.info Gie/e 120

R Gie/e", "r6.virl.info Gie/1 120 R

Gie/1", "", "Total entries displayed: 7"]]

[lo cux 1mop Mbl 3aHUMAJIHICh U3BJeYeHeM MH(pOPMaIlUK U3 CETEBBIX YCTPOICTB.
Teneps TpUILIO BpeMst 00BEANHUTD BCe 3TO B ciieHapuu Ha Python.

CueHapuir Ha Python pns pas6opa esisopa

Teneps ¢ nomolibio ciieHapust Ha Python pas6epem BbiBox co criickom LLDP-cocesei
JUIST KQK/IOTO YCTPOMCTBA U MMOCTPOUM HA OCHOBE TTOJTYUYEHHBIX Pe3yIbTaToB rpad
ceTu. DTO MO3BOJIUT aBTOMATUYECKU TTPOBEPSITh: UCUE3JIN COCE/IHIE YCTPOICTBA 13-
3a paspbiBa COCAMHEHMS UM KaKUX-TO APYTrux mpobieM. BosbmeM daiiin cisco_
graph_l1ldp.py 1 IOCMOTPUM, KaK 3TO JI€JIAETCS.

Jlis Havama UMIIOPTHPYEM HEOOXOMMBIE TTAKETHI U CO3/IAIM TTYCTOH CIUCOK, KO-
TOPBII Oy/IET 3aMOTHEH KOPTEKAaMU C COSIMHEHUSIMU MESK/LY y31aMu. Mbl 3HaeM, uTo
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nHTepdeiic Gi0/0 KaKI0ro yCTPOUCTBA COCIMHEH C YIIPABJAIONIEH CeThIO; CIe/I0Ba-
TEJIbHO, HAllle PEryJISIPHOE BhIpaskeHre Oy/IeT UCKaTh B BbIBOJIE show LLDP neighbors
TOJIBKO CTPOKM BuU/Ja Gio/[1234]:

import glob, re
from graphviz import Digraph, Source

pattern = re.compile('Gi@/[1234]")

device_l1ldp_neighbors = []

Mpbr1 ucnosibayem metojt glob.glob(), yTOOBI 000ITH BCe (aitsbr B kKatasore . /tmp,
M3BJIeYb UMeHA YCTPONCTB U HAWTH cocesield, ¢ KOTOPBIMU OHU coeiInHeHbl. MbI 710-
GaBUJIM B CIIEHAPUI HECKOJIBKO MHCTPYKIIMI print, KOTOPbIE BBIBOJAT PE3YJIbTAT,
KaK I0Ka3aHO HUKe; B UTOTOBOU BEPCUN UX MOKHO 3aKOMMEHTUPOBATD.

$ python cisco_graph_l1ldp.py
device: r6-edge
neighbors: r2
neighbors: ril
neighbors: r3
device: r2
neighbors: r5
neighbors: ré
device: r3
neighbors: r5
neighbors: ré
device: r5-tor
neighbors: r3
neighbors: ril
neighbors: r2
device: ri
neighbors: r5
neighbors: ré

Huske mokazan okoHYATEIbHBII CITICOK pebep Tpada ¢ KopTexRaMu, KaskAbli U3 KO-
TOPBIX COJIEP’KUT UMEHA YCTPOICTBA U €T0 coceiei:

Edges: [('r6-edge', 'r2'), ('r6-edge', 'ri'), ('ré-edge', 'r3'), ('r2',
'r5'), ('r2', 'r6'), ('r3', 'r5'), ('r3', 'r6'), ('rs5-tor', 'r3'), ('rs-
tor', 'r1'), ('r5-tor', 'r2'), ('ri‘, 'r5'), ('ri', 'r6')]

Tenepb MOXKHO co31aTh Tpad ceTH, BOCo/b30BaBIuch nakerom Graphviz. Camas
BayKHAsl 9aCTh TOTO TIPOIlecca — PaclaKoBKa KOPTEKEH, KOTOPbIEe MPEICTABIISIOT
pebpa MexIy y3JIaMu:

my_graph = Digraph("My_Network™")
my_graph.edge("Client", "r6-edge")
my_graph.edge("r5-tor", "Server")

# dopmupyem pebpa mexay ysnamu
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for neighbors in device_lldp_neighbors:
nodel, node2 = neighbors
my_graph.edge(nodel, node2)

IMonyuennniii ucxoausiit DOT-daiis Oyer TOYHBIM IPeCTaBICHUEM HaIlei CEeTH:

digraph My_Network {

Client -> "r6-edge"
"r5-tor" -> Server
"r6-edge" -> r2
"r6-edge" -> ri
"r6-edge" -> r3

r2 ->r5
r2 -> ré
r3 ->r5
r3 ->ré

"r5-tor" -> r3
"r5-tor" -> ril
"r5-tor" -> r2
rl -> r5
rl -> ré

HexoTtopsle coeirHeHNST BCTPEUAIOTCST IBAXK/IBI; HATIPUMED, B TIPEIBIIYIIE [uarpam-
Me jiBa pebpa, r2 -> r5-tor 1 r5-tor -> r2, [0 OHOMY /sl KaK/[0TO HAITPaBJICHUSI.
CerteBble HHKeHePDI TOKHBI TOHNMATD, 4TO WHOT/IA U3-3a (PU3MIECKOTO cOOST COen-
HeHMe MOJKET CTaTb OJHOHAIIPABJIEHHBIM; 9TO HEKeJIaTe/IbHO.

Eciii Bu3yanmnsupoBarh Ty JuarpaMMy Kak eCTb, TO y3JIbl OYyT BHIIJISIETh HEMHO-
ro crpaHHo. MecTOTOoM0KEeHUE Y3/I0B IIPU OTPUCOBKE BHIOMPAETCST aBTOMATHUECKH.
Ha puc. 8.5 mokazaH mpuMep AuarpaMmbl C Pa3MeIeHIeM 9JIEMEHTOB 110 YMOJIIAHHIO.

A BOT pe3ysbTaT, TOJYUYEHHBIH C UCITOJIb30BAHUEM JIBUKKA neato, a UMEHHO
Digraph(My_Network, engine='neato'). JTOT JABUIKOK IBITAETCS C/leJaTh HEOPU-
eHTUPOBaHHBIN rpad ele MeHee nepapxudeckuM (puc. 8.6).

WHorza cranaapTHoe pasMelieHne BhITJISAUT YIAOBJIETBOPUTETBHO, 0COOEHHO eciIn
Bac B MIEPBYIO ouepe/b 3a00TUT OOHAPY KEHUE HEMOJaJIoK, a He BHenTHui Bu1. Ho
nasaiite 1opodyeM BCTaBUTh B MCXOAHBIN (ail asemMeHTsl Ha g3bike DOT. Mbr
3HaeM, YTO KOMaH/[a rank 103BOJISIET Pa3MECTUTh HEKOTOPBIE Y3JIbl HA OJTHOM YPOBHE.
Ho B API Graphviz gus Python sta BosmoskHOCT 0TCyTCTBYET. K CUaCThIO, MCXOAHBII
DOT-daiin npencrasisier co6oil 0GBIYHYIO CTPOKY, KOTOPYIO MOKHO BCTABUTb Kak
npoctoit DOT-koMMeHTapHii ¢ TOMOIITBIO MeToa replace():

source = my_graph.source

original_text = "digraph My_Network {"

new_text = 'digraph My_Network {\n{rank=same Client "r6-edge"}
\n{rank=same rl1 r2 r3}\n'
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new_source = source.replace(original_text, new_text)
print(new_source)

new_graph = Source(new_source)
new_graph.render("output/chapter8_lldp_graph.gv")

ri

r5-tor

T n

A
r3
v
i r5-tor
Vb/’
r2 r
Puc. 8.5. [pad tononoruu 1 Puc. 8.6. [pad tononormu 2

B pesymbraTe MOTyIUTCS HOBBIH NCXOAHBIHN (haiisr, Ha OCHOBE KOTOPOTO MOKHO TI0-
CTPOUTH UTOTOBBIN rpacd ceTu:

digraph My_Network {
{rank=same Client "ré6-edge"}
{rank=same ri1 r2 r3}

Client -> "r6-edge"
"r5-tor" -> Server
"r6-edge" -> r2
"r6-edge" -> ri
"r6-edge" -> r3

r2 ->r5
r2 -> ré
r3 ->r5
r3 ->ré

"r5-tor" -> r3
"r5-tor" -> ril
"r5-tor" -> r2
rl -> r5
rl -> ré
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Teneps y mamero rpacda nmpaBuibHas nuepapxus (puc. 8.7).

r6-edge
A

A\ 4

Knuent

Cepsep

Puc. 8.7. [pad Tononorun 3

C nmomortpio ciieHapust Ha Python Mbr aBTOMaTHYecKy U3BJIEKIU UHGOPMATIHIO
C YCTPOMCTB ¥ HOCTPOMIIN rpad TOMOJOTHH. ITO MOTPEOOBATIO HEMAJIO YCUINHI, Ha-
IpaJIoii CTaJlM COTJIACOBAHHOCTD M rapaHTUs TOTO, 4TO rpad Bcerja mpeacTaBiser
(daktrueckoe cocrostaue cetu. [IpoBepuM, 0GHAPYKUT JIU HAII CIIEHAPUiT U3MEHEHUST
B TOITOJIOTUHU U 0TOOPA3UT Jik MX B BUjie rpada.

Mposepka cueHapus Ansible

Wrak, mocMoTpuM, CMOKET Jiu crieHapuit Ansible Touno n306pasuTh aKTyanbHyIo
TOTIOJIOTHIO TIPU UBMEHEHUU CETEBBIX COCMHEHMUI.

[l aToro BhIKIIIOUNM MHTEPdEich Gi0/1 1 Gi@/2 Ha YCTPOICTBE r6-edge:

re#confi t

Enter configuration commands, one per line. End with CNTL/Z.
ré(config)#int gig 0/1

ré(config-if)#shut

ré(config-if)#int gig 0/2

ré(config-if)#shut

ré(config-if)#end

ré#

ITo okonvanuu nepuoga oouosnenns LLDP atu untepdeiicsl HC4e3HyT 13 TaO LI
Ha YCTpOICTBe r6-edge:
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ré#sh 11ldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID
ril.virl.info Gie/e 120 R Gie/e
r2.virl.info Gie/e 120 R Gie/e
r3.virl.info Gie/e 120 R Gie/e
r5.virl.info Gie/e 120 R Gie/e
r3.virl.info Gie/e 120 R Gie/1
Device ID Local Intf Hold-time Capability Port ID

Total entries displayed: 5

Ecui BoimosiHuTs criieHapuu Ansible u Python, Ha rpade Oyzer BuaHO, 4TO Mapipy-
TU3ATOP r6-edge coepiMHEH TOJIBKO € r3 (puc. 8.8). VI Mbl cMOKEM TTPUCTYIIUTH K TI0-
WCKY MPUYMH.

| Knunent }—» r6-edge

r3 r1 r2
y /
4\ ¥
r5-tor
v
Cepsep

Puc. 8.8. [pad tononorun 4

ITOT JITMHHBIN TTPUMEP JIEMOHCTPUPYET PellieHre 3a/[a4i ¢ TTOMOTIBI0 HECKOJIbKITX
3HAKOMBIX HaM MHCTPYMEHTOB, Takux Kak Ansible u Python. 9to mossosmmno nam
pa3buTh 3a/[a9K HA YACTH, KOTOPbIE MOJKHO UCIIOJIb30BATH TIOBTOPHO.

3aTeM Mbl IIPUMEHIIN HOBBII nHCTpyMeHT, Graphviz, 1t MoHuTOprHTa nH(GOpMa-
1Y, He TPUBSA3aHHON KO BPEeMEHH, TaKOU KaK B3aUMOOTHOIIIEHUS BHYTPU CETEBOM
TOTIOJIOTHL.

B caenyrotiem pasjesie Mbl 0OpaTUMCst K JIPYTOi TeMe — MOHUTOPUHTY CETHU C T10-
MOIIbIO cO0Pa CETEBBIX MOTOKOB HA HAIINX CETEBBIX YCTPOMCTBAX.
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[TOTOKOBbIF MOHUTOPUHT

Kak y:ke yroMmrHAaI0Ch B HaYaJIe TIaBbl, TOMUMO OITPAITIBAIONINX TEXHOJIOTHIH, TAKIX
kak SNMP, cyTiecTByIOT CTPATETWH, COTITACHO KOTOPBIM CAMH YCTPONCTBA JIOJIKHBI
nepezaBaTh WHGOPMAIUIO yIIpaBJsionieMy xocty. [IpumepamMu Takoro moaxoa
assiores rexnosorus NetFlow u ee 6auskue popcrsennnku IPFIX u sFlow. Mox-
HO CKa3aTh, 4YTO 9TOT MeToJ OoJiee HaleKHbIN, TaK KaK YCTPOICTBO caMO PeEIlaer,
KaKue pecypchbl HY;KHO BBIJESTD st iepenaun nadopmaruu. Ecin, k mpumepy,
YCTPOUCTBO 4E€M-TO 3aHSITO, OHO MOKET OTKA3aThCSI OT HKCIOPTA B MOJIB3Y Oosiee
BaKHOI 33/1a4M, HATTPUMEDP MapIIPYyTU3AINH TAKETOB.

Cornacuo IETF (https://www.ietf.org/proceedings/39/slides/int/ip1394-background/
tsld004.htm), 1oTOK — 9TO MOCJIEIOBATENBHOCTD MAKETOB, IPOXOASIINX MEXK/Y OT-
MPABJISIONIMM Y TTPUHUMAIONUM NPUJIOsKeHUsIMU. Eciin BepuyThest K Moziesin OSI,
MOTOK MPEACTABJISAET OO0 eANHUILY B3AaUMOICHCTBUS MEKITY ABYMST TPUJIOKEHIIS-
Mu. JIIo60i MOTOK COCTOUT U3 KAKOTO-TO KOJIMYECTBA HAKETOB: 00JbIIOro (Kak
B CJIy4ae ¢ BU/IEOTIOTOKOM ) I MasleHbKOTro (Kak B carydae ¢ HTTP-3zampocom). Ecimm
3ayMaThCsl, TO MaKeTaMy U KajipamMu 03a004YeHbI TOJBKO MapIIPyTH3aTOPbl U KOM-
MYTaTOPbI, TOTJIA KaK IPUJIOKEHUS U [10JIb30BaTe Ieil G0JIblile MHTEPECYIOT CeTeBble
MIOTOKH.

Koraa roBopsT 0 I10TOKOBOM MOHUTOPHHTE, 00b1uH0 uMeloT B Busy NetFlow, IPFIX
nim sFlow.

® NetFlow. NetFlow v5 — aTo TexHOIOTHSI, KOTOPAs MO3BOJSET CETEBOMY
YCTPOICTBY KeIMpoBaTh COAEPKUMOE IIOTOKOB U arpernpoBaTh MaKeThl, CO-
MIOCTaBJISISE UX € HAOOPOM KopTeskel (110 uexoaHoMy HHTePGhENCY, HCXOTHBIM
[P /miopry, koneunnsim [P /miopty u T. 1.). [1o 3aBepiiiennn motToka ycTponcTBO
HKCIIOPTUPYET €T0 XaPAKTEPUCTUKH Ha YIPABJISIONIHT XOCT, BKII0YasT 00TIIee
KOJITYECTBO TIePEIAHHbBIX OaliTOB 1 TAKETOB.

e IPFIX. 9To npenyioxXeHHblil CTAHIAPT JJIS CTPYKTYPUPOBAHHOM MTOTOKOBOI
nepejgayn AanHbix, noxoxui Ha NetFlow v9; Takske n3BecTeH 10/ Ha3BaHUEM
Flexible NetFlow. B cyimnocTH, 9T0 MeXaHU3M OTIPEAEIIEMOro 9KCIIOPTa Mo-
TOKOB, KOTOPBIII ZIA€T BO3MOKHOCTD [10JIb30BATEIO 9KCIIOPTUPOBATH IIPAKTHU-
YeCKU BCE, YTO M3BECTHO CETEBOMY YCTPOMCTBY. 3a TaKyl rmOKOCTD YacTO
npuxomurcs mwiatuTh: IPFIX nMeer 6osiee clIoxKHYI0 KOHDUIYPAIUIO 110
cpaBHeHMIO ¢ TpagulmonHoi Texnonorueit NetFlow v5. 13-3a aToro IPFIX
He MOAXOANT JIJIst BHAKOMCTBA ¢ nmoTtokaMu. Ho eciiu BBl yske paboraan
¢ NetFlow v5, y Bac He I0JI5KHO BOSHUKHYTH IIpobJieM ¢ moHnManueM IPFIX;
MPOCTO COMOCTABbTE OTPEENeHUs MAabIOHOB.
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e sFlow. Ha camowm siesie B sSFlow HeT TIOHSATHIT «ITOTOK» U «arperaifisi lTaKeToB .
[TakeTsI 110 9TOM TEXHOJIOTUN OT6I/IpaIOTCH ABYMS METOZlaMU: CJIy'-IaI‘;IHbIM
06pasom (OIMH U3 7 TAKETOB) U [epUoANYecKr. [laHHble epelaloTcs yIpas-
JIAIOMIEMY XOCTY, a TOT BBIBO/IUT Ha X OCHOBE I/IH(bOpMaL[I/HO O CETEBbIX IIO0-
TOKaX, y4uUTbIBas THUIL HOJIy‘-IeHHof/,I BBI60pKI/I " CHETUUKU. HOCKOﬂbe Ha
CEeTEBOM YCTPOICTBE He BBINOJIHIEeTCS HUKaKoii arperanun, sFlow MoskHO
cuutaTh OoJsiee MaciTabupyeMoil TexHosorueit mo cpasueruio ¢ NetFlow
n IPFIX.

3HAKOMCTBO C 9TUMHU TEXHOJOTHSIMU JIydllie HAayaTh ¢ puMepoB. U B ciepyioniem
pasjiesie Mbl PACCMOTPUM MPUMEPBI PabOThI ¢ CETEBBIMU MOTOKAMIL.

Pas6op NetFlow c nomowsio Python

Ncnonbsyem Python mist pasbopa natarpammbl NetFlow, nepematoneiicst rmo coesu-
HEHMIO. DTO MO3BOJIUT HaM IOAPOGHO PaccMOTPETh CTPYKTYpy makeToB NetFlow
U HAYYUTHCS IUATHOCTUPOBATD JIH0ObIE TPOOIEMBI € 9TOU TEXHOTIOTHEN.

[lnst Havyasa creHepupyeM Tpauk MexkLy KianenToM u cepBepom B cetnn VIRL. B ka-
YecTBe cepBepa Ha XOCTe MOYKHO 3aMyCTUTh MOIYJb http.server 13 GUOINOTEKN
Python. OTkpoiiTe HOBOE OKHO TepMUHaJIa Ha cepBepHOM xocte 1 3amyctute HTTP-
cepBep; OCTaBbTE 3TO OKHO OTKPBITBIM:

cisco@Server:~$ python3 -m http.server
Serving HTTP on ©.0.0.0 port 8000 ...

_\@’_ B Python 2 stot mogynb HasbiBaeTcs SimpleHTTPServer. Hanpumep, python2 -m
SimpleHTTPServer.

B otzesbHOM OKHe TepMuHaAIA 3aliiuTe Ha kKaueHTCKWi XocT mo SSH. Cozpaiite
crienapuit Ha Python ¢ kopotkuwm 1iikiom while, KOTOPBIiT Oy/eT HEMPEPHIBHO CIATH
Beb-cepsepy sanpocst HTTP GET:

cisco@Client:~$ cat http_get.py
import requests
import time

while True:
r = requests.get("http://10.0.0.5:8000")
print(r.text)
time.sleep(5)
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B oTBeT KIMEHT MOJIKEH MTOJIy4aTh pa3 B MSATh CEKYH/ oueHb mpocTyio HTML-
CTPAHUILY:

cisco@Client:~$ python3 http_get.py

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "www.w3.org/TR/
html4/strict.dtd">

<html>

<head>

<onyueHo>

</body>

</html>

B oxmne TepMHHaAJIA C 3aITyIEHHBIM CEPBEPOM MbI YBU/IUM 3aIllPOCHI, ITOCTYTIAIONIINE
OT KJIMCHTA KasK/JbIC IIATh CEKYH/I:

cisco@Server:~$ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 ...

10.0.0.9 - - [02/0ct/2019 00:55:57] "GET / HTTP/1.1" 200 -
10.0.0.9 - - [02/0ct/2019 00:56:02] "GET / HTTP/1.1" 200 -
10.0.0.9 - - [02/0ct/2019 00:56:07] "GET / HTTP/1.1" 200 -

Tpacduk, HanpaBIEHHBIN OT KJIMEHTA K CEPBEPY, TPOXOINT Yepe3 CeTeBble YCTPONCTBA;
U ¢ JI060TO U3 ITUX TIPOMEKYTOUHBIX YCTPOWCTB MOKHO 9KCITOPTHPOBATH MOTOK
NetFlow. Mbl BbIOpasin MapipyTusatop ré-edge, HOCKOJIbKY OH SIBJISIETCS TEPBBIM
TPaAH3UTHBIM y4acTKOM; aKcrioprupyem us Hero NetFlow Ha ynpasistromumii Xoct
yepes opT 9995.

B sTom nprmepe mcnonb3yeTcs BCEro 0fjHO YCTPOMCTBO, MO3TOMY Mbl BPYUHYIO

\G/\/ KOHUrypupyeMm ero ¢ nomolbio komars,. B cnepytolliem paspene mMbl BKIIOUYMM
NetFlow Ha Bcex yctporctaax u ncnonbayem cueHapui Ansible ana vx Ha-
CTPOWMKM.

s axcniopra NetFlow na yerpoiictsax noz yupasierrem Cisco I0S Heobxommrma
KOH(DUTYpaIus:

ip flow-export version 5
ip flow-export destination 172.16.1.123 9995 vrf Mgmt-intf
!

interface GigabitEtherneto/4
description to Client

ip address 10.0.0.10 255.255.255.252
ip flow ingress

ip flow egress

<onyweHo>
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Teneps paccmotpuM ciieHapuit Ha Python, koTopbiii moMozkeT HaM U3BJIEKATD OT-
JleJIbHBIE 110JI51 U3 IIOTOKOB, KOTOPbIE [1€Pe/aloT ceTeBble YyCTPONUCTBA.

Mopynu Python socket u struct

M1 B3sis11 32 OCHOBY clieHapuil u3 ctaTbu bpaitana Paka, cM. http://blog.devicenull.
org/2013/09/04/python-netflow-v5-parser. BoibIMMHCTBO U3MEHEHUH B HaIllell BepCcui,
netFlow_v5_parser.py, B OCHOBHOM KacatoTcst copMectumoctu ¢ Python 3, a rakske
pasbopa gomosHuTebHBIX moJ1eil NetFlow v5. Mbl He cranu ucnosbsoBath NetFlow
v9, Tak Kak aTa Bepcusi 6oJiee CJI0KHAS U OTUCHIBAET TI0JISI C TIOMOIIIBIO MTabJIOHOB,
4TO 3aTPYAHIIO ObI 3HAKOMCTBO ¢ ceTeBbIMU ToTOKamMu. Ho Bepcust v9 — aro pac-
IIUPEHUE V3, TI0ITOMY BCE, UTO GYJIET MOKA3aHO B HTOM pas/elie, B PaBHON CTETeHN
OTHOCHTCS U K Hel.

ITockonbky nakersr NetFlow nepenaiorcs 1o coequnenuio B Buze 6aiiToB, MBI [Iepe-
BezieM OGaiiThl B CTaHAapTHbBIE TUIIBI aHHbIX Python ¢ momoribio Moxyis struct.

\/V' Bonble 06 aT1x mopynax umtaiTe Ha cTpanuuax hitps://docs.python.org/3.7/
library/socket.html v https://docs.python.org/3.7 /library /struct.html.

[l Havama ¢ moMonibio MOy st socket MOAKIIIOYUMCS K TTOpTy B oxkuganun UDP-
natarpamm. [Tapamerpsl socket.AF_INET u socket.SOCK_DGRAM CUTHAJIU3UPYIOT
0 TOM, 4TO MBI COOUPAEMCST TPOCTYIITUBATE COKeT ¢ [Pv4-aapecoM u uTo HaC HHTEpe-
cytor UDP-natarpammsr:

sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock.bind(('0.0.0.0"', 9995))

3alyCcTuM MK/, KOTOPBIA B KaKI0i ntepannu OGyIeT U3BJIeKaTh U3 COCANHEHNUS
1500 GaiiT:

while True:
buf, addr = sock.recvfrom(1500)

B crenyiomnieit ctpoke HaunmHaercst pazbop, WM PACIaKoBKa, TTOJYUYEHHOTO TaKeTa.
3HaK BOCKJIMIAHWS B IEPBOM apryMeHTe, !HH, TOBOPUT O TOM, YTO OAlTBI CJAECAYIOT
B CETEBOM Mopsijike (OT cTapliiero K MiaiiemMy; big-endian), a iBa Apyrux cuMBoJia
o6o3nayaioT hopmar s3bika C (H — 510 AByx6aiiTHOE He33HAKOBOE KOPOTKOE IeJI0€):

(version, count) = struct.unpack('!HH',buf[0:4])

ITepsbie yeThipe OaiiTa coIEPKAT BEPCHIO M KOJUYECTBO IOTOKOB, 9KCIIOPTUPOBAHHBIX
B 3TOM TlakeTe. Eciiu BBl He MOXKeTe ¢ X0y BCIIOMHUTH CTPYKTYPY 3ar0JI0BKa
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B NetFlow v5 (1myuy; s cam 4nTaio 3aroJI0BKH, TOJILKO KOT/Ia MHE XOUETCs TTIOObICTpee
YCHYTBD), BOT Hebombimas mmapramka (tabi. 8.1).

Ta6nuua 8.1. Popmar saronoska 8 NetFlow v5 (opuriHansHbIN MCTOUHMK:
http://www.cisco.com/c/en/us/td/docs/net_mgmt/netflow_collection_engine/3-6/
user/guide/format.html#wp1006108)

Baiits! Conep:xumoe Onucanne

0-1 version Howmep Bepcun hopmara sxcriopra NetFlow

2-3 count KosinyecTBo OTOKOB, 9KCIIOPTUPOBAHHBIX B 3TOM IaKeTe
(1-30)

4-7 SysUptime Texyree BpeMst B MIJITUCEKYH/IaX C MOMEHTA 3aTPY3KH

AKCHOPTHUPYIOIIETO YCTPOICTBA

8—-11 unix_secs KonuaectBo cexyn, npomreamux ¢ zavana 1970 roga
BUTC

12-15 | unix_nsecs Ocrarounble HaHOCEeKYH/IbI ¢ Havana 1970 rona B UTC

16-19 | flow_sequence CueTynK 00IIero YrcIa MoJyYeHHbIX TIOTOKOB

20 engine_type Tun Mmexanu3ma nepekIioYeHust TOTOKOB

21 engine id Howmep mexannsma nepexsroueHnst HOTOKOB

22-23 | sampling ITepBbie Ba GUTa XPAHAT PEKUM BHIGOPKH; OCTATBHbIE
interval 14 6T XpaHaAT JUTMHY WHTEPBAJa BIOOPKH

OcraBIuasics 4acTbh 3aroJl0BKa pa3oOMpaeTcs aHaJIOTMYHBIM 00Pa3oM, ¢ yYETOM pac-
H0JI0KeHus GaiiToB 1 THIA JaHHbIX. Python mosBosser paciakoBaTh cpasy HECKOJIb-
KO TIOJIEH 3aTOJIOBKA B OJTHOM CTPOKE:

(sys_uptime, unix_secs, unix_nsecs, flow_sequence) = struct.
unpack('!'IIII', buf[4:20])

(engine_type, engine_id, sampling interval) = struct.
unpack('!BBH', buf[20:24])

[laspiiie neT MUK while, KOTOPBIM TOMECTUT B CI0Baph nfdata Takue JaHHBIE O TIO-
TOKE, KaK MCXO/HbIE U KOHEUHDBIE aJ[PecC U MOPT, a TAKKE KOJUUYECTBO IaKeTOB U Oail-
TOB. DTa uH(GOPMAIIUS BBIBOAUTCS KA 9KPAH:

nfdata = {}
for i in range(®, count):
try:

base = SIZE_OF HEADER+(i*SIZE_OF_RECORD)
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data = struct.unpack('!IIIIHH',buf[base+16:base+36])

input_int, output_int = struct.unpack('!HH', buf[base+12:base+16])
nfdata[i] = {}

nfdata[i]['saddr'] = inet_ntoa(buf[base+0:base+4])

nfdata[i][ 'daddr'] inet_ntoa(buf[base+4:base+8])

nfdata[i][ 'pcount'] data[@]

nfdata[i]['bcount'] = data[1]

nfdata[i]['stime'] = data[2]
nfdata[i]['etime'] = data[3]
nfdata[i]['sport'] = data[4]

nfdata[i]['dport'] = data[5]
print(i, " {@}:{1} -> {2}:{3} {4} packts {5} bytes".format(
nfdata[i]['saddr'],
nfdata[i][ 'sport'],
nfdata[i][ 'daddr'],
nfdata[i][ 'dport'],
nfdata[i][ 'pcount'],
nfdata[i]['bcount']),
)

BoiBoj1 9TOTO ClIeHAPUS TTO3BOJISET JIETKO BU3YATIU3UPOBATD 3aT0JIOBOK U COIEPIKUMOE
notoka. Huxe mbr yBugum ynpasasione nakerst BGP (TCP-niopt 179) u HTTP-
tpacuk (TCP-nopt 8000), mpoxosiiue yepe3 r6-edge:

$ python3 netFlow_v5_parser.py

Headers:

NetFlow Version: 5

Flow Count: 6

System Uptime: 116262790

Epoch Time in seconds: 1569974960

Epoch Time in nanoseconds: 306899412

Sequence counter of total flow: 24930

192.168.0.3:44779 -> 192.168.0.2:179 1 packts 59 bytes
192.168.0.3:44779 -> 192.168.0.2:179 1 packts 59 bytes
192.168.0.4:179 -> 192.168.0.5:30624 2 packts 99 bytes
172.16.1.123:0 -> 172.16.1.222:771 1 packts 176 bytes
192.168.0.2:179 -> 192.168.0.5:59660 2 packts 99 bytes

5 192.168.0.1:179 -> 192.168.0.5:29975 2 packts 99 bytes
ok ok ok ok ok ok ok ok ok

A WNRO

Headers:

NetFlow Version: 5

Flow Count: 15

System Uptime: 116284791

Epoch Time in seconds: 1569974982

Epoch Time in nanoseconds: 307891182

Sequence counter of total flow: 24936

0 10.0.0.9:35676 -> 10.0.0.5:8000 6 packts 463 bytes
1 10.0.0.9:35676 -> 10.0.0.5:8000 6 packts 463 bytes
<onyweHo>

11 10.0.0.9:35680 -> 10.0.0.5:8000 6 packts 463 bytes
12 10.0.0.9:35680 -> 10.0.0.5:8000 6 packts 463 bytes
13 10.0.0.5:8000 -> 10.0.0.9:35680 5 packts 973 bytes
14 10.0.0.5:8000 -> 10.0.0.9:35680 5 packts 973 bytes
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Crout ormerutsh, uto B NetFlow v5 pasmep sanucu GpukcupoBaHHbIT — 48 GaiiT,
Guiaromapst YeMy IUKJ W CIleHapUil MOJYyYHINCh OTHOCUTEIBHO TIpocThiMu. Ho
B NetFlow v9 u IPFIX Bcaen 3a sarooskom uzet mabaon FlowSet (http://www.
cisco.com/en/US/technologies/tk648/tk362/technologies_white_paper09186a00800a3db9.
html), B KoTOpoM yKa3aHbl KOJWYECTBO, TUTTBI U [JIMHA TIOJIeH. DTO MO3BOJISIET
cOopuKy pasbupaTh JaHHbIE, (OPMAT KOTOPHIX He u3BecTeH 3apanee. [ paGoThl
¢ NetFlow v9 Ham nipuzietcst 1o6aBuUTh B Halll ciieHapuil Ha Python gomosHuTesn-
HYTO JIOTHKY.

Pazo6pas naunbie NetFlow ¢ moMoIIpio ciieHapust, Mbl MOJTYYUJIH IPEICTABICHITE
0 MOJISIX ATOr0 hopMAaTa, HO HTO OUYEHb YTOMUTENbHBIIT TT0/IXO0]I, KOTOPBIN K TOMY JKe
mioxo Macurrabupyercst. Kak Bbl yke, HaBepHOE, I0OTaJIa/IUCh, CYIECTBYIOT APyTHe
HHCTPYMEHTBI, KOTOPBIEe H30aBIT HAC OT pazbopa Kask1oi oTaenbHoil sarmcu NetFlow.
O/MH U3 TaKUX HHCTPYMEHTOB (ntop) Mbl PACCMOTPHM B CJIE/IYIONIEM Pas/Ieie.

MOHUTOPUHT TPADUKA C MOMOLLLIO NtOP

B aT0ii 1 nipenpiy et riaaBax Mbl BUJIeJN ClleHapuii, ocHOBaHHbIN HAa PySNMP,
a B 9TOM Hanmcaiu cueHapuii 1y pasbopa NetFlow. TouHo Tak ke ciieHapuu Ha
Python moaxoasT 17ist HUBKOYPOBHEBO# pabOTHI ¢ ceTeBbIMU coerHerusMu. Ho st
TeX JKe IeJIeil MOKHO, K TIPUMEPY, UCITOIb30BaTh MHOTO(MYHKITMOHAbHBIM OTKPBITHIT
naker Cacti, KOTOpbII BKII09aeT B cebs MexaHu3Mbl cOopa nHbOpMAIIM, XPaHILII-
e gauHbix (RRD) u nostb3oBarenbekuii BeO-unTepdeiic s Busyanusau. ITu
CPEJCTBA MOTYT COKOHOMUTh BaM MHOI'O YCHJIMI 3a cueT 06beJUHEHUsT YacTo 1C-
MI0JTb3YEMBIX BO3MOKHOCTEN B OJTHOM TIAKeTe.

Jlnst NetFlow cyriectByeT psiji OTKPBITBIX U KOMMEPUYECKUX HHCTPYMEHTOB cHopa
urbopmarmu. [ToUCKaB cpe/ir caMbIX MOMYJSIPHBIX OTKPBITBIX TPOEKTOB B 3TOM 00-
JIACTH, MOSKHO HAWTH MHOTO CPaBHUTEIbHBIX MCCIIE/JOBAaHU.

VY KasK[Ioro MHCTPYMEHTa CBOM JOCTOMHCTBA M HEJOCTATKH; Balll BLIOOP OyeT 3a-
BHUCETDH OT JIMYHBIX HpeHHOQTeHHﬁ, HJIaT(l)OprI u H€O6XOIII/IMOCTI/I TOHKOM HaCTpOﬁ-
Ku. 51 GBI TTOCOBETOBAJ BBIGPATH MPOEKT € MOANEPIKKOIT Kak v53, Tak u v9 (11, BO3ZMOJK-
HO, sFlow). Erite ojiiie (hakTop — 3HaHME SI3bIKA, Ha KOTOPOM HAIMCAH HHCTPYMEHT;
MHE KaKeTCsI, YTO BOBMOKHOCTH pacIiiupeHus cieHapusimu Ha Python 6yzet mo-
HOJHUTETBHBIM TLITIOCOM.

3 oTKpBITHIX WHCTPYMEHTOB /71st paboThi ¢ NetFlow, koTopbie st cmonb3oBat, MHe
upassatces NfSen (¢ NFDUMP B kauecTBe cepBepHOro nHCTpyMenTa cbopa undop-
Maruu) u ntop (uau ntopng). Iociennuii — Gosiee U3BECTHDBII aHAIM3aTOP TPahUKa;
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oH pabotaet kak B Windows, tak u B Linux, u xoporo unterpupyercs ¢ Python.
[ToaToMy BO3bMEM ntop B KQ4eCTBE IPUMEPA B HTOM pas/ielie.

\ I/ . -
_@_ Mopo6Ho Cacti, ntop — MHOrOdYHKLHMOHAMBHbINA MHCTPYMEHT. B npoMbiLuneHHbIx

N YCNOBMAX €ro Nlyylue YCTAHABAMBATbL HE HO YNPABNSIOWEM XOCTe.

YcranoBka Ha HareM xocte ¢ Ubuntu mpocra u moHsITHA:

$ sudo apt-get install ntop

B mporiecce yecTaHOBKY BaM OY/IET MPEJIOKEHO BEIOPATH MTPOCYIIIMBAEMbIA MHTEP-
deiic 1 BBecTH mapoJib agMuHKrcTpaTopa. Ilo ymoauanuio seb-unTepdeiic ntop mpo-
caymmusaet nopt 3000, a cbopmuk npocaymmsaer UDP-tiopt 5556. Ha ceresom
YCTPOTHCTBE HYKHO YKa3aTh MECTOMOIOKeHIE cpecTBa akcmopTa NetFlow:

ip flow-export version 5
ip flow-export destination 172.16.1.123 5556 vrf Mgmt-intf
!

t\, IOSv no ymonuanuio cosaaet sanuce VRF nog Hassanrem Mgmt-intf u nponu-
\p/ ceisaer B Helt GiO/0.

B kondurypaiuu yerpoiicta Takike Hy»KHO yKa3aTh, KaKOH TpahrK Mbl XOTUM 9KC-
MIOPTUPOBATD: BXOAAIINH (ingress) niau ucxondamuil (egress):

interface GigabitEtherneto/o

ip flow ingress
ip flow egress

B apxuBe ¢ npumepamu ectb ciieHapuii Ansible cisco_config_netflow.yml, KOTOpbIil
M03BOJISIET BKJIIOYKTD Ha ycTpoiicTBe sKkeropT NetFlow.

Y yctpoiicta r5-tor u ré-edge ecTb ABA AONOAHUTENbHBIX MHTEPPENCA, B OTINYME

\/V: ot yctporcTs rl, r2 v r3, v Ans BKIOYEHUS STUX MHTEPPENCOB NMPEayCMOTPEH
ele oauH cueHapui Ansible.

Bomonnute CHeHapI/IfI n y6e,Z[I/ITECb, 4YTO USMECHEHUWA ITPUMEHEHDbI Ha YCTpOﬁCTBaXZ

$ ansible-playbook -i hosts cisco_config_netflow.yml
TASK [configure netflow export station] 3k ok 3k >k >k 3k 3k 5k ok >k >k ok %k 3k 3k >k >k ok 3k 3k 3k >k >k >k >k %k %k ok >k *k >k k k
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sk >k >k 3k sk ok sk sk ok sk ok ok sk sk sk sk ok ok sk ok sk sk sk sk sk sk sk sk sk sk ok sk ok sk ok sk sk ok k k ok ok k.

changed: [r2]
changed: [ri1]
changed: [r3]
changed: [r5-tor]
changed: [r6-edge]

TASK [COn'FigUI"e flow eXpOI"t on Gie/e] >k >k 3k sk sk sk sk sk >k ok sk ok sk sk ok sk sk sk sk sk ok ok sk ok ok sk ok sk sk ok k k ok ok k.
sk sk 3k 3k sk ok sk sk ok >k ok ok sk sk sk sk ok ok sk sk sk sk ok sk sk ok sk sk sk sk ok sk ok sk ok ok ok ok ke k ok

ok: [ri1]

ok: [r3]

ok: [r2]

ok: [r5-tor]
ok: [r6-edge]
<onyueHo>

[TocJsie BbITIONIHEHMS ClIEHAPUSI BCET/IAa UMEET CMBICJI IPOBEPUTH KOH(MUTYPAIIUIO
YCTPONCTBA, TO3TOMY B3TJISTHEM Ha r2:

r2#sh run

!

interface GigabitEtherneto/o
description OOB Management

vrf forwarding Mgmt-intf

ip address 172.16.1.219 255.255.255.0
ip flow ingress

ip flow egress
<onyueHo>

!
ip flow-export version 5
ip flow-export destination 172.16.1.123 5556 vrf Mgmt-intf
!

ITocsie HaCTPOMKK U IIPOBEPKU OTKPOiTe BeO-unrtepdeiic ntop U IpOBEPHTE JIOKAIb-
ubrit [P-tpaduk (puc. 8.9).

M 2 1956-201 - Lo DS
Abour Summary Al Protocols 1P Urls  Pluging  Admin Q | Search niop...
Local IP Traffic
Hast 1P Address Data Sent Data Revd

Dy721611 OF 172.16.1.1 716.7 KRymes 20.0% 1.7 MiEytes| 550 %]
172181178 F 1.0 Myt 416% 923.9 Kiytes| 0.4 %)
172.16.1.215 Q) 0.0 % 36Z.1 Kiytes| 11.9 %]
172161218 gugey 1. 74.4 Kiytes) 3.0% 10.1 Kyzes | 0.3 %}
172.16.1.219 gpugy 172.16.1.219| TL.S KBytes) 2.9 % 10.0 Kiytes | 0.5 %|
172.18.1.220 gugy 172.16.1.220| T4.6 Kiyres) 0% 10.7 Kityres | 0.4 5|
172161221 gy 172.16.1.221 755 KBytes) 3.1 % 10.5 Kiytes | 0.4 %|
172.16.1.222 gy 172,16.1.222 69.2 Kiytes, 28% 125 Kiytes| 0.4 %)
172.16.1.254 172,16.1.254 362.1 Kitynes | 146 % 0| 0.0 %]
[ Total Traffic | Data Sent I Data Revd | used Bandwidth |
| 2.7 Miyres| 2.4 Miytes| 3.0 Milynes. 19.5 Kait/s

Puc. 8.9. Jlokanbhbiit IP-Tpaduk B ntop
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Puc. 8.10. Cambie akTmBHbIE XOCTHI B NfOp

Opna U3 caMbIX BOCTPEOOBAHHBIX BO3MOKHOCTEN ntop — IPOCMOTP CIIMCKA CaMbIX
aKTUBHBIX X0CTOB (puc. 8.10).

Cucrema resepaiiui 0TueToB ntop Harcana Ha C; oHa ObicTpast 1 9 beKTUBHASL, HO,
Jiaxke MPOCTO YTOOBI TOTPaBUTh BeO-uHTEpdEiic, TpebyeTcs 3HaAHKE ITOTO SI3bIKa,
TIMO9TOMY [[aHHbeI WHCTPYMEHT IJIOXO COBMECTUM C COBPEMEHHDBIMU ITPEACTABJICHUA-
M1 O THOKOI paspaboTke.

ITocie HECKOMIBKUX HEYAAUHBIX TONBITOK BHeApeHus Perl B cepenuie 2000-x rogos
paspaboTYNKU ntop HaKOHEI pelyii BeiGpaTh Python B kauecTBe Mexanusma mos-
JIEPKKH clieHapueB-pacimpenunii. [locMoTpuM, 4TO U3 3TOTO BBIIILIO.

Pacwumpenue ntop ¢ nomowsio Python

Wcnoabayem Python st pacpenust Be6-cepsepa ntop. Beb-cepsep ntop mo3Bo-
JISIET BBITIOJTHATH ciieHapuu Ha Python s

® JocTyla K COCTOSHUIO ntop;
® o6paborku popm 1 URL-napamerpos ¢ omotibio Mojyist Python CGI;

® coszanus maba0HOB, KOTOpPbIe reHepupyior HTML-cTpaHuiibL.
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Kaxpiii crienapuit Ha Python mozker unrath 13 stdin u 3anucbiBaTh B stdout/
stderr. BoiBoj B stdout goJukeH 6b1Th opopmien kak HTML-crpanuia.

Cy1iecTByeT HECKOJIBKO PECypPCOB, KOTOPbIE MOTYT MPUTOINUTLCS TIPU UHTETPAIIUN
¢ Python. B paszese About » Show Configuration (O mporpamme » TTokasarb KoHbU-
rypauuio) sed-unrepdeiica MOKHO y3HATh BEpCUIO MHTepIpeTaTopa Python u kara-
JIOT JIJist Bammux crienapues (puc. 8.11).

Bbl MOKeTE 0/IyuuTh CIIMCOK KaTaIo0roB, TAE JOJKHDL XPAHUTLCA clieHapuy Ha Py-
thon (puc. 8.12).

Run time/Internal
Weh server LIRL http: f fany=3000
CDEBEM version CDEBM version 1.8.3. 10/15/2002 (built Nov 16 2014 23:11:58)
e 2.7.12 (default, Nov 19 2016, 06:48:10)
d FyahsR [GCC 5.4.0 20160609)

Puc. 8.11. Bepcus Python

Directory (search) order

Data Files fusrfsharaf mnp‘
fusr/local fsharafntop

fusrfsharef nmp.

Config Files Jusrflocal fetc/ntop
fetc

.fplugins

Plugins Jusrflib/ntop/plugins

fusrflocal{lib/ ntop/plugins

Puc. 8.12. Karanorn ana nnarnHos

B paszesne About » Online Documentation » Python ntop Engine (O tiporpamme » Onitaiin-
noxymenranus » [Toxnepskka Python B ntop) ecrs cebimku wa API gst Python
U IIPaKTU4YecKoe pyKoBojicTBo (puc. 8.13).

Kak yxe ynmoMuHaIoCh, BeO-cepBep ntop aBTOMATHYECKU BBITIOJTHSIET CIIEHAPUN
Ha Python, pasmerieHnbie B 3aIaHHOM KaTaIoTe:

$ pwd
/usr/share/ntop/python

[TomecTn™M B 3Ty AMPEKTOPHIO HATII TEPBBIH cIieHapuid, chapter8_ntop_1.py. Moayib
CGI obpabarbiBaeT opmbl 1 pasdupaer URL-mapamerpsi:

# WmnopT mopynei pgna paboTsl ¢ CGI
import cgi, cgitb
import ntop
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# Pasbop URL
cgitb.enable();

ntop peasusyet Tpu MojyJist iuist Python, y Kakoro — cBoe HasHauEHUE:

® ntop — B3aUMOJICHCTBYET C 9/[pOM ntop;
® Host — Hy:KeH Jiist ToJIy4eHust uHbopMaIuy 06 OTpe/ieJIeHHOM XOCTE;

® [nterfaces — npencrasisier uHbopMaruio 00 nHTepdelicax JOKATBHOTO XOCTa.

About | Summary All Protocols IP Utils  Plugins  Admin
What is ntop?
ntop blog
Credits
Make a Donation Network
ntop World 3
Online Documentation  » Man Page
Show Configuration @ Python ntop Engine Python API
‘#‘ Report a Problem @ Help Tutorial
FAQ
[  Risk Flags
172.16.1.215

[l
L3
172.16.1.216 # P

Puc. 8.13. [JokymenTauus ntop pns Python

Mpl OyzieM HCIIOJIb30BaTh MOLYJIb htop JJist TIOJIy4eHns: nH(pOopMaIliu U3 sjpa ntop,
a Tak)ke MeTof] sendString() mis otrnpaBku Tekera ¢ Terom HTML-gokymenTa:

form = cgi.FieldStorage();
name = form.getvalue('Name', default="Eric")

version = ntop.version()
0s = ntop.os()
uptime = ntop.uptime()

ntop.printHTMLHeader('Mastering Python Networking', 1, @) ntop.
sendString("Hello, "+ name +"<br>")

ntop.sendString("Ntop Information: %s %s %s" % (version, os, uptime))
ntop.printHTMLFooter()
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Boimonrnum aTOT ciieHapuii chapter8_ntop_1.py, OTKPBIB B 6pay3€pe
azipec http://<ip>:3000/python/<uma cueHapua>. Bor pesyibraT ero paboTs
(puc. 8.14).

Puc. 8.14. PesynuTat BhINONHEHMS CLEHAPHs ntop

PaccmoTpum etie ogun nmpumep — ciieHapuil chapter8_ntop_2.py, KOTOPBIi B3an-
MOJIEHCTBYET ¢ MOAyJIeM interface st epeGopa ceTeBbIX HHTEPMEHCOB:

import ntop, interface, json

ifnames = []

try:

for i in range(interface.numInterfaces()):
ifnames.append(interface.name(i))

except Exception as inst:
print(type(inst)) # sk3emnnsap uckaw4eHUs
print(inst.args) # aprymeHTbl, xpaHAwueca B .args
print(inst) # BbBecTM args HemocpeACTBEHHO
<onyueHo>

OH BBIBEZIET Ha CTPAHUIIE CTIMCOK MHTepdeiicoB ntop (puc. 8.15).

[TpoekT ntop paspabaTbiBaeTcsi COOOIIECTBOM, HO Y HETO €CTh U HECKOJIBKO KOMMED-
YECKUX TIPOAYKTOB. AKTUBHOE OTKPBITOE COOOMIECTBO, KOMMepUYeCcKast MOIIEPKKa
1 PacIIpsieMocThb ¢ oMolbio Python gesmaer ntop Xopoumim BBIGOPOM /st MOHHM-
topunra NetFlow.

Hanee pacemorpum Oiuskoro poacrsennnka NetFlow — sFlow.
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Puc. 8.15. MHdopmauus o6 nutepdercax ntop

sFlow

ITpoekt sFlow (cokpamierno ot sampled flow — «uckpeTHbIil TOTOK> ) M3HAYATIBHO
paspabatbiBaia kKommanus InMon (http://inmon.com), 1 TI033e ero CTaHIapTU3HPO-
Basy, seinyctuB RFC. Texymeii apiasercs Bepcust 5. B Hameii orpaciau ObITyeT
MHEHI€, YTO IJIaBHoe npenmyinectso sFlow — B MacmrabupyemMocTi.

sFlow ucnosbayer jis oleHKH TpaduKa caydaiiHyio BIOOPKY HakeToB (OAUH U3 71)
1 BBIGOPKY 110 MHTEPBAJIY; 9TO OKa3bIBAET MEHBIIYIO HArPY3KY Ha IIPOLECCOPHI ceTe-
BBIX YCTPOICTB 110 cpaBHenuio ¢ NetFlow. @yukius cratuctudeckoi Bei6opku sFlow
UHTErpupoBaHa B 000pyp0BaHue 1 9KCIIOPTUPYET HeoOpaboTaHHbIE JAHHbIE B PEsKU-
Me PeajibHOTO BPEMEHMN.

ITo nprynHam MacITabupyeMOCTH N KOHKYPEHITIN HOBBIE TIPOU3BOUTENH, TAKKE KaK
Arista Networks, Vyatta u A10 Networks, orator npezanourenne sFlow nepen NetFlow.
Kommanust Cisco nmoepskusaer sFlow Tosibko B cBoeit inHeiike ycrpoiicts Nexus.

Moanepxka SFlowtool n sFlow-RT B Python

K cosxanenuto, Ha ceroAHAIHUN feHb sSFlow He moaep:KuBaeTcst ycTpoicTBaMu
B Hamell jaboparopun VIRL (maske BupryanbHbiMu kommyTaTopamMu NX-OSv).
IMopoiinyT Cisco Nexus 3000 1160 KOMMYTaTOPBI APYTUX IPOU3BOAUTENIEN € IO~
nepskkoit sFlow, takux kak Arista. Enie BapuanT — BUPTyasibHBINA cepBep Arista
vEOS. JInuno y menst ects noctyn K ycrpoiictBy Cisco Nexus 3048 Bepcun 7.0 (3),
KOTOPOE 51 ¥ HCIIOJIb3YIO B 3TOM pasjieie [ist arcropra sFlow.
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Cxkondurypuposars sFlow B Cisco Nexus 3000 ripocro:

Nexus-2# sh run | i sflow feature sflow

sflow max-sampled-size 256

sflow counter-poll-interval 10

sflow collector-ip 192.168.199.185 vrf management sflow agent-ip
192.168.199.148

sflow data-source interface Ethernetl/48

Il npuema sFlow mipoiie Beero ucnosib3oBaTh sflowtool. MIHCTpyKimu 1o ycra-
HOBKE 3TOT0 MHCTPYMEHTA UINUTE B JOKYMEHTAIIMM 1o ajpecy http://blog.sflow.
com/2011/12/sflowtool.html:

wget www.inmon.com/bin/sflowtool-3.22.tar.gz
tar -xvzf sflowtool-3.22.tar.gz

cd sflowtool-3.22/

./configure

make

sudo make install

RS

\/C/ B ceoen nabopatopuu s ucnonbsyio Gonee crapeiit Bapuart sFlowtool. Hosbie
)

BEpCHn pCI6OTCIIOT TOYHO TAK Xe.

[Tocne ycranoBku 3amycTuTte sflowtool 1 IPOCMOTPUTE laTarpaMmy, KOTopyio Nexus
3048 mochLaeT B cTaHAAPTHBIN BBIBOI;

$ sflowtool

startDatagram =================================
datagramSourceIP 192.168.199.148

datagramSize 88

unixSecondsUTC 1489727283

datagramVersion 5

agentSubId 100

agent 192.168.199.148

packetSequenceNo 5250248

sysUpTime 4017060520

samplesInPacket 1

startSample ----------------------
sampleType_tag ©0:4 sampleType COUNTERSSAMPLE sampleSequenceNo 2503508
sourceld 2:1

counterBlock_tag 0:1001

5s_cpu 0.00

1m_cpu 21.00

5m_cpu 20.80

total_memory_bytes 3997478912

free_memory_bytes 1083838464 endSample ---------------o-o---
endDatagram =================================

B penosuropuu sflowtool 8 GitHub ects Xopotiive ipruMepsl ¢ 3THM HHCTPYMEHTOM
(https://github.com/sflow/sflowtool); ofgie 13 HUX TeMOHCTPUPYET TTPUEM BBOA /I
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sflowtool u paz6op ero BbiBoIA. MBI MOKEM HCIIOJIB30BATh JIJIsI 9TOTO CIIEHAPHIT HA
Python. B mpumepe chapter8_sflowtool_1.py MbI IPUMEM BBOJI C TOMOIIIBIO SYS .
stdin.readline 1 HCIIOJIb3YEM pPEryJIsIPHbIE BBIPAXKEHUS JJISI [IOMCKA CTPOK B IIaKe-
tax sFlow, cogepskanux cioBo agent:

#1/usr/bin/env python3
import sys, re

for line in iter(sys.stdin.readline, ''):
if re.search('agent ', line):
print(line.strip())

Ciienapuit MOXKHO MOJIKIIOUUTH K sflowtool ¢ TIOMOIIBIO KOHBEHEPA:

$ sflowtool | python3 chapters_sflowtool_1.py
agent 192.168.199.148
agent 192.168.199.148

Ectb u gpyrue nosesnbie npumepbl: paboTa ¢ tcpdump, BEIBOJ B (hopMmare 3amnuceii
NetFlow v5 u KOMIAKTHBINA TOCTPOUYHBII BhIBOA. Birarogapst Takoil THOKOCTH
sflowtool IOAXOAUT /IS PA3HBIX OKPY/KEHNIT MOHUTOPHHTA.

ntop nozauepskusaer sFlow; To ecth BbI MOKeTe 9KCIIOPTUPOBATh ¢BOM moTok sFlow
HEMOCPEICTBEHHO B cOOpIIUK ntop. Eciu Barr c60PIINK TOAAEPKUBACT TOIBKO
NetFlow, To nepenaiite sflowtool mapamerp -c, 4T0ObI TpeobpasoBaTh BHIBOJ B (hop-
mar NetFlow v5:

$ sflowtool --help

tcpdump output:

-t - (output in binary tcpdump(1l) format)

-r file - (read binary tcpdump(1l) format)

-x - (remove all IPV4 content)

-z pad - (extend tcpdump pkthdr with this many zeros
e.g. try -z 8 for tcpdump on Red Hat Linux 6.2)

NetFlow output:

-c hostname_or_IP - (netflow collector host)

-d port - (netflow collector UDP port)

-e - (netflow collector peer_as (default = origin_as))

-s - (disable scaling of netflow output by sampling rate)
-S - spoof source of netflow packets to input agent IP

AsbrepHaruHas cucrema anaiausa sFlow — sFlow-RT or InMon (http://www.sflow-
rt.com/index.php). Tmasuaa ocobennocts sFlow-RT ¢ Touku spenust oneparopos —
6orareiit RESTful API, koTopbIit MOKHO MOACTPANBATh MO/ CBOU 3aj1auu. V13 Hero
MOKHO M3BJIEKaTh pa3auuaHbie MeTpuKHU. [losHakombTech ¢ aTuMm API Ha crpanuiie
http://www.sflow-rt.com/reference.php.
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O6parute Bunmanue, uto a7 paborer sFlow-RT tpebyerca Java:

$ sudo apt-get install default-jre

$ java -version

openjdk version "1.8.0_121"

OpenJDK Runtime Environment (build 1.8.0_121-8ul21-b13-0Qubuntul.16.04.2-b13)
Open]DK 64-Bit Server VM (build 25.121-b13, mixed mode)

YcraHoBUB HEOOXO[UMbIE 3aBUCUMOCTH, BbI JIETKO 3arpysute u sanycrure sFlow-RT
(https://sflow-rt.com/download.php):

$ wget www.inmon.com/products/sFlow-RT/sflow-rt.tar.gz

$ tar -xvzf sflow-rt.tar.gz

$ cd sflow-rt/

$ ./start.sh

2017-03-17T09:35:01-0700 INFO: Listening, sFlow port 6343
2017-03-17T09:35:02-0700 INFO: Listening, HTTP port 8008

YT06bI IPOBEPUTD YCIEIIHOCTh YCTAHOBKM, BBeAuTe B Opaysepe agpec ¢ HTTP-
noprom 8008 (puc. 8.16).

Puc. 8.16. Bepcus sFlow-RT

Kaxk tosbko sFlow-RT nosyunt kakue-n1n6o maxkerst sFlow, Ha crpanuie mosisrest
areHTbl U Apyrue Mmetpuku (puc. 8.17).

192.168.199.148 | 1,585

Copyright @ 2042-2017 InMon Corp. ALL RICHTS RESERVEDY

Puc. 8.17. IP-appec arenta sFlow-RT

Bor aBa npuMepa ucnoabzosanusa Python-moxyis requests a1 u3BedeHus UH-
dopmarn us REST API sFlow-RT:
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>>> import requests

>>> r = requests.get("192.168.199.185:8008/version™)

>>> r.text '2.0-r1180"'

>>> r = requests.get("192.168.199.185:8008/agents/json")

>>> r.text

'{"192.168.199.148": {n "sFlowDatagramsLost": ©,n
"sFlowDatagramSource": ["192.168.199.148"],n "firstSeen": 2195541,n
"sFlowFlowDuplicateSamples": @,n "sFlowDatagramsReceived": 441,n
"sFlowCounterDatasources": 2,n "sFlowFlowOutOfOrderSamples": @,n
"sFlowFlowSamples": @,n "sFlowDatagramsOutOfOrder": ©,n "uptime":
4060470520,n "sFlowCounterDuplicateSamples": 0,n "lastSeen":
3631,n "sFlowDatagramsDuplicates": @,n "sFlowFlowDrops": ©,n
"sFlowFlowLostSamples": @,n "sFlowCounterSamples": 438,n
"sFlowCounterLostSamples": 0,n "sFlowFlowDatasources": @,n
"sFlowCounterOutOfOrderSamples": On}}'

O npyrux 10CcTyIHbIX BaM KoHeuHbIX ToukaXx REST M0:kHO y3HATH B JIOKYMEHTAIIUH.

C/ B npembimywmx M3paHMax KHUIK B 3TOM rmase Mmencs pasgen o6 ELK Stack.
-}
\/ B naHHOM M3paHKMM STOMY NaKeTy NOCBSILWEHA OTAENbHAS FIABA.

MbI paccMOTpeu TIPUMEPbI MOHUTOPHHTA Ha 0cHOBe SFlow Kak B BuUje OT/I€IbHBIX
MHCTPYMEHTOB, TaK 1 B KOMILTEKce ¢ ntop. sFlow — ojiH 13 HOBBIX (hopMarTos cere-
BBIX MMOTOKOB; €70 ABTOPBI MONBITATIUCH PENTUTH TPOOIEMBI ¢ MacIITabuPOBaHUEM,
npucymue TpaguinuonasiM Gpopmaram NetFlow. OtpesieieHHO CTOUT TTIOTPATUTD
BpeMst, YTOObI TIOHATD, TOJAXO/MT JIK HTOT MHCTPYMEHT /IS BAIINX 3a/a4. MbI mpu-
GIM3UINCH K KOHILY TJIaBbI, TOATOMY BCITIOMHUM, KAKME TeMbI B HEH 06CYKAATNCH.

Pesiome

B aT0ii r/1aBE MBI PACCMOTPEN TPAAUITHOHHBIE CIIOCOOBI CIOIb30BaHkst Python st
YIYUIIECHUST MEXaHM3MOB MOHUTOPHUHTA ceTr. Mbl Hauamu ¢ makera Graphviz st
noctpoenus rpadoB ceTeBoi Tonosiorun Ha ocHoBe naHubix LLDP, Bo3Bpamnaembix
CETeBBIMU YCTPOUCTBAMU B PEKUME PEATbHOTO BPEMEHU, M HAYUUJINCH C JIETKOCTBIO
BBIBOJAUTDH TEKYIYIO TOIIOJIOTUIO CETU N HaXO/IUTh PAa3PbIBbI COG[[I/IHGHI/IfI.

3ateM MbI ucosb3oBain Python s anamusza nakeros NetFlow v5, uto6sr myuiie
nousTh oToku NetFlow u mposectu ux quarnoctuky. U ysumenu, kak Python mo-
3BOJISIET PACITUPUTH BO3MOKHOCTH MOHUTOpUHTa NetFlow B ntop. sFlow — asbrep-
HATUBHASI TEXHOJIOTHST BBIOOPKHU ITAKETOB; PE3YJILTATHI €€ PAGOThI Mbl HHTEPIIPETHU-
poBaJi ¢ momolibio sflowtool u sFlow-RT.

B rsaBe 9 MbI TOrOBOPUM O CO3/IaHUU CETEBBIX BEG-CEPBUCOB € MOMOMUIBIO BEO-
dpeiimBopka Flask va s3bike Python.
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B npeapiaynux riaasax Mbl BbicTyIaau norpeburensamu API, npegocrasisieMbix
KeM-To ipyruM. B rnase 3 Bl yBuean, yto no URL http://<ip Bawero mapupytu-
3aTopa>/ins moxHo nocaath HTTP-3anmpoc tima POST ¢ KOMaH/10H, BCTPOEHHOM
B €r0 TeJIo, 4TOObI yAaJIeHHO yIpaBasaTh yerpoiictBoM Cisco Nexus ¢ HoaIep:KKoii
NX-API; B cBoem HTTP-oTBere ycTpoiicTBO BO3BPAIAIO PE3YJIbTAT BBIITOJTHEHUS
KoMaH/Bl. B rmaBe 8 mpr ncniosns3oBamn HTTP-3ampoc tuma GET ¢ MyCTBIM TeJIOM,
4yT0OBI OGPATUTHCS 110 ajpecy <ip Balwero xocra>:8008/version 1 MoJy4YnUTh BEPCUIO
sFlow-RT, ycranosennoro Ha ycrpoiicTse. BsaumozelictBue Buma «3ampoc — oT-
BeT» — npuMep BeG-cepBucos tuma RESTful.

Bot urto nanucano B Bukunenuu (https://ru.wikipedia.org/wiki/REST):

«Ilepedaua cocmosmus npedcmasienus (Representational State Transfer, REST) —
00Ul U3 CNOCO608 OP2AHUIAUUU B3AUMOOCTICINBUTE MENHCOY KOMNBIOMEPHBIMU Cli-
cmemamu 6 unmepneme. Be6-cepsucot, coemecmumvie ¢ REST, nossonsiom sa-
NPAUUBAIOUUM CUCTIEMAM YUMAMYb U USMEHAMb MEKCMOo8oe npedcmasienie
8e0-pecypcos, UCNONb3YsL YHUDUUUPOBANHLLIL U 3apanee onpedeeHnvlil HaGop
onepauuil 63 COXPanenust COCMOSHUSL>.

Kax y»ke ormeuasiock, Beb-cepsuch tiuima RESTful Ha ocrose niporokona HTTP —
9TO JIUIIH OJUH M3 MHOTUX METOJI0B 0OMEHA JJAHHBIMU B UHTEPHETE; CYIIECTBYIOT
u apyrue Buabl BeG-cepBrucoB. OHAKO Ha CETOHS HTO CaMblil PaCIPOCTPAHEHHbII
MO/IXOJI, B KOTOPOM 06MeH mHMOPMATIHEH MTPOUCXOIUT € TTOMOTITHIO TIPETOTPE/IEICH-
upix HTTP-meTonoB, Takux Kak GET, POST, PUT 1 DELETE.
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B nanHom konTekcte HTTPS ucnonb3syertcs B kauecTse 3awmiieHHOro paciumpe-

\/V: uus HTTP (https://ru.wikipedia.org/wiki/HTTPS) u sHyTpeHHero npotokona
ons RESTful API.

C rouku 3peHus poBaliziepa nmpenmMyirecTso npepoctasiaenns REST-cepsricos — Bos-
MOKHOCTB CKPBIBAaTh OT I0JIb30BaTeell BHyTpeHH0I0 paboty. Hampumep, B ciyuae
¢ sFlow-RT, ecsiu MbI 3aiijieM Ha yCTPOICTBO, YTOOBI TIPOBEPUTH BEPCHIO YCTAHOBJICH-
Horo Ha HeM 110, Ham oHAI06STCsT YTTyOIeHHBIE 3HAHHUSI COOTBETCTBYIOIIETO HHCTPY-
MEHTa, HHaYe MbI He GyjieM 3HaTh, T/ie ucKath. [Ipenoctassis pecypest B Buge URL,
nipoBaiiziep API MokeT CKpBITH JIEHCTBUS 110 TIPOBEPKE BEPCUH OT 3aIIpPAIIMBAIOIIEN
CTOPOHBI, JIeJIast JAHHYIO OIIePAIII0 HAMHOTO TIpoiie. Takoro poa MHKAICYJISIINs [10-
HOJIHUTENILHO obectieunBaeT He30MacHOCTh, TaK Kak MPOBaiiiep MOKET OTKPHIBATH
KOHEYHbIE TOUKHU TOJIBKO 110 Mepe He0OX0AMMOCTH. [[0THOCTBIO KOHTPOTUPYSE CBOIO
CETb, BBI TIOJIYIAETE CYIIECTBEHHBIE TPEMMYIIIECTBA OT UCTIOJIb30BaHUsI BeO-CEPBUCOB
tura RESTful, 8 ToM uncure:

® MOJKHO CKPBITh OT 3allpalinBaroileil CTOpoHbl BHyTpeHHot0 pabory cetu. Ha-
[pUMep, IPEJOCTaBUTh BeO-CEPBUC /IS IOIyUYeHNsT BEPCUU KOMMYTaTopa, He
TpebysI OT I0JIb30BATE/S SBHAHUS TOAXOASIIEI KOHCOIbHOI KoMaH bl 1 APT
YCTPOICTBA;

® MBI MOJKEM OOBEANHSATD ¥ BUOM3MEHSITD OIlePallii, KOTOPBIE TOAXOIST NUMEH-
HO I HAaLIed ceTi. ITo, K IPUMEPY, MOKeT ObITh PECYPC /it OOHOBJIEHM
Bcex Hamux TOR-komMyTaTOpOB;

® MOKHO TIOBBICHTH YPOBEHb GE30IIACHOCTH, TIPEIOCTABIISAS TOCTYTI TOJBKO K He-
06X0MMBIM oTieparisaM. Hampumep, Isi OCHOBHBIX CETEBBIX YCTPONCTB
MoskHO 1ipegrycmotpetb URL tonbko aist urenus (GET), a URL st kommy-
TaTOPOB YPOBHA JOCTyIa MOTYT MOAJIEPKUBATD KaK YTEHUE, TAK U 3aITUCh
(GET / POST / PUT / DELETE).

B 57T0ii ri1aBe MbI BOCIIOJIb3yeMCs OJIHUM U3 MOIYJIsIPHEHIIIX BeO-(PpeiiMBOPKOB Ha
sabike Python, Flask, uto6bi cosnatek cobcrBennbiii Be6-cepsuc tuna RESTful s
Hallleil CeTH.

B 570i1 To1aBe MBI 00CYIUM CJIEYIOIINE TEMBI:

cpaBHeHue BeO-DpeiiMBopkoB st Python;

Baesenue B ppeiimBopk Flask;

oreparuu ist paboThl CO CTATUYECKUM CETEBBIM KOHTEHTOM;
oreparuu Jist paboThl ¢ IMHAMUYECKUM CETEBBIM KOHTEHTOM;

ayTeHTU(DUKAIIMIO U aBTOPU3AIIHIO;

3aITyCK HAIETo BeO-TIPUIOKEHUST B KOHTEHEPaX.



CpasHenue seb-dpermsopkos ans Python 307

Jlist Havasma paccMOTPUM oCTyIHble BeO-peiimBopku st Python u o6bsicHuMm,
nouemy Mbl BeiOpanu Flask.

CpasHeHue Beb-pperiMBOpPKOB
ona Python

SIspik Python ciraBurcest mupoknM Bei6opom Beb-peiiMBopkos. B coobiectse Python
YaCTO IMIYTAT, YTO PA3pabOTUNKY HA ITOM SI3BIKE HETb3sT HANTH MOTHOTIEHHYTO pabo-
Ty, r7ie OBl eMy He MPUIILIOCHh UMETD JIEJIO ¢ KaKUM-HUOY/Ib (DPERMBOPKOM. Y OHOTO
U3 CaMBIX MOIYJIIPHBIX (hpeiiMBopkoB 17t Python, Django, naxke ectb exeroHast
KoHbepeHIUs 1o/ HazBaHueM DjangoCon, KOTOPYIO PETYJISIPHO MOCENA0T COTHU
yuactHukoB. Ha koner; 2019 roga equncrsennas kondepennus 1o Flask cocrostiacnh
B Bpasumiu B 2018 romy. Takke cTOUT yHOMSHYTH KOH(MepeHIuo 6osee 006111ero
xapakrepa, PyConWeb, koropyio niposesin secHoii 2019 roga. 51 yske roBopuJi, 4to
y Python aktusroe coobiectBo pazpaboTurKos?

Ha crpanuie https://hotframeworks.com/languages/python MOXXHO 03HAKOMUTBCS
C JUIMHHBIM CIIICKOM (peiiMBopKoB jiiist Python (puc. 9.1).

Puc. 9.1. Peiitunr se6-Pppeiimsopkoe Ha s3bike Python
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Ha kakoMm ke 13 HUX HaM OCTAaHOBHUTbHCS, YIUTBIBAs TAaKOU OoraThiit BEI60p? UTOGH!
o1pobOBaTh KasKIblii, TOHAZOOUTCS CIMITKOM MHOTO BpeMeHHu. Botpoc o sydinem
Be6-(peiiMBOpPKe BBI3bIBAET OYPHBIE AUCKYCCUU cpeu BeG-pa3paboTurkos. Eciiu Bbl
3aja/uTe ero Ha KakoM-HuOyab ¢popyme Bpoge Quora wiu noumiere 1o Reddit,
Gy/IbTE TOTOBBI K O4EHD ITPEAB3STBIM OTBETAM U 5KaPKHUM CIIOPaM.

Ecnun yx peus sawna o Quora u Reddit, crout ynomsnyTs, uto 06a 311 dopy-

\Q/, ma Hanucaubl Ha Python. U tot 1 gpyroit ucnonbaytot Pylons (https://www.
reddit.com/wiki/faq#wiki_so_what_python_framework_do_you_use.3F),
ToNbLKO paspaboTunkun Quora 3ameHUnM 4acTb 3Toro GppeitmMBopka cobCTBeH-
Hbim kopom (hittps:/ /www.quora.com/What-languages-and-frameworks-are -
used-to-code-Quoral).

KoHeuHo, y MeHs eCTh CBOU IIPEIIIOYTEH s B A3bIKax porpaMmuposanus (Python!)
u BeO-peitmBoprax (Flask!). B sTom paspeiie st mocrapaioch 0ObSICHUTD, YeM TIPO-
JIMKTOBaH MOW BbIOODP. Bo3bMeM J1Ba caMbIX TOMYJISIPHBIX (PEHMBOPKA U3 CITHCKA
HotFrameworks u cpaBHUM 1X.

® Django. ITo KPYIHBII BHICOKOYPOBHEBBIN BeO-GPEHMBOPK, KOTOPHIH TT0-
OIIPSIET BHICOKUE TEMTIBI PA3pabGOTKU U UMEET YHCTYIO ¥ MParMaTudHyIo ap-
xutertypy (https://www.djangoproject.com/). Kak yTBep:kIaioT €ro aBTOpBI,
9TO «BeO-(PelMBOPK /s NeP(EKIIMOHUCTOB, OTPAHUYEHHDBIX CKATBIMU
cpokamu». OH COZEPKUT FOTOBBIN KO/ € MTaHEJIbI0 a/IMUHUCTPUPOBAHUS
1 BCTPOEHHBIMY CPE/ICTBAMU YTIPABJICHUS KOHTEHTOM.

® Flask. 9to mukpodpeiimBopk aiist Python, ocHosannbiii Ha Werkzeug, Jinja2
n npyrux npoekTtax (https://palletsprojects.com/p/flask/). [IpucraBka «<Mupo»
osHauaer, uTo y Flask koMmakTHOE s1p0, KOTOPOE 1P HEOOXOAUMOCTH MOK-
HO pacuiupsith. M 310 He 03HAYAET OTCYTCTBUE KAKOH-TO (PYHKIIMOHAIBHOCTH
MJIM HETOTOBHOCTD JIJIsI [IPOMBILIJIEHHOTO UCIIOJIb30BaHMUSI.

JInuHo 51 ucnosb3yto Django st KpyIHbIX IIPoeKToB, a Flask — st cospanus mpo-
toTumnoB. Django HaBA3bIBAeT CTPOTO OIpe/ieJIEHHBIN MTO/IX0/ K TOMY, KaK CJeyeT
JIeJIaTh Te NJIU MHBIE BETH; €CJIU BbI OT HETO OTKJIOHUTECH, Y BAC BO3HUKHET OTILYTIle-
HUE TOTO, 4TO BbI «Goperech ¢ ppeiimBopkoM». Hanpumep, B 1okymenTanuu Django
(https://docs.djangoproject.com/en/2.2/ref/databases/) roBopuTcst, 4T0O 3TOT (hpeltMBOPK
HOAAEPKUBAET HECKOIBKO PasHbiXx 0a3 manubix. OHAKO BCe OHU PEIAUOHHBIE:
MySQL, PostgreSQL, SQLite u T. 11.

Yro, ecoi Bam Hy:xHa B/ Tunia NoSQL, takast kak MongoDB uiu CouchDB? Bos-
MOJKHO, BaM Y/IaCTCS ee BHEJPUTD, HO MHOTOE TIPUJIETCS JIeJIaTh BPYYHYI0. Bo dhpeiiM-
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BOpKaX,KOTOpbK3HaBHBHBaKﬂTOHpeﬂeﬂeHHbﬂiMETOﬂpra6OTH,HGFHquN)HHOXO-
T'O — 9TO /J1€JI0 BKYyCa.

KoHIenust KOMIIAKTHOTO sI/[pa, KOTOPOE MpU HeOOXOAUMOCTH MOKHO PACIIUPHTh,
HPABUTCS TEM, KOMY HY’KHO 4TO-TO IIPOCTOE U GbicTpoe. I1epBblii IpUMep B I0KYMeH-
tauuu Flask cocTouT Beero us mecTtu CTpoK, 1 €ro JIETKO IIOHSTh, JasKe eCJIN Bbl He-
3HAKOMBI ¢ 9TUM (peiimBopkoM. ITockonbky apxutextypa Flask msnavansro mpemy-
CMaTpHUBaeT PaclIMPsIeMOCThb, HallMcaHue COOCTBEHHBIX PACIIUPEHU, TAKIX KaKk
JIEKOPATOPbI, He BhI3bIBaeT caoxkuocreil. Flask — MukpodpeiiMBopk, Ho ero saapo
COZIEPKUT BCe HEOOXOMMbIe KOMITOHEHTBI, BKJIIOUAsi CepBep st pazpaboTKH, OT-
JIAJIUUK, MHTETPAIIIO ¢ MOAYJIbHBIMU TecTaMu, oTiipaBky REST-3ampocos u gp. Bei
MOZKETE HCII0JIb30BaTh €ro 63 yCTaHOBKY A0MoaHUTenbHoro 110.

Kax sunure, Flask sannmaer BTopoe MecTo B peiiTHHTE MOMYJISIPHOCTH CPEIA BCEX
(dpeiimBopros Ha s3bike Python, yerymas tonbko Django. AkTusHOE co001IIECTBO,
XOPOTITast MOIEPKKA U BBICOKHE TEMITHI PAa3pabOTKH CITOCOOCTBYIOT ITMPOKOMY pac-
IIPOCTPAHEHUIO HTOTO [IPOEKTA.

ITo npuunHam, IepevnCAEHHBIM BbIIIe, st cunTato, uto Flask npeanbro mogxoaut st
3HAKOMCTBA C TPOTIECCOM CO3/IAHUS CETEBBIX BEH-CEPBUCOB — a 3TO UMEHHO TO, UTO
HaM HY’KHO.

Flask u nogrotoska nabopatopmm

B 9T0it ry1aBe MBI TPOAOIKUM HCTIOJB30BATH BUPTYAIBHOE OKPYIKEHNE, UTOOBT M30-
mpoBath cpeay Python u comyrerByionme 3aBuciumocti. MoskeTe co3aTh HOBOE
OKpY’KeHHe MU [TPOJIOJEKUTD pabOTATh B TIPEKHEM.

Hawm nrysxuo ycranosuts MuaOTO Python-maketos. YTo6b! yIPOCTUTE 9TOT TIPOIIECE,
s BKJIIOYMI B penosuropuii kuuru Ha GitHub daiin requirements. txt; ¢ ero mo-
MOII[BIO MOJKHO YCTaHOBUTH BCe HEOOXOAUMbIE 3aBUCUMOCTH (He 3a0y/IbTe aKTHBHU-
poBarhb cBOe BUPTYaJbHOE OKpysKeHue). B KoHlle Bbl yBUuTe, KaKk 9TH IIaKETbl 3a-
IPY>KAIOTCS ¥ YCIENIHO YCTaHABINBAIOTCS:

(venv) $ cat requirements.txt
Flask==1.1.1
Flask-HTTPAuth==3.3.0
Flask-SQLAlchemy==2.4.1
Jinja2==2.10.1
MarkupSafe==

1.1.1
Pygments==2.4.2
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SQLAlchemy==1.3.9

Werkzeug==0.16.0

httpie==1.0.3

itsdangerous==1.1.0
python-dateutil==2.8.0

requests==2.20.1

(venv) $ pip install -r requirements.txt

MbI UCTIOTb3YEM TTPOCTYIO CETEBYIO TOMOJIOTHIO € YeTBIPhMs y3iamu (puc. 9.2).

1L Chapterwirl - Chapterg-7dir08 i3 ]

’;f.; virl:topology »

LV o
iosv-1 : iosv-2
192.?3.0. ™ 4 0.2
: .
: . 3 iosv-4
108 192.168.0.4

192.168.0.3

Puc. 9.2. Tononorus naboparopmu

B cienytomem paszese Mbl mosHakomumcst ¢ Flask.

B nanbHelwem s 6yay MCXOAMTb M3 TOTO, YTO Bbl BbINOJTHSIETE BCE CBOW CLEHAPHM
\/(,{ B BUPTYQIbHOM OKPYXEHMM U1 YTO Y BAC YCTAHOBNEHbBI BCE HEOBXOAUMBIE NAKETHI,
yKa3aHHble B dpaine requirements.ixt.

Beenenne B ppermsopk Flask

Kax 1 y 60/IbITIMHCTBA TIOMYJISIPHBIX TIPOEKTOB € OTKPBITBIM UCXOAHBIM KoJIoM, y Flask
O4YeHb XOpouIas JOKyMeHTalMs, OHa J0CTyIHA 0 aapecy https://flask.palletsprojects.
com/en/1.1.x/. Ecaiu BBI XoTUTE TO3HAKOMUTBCS ¢ Flask mobmmske, HauHuTe C Hee.
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| 9 Takxe HacTOATENbHO PEKOMEHAYIO O3HAKOMMUTLCA C MATEPUANTAMM Mwurens

N 7/
_/@\_ lpunbepra (https:/ /blog.miguelgrinberg.com/) no Flask. 1 mHoroe nouepnuyn
= 3 ero Bnora, kHUru 1 Buaeokypcos. Jlekuns Murens nog Hassanuem Building
Web APIs with Flask BaoxHosuna mens Ha Hanucarme stoi maesl. Kog, koTopbiit

oH nybnukyet, poctynen Ha GitHub: https://github.com/miguelgrinberg/

oreilly-flask-apis-video.

Hauue nepsoe npusioskenue Ha octose Flask cocrount us ogroro daiia, chapter9_1.py:

from flask import Flask
app = Flask(__name_ )

@app.route('/")
def hello_networkers():

return 'Hello Networkers!'
if __name__ == '__main__':
app.run(host="'0.0.0.0"', debug=True)

ITO YyTh JIK He MabJIOH IIPOEKTUPOBAHI, KOTOPBII MbI OYI€M HCIOJIb30BaTh B CJie-
nytorux puMepax ¢ Flask. Mbr cospanm ak3eMIuisip kiacca Flask, epeias B IepBOM
aprymMeHTe UMsI MOJyJis MakeTa MPUJIoKeHus. B JaHHOM ciiy4yae UCIOoJIb3yeTcs
€JIMHCTBEHHBIN MOJIYJIb, KOTOPBIM MOKET 3aITyCKAaThCs KaK MPUJIOKEHNE; TTO35KE BbI
YBUIUTE, KAK er0 MOKHO UMITOPTUPOBATH B BU/IE TTAKETA. 3aTeM MBI BOCTIOTh30BAJIHCh
JIeKOpaTopoM route, yTobObl (hpeiiMBopk 3Hal, kakoit URL moskHa oOpabaThiBaTh
(ynkius hello_networkers(); B JTaHHOM CJIydae Mbl yKa3ajl KOPHEBOH Ty Th. B KOoH-
11e BBIIOJIHSIETCS 0ObIYHAs IIPOBepKa mpocTpancTsa uMmen (https://docs.python.org/3.7/
library/__main__.html), 4ToGBI OIIpeIe/ITh, KOI/Ia MOLYJIb 3aIlyCKAETCS KaK CIIeHApHid.
MbI Takske 106aBUIIM MapaMeTphl host 1 debug, 4T00BI IOTYUUTH Hosee TOAPOOHbII
BBIBOZL M YTOOBI Ha XOCTE IPOCAYIIMBAIUCH Bee nHTEpdeichl (110 YMOTYaHUIO [IPO-
CIYTITUBAETCs TOJTBKO METIeBOI nHTepdeiic). ITo NpUIoKeHne MOKHO 3aIyCTUTh
C TIOMOII[BIO cepBepa JIJIst pa3paboTKIM:

(venv) $ python chapter9_1.py

* Serving Flask app "chapter9_1" (lazy loading)

* Environment: production

WARNING: This is a development server. Do not use it in a production
deployment.

Use a production WSGI server instead.

Debug mode: on

Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)
Restarting with stat

Debugger is active!

Debugger PIN: 141-973-077

* ¥ X ¥ %
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Tenepb MOKHO MPOBEPUTH PAbOTOCTIOCOOHOCTD CepBePa, OOPATUBIIUCH K HEMY U3
HTTP-knuenTa.

Knuent HTTPie

Msr yxke yeranosuau HTTPie (https://httpie.org/), koria ncnonb3oBaau Gaiin
requirements.txt. HTTPie umeer yny4dineHHyIO I[BETHYIO [10/ICBETKY CMHTaKcHCa
mmst HTTP-rpamsaxmnit. HTTPie takske obecriednBaeT MHTYUTHBHO MOHSATHOE B3aU-
mozetictsue ¢ REST-cepBepoM n3 koMaHIHOI CTPOKU. DTOT MHCTPYMEHT TIOJI0M/IET
IS IPOBEPKU HALIETO IEPBOro Ipuaoxkenus Ha ocuose Flask (mamee 6yzer 6ombine
npumepoB ¢ HTTPie). Otkpoem Ha yrpaBJsgionieM XocTe BTOpoe OKHO TePMIHATA,
AKTUBUPYEM BUPTYaJIbHOE OKPYKEHUE U BBEJEM CJIe/yloliee:

(venv) $ http http://192.168.2.123:5000
HTTP/1.0 200 OK

Content-Length: 17

Content-Type: text/html; charset=utf-8
Date: Tue, 08 Oct 2019 19:06:23 GMT
Server: Werkzeug/0.16.0 Python/3.6.8

Hello Networkers!

\@/ [ns cpaBHeHUA: 4TOBBI MONYUYUTb TOT XK€ BbIBOS, C TOMOLLBIO curl, HY>HO yKa3aThb

Y napamerp -i: curl -i http://192.168.2.123:5000.
B a710ii T1aBe B kauectBe kaueHTa Mbl BbiGpasin HTTPie; gaBaiite morpatum He-
CKOJIbKO MUHYT, YTOOBI Y3HATh, KaK MM MOJIb30BaThCA. JLJIsT IEMOHCTPAIINT UCTOTb-
syem Gecrutatabiii Be6-caiit HTTP Bin (https://httpbin.org/). Pa6ora ¢ HTTPie
CJIeyeT MPOCTOMY TabIoHy:

$ http [flags] [METHOD] URL [ITEM]

Kaxk MbI yske BUeIH B IpuMepe ¢ cepsepoM ist pazpabotku Flask, ormpaska GET-
3allpocCa BbITJIAAUT OUY€HDb ITPOCTO:

$ http GET https://httpbin.org/user-agent

<onyweHo>

{
}

"user-agent": "HTTPie/1.0.3"

B kauectse Tuma copepsknumoro B HTTPie o ymosrganmio ncriosbayercst JSON. Ecm
tesio Banero HTML-okyMeHTa cofiepsKUT JIUIIb TEKCT, BaM He HY’KHO BBITIOJIHSTD
HUKaKuX Apyrux oneparuii. /lys nepenaun HecTpokoBbix noseit JSON ncrnomb3yii-
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Te := WIN JIpyTHe 33JJOKyMeHTHPOBaHHbIE CIEICMMBOJIBL. B cieyroteM npumepe
MBI [Iepe/aeM TiepeMeHHY0 "married"” kKak OyJieBo 3HAYEHHUE, a HE CTPOKOBOE:

$ http POST https://httpbin.org/post name=eric twitter=at_ericchou
married:=true

<onyueHo>
Content-Type: application/json
<onyueHo>
{
<onyueHo>
"headers": {
"Accept": "application/json, */*",
<onyueHo>
"User-Agent": "HTTPie/1.0.3"
s
"json": {
"married": true,
"name": "eric",
"twitter": "at_ericchou"
s
<onyueHo>

"url": "https://httpbin.org/post”

Kax Bunure, HTTPie umeer cyliecTBeHHO yJIy4llleHHbI CUHTAKCHUC 110 CPABHEHUIO
¢ curl, uto memaer recruposanue REST API jierkuM u IIpUATHBIM.

_‘@’_ [ononHutensHele NpMMepbl UCIONb3OBAHMS AOCTYMHEI Mo aapecy https://httpie.
A org/doc#usage.

Bepremcst k Harreii iporpammve Ha ocHose Flask. ITporecc cozpanust APT Bo MHOTOM
nionaraetcst Ha mapuipytusannio URL. PaccmoTpum exopatop app. route().

Mapuwpytnsauma URL

B chapter9_2.py MbI co3anm Be JOTOMHUTENbHBIE (PYHKITMHU W CBSI3aJM UX C TIO/I-
XOJIATIUMY MapHIPyTaMu, UCIIOJIb3YsI app . route():

from flask import Flask
app = Flask(__name_ )

@app.route('/")
def index():
return 'You are at index()'

@app.route('/routers/")
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def routers():
return 'You are at routers()’

if __name__ == '__main__":
app.run(host="'0.0.0.0', debug=True)

B pesysbrarte pasHble KOHEUHbIE TOUKHU MepealoTcs pa3HbIM (pyHKIMUAM. B aToM
MOKHO yoeauTbest ¢ moMotbio aByx HTTP-3amnpocos:

# Ha cTopoHe cepBepa

$ python chapter9_2.py

<onyueHo>

* Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)

# Ha cTOopoHe KkaMeHTa

$ http http://192.168.2.123:5000

<onyueHo>

You are at index()

$ http http://192.168.2.123:5000/routers/
<onyweHo>

You are at routers()

3ampockl, MOCTYMAOINE ¢ KIUEHTCKOM CTOPOHBI, 0TOOPAKAIOTCS B KOMaHIHOM
CTPOKe cepBepa:

(venv) $ python chapter9_2.py

<onyueHo>
192.168.2.123 - - [08/0ct/2019 12:43:08] "GET / HTTP/1.1" 200 -
192.168.2.123 - - [08/0ct/2019 12:43:18] "GET /routers/ HTTP/1.1" 200 -

Kak BuguTe, pasible KOHEYHbIE TOYKM COOTBETCTBYIOT Pa3HbIM (DYyHKITUAM; CepBep
GepeT pe3yJbTaT, KOTOPIA MPOU3BOANUT (DYHKIIHS, U BO3BPAIAET €TO 3alpalliiBa-
forteit cropone. KoHeuHo, eciii Bee HalllY Ty TH CTAaTHYeCKIe, MapIipy TH3aIus Oy et
orpanndenHoil. Ho mbI Moskem nepemasarb Bo Flask annamuueckue nepementeie,
ncnorb3yss URL; mpumep sToro — B cireyronieM 1Moapasieie.

URL-nepemeHHbIe

B mpumepe chapter9_3. py nmokasano, kak B URL Mo:XHO TTepeiaBaTh IMHAMUYECKIE
nepeMeHHbIe:

<onyleHo>
@app.route('/routers/<hostname>")
def router(hostname):

return 'You are at %s' % hostname
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@app.route('/routers/<hostname>/interface/<int:interface_number>")
def interface(hostname, interface_number):
return 'You are at %s interface %d' % (hostname, interface_number)

<onyuweHo>

B MoMeHT, KOoT/1a KIMEHT BBITIOJHSET 3a1TPOC, 3TUM JIBYM (DYHKITUSAM TIepeaeTcs
AUHAMUYeCKast WHhOPMAIVST: UMsI X0CTa 1 HoMep uHTepdeiica. O6paTnTe BHUMAHE,
yto B URL /routers/<hostname> nepemennas <hostname> nepemaeTcsi B BUze CTpo-
KH, a B /routers/<hostname>/interface/<int:interface_number> nepemennasa
MOJIKHA OBITH TETOUMCIEHHON (int). 3amyCcTHM 9TOT MPUMEP U BBITTOJTHUM HECKOTb-
KO 3aIPOCOB:

# Ha cTopoHe cepBepa
(venv) $ python chapter9_3.py

(venv) # Ha cTopoHe K/aueHTa

$ http http://192.168.2.123:5000/routers/hostl
HTTP/1.0 200 OK

<onyuyeHo>

You are at hostl

(venv) $ http http://192.168.2.123:5000/routers/hostl/interface/1
HTTP/1.0 200 OK
<onyueHo>

You are at hostl interface 1

Ecnu nepemennas interface_number HE sBJIsteTcs 11€IbIM YHCIOM, MbI IOJTYIUM
ormoKy:

(venv) $ http http://192.168.2.123:5000/routers/hostl/interface/one
HTTP/1.0 404 NOT FOUND
<onyuyeHo>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<title>404 Not Found</title>

<h1>Not Found</h1>

<p>The requested URL was not found on the server. If you entered the URL
manually please check your spelling and try again.</p>

Flask ymeer mipeoOpasoBbIBATH TieJIbie U BEIECTBEHHbBIE 3HAUECHIS, 8 TAKKe My TH
(co coerramn).

[ToMuMO conoCTaBICHNS CTATHYECKIX MAPIIPYTOB € TMHAMUYECKUMU TIePEMEHHBIM,
Mbl MoxkeM rerepuposatb URL npu 3anycke npusosxkenus. ITo O4eHb MOJIE3HO
B CUTYAITUSX, KOT/Ia KOHEYHAS TOUKA XPAHUTCS B TIEPEMEHHON UJTH 3aBUCHT OT JIPYTUX
YCJIOBUH, TAKUX KaK 3HAUCHUS, 3arpalinBaeMble 13 0asbl JaHHBIX, I Mbl HE 3HAEM
3apatee, Kak OHa BBIIVISAUT. PaccMoTpuM npuMep:
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l[eHepauusa URL

IMonpobyeM 1pu 3amycke IpUIOKeHMst chapter9_4.py nuHamudecku co3aath URL
/<hostname>/list_interfaces, rae hostname MokeT ObITh rl, r2 uau r3. Kak Mbl
yKe 3HAEM, JIJIST 9TOTO MOKHO CKOH(UTYPUPOBATH TPU MAPIIPYTa C TPEMST COOTBET-
CTBYONMME (hyHKIUAMEU. Ho TocMOTpHM, Kak c/ieTaTh 3T TUHAMIYECKU, BO BPEMS
3aIyCKa TTPUIIOKEHUS:

from flask import Flask, url_for
app = Flask(__name__)

@app.route('/<hostname>/list_interfaces')
def device(hostname):
if hostname in routers:
return 'Listing interfaces for %s' % hostname
else:
return 'Invalid hostname’

routers = ['rl', 'r2', 'r3']
for router in routers:
with app.test_request_context():
print(url_for('device', hostname=router))
if __name__ == '__main__":
app.run(host="'0.0.0.0"', debug=True)

[Ipu BbINIOJIHEHUY MBI IIOJIyYUM HECKOJIBKO aKKypaTHbIX, Jornuuelx URL, coorBer-
CTBYIOIIMX CITMCKY MapHIPyTHU3aTOPOB, U IIPU 3TOM HaM He MPUIIJIOCh CTATUYeCKN
OIIpe/IeIATD Kax /bl U3 HUX:

# cTopoHa cepBepa

(venv) $ python chapter9_4.py
<onyueHo>

/rl/list_interfaces
/r2/1ist_interfaces
/r3/1list_interfaces

# CToOpoHa K/JueHTa
(venv) $ http http://192.168.2.123:5000/r1/list_interfaces
<onyueHo>

Listing interfaces for ril

(venv) $ http http://192.168.2.123:5000/r2/1ist_interfaces
<onyueHo>

Listing interfaces for r2
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# HeKoppeKTHbIA 3anpoc
(venv) $ http http://192.168.2.123:5000/r1000/1ist_interfaces
<onyuyeHo>

Invalid hostname

[Toka uTo app.text_request_context() MOXHO CUYUTATh (DUKTUBHBIM 00bEKTOM
3arpoca, HeoOXOMMbIM B IEMOHCTPAIIMOHHBIX IeJisiX. Ecyin Bac mHTEpecyeT JIoKaib-
HBII KOHTEKCT, 03HAKOMbTECh C IOKyMeHTaIueit http://werkzeug.pocoo.org/docs/0.14/
local/. lnnamnyeckas reHepalyst KOHEUHBIX TOYEK CYTEeCTBEHHO 9KOHOMUT BpeMms,
JleJ1ad KOJI HAMHOTO [Ipoule U ITOHATHee.

BosepawieHue pesynbtara ¢ nomowybio jsonify

Eue onun mexanusm Flask, kotopslii cokonoMutT BaM BpeMs, — jsonify (). Ito
obepTka BOKPYT json.dumps (), KoTopas 1pespainaet BbiBoz B popmate JSON B 06b-
eKT oTBeTa ¢ application/json B HTTP-3aronmoBke Content-Type. Hike mokaszan
crieHapuii chapter9_5.py — MoauduinpoBanHas Bepcus chapter9_3.py:

from flask import Flask, jsonify
app = Flask(__name_ )

@app.route('/routers/<hostname>/interface/<int:interface_number>")
def interface(hostname, interface_number):
return jsonify(name=hostname, interface=interface_number)

if __name__ == '__main__":
app.run(host="'0.0.0.0"', debug=True)

Bceero HeckobKo cTPOK KoJia, M BOT MBI yoKke nosrydaem 00bekT JSON ¢ cooTBETCTBY-
TOII[IM 3aTOJIOBKOM:

(venv) $ http http://192.168.2.123:5000/routers/r1/interface/1
HTTP/1.0 200 OK

Content-Length: 38

Content-Type: application/json

Date: Tue, 08 Oct 2019 21:48:51 GMT

Server: Werkzeug/0.16.0 Python/3.6.8

{
"interface": 1,
"name”: "p1

}

Teneps cosgagum AP g Hatieil cetu, UCioib3yst Bee 9T BodMoskHoctu Flask.
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APl ong cetesbix pecypcos

B npombliiieHHOM OKpPY:KeHUHU y KaXK0TO CeTeBOr0 yCTPOICTBA €CTh COCTOSAHIE
1 MHGOPMAIINsT, KOTOPbIE IMEET CMBICT XPAHUTD Ha TIOCTOSTHHON OCHOBE, YTOOBI TIPH
HEOOXOIMMOCTH JIETKO UX M3BJIEKaTh. JIJIs 9TOTO YacTo MCIOMb3YIOT (Gasy JaHHBIX.
Mpbr yske BUIETTH TPUMEPBI COXpaHeHUST MHMOPMAIIUK B TIIaBaX O MOHUTOPHWHTE.

Jluist Hac MOZKeT OBITh HEKENATeIbHO IaBaTh NPSAMOIL T0CTYIT K 6a3e JAaHHBIX T10JIb30-
BaTeJISIM, KOTOPBIE HE SIBJSIOTCS CETEBBIMU aJIMUHUCTPATOPAMHU, [asKe €CIU UM
Hy’KHa 9Ta WH(MOPMAIIUS, I MBI I HE XOTHM 3aCTaBJIATh UX YIUTH CJIOKHBIH SI3bIK
3arpocoB SQL. B Takux ciyuasix MOKHO TPEIOCTABIATH HEOOXOIUMY IO HH(POPMAITHIO
uyepes cereBoit API ¢ momomnibio dpeiimBopka Flask u ero pacmmpenus Flask-
SQLAlchemy.

_\@/_ Bonbwe o Flask-SQLAlchemy uutaiite no appecy https:/ /flask-sqlalchemy.

palletsprojects.com/en/2.x/.

Flask-SQLAlchemy

SQLAlchemy u pacimpenue Flask-SQLAlchemy — 10 MexaH3M abcTparupoBaHust
6a3bl JaHHBIX U, COOTBETCTBEHHO, 0OBEKTHO-PEJIALNOHHOr0 oTodpaxkenus. [Ipomure
TOBOPST, 9T MHCTPYMEHTBI TIO3BOJISTIOT paboTaTh ¢ 6a30i JaHHBIX KaK ¢ 00BEKTOM Ha
s3bike Python. UToObI He yCI0KHAT, MCHoJb3yeM B HaiieMm npumepe B/ SQLite,
YIPABJISIONYIO IIOCKUM (haiiioM, KOTopast BeJleT cebs Kak MOJTHOIEHHAsT PEJIsIin-
onHag 6aza gannbix. B ciienapuu chapter9_db_1.py nokasas HpuMep UCIOJIb30BAHM
Flask-SQLAlchemy mis cospanus ceresoit B/l u qo6aBjieHus B Hee HECKOJIBKUX
TaOJIMYHBIX 3AMTUCEN. ITO MHOTOIIATOBBIN MTPOIIECC, U MBI PACCMOTPUM KaK/IbII TI1ar
OT/IEJTBHO.

Jliist Havasia HarieM npusiokeHue Ha ocHoBe Flask u sarpysum koudurypaiuio
st SQLAlchemy, takyto kak myTh K B/ 1 ee HazBaHue, a 3aTeM CO3AaAUM 00BEKT
SQLALchemy, repe/iaB B HETO 9K3EMILISIP MIPIJIOKEHS:

from flask import Flask
from flask_sqglalchemy import SQLAlchemy

# Cospaem Flask-npunoxeHue, 3arpyxaem KoHOUrypauuiw u cospaem obbekT
SQLAlchemy

app = Flask(__name_ )

app.config[ 'SQLALCHEMY_DATABASE_URI'] = 'sqlite:///network.db’

db = SQLAlchemy(app)
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Mbl MOKeM co31aTh 00bEKT 6a3bl JAHHBIX BMECTE C COOTBETCTBYIONUM IIEPBUYHbIM
KJIIOYOM M Pa3JIUUHBIMK CTOJIOIAMU:

# OTo 0bbekT mogenu Bl

class Device(db.Model):
__tablename__ = 'devices'
id = db.Column(db.Integer, primary_key=True)
hostname = db.Column(db.String(120), index=True)
vendor = db.Column(db.String(40))

def __init_ (self, hostname, vendor):
self.hostname = hostname
self.vendor = vendor

def _ _repr__(self):
return '<Device %r>' % self.hostname

MbI MOsKEM BbI3BIBATH 00BEKT database, CO3/[aBaTh 3aMUCH W BCTABJISATH UX B TaOJIH-
1y B 6aze naHubIx. BaskHo: Bee, uTo Mbl 106aBJisieM B ceanc (session), HY/KHO 3a-
¢ukcuposars B B/I, nnave ata mHGMOPMAITNS HE COXPAHUTCS:

if __name__ == '__main__":
db.create_all()
rl = Device('lax-dcl-corel', 'Juniper')
r2 = Device('sfo-dcl-corel', 'Cisco')
db.session.add(r1)
db.session.add(r2)
db.session.commit()

3alycTM 9TOT CIieHapUil U TpoBepyrM Hajmuwre (aifa 6asbl JaHHBIX:

(venv) $ python chapter9_db_1.py
(venv) $ 1s -1 network.db
-rw-r--r-- 1 echou echou 3072 Oct 8 15:38 network.db

Jlist ipocMoTpa TabJIMYHbBIX 3aTUCEH BOCIOIB3YEMCST MHTEPAKTHBHON 000I0UKOIA:

>>> from flask import Flask

>>> from flask_sqlalchemy import SQLAlchemy

>>> app = Flask(__name_)

>>> app.config[ 'SQLALCHEMY_DATABASE_URI'] = 'sqlite:///network.db’
>>> db = SQLAlchemy(app)

>>> from chapter9_db_1 import Device

>>> Device.query.all()

[<Device 'lax-dcl-corel'>, <Device 'sfo-dcl-corel'>]

>>> Device.query.filter_by(hostname="'sfo-dcl-corel")
<flask_sqlalchemy.BaseQuery object at 0x7f09544a0e80>

>>> Device.query.filter_by(hostname='sfo-dcl-corel').first()
<Device 'sfo-dcl-corel'>
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AHAJIOTMYHO MOKHO CO3/1aBaTb HOBbIE 3alIMCH:

>>> r3 = Device('lax-dcl-core2', 'Juniper')

>>> db.session.add(r3)

>>> db.session.commit()

>>> Device.query.filter_by(hostname="'lax-dcl-core2').first()
<Device 'lax-dcl-core2'>

Y nanum daiia network . db, 4T0OBI OH He KOHMDIUKTOBAI C IPYTUMU HAIUMU TIPH-
MepaMi, B KOTOPBIX UCIIOJIb3yeTcs TOo ke HazBanue b/1:

(venv) $ rm network.db

[Mepeiinem k cosgannio API st pabGoThl ¢ COAEPKUMBIM HalIel CETH.

API gns pabotbl ¢ cogepXuMbim ceTm

[Ipexmae yeM MpUCTYyIIaTh K moctpoennio Hamero API, moxymaem o ero Gymymieii
crpykrype. IlnanupoBanue 371ech O0JIbIIIE OXOKE HA HCKYCCTBO, YeM HA HAYKY; OHO
CUJTbHO 3aBUCUT OT KOHKPETHON CUTYaIM¥ U HAIIUX TpeAnoYTennii. Mot moaxon
BOBCE He eITHCTBEHHBI, HO Ha HAYAJIbHBIX 9TAIIaX TOCTAPANTECh TIOBTOPSITH 32 MHOI.

Kax BbI TOMHWTE 13 Halllel [uarpaMMbl, Y Hac ecTh yeThipe yctpotictBa Cisco [OSv.
[TpencraBum, 4TO ZBa M3 HUX, i0sv-1 M 10Sv-2, — MarUCTPaJIbHbIE, a [BA APYTHUX,
iosv-3 1 iosv-4, UTPAIOT POJIb CETEBBIX CEPBUCOB. DTa KOH(MUTYpaIUs BhIOpaHA
MTPOUBBOJIBHO, U MTO3KE €€ MOXKHO MMOMEHSITh, HO CMBICJI B TOM, YTO HaM HY>KHO MTPeJo-
CTaBJISITh JAHHbIE O CETEBBIX ycTpoiicTBax uepe3 API.

Ynpoctum npumep — cozaazaum asa APL: st Tpy il yeTPONCTB ¥ 17T OT/IeJTBHOTO
ycrpoiictsa (puc. 9.3).

http://.../devices/ http://.../devices/<id>
[GET] = [GET]
[POST] [PUT]

Puc. 9.3. APl gns pabotbl ¢ copepXmnMbim ceTu

ITepsoiii API Oyner nMeTh KOHEUHYO TOUKY 172.16.1.123/devices/ U IOJIEPKUBATH
1Ba MeTo/a: GET 1 POST. GET-3ampoc Oy/ieT BO3BPAIaTh TEKYIIHI CITICOK YCTPOICTB,
a POST-3ampoc ¢ mpaBuabHO chopMUpoBaHHBIM TesioM B hopmarte J[SON — cosmaBaTh
HOBOE ycTpoiicTBo. KoHeuHo, /i co3ianms U noxydeHns nHhOpMaum MOKHO
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IPELYCMOTPETD padHble KOHEYHbIE TOUKM, HO B 9TOM IIPUMepe olepaiuy OyayT pas-
andarbesa Toabko Metogom HTTP.

Bropoit API oTHOCHTCS K OT/IETBHOMY YCTPOMCTBY 1 UMeeT BUj 172.16.1.123/
devices/<id ycTpoiicTea>. GET-3anpoc GyeT BbIBOAUTH HH(bOpMAaLio 00 yCTPoiicTRe,
BBEJICHHYI0 HAMU B 6a3y JIAaHHBIX, a PUT-3a11pOC — OOHOBJIATH UMEIONLYIOCST 3aTIUCh.
O6parute BHUMaHME Ha PUT BMECTO POST. DTO TUITMYHBII TPUMEDP UCIIOIb30BAHUS
HTTP-meronos; PUT IpuMeHseTCs, KOI/IAa HY>KHO U3MEHUTD CYIIECTBYIOINE JaHHbIe.

YToOBI BBI JTyUIITe TIPEACTABUIN, Kak OyeT BoTuisiieth AP, s1 3a6ery HEMHOTO BIiepest
U IOKQKY KOHeuHblll pe3ysbraT. Ecsin XoTUTe BBITOJHUTD 3TOT IIPUMEp BMeCTe CO
MHOI1, 3amycTute chapter9_6.py B kauectBe Flask-cepsepa.

PoSsT-3amnpoc k API /devices/ co3naer HOByIO 3anuch. B janHoM ciydae s Xouy
CO3/IaTh CETEBOE YCTPOUCTBO ¢ TAKUMU aTPUOYTaMU, KAK UMsI XOCTa, JIOKaIbHbIN [ P-
azipec, ynpassstioniii IP-aapec, posb, TOCTaBITNK 1 OTIepaIlOHHAST CHCTEMA, TIO]T
yIIpaBJeHUEM KOTOPOit OHO paboTaer:

(venv) $ http POST http://172.16.1.123:5000/devices/
"hostname'="iosv-1'

'loopback'="192.168.0.1"

'mgmt_ip'="'172.16.1.225"

'role’'="spine’

'vendor'="Cisco'

'os'="15.6"

HTTP/1.0 201 CREATED

Content-Length: 3

Content-Type: application/json

Date: Tue, 08 Oct 2019 23:15:31 GMT
Location: http://172.16.1.123:5000/devices/1
Server: Werkzeug/0.16.0 Python/3.6.8

{

[ToBTOPSIO TIPEABIAY NI TIaT, YTOOBI CO3ATh €Ie TP YCTPOHCTBA:

(venv) $ http POST http://172.16.1.123:5000/devices/
"hostname'="iosv-2'

'loopback'="192.168.0.2"

'mgmt_ip'="'172.16.1.226"

'role’'="spine’

'vendor'="Cisco'

'os'="15.6"

(venv) $ http POST http://172.16.1.123:5000/devices/
"hostname'="iosv-3",

'loopback'="192.168.0.3"

'mgmt_ip'="'172.16.1.227"'

'role'="leaf"'
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'vendor'="Cisco’
'os'="15.6"

(venv) $ http POST http://172.16.1.123:5000/devices/
"hostname'="iosv-4",

'loopback'='192.168.0.4"

'mgmt_ip'='172.16.1.228"

'role'="leaf’

'vendor'="Cisco'

'os'="15.6"

GET-3ampoc K TOH ke KOHEUYHOU TOUKE BEePHET CIMUCOK CO3/IaHHBIX HAMU CETEBBIX
YCTPOHCTB:

(venv) $ http GET http://172.16.1.123:5000/devices/
HTTP/1.0 200 OK

Content-Length: 192

Content-Type: application/json

Date: Tue, 08 Oct 2019 23:21:12 GMT

Server: Werkzeug/0.16.0 Python/3.6.8

{

"device": [
"http://172.16.1.123:5000/devices/1",
"http://172.16.1.123:5000/devices/2",
"http://172.16.1.123:5000/devices/3",
"http://172.16.1.123:5000/devices/4"

]

}

Touno Tak e GET-3anpoc K /devices/<id> Bepuer undopManmo 06 OTAeIbHOM
YCTPOHCTBE:

(venv) echou@network-dev-2:~$ http GET http://172.16.1.123:5000/devices/1
<onyueHo>
{

"hostname": "iosv-1",

"loopback": "192.168.0.1",

"mgmt_ip": "172.16.1.225",

"os": "15.6",

"role": "spine",

"self url": "http://172.16.1.123:5000/devices/1",

"vendor": "Cisco"

[IpencTaBbTe, YTO MBI PEIINJIN TOHU3UTD BEPCUIO OTIEPAITMIOHHON CUCTEMBI Ha YCTPO-
crBe rl ¢ 15.6 /0 14.6. /{7151 0OGHOBJIEHUS COOTBETCTBYIONIEH 3aTUCH UCTIONB3YEM
PUT-3arpoc:

(venv) $ http PUT http://172.16.1.123:5000/devices/1
"hostname'="iosv-1'
'loopback'="192.168.0.1"
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'mgmt_ip'="'172.16.1.225"

'role'="spine’

'vendor'="'Cisco"’

'os'="14.6"

HTTP/1.0 200 OK

# MNpoBepka

(venv) $ http GET http://172.16.1.123:5000/devices/1HTTP/1.0 200 OK
<onyueHo>

{
"hostname": "iosv-1",
"loopback": "192.168.0.1",
"mgmt_ip": "172.16.1.225",
"os": "14.6",
"role": "spine",
"self_url": "http://172.16.1.123:5000/devices/1",
"vendor": "Cisco"

Ternepb paccMOTPUM KOJI clieHapusi chapter9_6. py, KoTopbiii cozaeT 3T APL. Mue
HPaBUTCS B 9TOM TIpUMepe, uTo Bee Hamu API, BKiiouast KoJi 11T B3auMo/IeicTBIS
¢ b/l, ymectunuce B oxgun daiia. [1o3ke, KOTIa MPOEKT pa3pacTeTcsi, Mbl BHIHECEM
OT/Ie/IbHbIE KOMIIOHEHTBI, TAKKe KaK KJaacc Oasbl JaHHbIX, B OT/e/AbHbIe (Dail/Ibl.

API gna paboTbi ¢ ycTtpocTBaMM

MDaiis chapter9_6.py HauUMHAETCST ¢ UMITOPTA HEOOXOAUMBIX MojyJieil. OGparuTe
BHUMaHHe: 00bEKT request UMIIOPTUPYeETCs U3 KianeHTcKoi 6ubanorexu Flask, a He
13 MaKeTa requests, KAk B TIPEIBIIYIINX TJIABaX:

from flask import Flask, url_for, jsonify, request
from flask_sqlalchemy import SQLAlchemy

app = Flask(__name_ )
app.config[ 'SQLALCHEMY_DATABASE_URI'] = 'sqlite:///network.db’
db = SQLAlchemy(app)

Mbl 00bsaBuIM 00BbEKT database ¢ id B KauecTBe EPBUYHOIO KJII0YA U CO CTPOKOBbI-
MU 110J1AMU hostname, loopback, mgmt_ip, role, vendor u os:

class Device(db.Model):
__tablename__ = 'devices'
id = db.Column(db.Integer, primary_key=True)
hostname = db.Column(db.String(64), unique=True)
loopback = db.Column(db.String(120), unique=True)
mgmt_ip = db.Column(db.String(120), unique=True)
role = db.Column(db.String(64))
vendor = db.Column(db.String(64))
os = db.Column(db.String(64))
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ODyukuug get_url() B Kiaacce Device Bosspamiaer URL us url_for(). O6paTtutre
BHUMaHUe: (PyHKIM get_device(), KOTOpas 371eCh BbI3BIBAETCS, €1lle He OTpe/ieieHa
JUist Mapuipyra /devices/<int:id>:

def get_url(self):
return url_for('get_device', id=self.id, _external=True)

Dyuknun export_data() u import_data() peuiaioT MPOTUBOIIOJIOKHBIE 3aaUN.
ITepBast MCHOAB3YeTCS IS IPEAOCTABIEHMS TI0JIb30BaTe 10 NHGOpMaLUY 13 6a3bl
JIAHHDBIX, KOT/Ia TOT HOCBLIAET 3aIIpoc GET, a Bropas coxpaHsieT B 6ase JaHHbIX MH(OP-
Mall1Io, OTIIPABJIEHHYIO 110JIb30BaTeJIeM MeTOA0M POST uju PUT:

def export_data(self):
return {

'self_url': self.get_url(),
'hostname': self.hostname,
'loopback': self.loopback,
‘mgmt_ip': self.mgmt_ip,
'role': self.role,
'vendor': self.vendor,

'os': self.os
}
def import_data(self, data):
try:

self.hostname = data['hostname’]

self.loopback = data['loopback’]

self.mgmt_ip = data[ 'mgmt_ip']

self.role = data['role']

self.vendor = data['vendor']

self.os = data['os']
except KeyError as e:

raise ValidationError('Invalid device: missing
return self

+ e.args[0])

Tenepn y Hac ecThb 00bexT database u ¢yukiuu umnopta u skcrnopra. Ocranoch
peasmzoBarb MapiipyTusanuio URL msa paboTsl ¢ yerpoiictBamu. B orBeT Ha GET-
3aIpoC Mbl JTOJIKHBI BEPHYTH CIIUCOK CO BCEMU 3ATIUCAMU U3 Tabupl devices m URL
JUIS KasKIOM 13 HUX. HpI/I IIoJay4yeHnum Metoga POST 6yI[eT BbI3BaHa (byHKuI/Iﬂ import_
data() ¢ rimoGanbHBIM OOBEKTOM request B aprymMmenTe; oHa nobasiser YCTPONCTBO
1 3aMMChiBaeT MHGPOPMAIIIIO O HEM B 6a3y JIAHHBIX:

@app.route('/devices/', methods=["'GET'])
def get_devices():
return jsonify({'device': [device.get_url()
for device in Device.query.all()]})

@app.route('/devices/"', methods=["'POST'])
def new_device():
device = Device()
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device.import_data(request.json)

db.session.add(device)

db.session.commit()

return jsonify({}), 201, {'Location': device.get_url()}

B orBet Ha 3anpoc POST Bo3Bpalaercst oTBeT ¢ mycTbiM foKkyMeHTOM JSON B Tese
1 kosoM coctostHUs 201 (co3mano), a TaksKe AOTTOTHUTETbHbIE 3aTOJIOBKH:

HTTP/1.0 201 CREATED

Content-Length: 2

Content-Type: application/json Date:
Location: http://172.16.1.173:5000/devices/4
Server: Werkzeug/0.9.6 Python/3.5.2

Pacemorpum AP jist mosryuernst utdopMaruu 06 OTAENbHBIX YCTPORCTBAX.

API gns pabotbl ¢ oTAENLHBLIMU YCTPOMCTBAMU

B MapHipyTe /151 OTACJIbHbIX yCTpOI‘/JICTB YKa3aHoO, 4TO I/IlIEHTI/I(bI/IKaTOp JLOJIZKEH OBITH
HEJTOYUNCTCHHDBIM; 3TO MOJKET CJIIYKUTH HepBOﬁ JIMHAEN 3alllUTbl OT HEKOPPEKTHBIX
3allpOCOB. 311er TAaKK€ NCIIOJIb3YETCA O/lHA KOHEYHAsA TOYKa C ABYMsA METO/aMU,
B KOTOPBIX BBI3BIBAIOTCA TE JKE (bYHKL[I/H/I NMIIOPpTa U 9KCIIOPTA:

@app.route('/devices/<int:id>", methods=["'GET'])
def get_device(id):
return jsonify(Device.query.get_or_404(id).export_data())

@app.route('/devices/<int:id>", methods=["'PUT'])
def edit_device(id):
device = Device.query.get_or_404(id)
device.import_data(request.json)
db.session.add(device)
db.session.commit()
return jsonify({})

CTOUT OTMETHUTB, UTO METOJL query_or_404() CJyKHUT yA0OHBIM CITOCOOOM BEPHYThH
Ko/ 404 (He HalizieHO) Ha ciryJail, ecyiu B 6ase JaHHBIX HET 3aluceil ¢ ykasauHbiM 1D.
ITO JOBOJIBHO HJIETaHTHBII M KOMIAKTHBIN criocob 1poBepku 3anpoca Kk BJI.

[Moceanii yuacTok Ko/ia cozzaeT B Hase JaHHLIX TabMILy 1 3amyckaet cepsep Flask
ISt pa3paboTKu:

if __name__ == '__main__":
db.create_all()
app.run(host="'0.0.0.0"', debug=True)

ITO OJIMH U3 CaMbIX JJIMHHBIX CllcHapueB Ha Python B KHWTe, TO9TOMY ¥ HAC YIILIO
GoJrbItie BpeMeH  Ha ero paceMoTrpenue. OH TI03BOJISAET MPOUIITIOCTPUPOBATE PAbOTyY



326 Mmasa 9. Cospanue ceTesbix Be6-ceparcos ¢ nomowsio Python

¢ 6a30ii JaHHBIX Ha CEPBEPHON CTOPOHE IS OTCAEKUBAHUS CETEBLIX YCTPOUCTB,
BHEITHWH JIOCTYT K KOTOPBIM ocyinecTsisiercs mo APT ma ocrose Flask.

B caeytotiiem pasjesie Bbl y3HaeTe, Kak UCIOIb3oBaTh AP /171 BBITIOTHEHNS acHH-
XPOHHBIX 337124 KaK C OTAEIbHBIMI YCTPOIICTBAMH, TAK U C TPYIIIION YCTPONCTB.

ﬂ,MHOMW—IeCKMe ceTeBsblie onepaunm

Wrak, nam API ymeer npeocTaBsigTh cTaTuuecKkyio MHPOPMAIUIO O CeTH; 3ampa-
IIMBAIOIIEll CTOPOHE MOKHO BEPHYTH BCE, YTO MOXKeT OBbITh COXpaHeHo B Oasze gaH-
HBIX. BBIJIO GBI 3710POBO, ecyin OBl MBI MOTJIM B3aUMOAEHCTBOBATH C HAIIEH CEThIO
HAIIPSAMYI0, 3alIPALIBATh CBeJeHUsI 00 YCTPOHCTBAX MU BHOCUTH U3MEHEHUSI B UX
KOH(UTYPAIUIO.

BosbmeMm 3a ocHOBY clieHapUi 11 B3aUMOJEHCTBUA € YCTPONUCTBOM € IIOMOIIBLIO
Pexpect, KoTOpbIit MBI Y3Ke BUjiesu B ri1aBe 2, u opopMuM ero B Bujie (hyHKIUHU, 4TO-
OBI 3aTEM UCIIOIL30BaTh B chapter9_pexpect_1.py:

import pexpect

def show_version(device, prompt, ip, username, password):
device_prompt = prompt
child = pexpect.spawn('telnet
child.expect('Username:")
child.sendline(username)
child.expect('Password:")
child.sendline(password)
child.expect(device_prompt)
child.sendline('show version | i V')
child.expect(device_prompt)
result = child.before
child.sendline('exit")
return device, result

+ ip)

ITpoBeprM HOBYO (QDYHKIHIO B HHTEPAKTUBHOM 060I0UKeE:

>>> from chapter9_pexpect_1 import show_version

>>> print(show_version('iosv-1', 'iosv-1#', '172.16.1.225', ‘'cisco',
'cisco'))

('iosv-1', b'show version | i V\r\nCisco I0OS Software, IOSv Software
(VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE SOFTWARE (fc2)\r\
nProcessor board ID 9Z1DS4YEJWHZGVUM73HWA\r\n')

o, Y6enutecs, 4to BAW cueHapwit Ha ocHose Pexpect pabotaer. B cneayiowem
-@- npuMMepe NpeanonaraeTcs, YTo Bbl BBENM B 6A3Y AGHHBIX BCIO HEOBXOAUMYIO
4 N\

£ MHPOPMALIMIO M3 NpefbifyLLero pasaend.
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JloGasum B chapter9_7.py HOBbII API iy IO/TydeHnsT Bepcuu yCTPOUCTBa:

from chapter9_pexpect_1 import show_version
<onyueHo>
@app.route('/devices/<int:id>/version', methods=["'GET'])
def get_device_version(id):
device = Device.query.get_or_404(id)
hostname = device.hostname
ip = device.mgmt_ip
prompt = hostname+"#"
result = show_version(hostname, prompt, ip, 'cisco', ‘'cisco')
return jsonify({"version": str(result)})

3ampamBaoas CTOPOHA MOTYYUT CICAYIONTHH Pe3yabTaT:

(venv) $ http GET http://172.16.1.123:5000/devices/1/version
HTTP/1.0 200 OK

Content-Length: 212

Content-Type: application/json

Date: Tue, 08 Oct 2019 23:53:49 GMT

Server: Werkzeug/0.16.0 Python/3.6.8

{

"version": "('iosv-1', b'show version | i V\\r\\nCisco I0S Software,
IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE
SOFTWARE (fc2)\\r\\nProcessor board ID 9Z1DS4YEJWHZGVUM73HWA\\r\\n')"
¥

Teneps 106aBUM ellle OJHY KOHEYHYIO TOUKY /IS BBIIOJTHEHUSI TTAKETHBIX OTIePAIlHil
C HECKOJIBKIIMHU YCTPOUCTBAMHU Ha OCHOBE MX OOIIIX moJieil. B caemaytomem mprmvepe
KoHeuHas Touka ussiekaer 13 URL arpubyr device_role 1 OTBICKMBAET COOTBET-
CTBYIOIIEe YCTPOMCTBO (MM yCTPOKCTBA):

@app.route('/devices/<device_role>/version', methods=['GET'])
def get_role_version(device_role):
device_id_list = [device.id for device in Device.query.all()
if device.role == device_role]
result = {}
for id in device_id_list:
device = Device.query.get or_404(id)
hostname = device.hostname
ip = device.mgmt_ip
prompt = hostname + "#"
device_result = show_version(hostname, prompt, ip, 'cisco', 'cisco')
result[hostname] = str(device_result)
return jsonify(result)

KoweuHo, nepebupats sce ycrpoiictaa B Device.query.all(), kak 8 npeasiayiem

\G/\/ npumepe, byaet HeapPeKTUBHO. B NPOMBILINEHHBIX YCNOBUAX Mbl MOTIM Bbl
Bocrnonb3oeatbcs SQL-3anpocom, KOTOpbLIM OTLILET YCTPOMCTBA C 3AAAHHOM
ponbio.
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C nomomipio RESTful API MOKHO MOJIyYUTh CITHCOK CPas3y BCEX MArUCTPATbHBIX
1 iepuepruitHbIX yCTPOUCTB:

(venv) $ http GET http://172.16.1.123:5000/devices/spine/version
HTTP/1.0 200 OK
<onyueHo>

{

"iosv-1": "('iosv-1', b'show version | i V\\r\\nCisco IOS Software,
IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE
SOFTWARE (fc2)\\r\\nProcessor board ID 9Z1DS4YEJWHZGVUM73HWA\\r\\n')",

"iosv-2": "('iosv-2', b'show version | i V\\r\\nCisco IOS Software,
IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE
SOFTWARE (fc2)\\r\\nProcessor board ID 9BPSF4VEHO68CWL8YVZGT\\r\\n')"

}

Kak mpouirocTpupoBaHo Bbile, KoHeuHbie Touku API obpariatorest K yeTpoii-
CTBY (-aM) B PeXKUMe PeaibHOTO BpEMEHH 1 BO3BPAIIAIOT PE3YJIbTAT 3arpallliBaioIen
cropone. OIHAKO TAKOW MOJXO/] TOUTCSI, TOJBKO €CJIM OIepaIisl BCEr/la yCIeBAeT
OTBETUTD B IIpeiesiax TaiiM-ayTa (110 ymosrdanuio 30 cekyH/1) MU eCJu Bbl 101y CKa-
ere, uro HTTP-ceanc MoskeT 3aBepInThCs 10 KOHIA omepaiun. YToObl penmnTh
npobseMy TaiiM-ayTa, 3alauil MOKHO BBIIIOJIHATH aCMHXPOHHO. B ciieyiomiem noj-
pas/ieie Bbl YBHU/IUTE, KAK 9TO JIETAETCS.

AcnHxpoHHbIe onepauumn

[To Mmoemy MHeHUIO, acuHXpOHHbIE oniepanuu Flask, korja 3ajaun BeIOTHSIOTCS
HE B XPOHOJIOTUYECKOM TIOPsi/IKe, — cJIosKHast Tema. Y Muresst ['punbepra (https://
blog.miguelgrinberg.com/), KoToporo g o4eHb yBaxkaio, Ha 3Ty TEMY €CTbh MHO-
ro crareil B 6iore u npumepos B GitHub. B zeMoHCTpallMOHHOM clieHapuu
chapter9_8.py ucmnoJsb3yercd nekopatop background Ha ocHOBe Kojma Murensg
(https://github.com/miguelgrinberg/oreilly-flask-apis-video/blob/master/camera/camera.
py) mas Raspberry Pi. g Hauajia UMIIOPTUPYEM HECKOJBKO JIONOJHUTEIbHBIX
MO/JLyJIeH:

from flask import Flask, url_for, jsonify, request,\
make_response, copy_current_request_context

from flask_sqlalchemy import SQLAlchemy

from chapter9_pexpect_1 import show_version

import uuid

import functools

from threading import Thread

[lekopaTop background ripunumaet (OyHKIIUIO U BBITIOJIHSET €€ B (DOHOBOM pPesKUME,
ncronb3ys nmotok 1 UUID B xauecTBe npentudukaropa 3afauu. [lekopaTtop Bo3-
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Bparaer Ko/ 202 (IpUHATO) U Ty Th K HOBBIM PECypcaMm, TT0 KOTOPOMY JIOJIKHA 00-
patuThes 3ampamuBaomas ctopora. Cozmaanm HoBbIlT URL 11t mpoBepku cocTost-
HU BBIOJIHAIONIENCS 3aaul:

@app.route('/status/<id>"', methods=['GET'])
def get_task_status(id):
global background_tasks
rv = background_tasks.get(id)
if rv is None:
return not_found(None)
if isinstance(rv, Thread):
return jsonify({}), 202, {'Location': url_for('get_task_status’',
id=id)}
if app.config[ 'AUTO_DELETE_BG_TASKS']:
del background_tasks[id]
return rv

[Tocne usBneuenus: pecypce yzpamusiercs. /st 9Toro B BepXHeil 4acTi MPUJIOKEHUS
napamerpy app.config[ 'AUTO_DELETE_BG_TASKS'] npucBauBaercs True. JJobaBum
9TOT JE€KOPATOP B KOHEUYHYIO TOUKY version; B HEM CKPbITa BC CJI0KHAS JIOTUKA,
MI09TOMY OCTAJIbHOI KOJI MEHITh He HYKHO (3/10pOBO, ITpaB/a?):

@app.route('/devices/<int:id>/version', methods=["'GET'])
@background
def get_device_version(id):

device = Device.query.get_or_404(id)
<onyweHo>
@app.route('/devices/<device_role>/version', methods=["'GET'])
@background
def get_role_version(device_role):

device_id_list = [device.id for device in Device.query.all() if
device.role == device_role]
<onyweHo>

[Tosryuenne pesyJibTaTa IPOMCXOAUT B iBa ATara. CHavasia BhITOJIHSIETCST GET-3a11poc
K KOHEYHOU TOUYKe, KOTOPBIN BO3BPAIaeT OTBET € 3aT0JTOBKOM Location:

(venv) $ http GET http://172.16.1.123:5000/devices/spine/version
HTTP/1.0 202 ACCEPTED

Content-Length: 3

Content-Type: application/json

Date: Tue, 08 Oct 2019 23:58:57 GMT

Location: http://172.16.1.123:5000/status/057c895371b448d2aad30525c31e
1c51

Server: Werkzeug/0.16.0 Python/3.6.8

{}

3ateMm, YTOOBI TOTYYUTh CAM PE3YJIBTAT, BBITTOIHSIETCST BTOPOU 3AITPOC IO YKA3AHHO-
MY ajpecy:
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(venv) $ http GET http://172.16.1.123:5000/status/057c895371b448d2aad3052
5c3lelc51

HTTP/1.0 200 OK

<onyueHo>

{

"iosv-1": "('iosv-1', b'show version | i V\\r\\nCisco IOS Software,
IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE
SOFTWARE (fc2)\\r\\nProcessor board ID 9Z1DS4YEJIWHZGVUM73HWA\\r\\n')",

"iosv-2": "('iosv-2', b'show version | i V\\r\\nCisco IOS Software,
IOSv Software (VIOS-ADVENTERPRISEK9-M), Version 15.6(3)M2, RELEASE
SOFTWARE (fc2)\\r\\nProcessor board ID 9BPSF4VEHO68CWL8YVZGT\\r\\n')"
¥

Yo6ennumcst, uTo B ciydae HErOTOBHOCTU pecypca Bo3Bpalaercs Koj coctosuus 202:
HCIIOJIb3YEM JIJIsl TOTO CIieHapHil chapter9_request_1.py, KOTOPbIi Cpasy BBIOJI-
HSIET 3aI1POC K HOBOMY PECypCy:

import requests, time

server = 'http://172.16.1.123:5000"
endpoint = '/devices/1/version'

# MepBblii 3anpoc AnA MONyYeHUs HOBOro pecypca

r = requests.get(server+endpoint)

resource = r.headers['location']

print("Status: {} Resource: {}".format(r.status_code, resource))

# BTOpol 3anpoc AnA MNony4YeHusa COCTOAHUA pecypca
r = requests.get(resource)
print("Immediate Status Query to Resource:

" + str(r.status_code))
print("Sleep for 2 seconds")

time.sleep(2)

# TpeTuit 3anpoc AnA MONYyYeHUA COCTOAHUA pecypca

r = requests.get(resource)
print("Status after 2 seconds:

" + str(r.status_code))
Kax BU/INTE, ITOKa PECYPC NMPOAOJIZKAET BbITTOJHATHCS B (bOHe, B OTBET Ha 3alIPOC BO3-
Bparmaetcs xkoj 202:

(venv) $ python chapter9_request_1.py

Status: 202 Resource: http://172.16.1.123:5000/status/6108048c6e9b40fbab5s
a5b53c5817e7c¢

Immediate Status Query to Resource: 202

Sleep for 2 seconds

Status after 2 seconds: 200

[portecc cozmanusg API uzer rmanko! CeTeBbie pecypchl — 3TO Hallla EHHOCTD, TI0-
ATOMY JOCTYII K HUM JIOJKEH MMETh TOJIbKO aBTOPU30BaHHbBIN TiepcoHas. B ciemy-
I01IlEM Pa3/iesie Mbl nobasum B Harr API 3JIeMeHTapHble MEXaHU3Mbl 6e301aCHOCTH.
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AyTeHTMdUKALMI M ABTOPM3ALMS

Peanmuzyem 6a30ByI0 ay TeHTU(DUKATIUIO OJTb30BaTEIEH ¢ TOMOIIBIO MOJYJIst httpauth
u3 dpeiimopka Flask, nanmncannoro Muresem I'punbeprom; Takske nmpumenum ou-
6amorexy Werkzeug nis paGoThl ¢ mapossiMu. B Hadase riaBbl Mbl YCTaHOBIIIN
MOZyJTb httpauth B unciie APyruX MepevnucIeHHbIX B (aiiie requirements. txt.
HoBbriii crieHapuii, HTIOCTPUPYIOIMIA HALIIK MePbl 6€30IIaCHOCTH, HA3bIBAETCS
chapter9_9.py. OH HaUMHaETCs C UMIIOPTA JOTIOJTHUTEIbHBIX MOy JIel:

from werkzeug.security import generate_password_hash, check_password_hash
from flask_httpauth import HTTPBasicAuth

Cosmagum 06beKT HTTPBasicAuth 1 00bekT User 1i1s paGoTe! ¢ 6a3oil gannbix. O6-
patuTe BHUMAHUE: B IPOIIECCE CO3AHUST OOBEKTY TEPEIaeTCsl 3HAUCHHE MapoJisi, HO
MbI OyIeM COXPaHSTb TOJBKO €ro Xel, password_hash:

auth = HTTPBasicAuth()

<onyueHo>

class User(db.Model):
__tablename__ = 'users'
id = db.Column(db.Integer, primary_key=True)
username = db.Column(db.String(64), index=True)
password_hash = db.Column(db.String(128))

def set_password(self, password):
self.password_hash = generate_password_hash(password)

def verify_password(self, password):
return check_password_hash(self.password_hash, password)

Y o6bekra auth ecTh ekopaTop verify_password, KOTOPBIH MOKHO HCIOTB30BATh
BMecTe ¢ rIobanbHbIM KoHTekcTOM Flask g, co3manubiM npu 11oJIy4eHnn noJib30Ba-
TeJIbCKOro 3alipoca. Eciiu coxpanuTb B 9TOT KOHTEKCT 3allUCh O 110JIb30BaTele, OHa
GyJIeT IOCTYITHA Ha TIPOTSKEHUH BCEH TPaH3aKIUN:

@auth.verify_password
def verify_password(username, password):
g.user = User.query.filter_by(username=username).first()
if g.user is None:
return False
return g.user.verify_password(password)

IT0 yaobubIii 06paboTunk before_request, KOTOPBHIIT MOKHO HCTIOIb30BATH MEPE]T
BBI30BOM J1I000ii koHeunoii Touku API. IIpumenum ero u gexoparop auth.login_
required KO BCEM HAIIMM MapIIPyTaM:
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@app.before_request

@auth.login_required

def before_request():
pass

U HakoHell, BOCIOIb3yeMcst 00paboTIIKOM OIIOOK unauthorized, 4To0bI BO3BpamaTh
00BEKT response ¢ KoaoM cocTosiiust 401 (10JIb30BaTeb He aBTOPU30BaH ):

@auth.error_handler
def unathorized():
response = jsonify({'status': 401, 'error': 'unauthorized',
'message': 'please authenticate'})
response.status_code = 401
return response

Cosmaaum mosb3oBatesiell B Haleld 6ase TaHHBIX — TOT/IA MBI CMOKEM TTPOBEPUTD
ayTeHTUdUKAINIO:

>>> from chapter9_9 import db, User
>>> db.create_all()

>>> u = User(username='eric")

>>> u.set_password('secret")

>>> db.session.add(u)

>>> db.session.commit()

>>> exit()

IToce zamycka csoero cepsepa Flask miis paspaborku momnpobyiiTe Kk Hemy 06paTHTh-
¢sl, Kak MBI 9TO JieJiaji paHee. Ha aTOT pa3 Bbl YBUIUTE, YTO CEPBEP OTKIOHMUII Balll
3arpoc u BepHy.t omubKy 401 (1o1p30BaTe b HE ABTOPU30BAH ).

(venv) $ http GET http://172.16.1.123:5000/devices/
HTTP/1.0 401 UNAUTHORIZED

<onyueHo>

WWW-Authenticate: Basic realm="Authentication Required"

{
"error": "unauthorized",
"message": "please authenticate",
"status": 401

}

Tenepb, 4TOODI MMOAKIIOYUTBHCA K CEPBEPY, 3allPOC AOJIKEH CO/IEPIKATDh 3ar0JIOBOK
ayTEHTI/I(l)I/IKaLII/H/IZ

(venv) $ http --auth eric:secret GET http://172.16.1.123:5000/devices/
HTTP/1.0 200 OK

Content-Length: 192

Content-Type: application/json

Date: Wed, 09 Oct 2019 ©0:31:41 GMT

Server: Werkzeug/0.16.0 Python/3.6.8
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{

"device": [
"http://172.16.1.123:5000/devices/1",
"http://172.16.1.123:5000/devices/2",
"http://172.16.1.123:5000/devices/3",
"http://172.16.1.123:5000/devices/4"

1

¥

V¥ nac mosyuniicst ipusnaabiii RESTful APT gt ateit ceru. Korzia mosibsoBarestio
MOHAZO0OUTCST HHGMOPMAIIHST O CETEBOM YCTPOHCTBE, OH CMOYKET 3AMPOCUTH Y CETH
cratTudeckoe cofiepskumoe. OH TaKKe MOKET BBITTOJHSTH CETEBbIE OMEPAIMH C OT-
JIeJIbHBIMU UJIH HECKOJIBKUMHE YCTPOiicTBAMU cpasy. Mbl IPelyCMOTPENIH U 3JIEMEH-
TapHbie Mepbl 6€30TacHOCTH, YTOOL! JaHHble 13 Hatero APT MoTn m3Biekath
TOJIBKO CO3/IAHHbBIE HAMU MMOJIb30BaTe . Vl Bce 3TO yMECTUIIOCHh B OJHOM (haiije
nmmnoit 250 crpox (200, ecoir He cYUTATH KOMMEHTApPUN )!

Ecnu Bac uuTepecyioT noapobHOCTH ynpaBneHns Nonb3oBaTeNbCKUMM CEaHCa-
\/\Z MU, UX 3AMOMMHOHME, O TAKXKE BXOJ U BBIXOS M3 CUCTEMbI, § PEKOMEHAYIO pac-
wupenme Flask-Login (https://flask-login.readthedocs.io/en/latest/).

Mpr nakancysnpoBanu BHyTpeHHnn API mocTasiika B Hatieil cetr, 3aMeHUB €T0
cob6erernbiM RESTTul API. Baarozapst 9ToMy MbI MOKEM HCIIOJIb30BATh HA CEPBEP-
HOI CTOpOHE Bce, YTO HaM HY’KHO, BKJIouasi Pexpect, a 3arpannsaonias CTOpoHa
TIPU 3TOM TTOJTyYaeT yHU(MDUIMPOBAHHBIN KIMEeHTCKUH nHTepdetic. Mbr MokeM 1oii-
TH ellle Jajbllie U 3aMEeHUTDh UCXO/IHOE ceTeBOe YCTPONCTBO, He OKa3blBasd HUKAKOTO
BJIVSTHUST Ha I0JIb30BaTeJIel, KOTOPbIE MIJIIOT HaM cBou 3ampocsl. Flask mossouisier
peajin30BaTh 3TOT yPOBEHb abCTpaKkIMu MpocTo U KoMnakTHo. K tomy ke Flask tpe-
GyeT MeHbIIIE PECYPCOB, €CJIU UCIOIb30BAaTh KOHTEHHEPHDL.

BuinonHenune Flask B koHTenHepax

Kowureiinepbl 06pesi MoIyasipHOCTD B TIOCIEIHUE HECKOAbKO jeT. OHM [aioT J10-
TIOTHUTEJIbHbIE YPOBHN a6CTpaKHI/H/I 1 BUPTyaJIn3alin 10 CPaBHEHUIO C BUPTYyaJlb-
HBIMU MalllMHaAMHW Ha OCHOBE THUIIEPBU30pa. O6cy>KZIeHI/I€ KOHTeﬁHepOB BbBIXO/IUT 3a
pamku 910l kKHurn. Ho 715t Tex, KoMy MHTEPECHO, Mbl TIPE/LIATAeM O3HAKOMUThCSI
C TIPOCTBHIM MIPUMEPOM: KaK Mpusioxenne Ha ocHose Flask MokHO 3amycTuTsb B KOH-
teitnepe Doocker.

Harmr mpuMep ocHOBaH Ha mpakTudeckoM pykoBoctse o Docker ot DigitalOcean,
IOCBSIIIEHHOM CO3[aHUI0 KOHTEITHEPOB Ha KOMIIBIOTEPAX MO/ YIPaBICHUEM
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Ubuntu 18.04 (https://www.digitalocean.com/community/tutorials/how-to-build-and-
deploy-a-flask-application-using-docker-on-ubuntu-18-04). Ecsii BBl m10X0 3HAKOMBI
¢ KOHTeHHEepaMHu, sl PEKOMEH/IYIO BaM 03HAKOMUTBCS C 9TUM PYKOBOJACTBOM H 3aTEM
BEPHYTHCS K JAHHOMY pas/ieny.

Y6eaumcest, uTo y Hac yctaHoBseH maket Docker:

$ sudo docker --version
Docker version 19.03.2, build 6a3@dfc

Co3maanuM KaTajor ¢ UMEHEM TestApp, B KOTOPOM 6y[[eT XPaHUTHCS HaIl KO

$ mkdir TestApp
$ cd TestApp/

B nem MbI co3ajiuM elie OJIMH KaTajior ¢ UMEHEM app W [IOMECTUM B Hero (daiin
_init__.py:

$ mkdir app
$ touch app/__init__.py

Jloruka Harero mpuIoKeHus: OyIeT HAXOAUTHCS B Katasiore app. IIOCKOIbKY /10 CIX
TIOP MBI XPAHUJIN BECh KOJI B OJTHOM (paiisie, ckommpyeM cojiepskumoe chapter9_6.py
Bapp/__init__ .py:

$ cat app/__init__.py
from flask import Flask, url_for, jsonify, request
from flask_sqlalchemy import SQLAlchemy

app = Flask(__name_ )
app.config[ 'SQLALCHEMY_DATABASE_URI'] = 'sqlite:///network.db’
db = SQLAlchemy(app)

@app.route('/")

def home():
return "Hello Python Netowrking!"

<onyweHo>

class Device(db.Model):
__tablename__ = 'devices’
id = db.Column(db.Integer, primary_key=True)
hostname = db.Column(db.String(64), unique=True)
loopback = db.Column(db.String(120), unique=True)
mgmt_ip = db.Column(db.String(120), unique=True)
role = db.Column(db.String(64))
vendor = db.Column(db.String(64))
os = db.Column(db.String(64))

<onyweHo>

B aroT ke KaTasor MOKHO CKOIIMPOBATh CO3aHHbIi HaMu (aiin 6aspl maHubx SQLite:



Buinonnenue Flask B konTerHepax 335

$ tree app/
app/
F—— _init__.py

F— network.db

[TomecTum aiis requirements.txt B KaTajior TestApp U CO3/1aJIMM ClieHapUii main. py,
KOTOPBII OyJeT CIyKuTh TOuKoii Bxoza. Takske gobasum INI-ail st uwsgi:

$ cat main.py
from app import app

$ cat uwsgi.ini
[uwsgi]

module = main
callable = app
master = true

Hcrnosib3yeM B KauecTBe OCHOBBI TOTOBbIN 06pas Docker u cosmannm daiin Dockerfile,
4T00BI cOOPaTh CBOI 00pas:

$ cat Dockerfile

FROM tiangolo/uwsgi-nginx-flask:python3.7-alpine3.7
RUN apk --update add bash vim

RUN mkdir /TestApp

ENV STATIC_URL /static

ENV STATIC_PATH /TestApp/static

COPY ./requirements.txt /TestApp/requirements.txt
RUN pip install -r /TestApp/requirements.txt

Hain cuenapuii komanaaoii o6omouku start. sh cobeper o0pas, sammyctur ero 8 ho-
HOBOM peskrMe u nepenanpasut mopt 8000 B kouTeiiHep Docker:

$ cat start.sh
#!/bin/bash
app="docker.test"
docker build -t ${app} .
docker run -d -p 8000:80 \
--name=${app} \
-v $PWD:/app ${app}

Ternepb MOKHO HCTIOJIB30BATh CIleHApUil start.sh mist c6opku 0Opasa u 3amycka
HaIllero KOHTelHepa:

$ sudo bash start.sh

Sending build context to Docker daemon 49.15kB

Step 1/7 : FROM tiangolo/uwsgi-nginx-flask:python3.7-alpine3.7
python3.7-alpine3.7: Pulling from tiangolo/uwsgi-nginx-flask
48ecbb6b270e: Pulling fs layer

692f29ee68fa: Pulling fs layer

<onyueHo>
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Teneps Hatie npusokeHre Ha ocHoBe Flask BbimosiHsieTcst B KOHTEHEPE, KOTOPbIi
JlocTyTieH Ha HatreM xocte Ha moprte 8000:

$ sudo docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

ac5384e6b007 docker.test "/entrypoint.sh /sta.." 55
minutes ago Up 46 minutes 443/tcp, ©0.0.0.0:8000->80/tcp

docker.test

Bort agpectast crpoka ¢ IP-adpecom ynpasisiowezo xocma (puc. 9.4).

& C @ Not Secu€ 192.168.2.123:8000 >

Hello Python Networking!

IP-agpec ynpaBnsioLwero xocta

Puc. 9.4. IP-appec ynpasnsiowiero xocta

Koneunas mouxa API Flask soirisiiut tak (puc. 9.5).

+ KoHeyHas Toyka API Flask

{"dowica™s | "hteps /192, 160.2. 1230000 /devicas/ 1", "hetps /1103, 168,32, 13120008/ dovicen 3", "hetps / /192, 160.2. 12318080/ / davices/ 3" “Rtep: /192, 108.2. 1310008/ do

Puc. 9.5. KoHeunas touka APl Flask

MbI MOKEM OCTAaHOBUTH U yIAJIUTh KOHTEUHEDP C TIOMOIIBIO CJAEAYIONINX KOMAH/I;

$ sudo docker stop <container id>
$ sudo docker rm <containter id>

Mbl Takske MoxkeM yzaaauTb oopas Docker:

$ sudo docker images -a -q #find the image id
$ sudo docker rmi <image id>

Boinosaenne Flask B konTeliHepe aet Ham eliie 60Jibliie THOKOCTH U BO3MOKHOCTD
pazsepThiBaTh cBon API B mpomblniieHHOM okpyskeHnn. KoHeuHo, KOHTeHEPHI
COBMIAIOT IOIIOJHUTEIbHBIE CJIOKHOCTU U IIPUOABIISIOT PaOOTHI CUCTEMHBIM a[MIHU-
cTparopam, IO3TOMY IIPH BBIOOPE METOJIOB Pa3BEPTHIBAHUS CJECIYET B3BECUTD BCE
MIPENMYINECTBA U U3AEPKKU. MBI TOJIONLIN K KOHILY TJIaBbl. BCIIOMHNM, 4TO MbI ¢ BAMU
yCIIeJIN CIeNTaTh.
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Pesiome

['7aBy MBI HAUaIu € TOTO, YTO cTasu Ha yTh moctpoernst RESTful API mist marmeit
cetr. MBI paccMOTpeJIn MOy IspHble BeO-ppeiiMBopku Ha st3bike Python — Django
u Flask — u cpaBammm nx mexxay coboii. Bei6op Flask mossosna nam HauaTh ¢ Majio-
0 ¥ 100aBJISATH HOBbIE BO3MOKHOCTH 32 CUET PACIIUPEHU 3TOTO (hpeiiMBOPKa.

MbI BCroJIb30BaIM B Halllel TaGOPaTOPUK BUPTYAJIbHOE OKPYKEHUE, 4TOOBI OTAETUTh
ycraHoBsieHHbIH ak3emiusip Flask ot rimobanbHoii kosuiekinu makeros Python. Harma
CeTb COCTOSJIA U3 YeThIPEX Y3JI0B: IByX MarCTPaJIbHBIX MapIIPyTU3aTOPOB U JIBYX
nepudepuitabx. Mot cesanu 0630p ocHOBHBIX BoamoskHOcTel Flask u mpoBepuiiu
koudurypanuio zHamero API ¢ momotnsio mpocroro kianenta HTTPie.

N3 muoxecrBa Bosmoxkuocreil Flask 6b11n 0co6o Bbigesienbr Mapupytusanus URL
U TIepeMEHHbIE B MapIIPyTaX, TAK KaK OHU COCTABJISAIOT Ga30BYIO JIOTHKY B3aMOJIEH -
CTBUI MesKy 3ampaiuuBaiomnieil croporoii u namumM API. Ber yeugenn, kak Flask-
SQLAlchemy u SQLite MOKHO MCIIOIB30BATH U1 XpaHEHUs U BO3BpaTa nHMOpMa-
UM O CTATUYECKUX dJIEMEHTaX ceTH. MBI TaKKe CO3/1aJii KOHEYHbIE TOUKU JIJIST
a/IMUHUCTPATHBHBIX 33/[a4, BBITOJHEHNE KOTOPBIX OCHOBAHO HA OOPAIIEHUH K APYTUM
nporpammam, Haripumep Pexpect. /lJist coBepiiieHcTBOBaHUS Halllelt KOH(MUTYpaIiu
Mbl 1oGasun B APT acuHXpoHHYI0 06paboTKy 1 ayTeHTH(GUKAIN0. B KoHIe ObLIO
noKasaHo, kak sanyctutb API Ha ocHose Flask B konreiinepe Docker.

B rmaBe 10 MBI cMEHVM TEMY W PACCMOTPUM OOJTAUHbIE CETEBBIE TEXHOJIOTHN Ha TIPH-
mepe Amazon Web Services (AWS).
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Ob6nayHble ceTeBble
TexHonormmn AWS

Ob6JtauHble BBIYUCTIEHUST — OJHO U3 BEAYIIX HAIIPABJCHUN B COBPEMEHHOM KOM-
MBIOTEPHOM MUPE, U 9Ta TEHAEHITIS COXPAHAETCS Ha TIPOTSKEHN MHOTHX JieT. [Ty6-
JITYHbIe 00JIAUHbBIE TPOBANIEPHI TPe0OPA3UIN UHYCTPHUIO CTAPTAIIOB M U3MEHUJIH
MOHMMAaHIE TOTO0, YTO TpebyeTes JIs 3alycKa HOBOTO cepBuca ¢ HyJist. Ham Gorbiiie
He HY’KHO CTPOUTH COOCTBEHHYIO MH(MPACTPYKTYPY; MbI MOKEM apeHIOBATh Y M-
GJIMIHOTO 0OJTAYHOTO MPOBaiilepa YacTh €ro PECYPCOB JIJIsT CBOUX TTOTPEOHOCTEN.
B Harm gHU cpen yYaCTHUKOB JII0O0N TEXHOJIOTHUECKOM KOH(DEPEHIIH U BCTPE-
YU CJIOKHO YBUJIETD YeioBeKa (Ge3 3HAHWH UJIM OTBITa UCTIONB30BAHU /CO3MAHS
obmaunbix cepBrucoB. OG/auHbIe BBIYUCIEHUS] — 3TO BCEPbE3 M HAJOJITO, 1 HAM
0CTaeTCs TOITBKO CBBIKHYTHCS C 3THUM.

Cy1iecTByeT HECKOJIBKO MOJIeIel 00JIauHbIX YCIYT, KOTOPBIE B 1[EJIOM MOKHO pas-
neuTh Ha SaaS (Software-as-a-Service — npozpammioe obecneuenue Kax yciyea,
https://ru.wikipedia.org/wiki/MporpammHoe_obecneverne_kak_ycnyra), Paas (Platform-
as-a-Service — naameopma xax ycayea; https://ru.wikipedia.org/wiki/Mnatdopma_kak_
yenyra) u laaS (Infrastructure-as-a-Service — ungppacmpyxmypa kax ycayea; https://
ru.wikipedia.org/wiki/MHdpacTpykTypa_kak_ycnyra). Kaskmas npejiaraer oTaebHbIi
YPOBEHb aOCTPAKIIH ¢ TOYKH 3PEHIS [IOJIb30BATEIsl. B HAIlleM cirydae ceTeBble TeX-
HOJIOTUMH — 9TO YacTh laaS, n o6cysKaeHne UMEHHO 9TOI Mojiesin OYIeT ITaBHOI TeMOii
JTAaHHOM TJIaBHhI.

Amazon Web Services (AWS — https://aws.amazon.com/) — miepBast KOMITaHUsI, KO-
Topas npeIoxuiIa nybananyto yeayry laaS, u no cocrosiauio Ha 2019 rog oHa
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SIBHBII JIUJIep B 9TOW 00JIaCTH, €CJIM CMOTPETH Ha ee PHIHOYHYTO 10110, Ecan o
npoepammmo-onpedensemvimu cemsmu (Software-Defined Networking, SDN) non-
pasyMeBaeTcs rPyIIa IPOrPaMMHbBIX CEPBUCOB, KOTOPble pab0Tal0T COBMECTHO /151
peanusaly TaKuX CeTeBbIX KOHIemii, Kak [P-aapeca, ciucku gocryna, banam-
cuposuuku Harpysku, NAT (Network Address Translation — npeobpasosanue ce-
mesvix a0pecos ), MOKHO yTBEPKIaTh, uTo AW'S — KpylHeiinumii B Mupe posaiigep
SDN. 9rta KoMIaHus UCIOJb3yeT MaciTab cBoeii r100aJIbHON CeTH, a TaKKe CBOU
JaTa-IeHTPbI M CEPBEPBI /IS MPEAOCTABICHUS MOTPSACAIONEr0 06beMa CETEBbIX

YCJIYT.

Ecnu Bbl xoTUTE y3HaTh Bonblue o macluTtabe 1 ceTesbix TexHonoruax Amazon,

\E/\/ S HOCTOATENBHO PEKOMEHAYIO MOCMOTPeTb BbicTynneHue Oxeiitmca lamunsToHa
(James Hamilton) Ha kondeperummn AWS re:Invent 2014: https:/ /www.youtube.
com/watchev=JIQETrFC_SQ.

B 5701 ritaBe Mbl 00CYZIM CETEBbIE YCIYTH, IpegocTaBisieMmbie obmakom AWS,
u ocobenroctu paboTs ¢ Humu u3 Python, Takne kax:

® 1oaroToBKa K pabore ¢ AW'S u kpaTKuii 0630p CETEBBIX TEXHOJIOTUII;
® BUPTyaIbHOE YaCTHOE 00JIAKO;

® Direct Connect u VPN;

® CePBUCHI JUIsE MACIITaOUPOBAHUS CETEBBIX TEXHOJIOTHI;

°

npyrue ceteBbie yeayru AWS.

ITpuroroBuM Bce HEOOXOANMOE.

[Toarotoeka k pabote ¢ AWS

Ecim y Bac ente Her yuyerHoii sanuc AWS 1 Bbl XOTUTe 0Ipo6OBaTh IPUMEPHI U3
3TOM IJ1aBbI, TO ITpoiinTe 110 ajgpecy https://aws.amazon.com/ 1 3aperucTprupyiTech.
Perucrparus mpocta v TIOHSITHA; BaM MTOHATOOUTCST GaHKOBCKAsT KapTa M KaKOH-TO
METOJ MICHTU(DUKAIIMT TTIHOCTH (HATPUMED, MOOUITLHBIHN TeiehOH ¢ BOBMOKHOCTBIO
npunumatb CMC).

g naunnatomux AWS npeniaraer psag Oecuatabix yeuyr (https://aws.amazon.
com/free/), KOTOPBIMU MOKHO TI0JIb30BaThCs orpanudenno. Hampumep, B aToi
riase Mbl Oyzem paborats ¢ Elastic Compute Cloud (EC2); 6ecriiaTHbrii maker
EC2 BxJiouaer 750 yacoB MCIIOIb30BaHuUsT MHCTaHCca (9K3eMILIsIpa) t2.micro B Me-
CSII B IEPBBIN TOJI.



340 Tnaea 10. O6nayHble cetesble TexHonornm AWS

Sl coBetylo Bceria HaYUMHATH ¢ OECTIATHOM BEPCHU U 3aTeM TP HEOOXOAUMOCTI
MOCTENEHHO TIEPEXOIUTD Ha JIPYTHe Tapu(HbIe MJIaHbl. AKTyaJIbHbBIE TIPEJIOKEHUS
cmotpure Ha caiite AWS (puc. 10.1).

Pridng  Gerting Started  More = English =  MyAccount =

AWS Free Tier

The AWS Free Tier enables you to gain free, hands-on experience with the
AWS platform, products, and services.

Free Tler Detalls Get Started Free Tler Saftware

AWS Free Tier Details

# FEATURED B 1ZMONTHSFREE O AUWAYSFREE @ TRIALS Y PRODUCT CATEGORIES v ALL

A

compUTE AMALYTICS

12 months free and always Amazon EC2 Amazon QuickSight

T ndE 750 Hours 1GB

WS Free Tier includes offers that expire 12
months following sign up and others that

i ek Resizable compute capacity in the Cloud Fast, easy-to-use, cloud-powered business
' Ak o S ARG B3 analytics service at 1/10th the cost of
Leaen more traditional Bl solutions

Linarn mmoem atioust Armuazon QuickSight =

Puc. 10.1. becnnatHeie yenyru AWS

[Tocsie perncTpaluy BbI MOKeTe BOUTH B KOHCOJTH yripasiernss AWS (https://console.
aws.amazon.com/) ¥ 03HAKOMUTBCST C PA3JIMIHBIMU CEPBUCAMU, KOTOPbIE TTPE/IJIATAEeT
JTa KOMIAHUS.

B KoHCOJIM MOKHO HACTPOMUTD BCE UMEIOIIMECST CEPBUCHI U IIPOCMATPUBATH €XKeMe-
csiunble cuera (puc. 10.2).

VMest yueTHYI0 3a11ch, MOKHO nciosb3oBath yruiaury AWS CLI u Python SDK
JUJIST YTIPABJIEHNST CBOUMHE OOJTAUHBIMU PECYPCAMIL.

AWS CLI u Python SDK

[Tomumo koHCOMN, 11 yIpaBaenns cepBucaMu AW S MOKHO UCTIOJTB30BATh UHmep-
petic xomanonoi cmpoxu (Command Line Interface, CLI) n pazimunbie SDK. AWS
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Puc. 10.2. KoHcons AWS

CLI — aro naker Ha st3bike Python, KOTOPBII MOKHO YCTAHOBUTH € ITOMOIIBIO pip
(https://docs.aws.amazon.com/cli/latest/userguide/installing.html). /laBaiite ycTanoBuM
ero Ha Haut xoct ¢ Ubuntu:

(venv) $ pip install awscli
(venv) $ aws --version
aws-cli/1.16.259 Python/3.6.8 Linux/5.0.0-27-generic botocore/1.12.249

Yr006bI yIPOCTUTD 1 00€30MACUTD JOCTYIL, CO3/[aJINM HOBOTO MOJIb30BATEJIS U YKAKEM
ero yuetnble ganHble st AWS CLI. Bepuemcs B koncoms AWS u niepefiziem B pas-
nen Identity and Access Management (IAM) (Y mipaBJsieHue yUeTHBIMU JIAHHBIMU U J10-
crynom) (puc. 10.3).

Bui6epure Users (ITosb3oBarenn) Ha JIeBOIi MaHe M, YTOOBI CO34aTh HOBOTO II0JIb30-
Baresis (puc. 10.4).
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AWS services
1M Q
1AM
Manage Usor Aooess and Enoryption Koys
O EC2 {J Certificata Manager [ iling
G Route 53 ) cognito

Puc. 10.3. AWS IAM

: Search |AM | E

Dashboard
Groups

Users

Roles

Policies

Identity providers
Account settings

Credential report

Encryption keys

Puc. 10.4. lNonb3osatenn 8 AWS IAM

Bri6epuTe myHkT Programmatic access (IIporpaMMHBII OCTYIT) ¥ IOMECTHTE [0JIb-
30BaTeJisl B IPYIITY aAMUHICTPATOPOB 110 ymosrdanuio (puc. 10.5).

B pesysiprare mbl moryuum Access key ID (ID kioua pnoctyna) u Secret access key
(Cekpernblii kitou gocryia). CKonupyiite UX B TeKCTOBbII (pailyr u coxpaHute B 6e30-
nacuom Mecte (puc. 10.6).

3akoHYMM HacTpoiiky ayTentudukanmu aig AWS CLI B TepMunase ¢ oMoIbio
KoMaH/Ipl aws configure. B ciemyionieM pasjesie Mbl pACCMOTPUM pa3Hble PerOHbI
AWS, a ioka ocranosuMcst Ha US-East-1, Tak Kak B 9TOM PeTHOHE JOCTYITHO OOJIbIIe
Bcero cepBucoB. [1o3/iHee BbI CMOKETE BEPHYTHCSA K HACTPOIKAM U BBIOPATH JAPYTOii
PEruoH:

$ aws configure

AWS Access Key ID [None]: <key>

AWS Secret Access Key [None]: <secret>
Default region name [None]: us-east-1
Default output format [None]: json
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Add user o

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* | echou-packt

© Add another user

Select AWS access type

Salact how thesa users will accass AWS. Accass keys and p are p in the last stap. Learmn mara

Access type* @ Programmatic access
Enablea an accasa key |D and sacret accasa key for the AWS AP, GLI, SDK, and
other developmant tools.

() AWS Management Caonsole access

Enables a password that allows users to sign-in to the AWS Management Conscla.

Puc. 10.5. [lo6asnenune nonssosartens 8 AWS |IAM

Puc. 10.6. YuetHbie narHble anst 6esonacHoro goctyna 8 AWS |IAM

Takske yeranosum AW'S Python SDK — Boto3 (https://boto3.readthedocs.io/en/latest/):

(venv) $ pip install boto3

# nposepka

(venv) $ python

Python 3.6.8 (default, Oct 7 2019, 12:59:55)
[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> import boto3
>>> exit()

Tenepb Mbl TOTOBBI /IBUHYTDHCA /IAJbIIEC 1 HAYHEM C BBEC/ICHUA B CETEBBIC CEPBUCHI

obsaka AWS.
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O630p cetnt AWS

Hautnem o6cyskenme cepsricoB AW'S ¢ caMoro BBICOKOTO YPOBHSI — PETHOHOB U 301
docmynmnocmu (availability zones, AZ). Oxu uMer0T 6OJIBINOE 3HAYEHUE JJIsT BCEX
cepBucoB. Ha MmomenT nanucanus atoii knuru B AWS nacuurtbsiBasioch 22 reorpadu-
uyeckux peruona u 69 son docmynuocmu (AZ) 1o Bcemy mupy. BoT uto roBopuTcst Ha
crpanuie AWS Global Cloud Infrastructure (https://aws.amazon.com/about-aws/
global-infrastructure/):

«Obnaunas unppacmpyxmypa AWS nocmpoena 60kpyz pezuonos u 301 0ocmyn-
nocmu. Kaocowiil pezuon npedocmasisiem HeckoIvko QuUuueck pasoeienvlx
U USONUPOBAHHBLY 301 0OCMYNHOCTIU, COCOUHEHHBIX KAHALAMU CBA3U C HUSKOLL
3a0epacKotl, 6blCOKOU NPONYCKHOU CROCOOHOCBIO U OONLUUM KOTUUECTNEOM Pe-
3EPBHBLY PECyYpPCoss.

| .
_\@’_ Ha ctpanmue https:/ /www.infrastructure.aws ectb kpacusas Bu3yansHas kapTa
N cett AWS ¢ BO3MOXHOCTbIO pUILTPALMM MO PETUOHY W 30HE AOCTYMHOCTU.

Hexkoropbie ycayru, kotopble npemaaraer AWS, — riobajibhble (Takue Kak CO3aHue
nosibzoBaresieil B IAM), Ho GOJIBITITHCTBO JOCTYITHO TOJBKO B OIIPEETEHHBIX PETHO-
Hax: US-East, US-West, EU-London, Asia-Pacific-Tokyo u 1. 1. B Haiuem KonTexcre
9TO O3HAYAET, UTO HH(PPACTPYKTYPY CJELYET PA3MEIIATh KAK MOKHO OJIMIKE K HAIIIUM
MOTEHITUATLHBIM MTOJIB30BATEJSIM. DTO YMEHBITUT 33IEPKKH CEPBUCOB JIJIST HATITUX
KJIMeHTOB. Eciin 11esieBast ay/IuTOpUs HAIIETO cepBuca HAXOAUTCs Ha Bocmounom
notepexcve Coenurennnix [IITaToB, TO B KauecTBe pernoHa cieyet Boiopats US East
(N. Virginia) win US East (Ohio) (puc. 10.7).

ITomuMO 3aj1epskeK, KOTOpbie OYayT HabII0AaTh MOJb30BaTe M, pernoHbl AW'S rme-
0T pasHble IIEHBI U TOCTYITHBIE cepBUCHL. [1ob30BaTe M, KOTOPBIE TOJIBKO 3HAKOMSIT-
Cd C 9TUM O6JIaKOM, MOTYT Y/IUBUTbBCA OTCYTCTBUIO HEKOTOPLIX CEPBUCOB B TEX WUJIN
WHBIX PETMOHAX. CepBI/ICbI 13 3TOU TIJIaBbl OOCTYIIHDI B 6OJIb]_HI/IHCTBe PErmoHoOB, HO
OT/IeJTbHBIE HOBbIE IPOYKTHI — TOJBKO B HEKOTOPBIX M3 HUX.

B caenytomiem nmpuMepe BbI yBuanTe, uto Alexa for Business 1 Amazon Chime mo-
ctymHbl ToTbKO B pernone Cesepuas Bupspxunns, CIHIA (puc. 10.8). Ilomumo Ha-
Gopa cepBUCOB, B perMOHAX MOTYT ObITh U pasHbie 1teHbl. Hampumep, B cepsuce EC2,
KOTOPBII MbI PACCMOTPUM B 9TOM T1aBe, IleHa apeH/bl nHcTauca af.medium B US East
(N. Virginia) cocrasnsier $0,0255 B uac, a 8 EU (Frankfurt) — $0,0291 B uac, 10 ecThb
na 14 % soimre (puc. 10.9, 10.10).
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Region & Number of Availability

Zones

US East
N. Virginia (6),
Ohio (3)

US West
N. California (3),
Oregon (3)

Asia Padific
Mumbai (2),
Seoul (2),
Singapore (3),
Sydney (3),
Tokyo (4),
Osaka-Local (1)"

Canada
Central (2)

China
Beijing (2),
Ningxia (3)

Europe
Frankfurt (3),
Ireland (3),
London (3),
Paris (3)

South America
Sdo Paulo (3)

AWS GovCloud (US-
West) (3)

New Region (coming soon)

Bahrain

Hong Kong
SAR, China

Sweden

AWS GovCloud
(US-East)

Puc. 10.7. PervioHsl AWS

Puc. 10.8. lNepeyerb ceperncos AWS no pernoHam
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Puc. 10.9. Llena Ha AWS EC2 8 permone US East

Puc. 10.10. Lerna Ha AWS EC2 B pernone EU
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]
_\@’_ Ecnu comnesaetecs, Buibupaitte US East (N. Virginia); 3To cambiit cTapeiit u,

= BEPOATHO, ,ueLueBbIH PE€rMoH ¢ CaMbIM 60|'GTbIM HG60pOM CEepBUCOB.
HekoTopbie peroHsl 1OCTYTIHBI HE BCEM MOJb30BaTe M. Hanpumep, pernons
GovCloud n China 1o ymosrdaHuto HeJOCTYITHbI nosb3oBaresissm u3 CIITA. Yrobst
y3HaTh, KaKWe PErMOHBI JIOCTYITHBI BaM, HCIOIb3yHTe KOMaH/y aws ec2 describe-
regions:

$ aws ec2 describe-regions

{
"Regions": [
{
"Endpoint": "ec2.eu-north-1.amazonaws.com",
"RegionName": "eu-north-1",
"OptInStatus": "opt-in-not-required”
s
{
"Endpoint": "ec2.ap-south-1.amazonaws.com",
"RegionName": "ap-south-1",
"OptInStatus"”: "opt-in-not-required”
s
<onyuyeHo>

Kaxk yTBep:kaaeT kommanug Amazon, Bce PeTHOHBI HE3aBUCUMBI JIPYT OT APyTa
1 GOJTBIIIMHCTBO PECYPCOB HE KOTUPYETCST MEKIY HUMU. ITO O3HAYAET, YTO TIPH HIC-
110JIb30BAaHUU O/IHOT'O 1 TOTO K€ CePBUCA B HECKOJIbKUX Pernonax, tTakux kak US-East
u US-West, HaMm NPUAETCSA CAMUM T103a00TUTHCS O KOMMPOBAHUY HEOOXOAUMBIX pe-
CYyPCOB MEKTy HAMH.

Hy:xHbIll pernoH MOXKHO BBIOpaTh B KOHCOM AWS B pacKkpbiBaIieMcst MEHIO
B mIpaBoM BepxHeM yrury (puc. 10.11).

Y B koHconu BUOHBI TONBKO CEPBUCHI, JOCTYMHbIE B TEKYLUEM perMoHe. Hanpumep,

-@- unctancsl EC2, apeHposanHbie B pervone US East, 6yayT HegocTynHbl B permo-

g He US West. 1 cam Heckonbko pas ownbancs nofobHeIM 06pa3om u He Mor
NOHSITb, KyAA AeIMCb MOM MHCTAHCHI!

Yucso mocie Ha3BaHus perrona Ha puc. 10.7 o6o3HavaeT KOJIMIeCTBO 30H AOCTYII-
Hoct (AZ) B aToM pernone. HazBaHue 30HbI COCTOUT U3 PErOHa 1 OYKBbI, HAIIPUMED:
us-east-1a, us-east-1b u . . Kax/blil pernon umeer HeCKOJIbKO 30H (0OBIYHO TPH).
Kasknag 3ona nMeeT cBOIO M30JIMPOBAHHYTO MH(MPACTPYKTYPY € PE3EPBHBIM UCTOY-
HUKOM ITHTaHVsl, BHYTPEHHEN CeThio U 000pyIoBaHueM. Bee 30HbI B pernoHe coeiu-
HEHbI OITOBOJIOKOHHBIMU KabesIsIMU ¢ HU3KOM 3a1ePKKON 1 0OBIYHO HAXOAATCS Ha
paccroguun He 6osee 100 kumomeTpos apyr ot apyra (puc. 10.12).
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Puc. 10.11. PervioHsl AWS

Amazon Web Servises
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TVoH JAOCTYNMHOCTN VOH AOCTYNHOCTHN
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30Ha 3oHa 3oHa 3o0Ha
AOCTYNHOCTU AOCTYNHOCTU AOCTYNHOCTHN AOCTYNHOCTN
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Puc. 10.12. Perronsl 1 3oHbl goctynHoctn B8 AWS

MHorwe pecypcbl, KOTOpbie MbI co371aeM B AW S, MOryT aBTOMATUYECKH KOTTMPOBATD-
cd MEXKJly 30HaMU JIOCTynHocTH (HO He MeXxay pervonamu). Hampumep, MOXHO
CKOH(UTYPHUPOBATD YIIPABJISIEMYI0 PEAIHOHHY0 Oa3y ganHbix (Amazon RDS) Tak,
4TO OHa OYEeT KOIMPOBAThCS MEsKLy 30HaMu. JlesieHne Ha 30HbI JOCTYITHOCTH UIpPa-
€T BaKHYIO POJIb B AyOINPOBAHUN CEPBUCOB, U UX OrPAHMYEHUI HE0OXOAUMO YUu-
TbIBATb B CETEBBIX ITPOECKTaX.

[ns Kaxxpoi y4eTHOM 3anMcK MCosnb3yIOTCS CBOM MASHTUGMKATOPbI 30H JOCTYM -
\,/, HocTu. Hanpumep, mosi 30Ha us-east- 1a MoxeT He coBnagaTh ¢ 30HoM us-east-1a
APYroro nosib3oBaATENSs, AAXE HECMOTPS HO OAMHAKOBOE HA3BAHME.
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[Momyunm crimcok 30H B peruone ¢ momornibio AWS CLI:

$ aws ec2 describe-availability-zones --region us-east-1

{
"AvailabilityZones": [
{
"State": "available",
"Messages": [],
"RegionName": "us-east-1",
"ZoneName": "us-east-1a",
"ZoneId": "usel-az2"
s
{
"State": "available",
"Messages": [],
"RegionName": "us-east-1",
"ZoneName": "us-east-1b",
"ZoneId": "usel-az4"
s
<onyuyeHo>

[Touemy s ynensio cToIbKO BHUMaHUS PETUOHAM U 30HAM jJocTynHocTu? Kak Bbl
caM¥ JIaJIbIe YBUANTE, ceTeBbie cepBUCH AW S 00BIYHO MPUBSI3aHbI K KAKOT-TO Teo-
rpaduueckoii obnactu. Bupmyanvroe wacmmnoe obnaxo (Virtual Private Cloud, VPC),
K IIpPUMEPY, JOJIKHO LEeIUKOM HaXOAUTLCS B OAHOM Peruone, a KakJasi oAceTb —
MPUHAIIEKATh OHOU 30He nocTymHOocTH. C npyToit ctoponsl, muro3bl NAT mpu-
BA3AHbI K 30HAM, IOATOMY, YTOOBI MIX MTPOLYOGIMPOBATS, TPUJIETCS CO3/ATH 110 OJHOMY
IIJTI03Y B KaXK/101 30He.

Mb1 paceMoTpuM 06a 9TH CEPBUCA, U IIPUMEPBI ¢ HUMU UJLTIOCTPUPYIOT, YTO PETHOHBI
Y 30HBI JIOCTYITHOCTH — 3TO OCHOBA ceTeBBIX cepBrcoB AWS (puc. 10.13).

Puc. 10.13. VPC 1 30HbI SOCTYMHOCTU B OTAENbHBIX PErMOHAX

Ipanuunvie o6racmu AWS — yactb ceru nocrasku kourenta A WS CloudFront 8 73 ro-
pozax B 33 crpaHax (10 COCTOSTHUIO Ha OKTsOph 2019 To/1a) 1 MCHOIB3YIOTCST [1Ist
JIOCTaBKHM KOHTEHTA IIOTPEOUTEIISIM ¢ HU3KOU 3a/1ePsKKOi. [ paHUYHBIE y3JIbI TPEOYIOT
MEHbIIIE PECYPCOB, YeM TOJHOIIEHHbIE JlaTa-IIEHTPBI, KOTOPble AmMazon CTPOUT JIJIst
PErMOHOB U 30H JlocTyHOCTU. MIHOTIA MX 1IyTaloT ¢ HAacTosuME peruoHamu AW'S.,
Ecau pecypcbl npeHasHaYeHbI TOJBKO JJIsk TPAaHUYHO 00acT, BaM He OyayT
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nocrynubl Takue cepBuckl AWS, kak EC2 unu S3. Mbl eliie BepHeMcst K 9T0Oii TeMe
B paszesne 0 AWS CloudFront CDN.

Tpansummnoie uenmpor AWS — oJiuH 13 HauMeHee 3aJI0KyMEHTUPOBAHHBIX aCIIEKTOB
cereit AWS. B Boictyrsiennn va koudepeniinun AWS re:Invent 2014 (https://www.
youtube.com/watch?v=JIQETrFC_SQ) /[>keiiMmc ['aMubTOH Ha3bIBaeT UX TOUKAMU
arperaiuu JiJisi Pa3HbIX 30H JIOCTYITHOCTH U PErnOHOB. Ec/in 4ecTHO, 110cjIe CTOTbKUX
JIET CJIOKHO CKa3aTh, UCIIOJIB3YIOTCS JIM TPAaH3UTHBIE TIEHTPHI /10 CUX TIOP ¥ U3MEHN-
ek i ux Gyaxnun. OHaKO MBI MOKEM CIeJIaTh IPEIIoNokKenne 00 1X pazMelie-
HUW U 0 TOM, KaKOe OTHOIIIeHHe OHU UMeloT K cepBucy Direct Connect (moapobuee
0 HEM — HUXKe B ATOM Tyase).

Ixeitmc [aMUnbTOH, BULE-NPE3UAEHT M BbIAAIOWMICS MHXeHep n3 Amazon, —

\Q// OfMH M3 CaMbIX BIMsTENbHBIX TexHonoros B AWS. § cuutalo ero aBToputeTHBIM
CMEeLManMcTom no cetesbiM TexHonormsm AWS. MNosHakoMbTeCh C €ro Maesmm
B ero 6nore, Perspectives, no anpecy https://perspectives.mvdirona.com/.

B onnoii riaBe HeBo3MOkHO omucath Bee cepBuchl AWS. Hekoropbie u3 Hux He
UMEIOT IIPSIMOTO OTHOIIEHNUS K CeTsIM, HO3TOMY 371eCh OHU He PACCMaTPUBAIOTCS, HO
BBI BCE PABHO JIOJIKHBI O HUX 3HATb.

® TAM, https://aws.amazon.com/iam/. [To3BoJisieT yrpaBJisTh IOCTYIIOM K CEPBH-
cam 1 pecypcam AWS.

® Amazon Resource Names (ARNSs), https://docs.aws.amazon.com/general/
latest/gr/aws-arns-and-namespaces.html. Crucrema, 103B0JIsIIONIAsT OHO3HAYHO
UCHTU(UIUPOBATH JI00BIE PECYPCHI 10 BeeMy ob1aky AW S, ipricBarBast uM
YHUKaJIbHbIEe UMeHA. DTH UMeHa UCTI0JIb3YIOTCS JIJIsT MACHTUMUKATIIN TaKIX
cepucoB, kak DynamoDB u API Gateway, KOTOpPBIM HYKEH JOCTYII K HAIITIM
VPC-pecypcam.

® Amazon Elastic Compute Cloud (EC2), https://aws.amazon.com/ec2/. Cepsuc,
HO3BOJIAIONIUI IIPHOOPETATh 1 BBIAE/IATh BBIYMUCAUTEIbHbIE MOIIHOCTH (TaKKe
KaK MHCTAHCHI TT0]] yripaBieHneM Linux u Windows) ¢ momorisio uatepdeii-
coB AWS. B Hammx npumMepax B 9TOH IJIaBe UCIOJb3yioTcs nHeTtanchl EC2.

B yuebHbix uensx mbl He ctaHem paccmaTtpueats pervorsl AWS GovCloud (US)
\/V, n China, Tak kak oHu He ucnonbayioT rmobanbhyio nHbpactpyktypy AWS,

Y KAXAO0ro N3 HUX CBOU YHUKANbHbIE BO3SMOXHOCTU U OTPAHNYEHUS.

IT10 ObLIO OTHOCUTENLHO JUIMHHOE, HO BasKHOE BBeJIeHUE B ceTeBble cepBuchl AWS.
[MonsTHs M TEPMUHBI OTCIOAA OYAYT MCIIOJAb30BAThCS B OCTABIIENCS YaCTH TJIaBbl.
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B caiemyioniiem pasjiesie Mbl pACCMOTPUM CaMYIO Ba)KHYIO, 10 MOEMY MHEHUIO, TEXHO-
goruio B AWS: VPC.

BuptyansHoe yactHoe obnako

Amazon VPC no3BoJigeT KINeHTy 3arnyckath pecypcbl AWS B BUPTyasibHON ceTH,
MPUBSA3AHHOI K €r0 YUYETHON 3aITUCH. DTO MMO-HACTOAIIEMY KOH(MUTYPUPYyeMasi CETh,
B KOTOPOI MOJKHO OTIPE/IeIITh CBOU Mana3oHn [P-aapecos, 106aBasTh 1 yaamsITh
MO/ICETH, CO3/[aBaTh MaPIIPYTHI, 106aBIATH MLTI03b1 VPN, HasHauath moauTuku Oe-
30IIaCHOCTH, MTOAKM0YaTh nHCTaHehl EC2 Kk cBoeMy gata-1ieHTpy U MHOTOE JIPYTOE.

Korga noaaep:kku BUPTyalbHbIX YaCTHBIX 00JIAKOB ellle He CyIeCTBOBAIO, BCE UH-
crancol EC2 B 0/1HOIT 30HE IOCTYITHOCTH, HE3aBUCUMO OT IIPUHAJITIE;KHOCTHU, HAXO/[U-
Jiuck B 0011eit mockoit cetr. Hackosibko KoM(MDOPTHO 4yBCTBOBAJIM ceOs KITUEHTHI,
pasmerias cBoio nHpopMalmio B obnake? HasepHoe, He ouenb. B mepuon mexmy
sanyckoM EC2 u nnosiBsierrieM VPC BO3MOKHOCTD cO3/[aBaTh COOCTBEHHbBIE YACTHBIE
cetu OblIa OJIHOM U3 caMbIX BOCTPEOOBAHHDIX.

MakeTs, nokuaatowe saw mHctanc EC2 8 VPC, nepexsarbiBatoTes rvnepsr3opom.
\G/\/ [Mnepeunaop conocraenset ux ¢ kaptoi Bawero VPC v HazHavaeT nm Mcxopsawmi
1 KoHeuHbIM |P-apgpeca peansHbix cepeepos AWS. Cepeuc, koTopbii 3TMM 3a-
HUMaOETCs, obecneynBaeT rMBKOCTb BUPTYANbHbIX YACTHBIX OBNAKOB, HO TaKXe
OrPAHMYMBAET UX BOZMOXHOCTM (MCKNIOYAst CKOHMPOBAHME CETH M MCMONb30BAHME
MHOFOGAPECHOTO BeLaHus). TO, B KOHLE KOHLIOB, BUPTYANbHAS CETb.

Hauunag ¢ neka6psa 2013 roma Bee uncrancsl EC2 pasMeInarorces UCKIIOUUTEIbHO
B VPC; BbI 60Jibliie He Mozkere (M BpsiJ| JIM KOrga-Jnbo 3aX0TUTE) co3aTh HHCTAHC
3a npeiesiaMu BUPTyasnbHoro obsaka (Harnpumep, EC2-Classic). Eciu uncranc EC2
CO3JIAETCST B MACTePe 3aIlycKa, OH aBToMaTudecku romeriaercst B VPC 1o ymodanmio
C BUPTYaJIbHBIM MHTEPHET-IILII030M JJIst 11y 6 mmaHoro goctya. Ho, kak MHe kaskercs,
VPC 1o yMOTUaHUTO CJIeIyeT UCTI0Jb30BATh TOJIBKO B CAMBIX MPOCTBIX CIYUAsX.
OGBIYHO UMEET CMBIC/I OIIPEIEIUTh U CKOH(MUTYPUPOBATh CBOE BUPTYalbHOE YaCTHOE
0b6J1aKo.

Cozpnanmum VPC B US-East-1 ¢ momortbio koncosu ypasierauss AWS (puc. 10.14).

Be1, HaBeproe, momuute, uto VPC nipuBsa3biBaeTcs K OTAEIHbHOMY PETHOHY, a TIO/I-
CeTH orpaHrYeHbl 30HaMu gocTyrHocTr. Harre iepBoe yactHoe 06J1aK0 HaXO[UTCsI
B us-east-1,a Tpu oACETU OYAyT PACIPEAEIEHBI [10 ABYM 30HAM JIOCTYIIHOCTH: US -
east-la mus-east-1b.
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YacTHasa noaceTb My6nunyHas noaceTb
10.0.2.0/24 10.0.0.0/24
AZ: us-east-1b AZ: us-east-1a

_

eT-LUN03

YacTHasa noaceTb |
10.0.1.0/24

CKpt:ITbIVI
AZ: us-east-1b MapLupyT1saTop

Moacetb VPC: 10.0.0.0/16

PervoH: us-east-1

Puc. 10.14. Hawe nepsoe VPC B permone US-East-1

Resource Groups ~

VPG Dashboard m Actions v 0 @
Filmor by VPC:
Q Beiscta VPG Q}, Search VPCs and thair proper X 1101 of 1 VPG
Nama « VPCID = State = IPv4 CIDR 1Pvé CIDR = DHCP options set « Routetable - MNetwork
Virtual Private Cloud
| YourvrCs mastoring_python_nabe  vocASEMMRReE  avaintio 10.00.018 ot Sedddtesms rib-olletlttes  ncl bl
Subsnet; -
2 \ 1. BuiGepuTe CBOVi PETVIOH.
Route Tables -~
et Bhomar 2. Cospavite VPC.
Egress Only intornat 3. Co3palite noaceThb. ==l
Gatwways 4. Co3panTe NHTepHET-WN03 1 nogxnoyunTe ero k VPC.
DHCP Opticns Sot: -~
e mw ’ 5. Cospaiite TabnyLy MapLIpyTM3aLmm
—— 1 NPUBSIXNTE €e K NoAceTn
Endpairt Services
NAT Gateways
Paaring Cornections
Sacurity
Network ACLs

Puc. 10.15. Dransi cozaanus VPC, noacet 1 gpyrMx KOMNOHEHTOB

[Iporiecc coznanug VPC u noacereii B korcom AW'S IpocT; B UHTEPHETE €CTh XO-
polie pakTHIeckue pykosoacTsa ot Amazon. Ha puc. 10.15 s nepeurcimi Heob-
XO/IUMBIE IIark U YKa3aJ, B KAKIX MeCTaX IaHe U YIPABJIEHMs OHU BBITOJHSIOTCS.
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[Tepsbie aBa mara TpeGYIOT JIUITb HECKOJBKUX TETUKOB KHOITKON MBITIH; GOJIBITNH-
CTBO CETEBBIX MHIKEHEPOB JIETKO ¢ HUMU CITPABSITCS, faxke 6e3 KaKoro-Jubo ombITa.
[To ymommuanuio VPC conepskut Tosibko jokambubiit Mmapuipyt, 10.0.0.0/16. Tenepn
CO3/Ia/IUM UHTEPHET-1111103 U noikIounM ero Kk VPC (puc. 10.16).

Puc. 10.16. MNogknioverne nutepHet-wnosa k VPC 8 AWS

Terepb MOKHO cO31aTh TaOIMILy MAaPUIPYTU3ALUK ¢ MAPIIPYTOM 110 YMOJIYAHMIO,
HallpaBJIEHHbIM K MHTEPHET-IIJIIO3Y; 9TO OTKPOET IOCTYII cHApy»Ku. [IpuBskem aty
TabJIMIly K Hallel mojaceTH 10.0.0.0/24 B us-east-1a, uroObl VPC nmeso goctyi
k uarepuery (puc. 10.17).

Puc. 10.17. Ta6nmua MapLupyTMsaumm
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A renieps Bocmiosibzyemest Boto3 Python SDK u mocMoTpuM, 4T0 y HAC MOJIYYUAIOCH.
Il VPC s BoiGpan Ter mastering_python_networking_demo; ero MOKHO UCIIOJb-
30BaTh Kak (GuiabTp:

#1/usr/bin/env python3
import json, boto3

region = 'us-east-1'
vpc_name = "mastering_python_networking_demo’

ec2 = boto3.resource('ec2', region_name=region)
client = boto3.client('ec2")

filters = [{'Name':'tag:Name', 'Values':[vpc_name]}]

vpcs = list(ec2.vpcs.filter(Filters=filters))
for vpc in vpcs:
response = client.describe_vpcs(
VpcIds=[vpc.id, ]

print(json.dumps(response, sort_keys=True, indent=4))

ITOT clleHapuil 3arpanubaeT nHGOPMAIUIO O TOJbKO 4To cozianHom VPC B 3a-
JTAHHOM peTrhoHe:

(venv) $ python Chapterl@_1_query_vpc.py
{
"ResponseMetadata": {
<onyweHo>
"HTTPStatusCode": 200,
"RequestId": "9416be3f-<onyweHo> ",
"RetryAttempts": @
s
"Vpcs": [
{
"CidrBlock": "10.0.0.0/16",
"CidrBlockAssociationSet": [

{
"AssociationId": "vpc-cidr-assoc-<onywyeHo>",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
¥
}
1,
"DhcpOptionsId": "dopt-<onyweHo>",
"InstanceTenancy": "default",
"IsDefault": false,
"OwnerId": "<onyweHo>",
"State": "available",

"Tags": [
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"Key": "Name",
"Value": "mastering_python_networking_demo"

}
1,

"VpcId": "vpc-<onywyeHo>"

_\@’_ HokymenTauio c onmcanmem Boto3 VPC APl cmotpure Ha ctpanmue https://boto3.

Y amazonaws.com/v1/documentation/api/latest/reference/services/ec2.html#vpc.
Ecin 661 Mb1 co3paiy unctancbl EC2 1 IIoMecTrIn UX B pasHble IIOACETH B UX UC-
XOJHOM BH/Ie, OH¥ MOTJIH OblI 0GpaIiaThest APYT K APyry. Bam, HaBepHOE, HHTEPECHO,
Kak II0JICETH O0IIAI0TCa MeKIy coboli B pamkax VPC, yuuThiBas, 4To MHTEPHET-IIII03
cos/at ToJibKo B nozcetu 1a. Korga xoct xouer 06paTuThest 3a rpeesibl (pusndecKoin
JIOKaJIbHOU CeTH, eMY HYKHO MOAKIIOUNTHCS K MAPIIPYTH3aTOPY.

To sxe orHocutcst u K VPC, TOJIBKO B IAaHHOM CJIy4ae 9TOT MapIIPyTU3aTOP CKPbLM
U COIEPIKUT JIOKATBHYIO TAOJIUILY MApIIPy TU3AIIH 110 YMOJTYAHUIO, KOTOPAst B 9TOM
IpUMepe BBIMIAANT Kak 10.0.0.0/16. ITOT CKPHITHII MapIIpyTU3aTOP ObLI CO34AH
BMmecre ¢ VPC. Jlobast mojiceTh, He UMeIiast CBOel TabIMIlbl MapIIpy TH3AIIUH,
CBsI3aHa C TJIaBHOM TabuIel.

Tabnuupbl 1 uenu mapwpyTUsaALUK

MapuipyTusanusi — OJiH U3 BAKHEHINX aCTIEKTOB CETEBBIX TEXHOJIOTHI. PaccMoT-
puMm noapobHee, Kak oHa peainsoBana B AWS VPC. Mbl yike 3HaeM, 4TO BMeCTe
¢ VPC co3at0Tcst CKPBITBIN MapIIPyTH3aTOP U IJIaBHast TAOJIUIa MapIIpy TH3AIHH.
B nocsegHeM mpuMepe Mbl CO34aJIM MHTEPHET-LLII03 U TabINIy MapIIpyTH3auK
C MapIIPYTOM I10 YMOJYAHUIO, KOTOPBI YKAa3bIBAET HA TOT IILJII03, TIOCJIE YETO MPU-
BSI3JIU ATY TAOJIUILY K MOACETH.

Jlo cux nop 1e/ib MapuIpyTU3anuy Obljla eMHCTBEHHOM KOHIIENI[Uell, KoTopast Bbl-
nessiia VPC Ha poHe TpaguIIMOHHBIX ceTell. B KoHTeKcTe pU3mIecKux ceteil ee
MO’KHO CUUTATh 9KBUBAJIEHTOM CJIEIYIONIETO TPAH3UTHOTO YUaCTKA.

JlaBaiiTe IOJIBITOKIIM:

® vy kaxnaoro VPC ecTb CKPBITBIN MapIIpyTH3ATOD;

® yxaxaoro VPC ecTb rmaBHast TabJIiIa MapIIPY TH3AINN € 3aIAHHBIM JIOKATb-
HBIM MapIIpyToM;


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/ec2.html#vpc
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/ec2.html#vpc
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BbI MOJKETe CO3/[aBaTh CBOU TabJIMIIbI MaPIIPY TU3AIINY;

KasKziast [0JICETh MOKeT paboTaTh B COOTBETCTBUU KaK C II0JIb30BATEIbCKOI,
TaK U ¢ [VIABHOM TabJsuIeil MapIpyTH3aIiim;

®  [[eJIBI0 MAPIIPYTH3AIMH B TabJIHIE MOJKET BBICTYIIATh HHTEPHET-TLTI03, NAT-
nwio3, apyrue xoctel B VPC 1 T. 1.

II]IH IIpocMOTpa IT0JIb30BATEIHCKOT Ta6]II/IHbI MapHaIipyTru3almum 1 ee cBsI3el ¢ moJ1-
CeTsIMU MOJKHO MCII0JIb30BaTh Boto3:

#1/usr/bin/env python3
import json, boto3

region = 'us-east-1'
vpc_name = ‘'mastering_python_networking_demo"

ec2 = boto3.resource('ec2', region_name=region)
client = boto3.client('ec2')

response = client.describe_route_tables()

print(json.dumps(response[ 'RouteTables'][0], sort_keys=True,
indent=4))

TnaBnast TabJIia MapIIpy TU3AIIUE SIBJSIETCST CKPBITOI, moaToMy AP ee He Bo3Bpa-
maeT. ITOCKOJBKY ¥ HaC €CTh BCETO OJTHA TTOMH30BATENBCKAS TAOIMIA, MBI YBUIIM:

(venv) $ python Chapter10_2_query_route_tables.py

{
"Associations": [
<onyueHo>
1,
"OwnerId": "<onyweHo>",

"Propagatingvgws": [],
"RouteTableId": "rtb-<onyweHo>",
"Routes": [
{
"DestinationCidrBlock": "10.0.0.0/16",
"GatewayId": "local",

"Origin": "CreateRouteTable",
"State": "active"
¥
{
"DestinationCidrBlock": "0.0.0.0/0",
"GatewayId": "igw-041f287c",
"Origin": "CreateRoute",
"State": "active"
}
1,
"Tags": [
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"Key": "Name",
"Value": "public_internet_gateway"
¥
1,
"VpcId": "vpc-<onyweHo>"

}

MbI ysKe cosiaiu MepByo MyOIMuHY O TOACETh. BBIMOIHIM Te e 11ard, 4To0bl Co3/1aTh
ellle JiBe MO/[CeTH, us-east-1b 1 us-east-1c, HO Ha ITOT Pa3 c/lejgaeM UX YaCTHBIMU.
B wtore y Hac mOMydnTCst TPY MOACETH: MyOIMYHAsT 10.0.0.0/24 B us-east-1a 1 9acT-
Hble 10.0.1.0/241110.0.2.0/24 B us-east-1b 1 us-east-1c COOTBETCTBEHHO.

Wrak, y Hac ectb pabouee VPC ¢ TpeMs HopceTsaMu: 0QHON IyOJudHON U ABYMSI
yacTHBIMH. /{0 cux mop atst B3aumoetictBust c AWS VPC mbr ncniosmbzoBamn AW'S
CLI u 6ubsimoreky Boto3. PaccMoTpuM eliie 0[iHO CpeIcTBO aBToMaTH3aiuu ot AWS,
CloudFormation.

ABTomaTtusaums c ucnonbsosaHmem CloudFormation

AWS CloudFormation (https://aws.amazon.com/cloudformation/) — aTo uncTpymenr,
KOTOPDBIN MO3BOJIAET ONMUCHIBATD U 3aITyCKaTh HY>KHbIE HAM PECyPChI € TTOMOIIBIO
tekcrosoro (aiiaa. C momomipio CloudFormation MoxkHO chopMUpPOBATH €111e OHO
VPC B pernone us-west-1 (puc. 10.18).

—E
T o

YacTtHaa nogceTtb
0.0.2.0/24
AZ: us-east-1a

CKpbITbIN
MapLupyrnsaTop

Nopcets VPC: 10.0.0.0/16

Puc. 10.18. VPC ans US-West-1
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Onucanne as CloudFormation mosker 6biTh B hopmate YAML wau JSON; B iepsom
npuMepe, Chapter1®_3_cloud_formation.yml, Mbl uctiosib3yem YAML:

AWSTemplateFormatVersion: '2010-09-09'
Description: Create VPC in us-west-1
Resources:
myVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: '10.1.0.0/16'
EnableDnsSupport: 'false’
EnableDnsHostnames: 'false’
Tags:
- Key: Name
- Value: 'mastering_python_networking_demo_2'

CdopmupoBats VPC Ha ocHOBe 9TOTO omMmucaHus MOKHO ¢ momonipio AWS CLI.
OG6paruTe BHUMaHUE: 3[16Ch Mbl YKa3blBaeM PErMOH us-west-1:

(venv) $ aws --region us-west-1 cloudformation create-stack --stack-name
'mpn- chl@-demo' --template-body file://Chapterl@_3_cloud_formation.yml

{

"StackId": "arn:aws:cloudformation:us-west-1:<onyuyeHo>:stack/mpn-chl0-
demo/<onyueHo>"

}

[TpoBepum pesysibrar ¢ nomotisio AWS CLI:

(venv) $ aws --region us-west-1 cloudformation describe-stacks --stackname
mpn-ch1@-demo
{
"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-1:<onywyeHo>:stack/
mpn-ch10-demo/bbf5abf@-8aba-11e8-911f-500cadcofefe”,
"StackName": "mpn-chl@-demo",
"Description": "Create VPC in us-west-1",
"CreationTime": "2018-07-18T18:45:25.690Z",
"LastUpdatedTime": "2018-07-18T19:09:59.779Z2",
"RollbackConfiguration": {},
"StackStatus": "UPDATE_ROLLBACK_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Tags": [1,
"EnableTerminationProtection"”: false,
"DriftInformation”: {
"StackDriftStatus": "NOT_CHECKED"

}



BuptyansbHoe yactHoe obnako 359

Ha ocnose storo onucanusa CloudFormation cosman VPC 6e3 nmogcern. Y gaaum 510
VPC 1 moBTOpUM TOTIBITKY, TIepe/iaB onucanne Chapter1e_4 cloud_formation_full.
yml, uto6er cosgath VPC ¢ nmoacersio. O6paruTte BHUMAaHKE, YTO UAEHTH(HUKATOD
o6smaka VPC-ID HensBecTeH 10 €ro Co3AaHust, I09TOMY B OINUCAHUK TIOACETH CO-
TIIIEMCST Ha HETO € TTOMOTITBIO CIIEITHATBHON ITepeMeHHOM. DTOT MPUeM TTOAONIET U IS
JPYTUX PECYPCOB — TabJIUIBI MAPIIPYTU3AUN 1 HHTEPHET-ILTI03a:

AWSTemplateFormatVersion: '2010-09-09°'
Description: Create subnet in us-west-1
Resources:
myVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: '10.1.0.0/16'
EnableDnsSupport: 'false’
EnableDnsHostnames: 'false'’
Tags:
- Key: Name
Value: 'mastering_python_networking_demo_2"'

mySubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref myVPC
CidrBlock: '10.1.0.0/24°'
AvailabilityZone: 'us-west-1a’
Tags:
- Key: Name
Value: 'mpn_demo_subnet_1"

Chopmupyem VPC u ybeaumcst, 4To Bee pecypehl 6J1aroIonydHo CO31aHbl:

(venv) $ aws --region us-west-1 cloudformation create-stack --stack-name
mpn-chl@-demo-2 --template-body file://Chapterl@_4_cloud_formation_full.

yml

{

"StackId": "arn:aws:cloudformation:us-west-1:<onyyeHo>:stack/mpn-chl0- demo-
2/<onyweHo>"

}

$ aws --region us-west-1 cloudformation describe-stacks --stack-name mpnchil@-
demo-2
{

"Stacks": [

{
"StackStatus": "CREATE_COMPLETE",

"StackName": "mpn-chl@-demo-2", "DisableRollback": false
}
]
}
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Nudopmaruio o VPC 1 nozicetn MOKHO TPOBEPUTH Takke B koncosn AWS. He 3a-
6y115Te YKa3aTb HpaBI/IJIbeIfl PErmoH B paCKPbIBAIOIIEMCA MEHIO B IIPAaBOM BEPXHEM
yray (puc. 10.19).

Puc. 10.19. VPC 8 US-West-1

Barssnem wa nosicets (puc. 10.20).

Puc. 10.20. NMoacets 8 US-West- 1

Teneps y Hac ectb 1Ba VPC Ha aByx nobepexnbsax Coenunennnix [IItatos. Celtuac
OHU CYTIECTBYIOT caMu o cebe, CTOBHO /1Ba OCTPoBa. MOKET, BaM 3TO U HYKHO,
a Mosker, u HeT. Ecsim Bbl xoTuTe coetnuuTh /iBa VPC, 4T06BI OHM MOTJIH COOOIATD-
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cst Hanpamyio, uctosibdyiite VPC-tmmpunr (https://docs.aws.amazon.com/AmazonVPC/
latest/PeeringGuide/vpc-peering-basics.html).

Y VPC-nupunra ecTb HECKOJbKO OrpaHUYEHUI; HATIPUMED, He JIOIYCKAeTCs Tiepe-
ceuenne 6J10koB agpecoB IPv4 nau IPv6 CIDR. [lononHuTtebHble OrpaHudeHus
orrocarcsa k VPC-nupunry mexny pernonamu. He 3a0ynbre CBepUTHCS € JOKYMEH-
TaImen.

oy VPC-nupUHr He OrpaHUYMBAETCS OAHOM YYeTHOM 3anuckio. MoxHo coeanHsTb

\Q/ VPC, npuHaanexaime pasHbiM Nofb30OBATENSM; MABHOE, 4TOBbI NPOTUBONO-

NIOXHAS1 CTOPOHA MPMHSINA BALL 3AMNPOC M 4TOBbI BblK YNaxXeHsl Bonpocs! 6e3-
OMACHOCTM, MAPLLPYTU3ALMM U JOMEHHBIX MMEH.

lIaJIee MbI PACCMOTPUM T'DYIIITBI 6€3011aCHOCTH U CITUCKN yupaBJa€eHWA JOCTYIIOM JIJIST

VPC.

lpynnbl 6e30nacHOCTM U cAUCKM BOCTYNA K CETU

I'pyrirbr 6e30MACHOCTH ¥ CIIMCKU IOCTYTIA K CeTH UIuTe B paszeste Security (Besormac-
HOCTb) B HacTpoitkax VPC (puc. 10.21).

Puc. 10.21. besonacHocts VPC
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I'pyna 6e301macHOCTH — 9TO BUPTYAIbHBIN OpaHMayap ¢ IOCTOSHHON KOH(pUrypa-
I1ei, KOTOPBI YIIPaBJISeT BXOASIIM M HCXOAAIINM TpaduKoM pecypcoB. B 60Jib-
IIMHCTBE CJIydaeB IPyIina 0e30IacHOCTH MCIOJIb3YETCs A/ OrPaHUYeHNsT Iy Oy -
HOro jocTyra K uactancam EC2. B macrostiiiee Bpemst B Kakiom VPC MokeT ObITh
He Goatbie 500 rpyIi, 1 Kaxaast TpyIna MoxKeT cofepskarh g0 50 Bxozasumx u 50 wc-
XOJISATIUX [TPABUIL.

Cuienyroruii ciieHapuii, Chapterl@_5_security_group.py, co3aer rpyiiy 6esormac-
HOCTH C IBYMSI TPOCTBIMU TIPABUJIAMHU JIJIsT BXOJISIIIETO TpaduKa:

#1/usr/bin/env python3
import boto3
ec2 = boto3.client('ec2")

response = ec2.describe_vpcs()
vpc_id = response.get('Vpcs', [{}])[0].get('VpcId', '")

# 3anpawuBaem ID rpynnsl 6e30macHOCTM
response = ec2.create_security_group(GroupName="mpn_security_ group',
Description="mpn_demo_sg",
VpcId=vpc_id)
security_group_id = response['GroupId']
data = ec2.authorize_security_group_ingress(
GroupId=security_group_id,
IpPermissions=[
{'IpProtocol’': 'tcp',
'FromPort': 80,
'ToPort': 80,
"IpRanges': [{'CidrIp': '©0.0.0.0/0'}]1},
{'IpProtocol’': 'tcp',
'FromPort': 22,
'ToPort': 22,
"IpRanges': [{'CidrIp': '0.0.0.0/0'}]}
D)
print('Ingress Successfully Set %s' % data)

# OnucbiBaem rpynny 6e3omnacHoCcTu
#tresponse = ec2.describe_security_groups(GroupIds=[security_group_id])
print(security_group_id)

BolmiosiHuM 10T crieHapuii, 4To6bl CO3/aTh IPYIITY GE30IIaCHOCTH, KOTOPYIO 3aTeM
MOJKHO CBS3aTh C [PYTUMU HAIIUMU pecypcamu B AW S:

(venv) $ python Chapterle_ 5 security group.py

Ingress Successfully Set {'ResponseMetadata’: {'RequestId': '<onywyeHo>',
'"HTTPStatusCode': 200, 'HTTPHeaders': {'server': 'AmazonEC2', 'contenttype':
"text/xml;charset=UTF-8', 'date': 'Wed, 18 Jul 2018 20:51:55 GMT',
"content-length': '259'}, 'RetryAttempts': 0}} sg-<onywyeHo>
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Cnucku ynpasnenus docmynom (Access Control Lists, ACL) — 9T0 JOIIOJIHUTENbHBIN
cJioil 6ezonacHocTu 6e3 coctostud. Y kaxaoi nogcet B VPC ectb cBoit ACL. [o-
ckonbky ACL He uMeeT cOCTOAHUS, HeOOXOAUMO YKa3bIBaTh KaK BXOSIIUE, TaK
U UCXOJISIITIE TTPAaBUIIA.

Huske nepeunciens Baskubie pasiananst Meskay ACL u rpyrnmamu 6e30macHOCTH:

® rpymnibl 6e30IIaCHOCTH AeiCTBYIOT Ha ypoBHE ceTeBoro nHTepdeiica, a ACL —
Ha YPOBHE MOJICETH;
® rpyia 6e30acHOCTH HOAEPKUBAET TOJIBKO IIpaBuia Truia allow, a ais ACL

MO’KHO YKa3bIBaTh Kak allow, Tak 1 deny;

® rpymmna 6e30MacHOCTH XPAaHUT CBOE COCTOSTHHUE, TI09TOMY OTBETHBIH TpaduK
aBToMaruyecku rpoiyckaercs, a B ACL ero Hy>kHO paspeniaTb OTAENbHO.

Paccmorpim camyto kpyTyio ceteByio Textomnornio B AWS: Elastic IP. Korza st Tosb-
KO 0 Heil y3HaJI, MEHsI TOPa3iia ee CliocOOHOCTD AMHAMUYECKH HA3HAYATH 1 TTepeHa-
3Hauath [P-anpeca.

Elastic IP

Elastic IP (EIP) — ato MexaHusM paboTsl ¢ agpecamu [Pv4, 10CTyIHBIMU U3 HHTED-
HeTa.

\/V: Mo cocrostuio Ha koHew, 2019 ropa EIP He nogaepxusan [Pvé.

EIP Mmoo nuaammdeckn HazHaunTh nHcTtancy EC2, cereBomy mHTEpdeiicy nim
napyrum pecypcam. Ero ocobentoctu:

e EIP npuBsa3an K KOHKPETHON y4eTHOM 3aITiCH ¥ OTPaHWYeH OJTHUM PETHOHOM.
Hanpuwmep, EIP B us-east-1 MOXKHO IPUBS3BIBATH TOJIBKO K PECYPCAM B US -
east-1;

® BBl MOXeTe 0TBA3aTh EIP oT omHOTO pecypca  Ha3HauuTh ero pyromy. Takas
ruOKOCTh MHOT/IA MCTIOIB3YETCST [T 00ECTIEYeHUsST BEICOKOM JIOCTYITHOCTH.
Hanpumep, Bbl MOKeTe MUTPUPOBATh Ha Ooiee MomHbI nHcetane EC2, nepe-
HazHaunB eMy [P-azpec craporo nHcTaHca;

® 3a Kax/bli yac ucrosbzosanud EIP B3umaercs Hebosbias miara.

ETP zanpamwuBaior B kKoncosin AW'S 1 3aTeM Ha3HAYAIOT €r0 TOIXOSANUM PeCypcam
(puc. 10.22).
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Puc. 10.22. Elastic IP

i, K coxanenuio, B Lensx 3KOHOMUM B KAXAOM PErMOHE N0 YMONYAHMIO AOCTYMHO

—@— nuw nats EIP (https://docs.aws.amazon.com/vpc/latest/userguide /amazon-

g vpc-limits.html). Ho npu Heo6x0anMmMocTH 3TOT AMMUT MOXHO MOBLICUTS, ecnu
obpartutbes B cnyxby nopaepxkn AWS.

B cnenyromniem pasziesie BbI yBUIUTE, Kak ¢ TTOMOIIHI0 NAT-1111030B OTKPBITD AOCTYTT
13 MHTEPHETA K YACTHBIM TTO/ICETSIM.

NAT-wno3bl

Yr06bI OTKPHIT ZOCTYII U3 MHTEPHETA K HamuM XoctaM EC2 B my6amaHoil moacery,
MO’KHO BbiziesinTh EIP u nipuBsizaTh ero k cereBomy unrepdeiicy xocra. Oqnako Ha
MOMEHT HalucaHud 3Toi KHUTrH 1718 kKaxkaoro EC2-VPC Mo3kHO 6BLIO BBIIEIUTH HE
6onbire atu EIP (https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_
Appendix_Limits.html#vpc-limits-eips). MHor1a y106HO MMETH BO3MOKHOCTD PA3PEITUTh
UCXOASANINN Tpa UK JJIsT XOCTa B YACTHOI mojiceTn 6e3 HazHAYEHUS eMY TOCTOSTHHO-
ro EIP.

Bor rne moxer npuroantbest NAT-wr03. C ero TOMOTIBIO MOKHO BPEMEHHO pas-
PEINTD MPOXOKAEHNE UCXOSIIETO TPahUKA JIJIst XOCTA B YaCTHOM MOJICETH, BHITIOJ-
Hss IpeoOpa3oBaHue CETEBBIX aJPecoB. DTa olepalus MOX0Ka Ha MPAHCAAUUIO
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«nopm — adpecs (Port Address Translation, PAT), KOTOPy10 MbI OOBIYHO TIPUMEHSIEM
B KopriopatuBHOM Gpanamayape. s ncnosnbsoBanust NAT-111103a BBITOJHUTE
CJIeIYIONIIE TIarH.

1.

ITa mpolieaypa TponsTocTpuposana Ha puc. 10.23.

—=
O

My6nnyHaa noaceTb
10.0.0.0/24

AZ: us-east-1a
WNHTEpPH

NAT-winto3
c EIP

CKpI::ITbIVI

YacTtHas noaceTb MapLupyrM3aTop

10.0.1.0/24
AZ: us-east-1b

Mopcets VPC: 10.0.0.0/16

PervnoH: us-east-1

Puc. 10.23. Pa6ota NAT-wnio3a

Coszmaitte NAT-1m1103 B 110/IC€TH € IOCTYTIOM K MHTEPHET-TIITI03Y, UCTOJIb3YSI
AWS CLI, 6u6bamnorexy Boto3 mwmm korcob AWS. Y NAT-1w1103a 10/5KeH ObITh

HacrpoiitTe MapuipyT 1o yMoJI4aHuIo B YacTHOM mojicett K NAT-1i03y.

NAT-1u103 6yAeT cjie10BaTh MapIipyTy 0 YMOJUaHUIO, HATIPABJIsIS BHEITHUN
TpauK K UHTEPHET-IILIIO3Y.

eT-LuIo3

OjtiH U3 caMbIX 9acTo 3a/[aBaeMbIxX BOmpocos 0 NAT-1urio3ax kacaercst Bibopa moj-
ceT, B KOTOPOI 3TOT NLTI03 10JKeH HaxoauTbes. [Tomunre, uto NAT-1mosy nysken
myGamdHbIi ocTyir. [T0aTOMY €ro cJIe[lyeT co3/iaBaTh B IIOJACETH € MyOJIUIHBIM [0~
CTYTIOM K MHTepHeTY 1 HazHadyeHHbiM EIP (puc. 10.24).
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MAT Gateways » Create NAT Gateway

Create NAT Gateway
Create a MAT gateway and assign i an Elastic P address. Leam mona,

Subnet’ | suonot IR [ 1y61M4HAs NOACeTb - CcCo

CB0GOAHbIN
Elastic IP Allocation 18° | gingioc SRS | c H A 3HAYEHHBLIV EIP - | C cCeamNewer @

e e

sipalioc-

Puc. 10.24. Cosnanne NAT-wnosa

B cnemyrorem paziesie MbI PACCMOTPUM TIOZIKTIOUEHUE BUPTYATbHON ceT B AW S
K (hU3MIECKON CETH.

Direct Connectn VPN

JTo 9TOT0 MOMEHTA Hallle BUPTYAIBHOE YaCTHOE 00TAK0 OBLITO AaBTOHOMHBIM 1 HAXO-
moch B cetrt AWS. OHo ru6koe 1 GyHKIMOHAIBHOE, HO JJIsl JOCTYIIA K €r0 Pecyp-
caM IIPUXOJUTCS HCII0JIb30BaTh IyOandHble cepBuchl, Takue Kak SSH uimn HTTPS.

B aToM paszesie Mbl paccMOTpUM JBa criocoba nopkaouerus Kk AWS VPC us yactHoi
cetu: VPN-uwti03 Ha ocnose IPSec u Direct Connect.

VPN-wnio3bl

ITepBbiii criocob MOAKIOUEHNUST Halllel JIOKaIbHO pasMeltieHHoi cetu k VPC 3akitio-
YaeTcsl B MCIOIb30BaHUM TpaauInoHHbIX VPN-coequnaennit mosepx IPSec. Ham
noHagoOuTCs IyGIMYHO JOCTYIIHOE YCTPOUCTBO, CII0c00HOe coequHaThes ¢ VPN-
yerpotictBamu B AWS.

[mo03 kamenTa nomken noaaep:kuBarh VPN IPSec Ha ocHOBe MapIipyToB; TPy 3TOM
110 VPN-COeIMHEHII0 MOKET MTPOXOAUTD MPOTOKOJ MAPIIPYTH3AMUN U OOBIYHBI
0JIb30BaTEIbCKUI Tpaduk. B HacToAmuMi MOMEHT 711 oOMeHa Mapiupytamu AW S
peroMmenyet npumensaTs BGP.

Ha cropore VPC MOKHO OpranusoBarh aHaJOIMYHYIO TaOJUIy MapIIpyTU3aLUH,
B KOTOPOI1 OT/Ie/IbHAsSE IIOZCETh HAlIPaB/ieHa K supmyaiviomy wacmuomy wmosy (Virtual
Private Gateway, VPG) (puc. 10.25).
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Puc. 10.25. VPN-coeanHenne Ha ctopore VPC (uctounmk: https://docs.aws.amazon.com/
AmazonVPC/latest/UserGuide,/VPC_VPN. html)

Direct Connect

VPN-coennnenue moepx [PSec mo3BosigeT j1erko ¢BsA3aTh JOKAJIbHO Pa3MelieH-
Hoe obopyaoBaHue ¢ obmauHbiMu pecypcamu AWS. Ho emy mpucytiu re sxe mpo-
6JieMbl, uTO ¥ TyHHEAsAM [PSec uepes MHTEPHET: OHO HEHAJIEKHOE, U ¢ ITUM MaJIo
YTO MOKHO TI0/IesIaTh. VIMeeT orpaHndeHHbIe BOSMOKHOCTH MOHUTOPUHTA Ka4eCTBa
paboThl, a cozrauenue 06 yposue obcayicusanus (Service-Level Agreement, SLA)
pacipocTpaHsieTcs TOJIbKO HA Ty YaCTh MHTEPHETA, KOTOPYIO MbI MOJKeM KOHTPO-
JINPOBATb.

Kak cnencrsue — mis nepegadn 1i060ro KpUTHIECKH BasKHOTO Tpaduka 0OBIYHO
UCIIOJIb3YIOT BTOPOII BapUaHT, KOTOPBIH TpepocTasisier Amazon, a umenno AWS
Direct Connect. 9Ta TEXHOJIOTHS TIO3BOJISIET KJIMEHTAM TIOJIKII0YaTh CBOU JlaTa-TleH-
TphbI U oTaesnbHbie cepBepbl K AWS VPC 110 BbIZIeIeHHOMY BUPTYAJIbHOMY KaHATY.

Camoe CJI03KHOE B OPTAaHU3AIINY TAKOTO TO/IKJIIOUEHST — BBIBECTHU CETh TY/A, OTKYIA
ee MOJKHO (pusnueckn moAKIounTh K AW'S; 00b14HO 910 y3esn o6MeHa TpadukoM.

Crucoxk mectononoxennit AWS Direct Connect cmoTpuTe Ha crpanutie https://aws.
amazon.com/directconnect/details/. Kanas Direct Connect — 310 00bI4HOE OIITOBOJIO-
KOHHOE COe/IMHEHNE, KOTOPOE MOKHO 3aKa3aTh B OTIPEIEJIEHHOM JIaTa-1€HTPE; Ballia
CETh TIOJIKIIOYACTCST K CETEBOMY TIOPTY, MOCJIE Uero HacTpanBaetest coennuenne dot1q
trunk.
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Bce 6oJibiiie cropoHHUX TpoBaiigepos mpepiaraior yeayry Direct Connect Ha ocHO-
Be kaHama MPLS u arpernpoBannsix coequaennii. OfMH U3 CaMbIX TOCTYITHBIX
BapUaHTOB, KOTOPBIIA MHe yaanock Haiitu, — Equinix Cloud Exchange Fabricl.
OH 103BOJISIET UCITIOJIB30BATH OJIUH U TOT JK€ KAHAJI JIJIST COEINHEHUS C Pa3HBIMU 00-

JIAYHBIMU MPOBaliiepaMu, U 3TO HAMHOTO JIelleBJIe, YeM BBIIEJTEHHBIN KaHaJ
(puc. 10.26).

Puc. 10.26. Equinix Cloud Exchange

B caentyioniieM pasjiesie Mbl pacCMOTPUM HECKOJIBKO cepBrucoB AW'S jiis mactirabu-
POBaHUS CeTei.

CepBucbl ans MACLITABUPOBAHUS CETEN

B aToM pasnene MbI 06CYIM HEKOTOPBIE CETEBBIE YCIYTH, KOTOPBIE pesiiaraeT AWS.
MHorue 13 HUX HEe UMEIOT MPSIMOTO OTHOIIeHusd K cetu (Hampumep, DNS u cetn
pacnpocTpaHeHus cogep:kuMoro). Hac onn nHTEpecyioT BBUIY UX TECHOH CBI3U
C CETEBBIMU TEXHOJIOTHSMU W BIAUSHUS HA TPOU3BOIUTETHHOCTD MTPUIOKEHUI.

1 B mae 2020 roga gannbiii npoaykT ObL1 nepenmeroBad B Equinix Fabric: https://www.equinix.

com/interconnection-services/equinix-fabric. — Ilpumeu. peo.
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Elastic Load Balancing

Elastic Load Balancing (ELB) 103BOJISIET aBTOMAaTHYECKU PACIPEAECTISATH TpahUK,
HOCTYNAIOIMI 13 HHTepHeTa, Mexkay nHctancamu EC2. Kak u B ciryuae ¢ banaHcu-
POBIMKAMY HATPY3KU B (PUBUUECKUX CETAX, ITO JaeT BO3MOKHOCTH JyOJINPOBAThH
pecypceHl 1 yIyUIIaTh 0TKa30yCTONINBOCTD, CHIKAS TP 9TOM HAarpy3Ky Ha OT/Ieb-
ubie cepsepbl. ELB moiepkuBaet 6amaHCHPOBKY HAMPY3KM Kak HAa YPOBHE TPILIIO-
JKeHUM, TaK 1 Ha yPOBHE CETH.

Application Load Balancer (ALB) ynpasiser eb-tpaduxom o HTTP u HTTPS;
Network Load Balancer (NLB) pa6oraer na yposue TCP. [{ns Be6-npuiosxkeHnit
HMeeT CMBIC MCII0JIb30BaTh ALB; B ocTabHBIX ciryuasx Jryuiie Boiopats NLB.

IMoxpobuoe cpasHenre ALB u NLB — Ha cTpanuie https://aws.amazon.com/
elasticloadbalancing/details/.

Puc. 10.27. ELB comparison
(ucTounmk: hitps://aws.amazon.com/elasticloadbalancing /details /)

ELB nosBoJigeT pacripesiensitTh Tpauk B MOMEHT €r0 IIPOXOK/IeHUS Yepe3 olpe/ie-
JIEHHBIN Pecype B HatlieM pernoe. Ecii Bam HyskHa 6aaHCHPOBKA HATPY3KI MEKTY
peruoHami, uctobayiire ceppric AWS Route 53 DNS (usBecthbiii Takske kak Global
Server Load Balancing).
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Cepsuc Route 53 DNS

Bce MbI 3HaeM, 9TO Takoe CTYKOBI TOMEHHBIX UMeH, 1 Route 53 — 310 peannsarnust
Takoit cryk661 or AWS. Route 53 — 1I0JHOIIEHHBII JOMEHHBIN PErHCTPaToOP, KOTO-
PbIii TO3BOJISET MOKYTATh M a/IMITHUCTPUPOBATD IOMEHHbIE UMeHa MpsiMo n3 AW'S.
Yro kacaercs ceTeBbIX cepBucoB, To DNS 1o3Bosiger pacupeiesnsaTb HArpy3Ky
MeskLy reorpadhuuecKMU PErnOHAMM, ITMKJInYecku nepebupast DNS-3amnucu.

Jlns Ganancuposku Tpaduka ¢ moMoiibio DNS HeoOXonuMbl:

® (aMaHCUPOBINNUK HATPY3KU B KaXKIOM PETMOHE, KOTOPBIH BB COOMpaeTech
GamaHCHPOBATH;

® 3aperucTpUpOBaHHOE JOMEHHOE MMs (ero He 00s13aTeIbHO PEruCTPUPOBAThH
B Route 53);

® Route 53 — DNS-cepBuc 17151 JOMEHOB.

Route 53 noasepxBaeT MOJUTHKY Ha OCHOBE BEJTMUNHBI 33/JIEPKKHU € TIPOBEPKOI
paboTOCITOCOOHOCTH, KOTOPYHO MOKHO UCTIOJIb30BATE JIJIST MAPIIPYTU3AIIH MEKILY
JIByMsT akTUBHBIMU 3k3eMIuisipamMu ELB. B cienytotiem paszesie Mbl pacCMOTPUM
ceTh I0CTaBKU cogepkumoro noj nassanueM CloudFront, kotopas serpoena B AWS.

JlocTaeka copep>XXMMOro ¢ UCMOMNb30BAHUEM
CloudFront

CloudFront — aro cemwv docmasku codepucumozo (Content Delivery Network, CDN)
or Amazon. OHa CHUKAET 33/IePIKKY JIOCTYTIA K JAHHBIM 3a CYeT UX (DU3UIECKOTO
pasMenieHnst Kak MOKHO OJinKe K KaueHTy. TakuMu JaHHBIME MOTYT ObITh: CTaTH-
4eCKOe COIePKUMOe BeG-CTPaHUIL, BUACOPOINKH, Tpraokenus, AP nmm ¢ nepaBHuIx
nop Lambda-dyukuun. I'pannutsie ysubl CloudFront MOTyT HAXOAUTHCS KaK B pe-
ruonax AWS, Tak 1 BO MHOTHX JIPYTUX MECTaX [0 BceMy MUPY. B 11e10M aToT cepBuc
paboTaeT caeayonmM 00pasoM:

® [0Jb30BaTeNn 00palaloTCsa K BeG-caiiTy 3a OJHUM WM HECKOJbKUMK 00b-
eKTaMU;

DNS niepenaer sanpoc 6imskaiiemy rpannanomy yaay Amazon CloudFront;

rpannunbiil ysea CloudFront su6o Bbigaer cogepkumMoe 13 Kaiia, Jubo 3a-
npammBaer 0OGbEKT B MECTE €T0 XPAHEHUS.

O6b1utio ¢ AWS CloudFront u cepsucamu CDN umeroT je1o paspaboTyiKy Ipr-
JoskeHui u niskeHepbl DevOps. Ho cTonT nornmath, Kak paboTaioT 9TH TeXHOJIOTHH,
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B AWS ecTh MHOKECTBO IPYTHUX CETEBBIX cepBUCOB. Huke mepeuncyieHbl cambie
BaJKHBIE.

® AWS Transit VPC (https://aws.amazon.com/blogs/aws/aws-solution-transit-
VpC/). JT1o CPpEACTBO AJIA TMMOARIIOYECHU S HECKOJIbKUX BUPTYAJIbHBIX YaCTHBIX
00JIaKOB K OJJHOMY, KOTOPOE CJIYsKUT TPAH3UTHLIM LIEHTPOM. DTO OTHOCH-
TEeJIbHO HOBBIIA CEPBUC, OH MOKET MUHUMU3NPOBATH KOJTNMIECTBO COG[[I/IHCHI/IfI,
KOTOpbIE€ BaM HeO6XOlII/IMO HaCTpanBaTb U a/IMUHUCTPUPOBATD. Ero rakxke
MOYKHO UCIIOJIb30BaTh /IJId Pa3/eJIeHUA PECYPCOB MEKY YUETHBIMU 3AIIUCA-
M AWS.

® Amazon GuardDuty (https://aws.amazon.com/guardduty/). DTo yrpaBJsieMbiii
CepBHUC st OOHAPY KEeHUsT yTPo3 Ge30MaCHOCTH, KOTOPBII HEIIPEPHIBHO UIET
BPEJIOHOCHOE UJIN HePa3pellleHHOe [TOBeJIeHIe, TTIOMOTast 3al[UTUTDb HAIIK pa-
6ourie Harpysku B AWS. Cpeau ipouero orciesknsaeT API-BBI30BbI 1 corydan
HECAHKITMOHUPOBAHHOTO PAa3BePThIBAHMSI.

® AWS WAF (https://aws.amazon.com/waf/). 1o Gpanamaysp ais Beb-
NPUJIOKEHUH, KOTOPBII MOMOTAaeT 3alUTUTHCS OT PACTIPOCTPAHEHHBIX 9KC-
wioiiToB. [103BoJIsIeT yeTaHaBIMBaTh CBOU NpaBuiia BeH-6e30MacHOCTH, MPO-
IyCKaoue Win OJIOKUpyolue Tpapuk.

® AWS Shield (https://aws.amazon.com/shield/). Dto ypasJisieMblii cepBUC JJist
3aIUTDI IPUIOKeHW, BbiosHsionmxces B AWS, or DDoS (Distributed Denial
of Service — pacnpedenennas amaxa na omxas 6 obcayxcusanuu). Ero 6azosbie
(OYHKIMK IPeIOCTABIAIOTCS OECILIATHO 15 BCEX KIMEHTOB; 32 CII0Ib30BAHNe
pacmupennoii Bepcun AWS Shield HysxHO fommaunBaTh.

Komnanus Amazon HoCTOSHHO BBIITYCKAET HOBbIE TIOTPSICAIONIIE CETEBbIE CEPBUCHIL.
He Bce onm takwue ke pynpamenTanbubie, kak VPC nau NAT-mmo3er, HO Bee pu-
HOCSIT TI0JIb3Y B KOHKPETHO# 06JIaCTH.

Pesiome

Ira riasa ObLIa MOCBsAIIEHa 00JauHbIM ceTeBbIM cepBricaM B AWS. Mbl o6cyauiu
TaKue MOHATHS, KaK PETMOH, 30Ha JOCTYITHOCTH, TPAHUYHBIC Y3JIbl U TPAH3UTHBIH
tenTp. Obiiee moHnMaHue ycrpoiicTsa cetn AW'S o3BOIUT BaM OPHEHTHPOBATHCST
B OrPaHMYEHUSIX OTAENbHBIX CETEBBIX cepBUCcOB. MbI nctonbzosaan AWS CLI, 6u-
6smorexy Python Boto3 u CloudFormation st aBroMaTusaiuu HEKOTOPBIX 3aa4.
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MblI moapoOHO PaccMOTPEIN BUPTyalbHble acTHble oOmaka AWS, BKIodas Ha-
CTPOIKY TabJIUIBl ¥ TleJiell MapuipyTusaiui. B npumMepe ¢ rpynnamu 6esomnac-
Hoctu u cereBbiMu ACL MbI mozaboruiick o 6ezomacHocTu Hairero VPC. Mbi
takske noropopuivt 0 EIP u NAT-n1io3ax B KOHTEKCTE MPeIOCTaBIEeHUs TOCTYIIA
CHapyXKH.

CymecrByer jBa criocoba nojkiodeanss AWS VPC k JIOKaJbHO pasMelneHHbIM
cetsim: Direct Connect u IPSec VPN. MbI KpaTko paccMOTpesn KasKIbli U3 HUX,
OTMETHUB UX MperMyIecTsa. Takxke Mbl 0OCYANIIN CEPBUCHI I MACIITTAGUPOBAHMUST
cereit, koropsie mpemmaraer AWS, srirouast Elastic Load Balancing, Route 53 DNS
u CloudFront.

B cirenytorneii riaBe peub MOMIET 0 CETEBBIX CEPBHCAX JAPYroro 00JauHOTO TIPOBaii-
nepa, Microsoft Azure.



O6nayHble ceTeBble
TexHonoruu Azure

Kak mbr yke Buzgesu B TiaBe 10, o0rauHble ceTE€BbIe TEXHOTOTUH TIOMOTAIOT MO~
KJIIOUUTH HAIITY OPraHU3aInio K 06JauHbiM pecypeam. st cerMEeHTHPOBAHUST 1 3a-
MIATBI BUPTYAJIbHBIX MAITUH MOKHO MCIIOJIB30BATh UPMYANbHYI0 cemb. TaknM ke
06pa3oM MOJKHO TMOAKJIIOYATH HAIIN JIOKATbHBIE pecypehl K obmaky. Kommanus
Amazon, 6yy4n MepBOMPOXOAIEM B 9TOW 06J1aCTH, OOBIYHO CUMTAETCS JTHICPOM
pbiHKa. B 910l ritaBe MbI PACCMOTPUM CETEBbIE TPOLYKTHI E1Ile OHOTO BasKHOTO 00-
JIAYHOTO MpoBaiiziepa, Microsoft Azure.

ITpoekt Microsoft Azure 6b11 ocHoBa B 2008 ro/1y 1 3HaYaIbHO HasbiBaJsIcs Project
Red Dog. Ero ny6umunbiii Bbiryck cocrosiicst 1 despasst 2010 roga. Ha ot MomenT
o Hocu1 Hassanue Windows Azure, o B 2014 roxy ero nepenmenosanu 8 Microsoft
Azure. YuuTbiBas, 4To MepBbIil BeiTyck S3 cocrosicsa B 2006 roy, Ha TOT MOMEHT
komanga AWS daxrnuecku onepeskana Microsoft Azure na yernipe roga. IombiTka
noraatb AW'S Gblta HenpocToil 3aa4eii jaske JJist KOMIIAHUU C OTPOMHBIMU PECyp-
camu. Ho y Microsoft 6buin yHUKaIbHbIE KOHKYPEHTHbIE IIPEUMYIIECTBA, 00yCI0B-
JIEHHBIe MHOTOJIETHUM OITBITOM BBIITYCKA YCIIEMIHBIX TPOAYKTOB U ITPOYHBIMH OT-
HOIIEHUSIMU C KOPIIOPATUBHBIMU KJIMEHTAMU.

Azure yaensiet 60Jb110e BHUMaHUE UCTIONB30BAHUIO CYNMIECTBYIOMNX MTPOIYKTOB
Microsoft u cJI0KMBITMXCS OTHOIIEHNUH € KIMEHTaMU, II09TOMY 00JIauHble TEXHOJIO-
TUH 3TOTO POBalijiepa UMEIOT BakHbIe ocoberHocTH. Harpumep, 01HO# 13 OCHOBHBIX
IPUYMH, TOJATAJIKUBAIONIMX KJINEHTOB YCTAHOBUTH coeJiMHeHne ¢ Azure yepes
ExpressRoute, ananor AWS Direct Connect, MokeT ObITb KeJIaHK€e TOBBICUTD
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yno6erso pabotst ¢ Office 365. B kauecTse elie 0{HOTO TpUMepa MOKHO TIPUBECTH
CUTYaIMIO, KOT/Ia Yy KJIMEHTA yKe eCTh corainieHne o6 ypoBHe 00CaYKIUBAHUS
¢ Microsoft, B KOTOpoe MOJKHO BKJIOUNTDH Azure.

B a10ii ritaBe MbI 06y MM ceTEBBIE CEPBUCHI, KOTOPBIE MPeITaraeT Azure, i BO3MOK-
HOCTh paboThl ¢ HUMU 13 Python. Mbl Bo3bMeM 3a OCHOBY Te acIeKThl OGJaYHbIX
TeXHOJIOTUI, KOTOPBIE YK€ PACCMOTPEJN B IIPEIBIYIIel TIaBe, U MOMBITaeMCsI CPaB-
HuBaTh MPoAyKTel AWS 1 Azure, riie 9T0 yMecTHoO.

B wactHOCTH, MBI 00CY THIM:

HOATOTOBKY K pabote ¢ Azure u gagum oOmuii 0630p CeTEBBIX TEXHOIOIHI;

supmyanvivie cemu Azure (VNets); rexnosiorust Azure VNet moxosxa Ha AW S
VPC u npefioctasiisieT KINEHTaM YacTHYIO ceTh B obsiake Azure;

ExpressRoute n VPN-coennnenns;
GanaHCUPOBIIUKN HATPY3KHU B ceTH Azure;

JIpyTue ceTeBble CepBUCHI Azure.

B npezapiayieil riaBe Mbl IO3HAKOMHJIMCH CO MHOIMMY BayKHBIMU KOHIEIIMSAMU
06JIAYHBIX CeTEBBIX TEXHOJIOTHIL. VCmob3yeM 9TH 3HAHUS W CPABHUM [IJIsT HAYasIa
TMPOIYKTHI, OCTyIHBIE B Azure 1 AWS.

CpasHeHue ceTeBbix cepBucos B Azure

n AWS

M3HavanbHO IPoeKT Azure ObLI OPUEHTUPOBAH Ha Mozesu SaasS (Software-as-a-
Service — npozpammioe obecneuenue xax ycayza) v PaaS (Platform-as-a-Service —
naameopma kax ycayea) u B Menbliiieii crenenu Ha laaS (Infrastructure-as-a-Service —
ungpacmpyxmypa xax ycayeza). B monensx SaaS n PaaS ceTteBbie cepBUCHI HIDKHUX
YPOBHEH 3a4acTyio CKPBITHI OT 1oJib3oBateist. Harpumep, SaaS-npoxykr Office 365
0OBIYHO TIPEOCTABIISIETCS B BUIE YIAJEHHO PA3MEIIEHHOM KOHEYHOU TOUKH, K KOTO-
poit MOKHO obpamaThest uepe3 HHTepHeT. PaaS-mpoaykTsl st co3nanus Beb-
MPUJIOKEeHUH ¢ uctnosib3oBanneM Azure App Services 4acTo UMEIOT BU/I TIOJIHOCTHIO
YIIPaBJISEMbIX MTPOIIECCOB HA OCHOBE TaKUX TTOMYJISAPHBIX (hpeiiMBOpKOB, Kak .NET
win Node.js.

Mogesns [aaS, ¢ gpyroii ctopoHbl, TpEOYET OT HAC TOCTPOUTD CBOIO NH(MPACTPYKTYPY
B o6sake Azure. CylecTBEHHAST YacCTh IEJEBO ayIUTOPUN HTUX MTPOLYKTOB yiKe
MMea OmbIT paboThl ¢ inepoM B 310l obaact, AWS. UTo6bl HOMOYD C TIEPEX00M
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Ha cBoe 00J1aK0, Azure TIPeIOCTABJISIET HA CBOEM BeO-caliTe CpaBHEHUE CBOUX CEPBU-
COB C aHAJTOTUYHBIMU TpeaokeHusIMu oT AWS (https://docs.microsoft.com/ru-ru/
azure/architecture/aws-professional/services). {I yacTo roceiaio Ty 1oJIe3HYyI0 CTpa-
HUILY, KOT/[a He MOTY Haiitu B Azure aHasor cepsuca ot AWS, 0coOeHHO ecJii ero
Ha3BaHUE HE COBCEM TOYHO OTHMCHIBAET TIPEOCTABISIEMYTO UM ycayry. Hampumep,
MOJKETE JIM BBl CKa3aTh 110 O[HOMY JIUIIIb HAa3BaHUIO, 4To Takoe SageMaker? Bor u st
HE MOTY.

5l YacTo UCNoMb3YIO 3Ty CTPAHMULY M AN CPABHUTENBHOTO aHanuaa. Hanpumep,
€CIIM MHE HYXHO CPABHWUTL CTOMMOCTb BblaeneHHoro coemtemns ¢ AWS u Azure,
2 cHavana ybexpatock B Tom, 4to aHanor AWS Direct Connect — Azure
ExpressRoute, 1 3aTem oTkpbIBAlO NPMBEAEHHYIO TAM CChIIKY, YTOBbI y3HATH
noapobHocTM 06 3ToM cepsuce.

[TpoxpyTtus crpamuity 10 paszea CeTb, MOKHO YBHUIETh, YTO MHOTHE IIPOAYKTHI Azure
noxosku Ha mpoaykrel AWS, — Hanpumep, VNet, VPN-uuros u Load Balancer. He-
KOTOpbIE U3 HUX MOTYT Ha3bIBATHCS 1O-ApyroMy (Kak B caydae ¢ Route 53 u Azure
DNS), Ho oHM TTpe/IOCTABISAIOT OJHU U Te ke yeayru (puc. 11.1).

Ceresbie mpoyKThl Azure 1 AW S mMeroT orpejiesieHHbIe PA3TUYUS C TOYKU 3PEHUS
BO3MOJKHOCTEN; HATPUME, JIJIs PaCIpe/ieJieHus TJI00aIbHOTO TpadhrKa ¢ MOMOIIHIO
DNS 8 AWS ucnosbsyercst Tot ke cepsuc Route 53, a B Azure jist 9T0r0 TIpEy-
cMoTpen otiesbblil mpoaykT, Traffic Manager. Eciiu yromyOuThest B 911 IpETIORKEHMST,
MOKHO HAlTH HEKOTOPbIE Pa3JUuusl B UX ucrosb3oBannu. Hanpumep, Azure Load
Balancer momzepskiBaet 6amaHCHPOBKY O CXOCTBY CEAHCOB MO YMOTYAHUIO, TOT/IA
kak B AWS Load Balancer aTy Bo3aMOKHOCTb HYsKHO HaCTpauBaTh AOMOJTHUTEIBHO.

Ho B 11es10M BBICOKOYpPOBHEBBIE TIPOYKTHI ¥ CEPBUCKHI OT Azure MOX0K1 HA aHAJIOTH
oT AWS, ¢ KOTOPBIMHU MBI YK€ MTO3HAKOMUJINUCH. JTO Xoporniast HoBocTh. Ho ecThb
U [JTOXAsT; HECMOTPST Ha MTOX0KUE BOSMOKHOCTH, MBI HE MOKEM TOYHO TIPOLYOIHPO-
BaTh CETh M3 OJIHOTO MPOBaii/iepa B pyroM. THCTPYMEHTBI U leTain peayn3aini
MOTYT 03aJauUTh TOTO, KTO HUKOIZA He MMell gesa ¢ Azure. [Ipu o6cyskaennu mpo-
JYKTOB B CJIEAYIONIUX pasjiesiaXx Mbl OyleM OTMedYaTh HEKOTOPbie pasjndust. st
HavaJia jke MOArOTOBMM BCe HeoOXoAMMoe JiJist paboThl ¢ Azure.

[Toprotoeka k pabote ¢ Azure

IIporece perucrpanuu B Azure He JJoJIKeH BbI3BaTh HUKAKUX 3aTpy/HeHuH. Poinok
yOINYHBIX 06JAKOB OTJINYAETCSA OCTPON KOHKYPEHITHEH, T0ATOMY, YTOObI TPUBJICYb
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Networking
AWS Azure
Area i i D i
Cloud virtual Virtual Virtual Provides an isolated, private environment in the doud. Users have
networking Private MNetwork contral over their virtual networking environment, including selection
Cloud of their own IP address range, creation of subnets, and configuration
(VPC) of route tables and network gateways.
Cross- AWS VPN Azure VPN Connects Azure virtual networks to other Azure virtual networks, or
premises Gateway Gateway customer on-premises networks (Site To Site). Allows end users to
connectivity connect to Azure services through VPN tunneling (Point To Sita).
DNS Route 53 Azure DNS Manage your DNS records using the same credentials and billing and
management support contract as your other Azure services
Route 53 Traffic A service that hosts domain names, plus routes users to Intemet
Manager applicarinm, CONNECTS USer requests 1o datarenters, manages traffic
to apps, and imp app availability with av ic fail
Dedicated Direct ExpressRoute Establishes a dedicated, private network connection from a location
network Connect to the cloud provider (not over the Internet).
Load Network Load Azure Load Balancer load-balances traffic at layer 4 (TCP or UDP).
balancing Load Balancer
Balancer
Application Application Application Gateway is a layer 7 load balancer. It supports SSL
Load Gateway termination, cookie-based session affinity, and round robin for load-
Balancer balancing traffic.

Puc. 11.1. Cetessie cepsucsl Azure (uctounmk: https://docs.microsoft.com/ru-ru/azure/

architecture/aws-professional /services)

nosib3oBatesieit, Azure, kak 1 AW, ripejiiiaraeT MHOKeCTBO ycayr u akiuit. [Tocaes-
HUe TIPe/IJIO’KeHN S UINTe Ha cTpanuile https://azure.microsoft.com/ru-ru/free/. Ha mo-
MEHT HAllMCAHUs TON KHUTU B Azure JIeliCTBOBAJIM BBITO/IHbIE aKI[UU JIJIsI CEPBUCOB
UCKyCCTBeHHOro nHTeatekta 1 Kubernetes co MHOKECTBOM 3aMedaTesIbHBIX [IPO-
JYKTOB, JOCTYIIHBIX GECILIATHO Ha IIPOTSKEHUH 1IePBhIX 12 MecaIeB UIu Ha [IOCTO-
sSHHOU ocHOBe (puc. 11.2).

[Tocite cozmanns y4eTHON 3aTUCH MOKHO TTOCMOTPETD, KAKHEe CEPBUCHI IOCTYTTHBI
Ha oprajne Azure 1o azpecy https://portal.azure.com (puc. 11.3).

Ho mpesxze, ueM 3amyckaTh Kakue-auh0 CepBICHI, MBI IOJKHBI HACTPOUTD CTOCO0
orutathl. Jj1g aT0T0 HYKHO 100aBUTh Hoanucky (puc. 11.4).
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& Microsoft Azure

Create your Azure free account today

Get started with 12 months of free services

[ — it [ -

Puc.11.2. Mopran Azure (uctounuk: https://azure.microsoft.com/ru-ru/free/)

Puc. 11.3. Cepsucsl Azure

Cosetyio BbIOpaTh Tapu@ ¢ OIJIAaTON 3a MCIOJb30BAHHBIE PECYPChI, KOTOPbI He
TpebyeT MpeBapuTeIbHON OTUIATHI U B3SITHS Ha ce0s1 JI0JITOCPOUHBIX 00532 TEIIbCTB;
IIPY ATOM BBl MOKETE TOKYTIUTH Pa3HbIe YPOBHU TOJ/IEPIKKH.
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Puc. 11.4. MNoanuckn Azure

IMocne 1o6aBIEHUS MOAMUCKU MOKHO TIPUCTYTATh K CO3/IAaHIIO U a IMUHUCTPUPOBA-
HUIO NpUJIokeHuid B obaake Azure. ITogpobree 06 9ToM — B cleyIONIeM pasjelie.

AomunnctpmpoBaHue Azure mn AP

Y Azure caMmblil USSIIHBII U COBPeMeHHBIN BeO-uHTepdeiic cpean BeceX 0CHOBHBIX
obmaunbIx 1IpoBaiizepos, Briodas AWS u Google Cloud. Ero Hactpoiiku, B ToMm
YHCJie SI3BIK ¥ PETUOH, MOKHO MEHSITH C TOMOIIBIO 3HAUKa HAa BePXHEH TTaHe I YIIpaB-
genus (puc. 11.5).

YrpaBasTh cepBucaMu Azure MOKHO PasHBIME CITOCOOAMU: C TIOMOTIIHIO Be6-
unrepdeiica, Azure CLI, RESTful API u xiuentckux 6ubnorex. Ilomumo rpadu-
4ecKoTo nHTepdeiica, B KOTOPOM MOXKHO pabOTaTh MBIIIKO#, Azure TPeI0CTABISIET
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yaobnyio koMauanyio obonouxy Azure Cloud Shell. Ee MoxHO 3amycTuTh e 4kom
Ha 3Ha4YKe B IPaBOM BepxHeM yTiy (puc. 11.6).

Puc. 11.5. Mopran Azure Ha pasHbIX 3bIKAX

Microseft Azure. 5, Search resources, senices, s docs (G4}
4 Croate s rvrcamen Azure services
£ vama o'} @ = - 22
FIEN

-+ = ] ] < b >
[ Dushbased

Crestn s wirtus App Serviees dtorage S0L datsbaes  Arure Dstsbave  ArursCosmeos  Kuberates  FusctionApp  Allsarvices
= AN pervices - mackines secunts [yE—— o8 servicns
. Explore
[ mesource groups
18 A2 rmsarons Suberiptions [ 4] mesource groves BEE  ANresources
D) mecant
B App Servions

. Tools
8] Vietusl machines felatsie]
I Wictual machines G Mtcrasalt Leam Agure Monitor P Security Conter [3 iz Managemant
B sou datsbases = Leam Anure with free online Marnitor your apes and Secure your apes and " Acatyze and optimise your
triining from Microsoft infrattructure. indrattructure thoud spend for free

5 Clowe sarvices (elatsie]

Welcome to Azure Cloud Shell

Seact Basn o Prwertell, ¢ " nte
oud Shedl tociac. The most feceatly usad environmaent will e the defaut for your et sesion.

Puc. 11.6. Azure Cloud Shell
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ITpu nepBoM 3arycke BaMm GyJIeT TPEIIOKEHO BoIOpaTh Mexay Bash u PowerShell.
I[Tosske BBI CMOJKETE TIOMEHTh CBO BBIOOD, HO OZIHOBPEMEHHO 3TH MHTEP(EHCh ne-
M0JIb30BaTh Hesb3s (puc. 11.7)

PowarShaIIV| O ? @ L™ D

\> help

Azure:/
PS Azure:\> D

Puc. 11.7. Azure Cloud Shell c PowerShell

Jlwuno st mpeanounTtaio Bash, tak kak ata komMaHHAs 060109Ka MO3BOJISIET UCITOTb-
3oBarb npeaycranosiaernbie Azure CLI u Python SDK (puc. 11.8).

Bash vio 28O DB
Connecting terminal...

eric@Azure:~-$ az --version
azure-cli

command-modules-nspkg
core

nspkg

telemetry

Python location '/opt/az/bin/python3'
Extensions directory '/home/eric/.azure/cliextensions'

Python (Linux) 3.6.5 (default, Oct 11 2019, 09:04:16)
[GCC 5.4.0 20160609

Legal docs and information: aka.ms/AzureClilegal

Your CLI is up-to-date.

eric@Azure:~$ python

Python 3.5.2 (default, Oct 8 2019, 13:06:37)

[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Puc. 11.8. NHctpyment Azure AZ
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Cloud Shell — ouenb yao6HbII HHCTPYMEHT, TaK Kak OH paboTaeT B Gpaysepe, U 00-
palaThCst K HeMYy MOKHO MPAKTUYECKU OTKY/1a yToiHO. OH BhIZIAETCS KaXKI0H yueT-
HO 3aITMCH U aBTOMATHUYECKU ayTEHTU(DUITUPYETCS B KAXKIOM CeaHce, II03TOMY HaM
He HY;KHO TeHepUPOBaTh /Il HEro OTAe/IbHbIN Kaiou. Ho I0CKoIbKY Mbl OyaeM 10-
BOJIBHO YacTo Mcnoyb30BaTh makeT Azure CLI, yctaHOBUM ero JIOKaIBHYIO KOTTHIO
Ha YIPABJISIIOIINI XOCT:

(venv) $ curl -sL https://aka.ms/InstallAzureCLIDeb | sudo bash
(venv) $ az --version

azure-cli 2.0.75
command-modules-nspkg 2.0.3
core 2.0.75
nspkg 3.0.4
telemetry 1.0.4

Yceranosum tyzaa ke Azure Python SDK:

(venv) $ pip install azure

(venv) $ python

Python 3.6.8 (default, Oct 7 2019, 12:59:55)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import azure

>>> exit()

\ Crpanuua «Azure pns paspabotumkos Ha Python», hitps://docs.microsoft.com/
\ /
-@- ru-ru/azure/developer/python/, — ucuepnsisatoLumii pecypc ans HaUMHaKOWMX
b pabotats ¢ Azure Ha Python.

U nprcTynmuM K 3HAaKOMCTBY ¢ HEKOTOPBIMU CyOheKTaMU-CITysKOaMU 1 3aITyCKY CBO-
WX CEPBUCOB B Azure.

Cy6bekTbi-cnyx6bi B Azure

B cpezcTBax aBTOMaTH3aIM y Azure ecTh TOHITHE CyOHEKTOB-carysx0. Cormacto
PEKOMEHIATIMSM TIO CETeBO HE30MACHOCTH KaK/IOMY YeTOBEKY WM HHCTPYMEHTY
BBIJIA€TCS POBHO TaKOW YPOBEHbD JOCTYIIA, KOTOPOTO JOCTATOUYHO JIJIsT BBITIOJTHEHUS
sagaun 1 He Gosee Toro. CyGbeKT-ciry:k6a OrpaHUIUBAET PECYPCHI U YPOBEHD J10-
CTyTIa B 3aBUCHMOCTH OT poJieil. B Hauase, 9T06BI TPOBEPUTE ayTEHTH(HUKAIIIIO
¢ nomouibio Python SDK, Mbl 1cI10/1b3yeM poJib, KOTOPYIO /ISl HAC aBTOMATHYECKH
cosgan naHcTpyMeHT Azure CLI. /{715 mosy4eHNs TOKeHA BBIMOJTHUTE KOMAHAY
az login:
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(venv) $ az login
To sign in, use a web browser to open the page https://microsoft.com/
devicelogin and enter the code <Baw k00> to authenticate.

[TepeiianTe o ykazanHomy URL 1 BcTaBbTe KO/, KOTOPBIH BBIBOJUTCS B KOHCOJIH,
4yToOBI BOUTH B CO3JaHHYI0 BaMK yUYeTHY0 3anuch Azure (puc. 11.9).

B Microsoft

Microsoft Azure Cross-
platform Command Line
Interface

You have signed in to the Microsoft Azure Cross-

platform Command Line Interface application on
your device. You may now close this window.

Puc. 11.9. Kpocc-nnarpopmeHHsiit MHTepdeitc KOMaHaHOM cTpokn Azure

Mbi MOKeM co3/aTh (Haiil ¢ yIeTHBIMU JAHHBIMU 1 TIOMECTUTH €TO B KaTtajor Azure,
KOTOPBIN co3ziaeTcd rpu yctanoBke makera Azure CLI:

(venv) $ az ad sp create-for-rbac --sdk-auth > credentials.json
(venv) $ cat credentials.json
{

"clientId": "<onyweHo>",

"clientSecret": "<onyweHo>",

"subscriptionId": "<onyweHo>",

"tenantId": "<onyweHo>",

"<onyueHo>"

}

(venv) echou@network-dev-2:~$ mv credentials.json ~/.azure/

OrpaanmunM A0CTyT K aiiny credentials. json 1 9KCIOPTUPYEM ITyTh K HEMY B BU/IE
nepeMeHHON OKPYKEeHUs:

(venv) $ chmod 0600 ~/.azure/credentials.json
(venv) $ export AZURE_AUTH_LOCATION=~/.azure/credentials.json

Ecau otkpbiTh IOpTan 1 niepeiiTu B pasaes Access control (YripaBiieHue 0CTyIIOM ),
BbIOpaB B MeHIO IyHKT Home » Subscriptions » Pay-As-You-Go » Access control (Tas-
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Hag » [lognucku » Omiara 1o Mepe UCMOJAb30BaHMS P YTIpaBJIeHHUE JOCTYIIOM ),
MOKHO YBUIETH TOJBKO YTO co3aHHyto poJib (puc. 11.10).

Horme 3 Subscriptions > Pay-As-You-Go - Access control (LAM)

}-b\ Pay-As-You-Go - Access control (IAM) »
Subscription i

’p—] Search {Cmdef) * }- Add T Editcolumns () Refresh | [l Remave | 7 Got feedback?

@ Owvervimw Check access i’“ﬁ;“:“‘“‘““““““‘; Deny Classic ini Roles

@ Actiitylog Manage access to Azure rscurces for usars, groups, service principals and managed identities at this

By Access control (AM) scopa by craating robe assignments. Learm more of

£* Diagnose and solve problems Name 3 Type Role (0 Seope (0 Group by 0

0 Socurity Search by name ar emal [ | [ contributor v | [ Alscopes v [ ol w

¥ Events 1 iterns (1 Service Principals)

Cost Ma [ Name Type Role Scope

4 Cost analysis Contributor

@ Budgets O . Arure-cli=2019-10-20-1420-03 App contributar O This resource

@& Advisar

Puc. 11.10. YnpasneHue poctynom ans tapuda «Onnara no Mepe UCMonb30BAHMS»

Bocnosb3yemcs IpoCThiM clieHaprueM Chapter1l_1_auth.py, 4ToObI IMIIOPTHPOBATH
6ubIMoTeKY A1 ayTeHTU(MUKALIK KJIMEeHTa 1 CeTEBOr0 afMIHUCTPUPOBAHISL:

from azure.common.client_factory import get_client_from_auth_file
from azure.mgmt.network import NetworkManagementClient

client = get_client_from_auth_file(NetworkManagementClient)
print("Network Management Client API Version: " + client.DEFAULT_API_
VERSION)

OrcyrerBre ommbOK TOBOPUT 06 YCIENHON ayTeHTH(hUKAIMN KINEHTa HA OCHOBE
Python SDK:

(venv) $ python Chapterll 1 auth.py
Network Management Client API Version: 2018-12-01

[Tpu yrennn oKyMeHTaIy AZure MOKHO 3aMETHUTD, YTO TPUMEPBI KOIA B OCHOBHOM
Harcanbl Ha PowerShell. B ciienytonem paszaese mbl cpasium PowerShell ¢ Python.

CpasHeHnue Python n PowerShell

Kommanus Microsoft paspaborasa ¢ HyJist 1160 BUOU3MEHNIIA, CO3/IaB HOBBIE Ha-
JIEKTBI, MHOKECTBO SI3BIKOB TIPOrpaMMupoBanust U ¢peiimBopkos. Hanpumep, C#,
NET u PowerShell. Heyausurenpto, uro NET (¢ C#) u PowerShell umeror epso-
KJIACCHYIO MOAAEPXKKY B Azure. B moxymenTanuu Azure MHOTO CCHIJIOK Ha TPUMEPDI
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¢ PowerShell. Ha Be6-opymax 4acTo pasropaiorcs JUCKYCCUU O TOM, KaKOi HHCTPY-
MEHT JIydlile MOAXOMUT I afiMUHUCTPpUpoBaHus pecypcos Azure: PowerShell nim
Python.

Mo coctosHuio Ha mionb 2019 ropa npeasapuTensHyio sepcuio PowerShell Core

\G/\/ MOXHO TAKXe 3aMmycKaTh B OnepaumoHHbix cuctemax Linux u macOS (https://
docs.microsoft.com/ru-ru/powershell /scripting /install /installing-powershell-
core-on-linux@view=powershell-6). Ho, yuntbieas 1o, 4to 370 He OkOHYATENbHBINA
BbINYCK, MOTYT UIMETb MECTO MPOTPAMMHBIE OLUIMBKHM M OTCYTCTBOBATL HEKOTOPbIE
BO3MOXHOCTH.

Mbi He Gy/1eM CIIOPUTD, KAKOM A3BIK Jiyulne. 5 He npoTus ucnoabzosaTh PowerShell,
KOT/[a 3T0 HEOOXOIUMO (JITIHO MHE OH KaKETCST TPOCTHIM ¥ MOHSITHBIM ), U 51 COTJIACEH
¢ teM, uto Python SDK uHorma otcTaeT 0T HEro ¢ TOYKU 3PEHUsT peau3aui Mo-
caenurx BoaMoykHocteill Azure. Ho mockonbky Python — xak MUHUMYM O/[HA U3
MPUYKH, TI0 KOTOPBIM BbI TPUOOPETH 3Ty KHUTY, HALIA TIPUMEPBI OYIyT OCHOBAHbI
#a Python SDK u Azure CLI.

B camom nauasie maxer Azure CLI npeacrasisti coboii Habop moaysieir PowerShell
s Windows, a Ha apyrux miatdopMax UMes BUJ YTHIUTHI KOMAaHIHON CTPOKH,
Hanucannoii Ha Node.js. Ho ¢ pocToM IOIyJIIPHOCTH OH TIPEBPATHICA B 00EPTKY
Bokpyr Azure Python SDK; noapo6Hee 06 sToM unTaiite B craThe Ha caiite Python.
org: https://www.python.org/success-stories/building-an-open-source-and-cross-platform-
azure-cli-with-python/.

B npumepax gasbiie Oyaem Takske ucnosbsosarh Azure CLI Ho MoskeTe He coMHe-
BaThCSL: Bee, uTo ecth B Azure CLI, goctynHo u B Python SDK (ma ciyuaii, eciu Bbl
xotute paboTarh ¢ STUMHU (DYHKIMSIME HeTocpecTBeHHO 13 Python).

Wrak, Mbl 06cyiun aiMuHUCTpUpoBanue Azure u conytersyioniie APL. Tlepeiinem
K TJ100a/IbHOI HH(PacTpyKType Azure.,

[nobanbHas nHppacTpykTypa Azure

IMogo6Ho AWS, riobanbHas uH(GPacTpyKTypa AZure COCTOUT U3 PETHOHOB, 301 00-
cmynmnocmu (availability zones, AZ) u TpaHUYHBIX y3J10B. Ha MOMEHT HallCaHNsT HTOM
KHUTU B Azure HaCUUTHIBAJIOCH 54 pernona u 6osee 150 rparnmynbix y3a08. O6 aTOM
coobIaercd Ha cTpaHuIle MpoayKTa, https://azure.microsoft.com/ru-ru/global-
infrastructure/ (puc. 11.11).
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B8 Microsoft Azure

Pricing

Azure global infrastructure

Achieve global reach and the local presence you need

andwidth in a region

Owerview  Asureregions > Arure geographies > Products by regon > Locations > Featured regions «

Deliver services confidently with a cloud you can trust

@ Scale globally EI Safeguard data w Promote sustainability

Reach more locations, fastes, with the Reely on industry-leading data security in the region Help build a clean-envrgy future and accelocite
performance and reliability of a vast global and aCross our network. progress toward your sustainability goals.
infrastructure,

Puc. 11.11. Mno6ansHas Hdpactpykrypa Azure
(ucTounmk: hitps://azure.microsoft.com/ru-ru/global-infrastructure /)

Kak n B AWS, 11eHbI 1 HAOOP IOCTYIHBIX CEPBUCOB B AZUre MOTYT Pas/IMyaThCsl B 3a-
BUCHMOCTH OT PeruoHa. MbI MosKeM IIpoayOIMpoBaTh OJKMH U TOT K€ CEPBUC B He-
CKOJIBKUX 30HaX foctynHoctu. Ho, B otamume ot AWS, He Bce pernonsl B Azure
COZIepPsKAT 30HBI IOCTYITHOCTHU 1 He BCe MPOYKTHI UX oiepskuBatoT. Ha camom siene
30HBI JIOCTYITHOCTH B Azure mosiBunCh Tobko B 2018 rony u nojanepxuBaoTcs
TOJIbKO B OT/I€JIbHBIX PETHOHAX.

ITO cleyeT yIUThIBaTh IpU BhIGOPE peruoHa. S peKoMeHayo BIOUPaTh PErHOHBI
¢ 3oHaMu pocrynHocty, Takue kak West US 2, Central US u East US 1. B orcyrerBue
30H Z[OCTyHHOCTI/I IPpUACTCA KOITMPOBATHb CepBI/ICbI Me)KZ[y Pa3HbIMHN peFI/IOHaMI/I,
00BIYHO B IIpeesiax oHoM reorpaduyeckoii obactu. O reorpadun Azure HOroBOPUM
HITKE.

I
N\ 7/ -
_@_ Ha ctpatuue rmobanbHol nHppactpyktypsbl Azure permoHsl ¢ 30HOMK AOCTYT -

= HOCTM OTMe4YeHbl 3Be304KAMMN.

B otsninume ot AWS, pernotbr Azure rpynmupyoTest Mo KaTeropusiM 60Jiee BbICO-
KOTO ypOBHS — reorpadudecknm obmactsm. eorpadudeckast 061acTh — 97O OT-
JeJILHBII PHIHOK, KOTOPBIH 0OBIYHO COCTOUT U3 ABYX Win Oojiee pernoHos. Ilo-
MIIMO YMEHBITEHHON 3aIePIKKH 1 TYUIIETO CETEBOTO COENHEHS, TyOIMPOBaHTTe
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CEpBUCOB U JAHHBIX B Pa3HbIX PErMOHAX B OAHON reorpadudeckoil obmactu obe-
criednBaeT coOITo/IeHe TIPaBOBbIX HOpM. BosbMeM, K mprMepy, pernoHb! [epMaHum.
Ecim HaM HY»KHO 3aIlyCTUTh CEPBUCHI HA HEMEIIKOM PBbIHKE, TO 110 3aKOHY Mbl
00s13aHbI 06ECTIEYNTh XPaHEHUE JaHHBIX CTPOTO B FOCY/APCTBEHHBIX IPAHUIAX,
OMHAKO HM O/INH N3 HEMEIIKUX PETHOHOB HE IMOJAECPKHUBACT 30HBI AOCTYITHOCTH.
Hawm npurnwiock 6b1 1y6anpoBaTh JaHHbIE MEXKIY PErMOHAMU BHYTPHU OAHOI reo-
rpadudeckoii obnactu, rakumu kak Germany North, Germany Northeast, Germany
West Central u . 1.

1, KaKk IpaBuJIo, OTAAIO IIPEAIIOYTEHIE PETHOHAM ¢ 30HAMK JOCTYITHOCTH, 4YTOOBI CO-
XPaHSTh HEKOTOPYIO COMVIACOBAHHOCTD MesKAY 06JJauHbIMU ITpoBaiizepami. BeiGpas
PETHOH, KOTOPBIH JIyUIIe TTOXOUT AJIsT HATITNX 3a/1a4, MbI MOJKEM MTPUCTYTIATH K CO3-
nanuio VNet.

BuptyansHele cetn Azure

CeteBolil mHKEHEDP, UMEIOIINH 16710 ¢ 06JaKoM Azure, GOJIBIITY0 4acTh BPEMEHH ITPO-
BoAMT 32 paboToii ¢ BupryanbhbiMu ceTsiMu (VNet). TTo aHaIOruu ¢ TpaauiinOHHbI-
MU CeTsIMU, KOTOPbIe MbI CO3/Ia€M B HAIIUX JATa-I[eHTPAX, 3TO DyHIAMEeHTATbHbIE
KOMTIOHEHTBI HAIITUX YaCTHBIX ceTeil B Azure. VNet MO3BOJIsIeT HAITMM BUPTYJIbHBIM
MaIliiHaM cOOOTIAThCS APYT C APYTOM, C UHTEPHETOM W € IPYTUMHE JIOKATHHO Pas-
MeleHHbIMU ceTsiMu ¢ Ttomolibio VPN unu ExpressRoute.

CoznasuM Ha TOpTajie HAIly TTepBYIO BUPTYaJdbHYIO ceTh. CHauasa nepelizeM Ha
crpanwuity Create a Resource » Networking » Virtual network (Cosuars pecypc » Ceru »
BuptryanbHas cetp) (puc. 11.12).

Kaxmas BupTyasbHas ceTh OrpaHUYEHA OJJHUM PETHMOHOM, U B HEll MOKHO CO3/IaTh
HECKOJIbKO TojiceTeil. [lo3ske BBI yBUANTE, KaK cOeAUHUTH ceTn VNet 13 pa3HbIX
PEruoHOB, NCosb3yst VNet-upuHr.

COSZ[B.I[I/IM Halry IMEpBYIO BUPTYaJIbHYIO CETH CO CHACAYIOIMNMU XapaKTEPUCTUKaMU:

Name: WEST-US-2_VNet_1

Address space: 192.168.0.0/23

Subscription: <pick your subscription>

Resource group: <click on new> -> 'Mastering-Python-Networking'
Location: West US 2

Subnet name: WEST-US-2_VNet_1_Subnet_1

Address range: 192.168.1.0/24

DDoS protection: Basic

Service endpoints: Disabled

Firewall: Disabled



BuptyansHele cetn Azure

Home > New

New

[ Search the Marketplace

Azure Marketplace Seeall

Get started
Recently created
Recently created

PREVIEW

Al + Machine Learning
Analytics
Blockchain
Compute
Containers
Databases
Developer Tools
DevOps

Identity
Integration
Internet of Things

Media

Mixed Reality

=

<]
&
A

Featured Seeall

Virtual network
Quickstart tutorial

Check Puint CloudGuard laas R80.10

Cluster (preview) (preview)
Learn more

Load Balancer
Learn more

Application Gateway
Learn more

Front Door
Learn more

Firewall
Learn more

Virtual WAN
Learn more

Network security group
Quickstart tutorial

ExpressRoute
Learn more

Puc. 11.12. Azure VNet

387

Bot cummok 9KpaHa C 3alTOJTHEHHBIMHU ITOJIAMM. Ecmm BB TIPOITYCTUTE KaKOE-TO 00s1-
3aTeJIbHOE I10JI€, OHO 6y,71eT BbI/IEJIEHO KPACHBIM IIBETOM. KOI‘,ZIa 3aKOHYHNTE, HAKMM -

Te kHotKy Create (Cosznarp) (puc. 11.13).

[TepeiizeM K co3aHHOMY PECYpCy, BBIGPaB B MeHIO MyHKT Home » Resource groups »
Mastering-Python-Networking (T'siaBuas » Ipynnsl pecypcos » Mastering-Python-

Networking) (puc. 11.14).
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Home > New > Create virtual network

Create virtual network O X
Name *

| WEST-US-2_VNet 1 \/|
Address space * (D

| 192.168.00/23 v

182.168.0.0 - 192.168.1.255 (512 addresses)
O Add an IPv6 address space (D

Subscription *

| Pay-As-You-Go v

Resource group *

| {New) Mastering-Python-Networking |
Create new

Location *

| Ws) West Us 2 v |

Subnet
Name *

| WEST-US-2_YNet_1_Subnet_1 \/|

Address range * (D
| 192.168.1.0/24 \/|

182.168.1.0 - 192.168.1.255 {256 addresses)
DDoS protection @

@ Basic O Standard

( ~
\0) Validation successful
m Automation options

Puc. 11.13. Cosganme Azure VNet

ITo3apaBJisiio, BB TOJIBKO U4TO CO3MAJN CBOIO MEPBYI0 BUPTYAJIBHYIO CETh B 00JIaKe
Azure! KoHeuHo, 4TOOBI IPUHOCUTH KAKYIO-TO H0JIb3Y, OHA JOJIKHA B3aUMOEICTBO-
BaTh C OKPY’KAIOIMNUM MUPOM. Kak aT0ro 1061ThCs, IOrOBOPUM B CJAEAYIONIEM IO/
paszere.
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Horme > WEST-US-2_ VNet_1
4.5 WEST-US-2 VNet 1 & =
[ p—
) m:g:ﬂm |°‘ () Refresh 3 Mave  [i] Delete
" Rasource group (changa) : Mastering-Python-Networking Address space © 192.168.0.0/23
Lecation © West US 2 DNS zervers @ Azure provided DINS sarvice
& nactivity log
Subscription jchange)  : Pay-As-You-Go
. decne coutl i Subscipton s - —
@ Tags Tags (change} + Click here % add tags
& Dlagnase and sabve prablems #
Satth Connected devices
5 Search connected devices
&5 Address space
Davice T Type T4 IP Address Ty Subnet N
& Connacted devicas
No rasults.
3 Subnets
@ DOos protection

Puc. 11.14. O630p Azure VNet

HocTtyn K uHTepHeTy

Bce pecypent BuyTpu VNet 110 yMOJIYaHIIO MOTYT HAIIPaBJISATD UCXOAANIINHN Tpahuk
B UHTEPHET; HaM He HYKHO 100aB/isiTh NAT-1u1i03, Kak Mbl 910 Aesanu B AWS, s
BXojistiiero tpaduka Tpebyercs mybananbii [P-aapec; ero MoXKHO Ha3HAYUTH JTUGO
HEMOCPEJCTBEHHO BUPTYAIbHON MaliHe, 1160 GasaHCUPOBIMKY HATPY3KH. Y TOOBI
MMOCMOTPETH, KaK 9T0 paboTaeT, CO3/[a[UM B HAIIIEH CETH BUPTYaJIbHbBIC MAIITIHBL,

[IepByto BUpTyaJbHYyIO MalllnHYy CO3/[aJIUM C ITOMOIIBIO MeHI0 Home » Resource
groups » Mastering-Python-Networking » New » Create a virtual machine (I'maBras »
I'pynusi pecypcos » Mastering-Python-Networking » Hosast » Cosznats BUPTYaIbHYIO
mamuny) (puc. 11.15).

B xauecTBe BUpPTyaJIbHON MalmIMHEL 51 BeIOepy Ubuntu Server 16.04 LTS u Ha3oBy ee
myMPN-VM1, Pasmerrry ee B pernote West US 2. AyTeHTH(hUKAIMs OyIeT OCYIIECTBIISTh-
¢4l 110 11apoJIIo, HO IIPU 9TOM 4 paspelity Bxozsmue SSH-coenqnnenusi.

OcrabHbIe TTapaMeTPhl MOSKHO He MeHTh. [lomectuMm Harnry BM B moziceTs, co3iaH-
HYIO Bblllle, U Ha3HAUUM eii HOBbIl IyG/munbiii [P-axpec (puc. 11.16).

Cosmas, MbI MOJKeM 3aiiTi Ha Hee o SSH, nicmonsayst myGarmansiit [P-agpec u cBoto
yueTnylo 3anuch. Y BM Bcero onun cereBoil nnrepdeiic, oAKI0UCHHbLI K HaIei
YAaCTHOW MOJICETH; OH TaKsKe 0ToOpakaercs B mybiuunbiit IP-apec, KoTopsiii Azure
Ha3HayaeT aBToMaTniecku. [IpeobpasoBatie MeXIy BHENTHUM U BHyTpeHHUM [P-
ajipecaMy IPOUCXOAUT B Azure aBTOMaTUYECK.
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echou@myMPN-VM1:~$ ifconfig etho
etho Link encap:Ethernet HWaddr ©0:0d:3a:6e:14:f3

Mnaea 11. O6nauHble ceTeBble TexHonormu Azure

inet addr:192.168.1.4 Bcast:192.168.1.255 Mask:255.255.255.0

<onyueHo>
echou@myMPN-VM1:~$ ping -c 1 www.google.com
PING www.google.com (172.217.14.228) 56(84) bytes of data.

64 bytes from sea30s02-in-f4.1el00.net (172.217.14.228): icmp_seqg=1

ttl=51 time=4.88 ms

--- www.google.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time ©@ms
rtt min/avg/max/mdev = 4.888/4.888/4.888/0.000 ms

ew

Home > ﬂemurmgmqu Mastering-Python-Networking

New

Azure Marketplace Seeall

Databases

Developer Tools

Internet of Things

Get started
Learn more
Recently created
Al + Machine Learning SQL Server 2017 Enterprise Windows
. Server 2016
Analytics Learn more

DevOps Service Fabric Cluster

) Quickstart tutorial
Identity
Integration Web App for Containers

Media Function A
unction App

Mixed Reality <’> Quickstart tutorial
IT & Management Tools

. Batch Service
N rklng Quickstart tutorial
Software as a Service (SaaS)
Security Debian 9 "Stretch” with backports

- kernel

Storage Learn more
Web

Featured Seeall

Virtual machine

Reserved VM Instances
Quickstart tutorial

Kubernetes Service
Quickstart tutorial

o HEED

Quickstart tutorial

Ubuntu Server 16.04 LT
Quickstart tutorial

Puc. 11.15. Cospganme BM B Azure



BuptyansHeie cet Azure 391

Basics Disks Networking Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual netwerk * ® | WEST-US-2_VNet 1 v |
Create new

Subnet * (D [ WEST-US-2_VNet 1_Subnet 1 (192.168.1.0/24) v |
Manage subnet configuration

Public IP® | (new) myMPN-VM1-ip M
Create new

NIC network security group © (D None (@ Basic () Advanced

Public inbound ports * © O Mone @ Allow selected ports

Select inbound ports * | ssH 22) hd

Puc. 11.16. Cetesoit nntepdeiic Azure

[ToBTOpPUM TOT 3Ke TIpoIiecce 1 co3aauM BTopyio BM ¢ mmeneM myMPN-VM2. OTKpoemM
1Ist Hee BXozstuii tpaduk 1o SSH, Ho He OyueM BbIAeIATh eii myGanunblii IP-axpec
(puc. 11.17).

& Connect [ Start O Restart [ | Stop @) Capture  [i] Delete () Refresh

Resource group (change) : Mastering-Python-Networking Computer name ; myMPN-VM2

Status : Running Operating system : Linux {ubuntu 16.04)

Location D WestUs 2 Size ; Standard D2s v3 (2 vepus, 8 GiB memary)
Subscription {change)  © Pay-As-You-Go

Subscription 1D : [ ——— Public IP address ;-
Private IP address : 192.168.16
Virts B 2_VNet_1/WEST-US-?_VNet_1_Subnet_1
DNS name i

Tags (change) : Click here to add tags

Puc. 11.17. IP-appeca ans BM B Azure
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[Tocre co3nanus Mbl MOKeM 3aiiTu B myMPN-VM2 1o SSH 13 myMPN-VM1, UCIIOJIb3Y s
suyTpennuit IP-anpec:

echou@myMPN-VM1:~$ ssh echou@192.168.1.6

echou@192.168.1.6"'s password:

<onyweHo>

0 updates are security updates.lLast login: Tue Oct 29 01:05:44 2019 from
192.168.1.4

echou@myMPN-VM2 : ~$

ITpoBepuM UHTEPHET-COEAMHEHNE, TIOMPOOOBAB OGHOBUTDH PEMTO3UTOPUN MTAKETOB
C TIOMOIIBIO apt:

echou@myMPN-VM2:~$ sudo apt update

Hit:1 http://azure.archive.ubuntu.com/ubuntu xenial InRelease

Get:2 http://azure.archive.ubuntu.com/ubuntu xenial-updates InRelease
[109 kB]

Get:3 http://azure.archive.ubuntu.com/ubuntu xenial-backports InRelease
[187 kB]

Hit:4 http://security.ubuntu.com/ubuntu xenial-security InRelease
Fetched 216 kB in @s (720 kB/s)

Wrak, namma BM naxonutcst Buytpu VNet u uMeeT octyn K mHTEpHETY. Tenepn
B HAIIIell CeTH MOKHO CO3/[aTh JIOMOJHUTEbHbIE PECYPCHI.

Co3paHue ceTeBbiX pecypcos

PaccMmoTpuM ipuMep cosiannst HOBbIX CeTEBbIX Pecypcos ¢ momotibio Python SDK.
B cnenytomem crienapun, Chapterll 2_network_resources.py, UCIIOJIb3YeTCs KJIACC
NetworkManagementClient (https://docs.microsoft.com/en-us/python/api/azure-mgmt-
network/azure.mgmt.network.networkmanagementclient?view=azure-python), KoTopsbrit
MBI OIIpe/IesIUIIN B [Ipe/bLytieM npumepe, 1 API-BbI30B subnet.create_or_update
IS CO3/IaHMS TI0/IceTH 192.168.0.128/25 BuyTpu VNet:

GROUP_NAME = 'Mastering-Python-Networking'
LOCATION = ‘'westus2’'

def create_subnet(network_client):

subnet_params = {
'address_prefix': '192.168.0.128/25"'

}

creation_result = network_client.subnets.create_or_update(
GROUP_NAME,
'"WEST-US-2_VNet_1',
'"WEST-US-2_VNet_1_Subnet_2",
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subnet_params

)

return creation_result.result()

creation_result = create_subnet(network_client)

3allyCTHB CIleHAPUT, MBI IOy UM CJIeYOIee COOOIIEHNE C PE3yIbTaTaMU CO3/IaHUST
pecypca:

(venv) $ python3 Chapterll_ 2 subnet.py

{'additional_properties': {'type': 'Microsoft.Network/virtualNetworks/
subnets'}, 'id': '/subscriptions/<onyuweHo>/resourceGroups/Mastering-
Python-Networking/providers/Microsoft.Network/virtualNetworks/WESTUS-
2_VNet_1/subnets/WEST-US-2_VNet_1_ Subnet_2', 'address_prefix':
'192.168.0.128/25"', 'address_prefixes': None, 'network_security group':
None, 'route_table': None, 'service_endpoints': None, 'service_endpoint_
policies': None, 'interface_endpoints': None, 'ip_configurations': None,
"ip_configuration_profiles': None, 'resource_navigation_links': None,
'service_association_links': None, 'delegations': [], 'purpose': None,
'provisioning_state': 'Succeeded', 'name': 'WEST-US-2_VNet_1 Subnet_2',
'etag': 'W/"<onyweHo>"'}

Hogy1o nojicetp MOKHO Takke yBuaeTh Ha moptase (puc. 11.18).

Home > WEST-US-2_VNet_1 - Subnats

¢y WEST-U5-2 VNet 1 - Subnets
WL setwort

:p Soarch (Cmd+) | « —+ Subnet - Gateway subnet

o Cvaniew |Pseara'| subnets
B Activity log Narme T4 Address range TL  IPvéavsilable sddresses Ty Delegatedto Ty Securitygroup Ty
A Access control IAM) WEST-US-2 Vhia 2,168.1.0/24 248

@ Tags WEST.US-2_VNet 1 Subnet 2 192.1680.128/25

¥ Diagnese and soha prablams

123

Settings
@5 Address space

A Connected devices

€3 Subnats
Puc. 11.18. MNoacetn sBHytpu Azure VNet
., Bonbuwe npumepos ncnonssosanms Python SDK uwpwre Ha ctpanmuax hitps://
-()- docs.microsoft.com/en-us/azure/virtual-machines/windows/python (ans
e N

g Windows) wu https://github.com/Azure-Samples/virtual-machines-python-
manage/blob/master/example.py (ans Linux Ubuntu).
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Ecau Mot co3maaum BM B HOBOI TTOJICETH, OHA CMOKET B3aMO/I€MICTBOBATH C XOCTA-
MU B TO#T ske VNet, aske ecJii OHU HaXOSTCS B IPYTUX TOACETSIX, O1arogapst CKpbl-
TOMY MapIIPyTH3aTOPY, KOTOPBIIA MbI yiKe BUAeM Ipu oOcykaernu AW'S.

g B3aumonetictBust ¢ apyrumu cepsucamu Azure B VNet ecTb JI0MOTHUTETbHBIE
WHCTPYMEHTHI. PaccMOTpUM HX.

KoHeuyHble Touku cepeucos ans VNet

KoHeuHble TOUKHT CEPBUCOB MO3BOJSAIOT MOIKII0YATH BUPTYATBHYIO CETh HAIPSAMYIO
K apyrum cepBucam Azure. Brarogaps atomy Tpaduk mexxkay VNet n oT/ebHBIM
cepBUCOM ocTaercs B nipeneiax cetu Azure. Koneunoit Touke Hy;KHO Ha3HAYUTh
OTIPE/IeJIEHHBIN CePBUC, KOTOPBIN HAXOMUTCS B TOM sKe perruoHe, 4To 1 VNet.

Vx MO:KHO HacTpauBaTh B BeO-untepdeiice, BoiOupas cepsuc u nmoacers (puc. 11.19).

Puc. 11.19. Koxeutbie Touku cepsucos Azure

CTporo TOBOPS, /I7TsT OPTAaHU3AINN B3aUMO/IEHCTBIS MEXK/TY BUPTYAJTbHBIMHA MATIlU-
Hamu BHYTpU VNet u cepBUCOM He 0053aTEIbHO CO3/1aBaTh KOHEYHbBIE TOUKH.
Kaskast BM MoskeT 06paiaThes K CepBUCY Yepes MPUBA3AHHBIN K HeMy MyOInaHblii
[P-anpec, m MbI MOXXEM, UCTIOTb3YST HAITK CeTeBbIE TMTPABUJIA, PA3PENTUTH TOJIBKO
HyskHble HaMm IP-anpeca. OiHaKo ¢ IOMOIIbIO 9TOr0 MHCTPYMEHTA MOKHO HOJIYYNUTD
JIOCTYT K pecypcam 1o ux BHyTpennnm [P-aspecam, ne mpomyckas Tpadux yepes
WHTEpPHET.
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VNet-nupuHr

Kaxk ysxe ynmommHasoch B Hauaje pasjesa, Kaxkaas BUPTyaJdbHasl CeTh OTpaHNYeHa
OJIHUM pernoHoMm. s coeinnenns pa3HbIX BUPTYaIbHbBIX CeTEeH MOXKHO UCIIOJIb30-
BaThb VNet-ttupunr. Vcnosbdyem caemyiomiue aBe hyHKImnn B aiisie Chapterll_3_
vnet.py, utobbl co3zath VNet B pernone US-East:

<onyueHo>
def create_vnet(network_client):
vnet_params = {
‘location': LOCATION,
'address_space': {
'address_prefixes': ['10.0.0.0/16"']
¥
}

creation_result = network_client.virtual_networks.create_or_update(
GROUP_NAME,
'"EAST-US_VNet_1°,
vnet_params
)
return creation_result.result()
<onyueHo>
def create_subnet(network_client):
subnet_params = {
'address_prefix': '10.0.1.0/24'
}
creation_result = network_client.subnets.create_or_update(
GROUP_NAME,
'"EAST-US_VNet_1°,
'EAST-US_VNet_1 Subnet_1',
subnet_params

)

return creation_result.result()

Pazpenmim VNet-nmpuHT yepes iByHaIIpaBjieHHOe coelnHeHne Mesk/y 1ByMs VNet.
Jlo cux mop Mer uctiosbzosasi Python SDK, Ho ceifuac 11st paciimpeHust Kpyrosopa
paccmorpum nipumep ¢ Azure CLIL

[Tonyunm HazBanme n njgenTugukatop VNet komaH/10i1 az network vnet list:

(venv) $ az network vnet list
<onyueHo>
"id": "/subscriptions/<onyueHo>/resourceGroups/Mastering-Python-Networking/
providers/Microsoft.Network/virtualNetworks/EAST-US_VNet_1",
"location": "eastus",
"name": "EAST-US_VNet_1"
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<onyueHo>
"id": "/subscriptions/<onyuyeHo>/resourceGroups/Mastering-Python-Networking/
providers/Microsoft.Network/virtualNetworks/WEST-US-2_VNet_1",

"location": "westus2",

"name": "WEST-US-2_VNet_1"
<onyueHo>

[Iposepum Hasmune VNet-nupunra i Halllell BUPTYaJbHOI ceTH B West US 2:

(venv) $ az network vnet peering list -g "Mastering-Python-Networking"
--vnet-name WEST-US-2_VNet_1
[1

3amycTuM TUPUHT 13 West US B East US U TIOBTOPUM TOT JKe MIPOIIECC B 0OpAaTHOM

HallpaBJI€HU U

(venv) $ az network vnet peering create -g "Mastering-Python-
Networking" -n WestUSToEastUS --vnet-name WEST-US-2_VNet_1 --remotevnet
"/subscriptions/<onyyeHo>/resourceGroups/Mastering-Python-Networking/
providers/Microsoft.Network/virtualNetworks/EAST-US_VNet_ 1"

(venv) $ az network vnet peering create -g "Mastering-Python-
Networking" -n EastUSToWestUS --vnet-name EAST-US_VNet_1 --remote-vnet
"/subscriptions/b7257c5b-97c1-45ea-86a7-872ce8495a2a/resourceGroups/
Mastering-Python-Networking/providers/Microsoft.Network/virtualNetworks/
WEST-US-2_VNet_1"

Ecan TETIEPb MOBTOPUTH ITPOBEPKY, TO MbI YBUINM, YTO CBA3b C BUPTYaJbHBIMU CE-
TAMM YCITEIITHO YCTaHOBJICHA!

(venv) $ az network vnet peering list -g "Mastering-Python-Networking"
--vnet-name "WEST-US-2_VNet_1"

[
{

"allowForwardedTraffic": false,
"allowGatewayTransit": false,
"allowVirtualNetworkAccess": false,
"etag": "W/\"<onyweHo>\"",
"id": "/subscriptions/<onyweHo>/resourceGroups/Mastering-Python-
Networking/providers/Microsoft.Network/virtualNetworks/WEST-US-2_VNet_1/
virtualNetworkPeerings/WestUSToEastUS",
"name": "WestUSToEastUS",
"peeringState": "Connected",
"provisioningState": "Succeeded",
"remoteAddressSpace": {

"addressPrefixes": [

"10.0.0.0/16"

]

s

<onyueHo>
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[MupuHT MOXKXHO Tak:Ke MPoBepUTh Ha opraie Azure (puc. 11.20).

Home > WEST-US-2_VNet_1 - Peerings

Gy WEST-US-2_VNet_1 - Peerings s
&2 Vil netwark

[0 Scurch temd | | tadd O Refresh

A2 Access control (IAM) IJJ Eearch peerings o I

@ Tags HName Peering status Peer Gateway transit

£* Diagnose and solve problems WeslUSToEastUs Connected EAST-US_VNel_1 Disabled

Settings

<o Address space
& Connected devices
<> Subnets

1<) DDoS5 protection
& Ficewall

Q@ Security

= DNS servers

‘i Peerings

Puc. 11.20. VNet-nupunr 8 Azure

WNrak, y Hac ecTh HECKOJBKO XOCTOB, BUPTYaTbHBIX CETEH W HACTPOEHHBIN TUPUHT
Mexy HUMU. Terepb IOCMOTPUM, KaK peasn3yeTcs MaplipyTusaius B Azure.

MapLpyT13aums B BUPTYQIbHbLIX CETAX

Mue Kak ceTeBOMy HHKEHEPY Beeria OblIo HEeMHOTO HEKOM(MOPTHO OT CKPBITBIX
MapIIpPyTOB 0OJAYHBIX TPOBANUAEPOB. B TPAIUIIMOHHDIX CETSX HAM MTPUXOUTCS TO/I-
KJIIouaTh cereBbie kabean. HasHauath IP-agpeca, HacTpanBaTh MapIlpyTH3AIIKIO,
obecrieynBaTh 6E30MACHOCTD U CIEAUTH 3a TeM, 4TOObI Bce paboTasio. ITO MHOT/A
XJIOTIOTHO, HO 3aTO MBI KOHTPOJMPYEM KaK/Iblii MAKeT U MapiipyT. B BUPTyaIbHBIX
0GJTAUHBIX CETSX BCE ATO, ECTECTBEHHO, YIKe PEATM30BAHO CAMIM TIPOBANIEPOM, U Ha-
CTPOIKa HEKOTOPO OBEPJICHHOI CETH IOJIKHA BBIMOJIHATHCSA AaBTOMATUYECKH, YTOObI
XOCTBI MOTJTH PAOOTATH CPa3y TIOCTE 3aTpy3Ku. MBI 3TO yiKe BUIETH.

Azure BbITIOJIHIET MAPIIPYTU3AIUIO B BUPTYAJIbHBIX CETSAX HEMHOTO nHave, ueM AWS.
B nipebiyiieii riiaBe Mbl IMEJTH JIEJT0 ¢ TabJIAIell MapIipy TH3AINH, PEATH30BaHHON
Ha yposHe VPC. Ho, otkpsiB mopras Azure u iepeiizs Kk HacTpolikam VNet, Mbl He
HailleM TaM aHAJIOTUYHON TaOIUITBL.
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Ecin eme yriayOUThest B HACTPOMKK IIOACETH, MOKHO 3aMETHTh PACKPbIBAIOIIUNACS
cricok Route table (Tabuuita MapiipyTisaiun), Ho B Hell BbIOpaHo 3HaueHre None
(Her) (puc. 11.21).

All services » WEST-US-2_VNet_1 - Subnets > WEST-US-2_VNet_1_Subnet_1
4 WEST-US-2_VNet_1_Subnet_1

WEST-US-2_VNet_1

Save X Discard [i] Delete () Refresh

Address range (CIDR block) * D
192.168.1.0/24
192.168.1.0 - 192.168.1.255 (256 addresses)

Available addresses (D
248

(1 Add an IPv6 address space

Network security group

| None v |
Route table

| None v |

Puc. 11.21. Tabauua mapwpytmsaumm ans nogcet s Azure

Kax sxe tabJriia Mapipy TH3AI[II MOKET OBITh IyCTOM, €CJI XOCTHI B 9TOU MOJCETH
UMETOT BBIXO/l B MHTEpHET? ['/1e TpocMOTpeTh MapIIpyThl, CKOHMUTYPHUPOBAHHBIE
BUPTYaJbHOI ceTbio Azure? OKa3bIBaeTCs, MAPIIPYTU3AINS PEAJIM30BaHA HA CAMOM
xocte Ha ypoBHe NIC. Ee mosxHO mocMoTpeTh Ha crpanwuiie All Services » Virtual
Machines » myNPM-VM1 » Networking » Topology (Bce cepsucs! » Bupryanbabie
Mmamuibel » myNPM-VM1 » Cerb » Tonosiorus) (puc. 11.22).

Cetb nokazana ua yposHe NIC, rie kaxapiit KOHTpoJiep coequnsercs ¢ VNet ¢ ce-
BEPHOIT CTOPOHBI, & € IPYTUMU Pecypcamu, TakuMu kak BM, cemesast zpynna 6esonac-
nocmu (Network Security Group, NSG) u IP-anpec — ¢ 105kHOii. Pecypchl HasHauaroT-
cs AMHAMUYECKU; B MOMEHT, KOT/Ia 51 JIeJIal 9TOT CHUMOK 9KpaHa, Y MeHsT Oblia
3aIyiena Toapko ogHa BM, myMPN-VM1, moatomy [P-azpec nogkioyeH TOMbKO K Hell,
a k ipyruM BM nozkiiouensr Toabk0 NSG.

\/{,{ Certesble rpynnbl 6e3onacHocTi ByayT paccMOTpeHb! B CEAyIOLLEeM pasaene.
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Al services > myMPN-VMT - Networking > Topology

Topology

4 Download topalogy

Subscription () Resource Group Q) Virtual Metwark (T}
[ Pay-As-You-Go ~ | ing-Python-Netwarking | [ WEST-US-2 Vhet 1 ~
LD
WESTA/S-2 VNel_1
<>

WEST-US-2_ VNet_1_... WEST-US-2_VNel_1_...
] L

(
Ll L

mm[pmmss mympn-ym2e15 2859 3951

|
ryMPN-VMT myMPH MY -nsg myMPHAM i ryMPNUM2-nsg nwr’@m@se E

Puc. 11.22. Tononorus cetm 8 Azure

Ecom menkuyts Ha NIC (B Hatmeit Tomnosoruu aTo mympn-vm1655), Mbl yBUIUM €TO
Hactpoiiku. B pasaesne Support + troubleshooting (IToanep:xka + pemenue mpodaem)
ecTh cchliika Effective routes (/leficTBytoiie MapiipyThl), Tiepeiiis Mo Heii, MOXKHO
03HAKOMUTBCS C TEKYIIIUMHU MapIIpyTaMy, HACTPOEHHBIMY B KOHTpoJutepe (puc. 11.23).

= oot SR . & ®06

Al sorvices > Virtual machines > myMPH-VMT - ing > mympen e
0 mp;t:m‘lﬁis - Effective routes Ea 4
[2_search tcmaon ] € & Dowelosd OO el
& Cverview @ 20w
H Activity log Seope Matwark interiace {mymen-m1655)
He Access contral (AM) Effective routes
@ Tegs Source Ty State T4 Address Prefes T4 Mext Hop Type T4 Mext Hop Type I Address T User Defined Aioute Name T4
Settings Default Active 19216800723 Virtual netwark
B 1P configurations Dalwlt Active 00000 Intarmet
B DNS servers Default Active 100,008 Mo
@ Metwork security group Defait Active 1005400110 None
W Praperties Oafault Active 19216800116 Nors
8 Lo Default Active 1366176.16/28, 17 more VirualNetworkServceEndpoint -
[ e—— Default Active 1371.200.54/78, 14 mee VirtualNetworkSerdceEndpoint -
Default Active 100.00/16 WhiestlobalPeering

Puc. 11.23. [eicreyowme mapwpyTtsl VNet B Azure
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Y to6bI aBTOMATU3UPOBATE ATOT HPOoIece, MOsKHO HalTh Mst NIC ¢ momorbio Azure
CLI u 3aTeM 1mokasath TabJIMIy MapIipy TH3AINN:

(venv) $ az vm show --name myMPN-VM1l --resource-group 'Mastering-Python-
Networking'
<onyueHo>
"networkProfile": {
"networkInterfaces": [

{

"id": "/subscriptions/<onyuyeHo>/resourceGroups/Mastering-Python-
Networking/providers/Microsoft.Network/networkInterfaces/mympn-vm1655",
"primary": null,
"resourceGroup”: "Mastering-Python-Networking"
}
]
¥
<onyweHo>
(venv) $ az network nic show-effective-route-table --name mympn-vml655
--resource-group "Mastering-Python-Networking"

{

"nextLink": null,
"value": [

{

"addressPrefix": [
"192.168.0.0/23"

1,

<onyueHo>

Ormmuno! OnHa 3arajzika pasragana. Ho uto 310 3a cocejiHre TpPaH3UTHBIE YIaCTKU
B Tabsmie Mapiipyrusanun? C 9TUM BOIIPOCOM MOKHO 0OPaTUTHCS K CTAThe O MapIil-
pyrtuzaruu tpaduka B VNet: https://docs.microsoft.com/ru-ru/azure/virtual-network/
virtual-networks-udr-overview. HeckobK0 BasKHBIX 3aMeYaHUIA.

® MapuipyTbl, OTMEUEHHbIE B NCTOUHKKe Kak Default (1o ymosqanmio), — cu-
CTEMHBIE, U VX HeJTb3s1 yopaTh. Ho 3aT0 MX MOKHO TIepeorpeiesisiTh ¢ TOMOTITHIO
CBOUX MapIIPyTOB.

® CocenHre TpaH3UTHBIE YYACTKM — 9TO MaPIIPYThl BHYTPH TIOJb30BATEIbCKON
VNet. B namrem caydae aTo He TIPOCTO TIO/ICETh, a CeTh 192.168.0.0/23.

® Tpaduk, HarTpaBJIeHHBIN HA cOCe/THUN TpaH3UTHBIN yuacTok Tha None (Hert),
TepsieTcs, Kak U B CJIydae ¢ MapIiipyTamu, Beayiumu K unrepdeiicy Null.

® Tum cocemrero Tpan3uTHoro yuactka VNetGlobalPeering — aTo T0, 4TO Co3/1a-
€TCs TIPU HACTPOWKE MUPUHTA MEKTy BUPTYAJbHBIMU CETSIMMI.

® Twun cocemnero TpanduTHoro ydyactka VirtualNetworkServiceEndpoint cos-
JIaeTcst TIPU BKIIOUEHNN KOHEYHBIX TOYeK cepBucoB B Hatell VNet. ITy6mu-
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ueiii [P-azpec ynpaBisieTrcd caMuM TIPOBaiepoM U BpeMs OT BpeMeHU
MeHSIeTCsI.

Kak niepeonpegeiith MapuipyThi 0 yMOIYaHu0? MOXKHO co31aTh TabJUILy Maplil-
PYTH3AIMU U HA3HAYKUTH €€ HAIM MOJICETsIM. Azure BbIOMpPaeT MapIpyThl B CJE/ILY-
IOIIEM TTOPSI/IKE:

® MapIIpYThI, OTIPEIeJIEHHBIE TOJTH30BATEIEM;
® BGP-mapmipytsr (u3 mexxcaiitoBoro VPN-coennnenns niam ExpressRoute);

® cucremMHble MapUIPYTHI.

Tabsuiry MapIIpyTH3aIui MOKHO co3/1aTh B paszese Networking (Cern) (puc. 11.24).

All services |,0 Sesrch Netwarking |

Ovarview METWORKING (31)
S - i H
Categories Virtual networks 4% Virtual networks (classic)
All §p Load balancers ¢ Application Gateways
General
aenera {:_ Virtual network gateways @ Local network gateways
@ ONS zones & CDN profiles
R Traffic Manager profiles A ExpressRoute cireuits
B Network Watcher & Network security groups
Maohile
e B Metwork security groups (classic) @ Network interfaces
Containers
= Public IP addresses T Public IP Prefikes
Databases
Analytics B reserved IP addresses (classic)
Blockehain & On-premises Data Gateways
Al hine | i
+ machine learning B Route filters “
Internet of things
U DDeS protection plans
Mixed reality
~ i
Integration € Front Doors -+ Create /T View
Identity Private DNS zones
@ Description
Security als Private Link f— Create a route table when you need to override
DevO Azure's default routing. For example, you can
Ps | route traffic to a network virtual appliance or to
Migrate @ virual WaNs your on-premises network for inspection. A
9 route table containg routes and is associated to
Monitar ane or mare subjects.

Puc. 11.24. Tabnmubl mapwpytmsaumm ans VNet 8 Azure
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MbI TaksKe MOKEM CO3/1aTh TaOJIMILy MapIIPyTU3AIMK ¢ MAPIIPYTOM U HA3HAYUTD ee
rozicetu ¢ momoripio Azure CLI:

(venv) $ az network route-table create --name TempRouteTable --resource
"Mastering-Python-Networking"

(venv) $ az network route-table route create -g "Mastering-Python-
Networking" --route-table-name TempRouteTable -n TempRoute --next-hop-type
VirtualAppliance --address-prefix 172.31.0.0/16 --next-hop-ip-

address 10.0.100.4

(venv) $ az network vnet subnet update -g "Mastering-Python-Networking"

-n WEST-US-2_Vnet_1_Subnet_1 --vnet-name WEST-US-2_VNet_1 --route-table
TempRouteTable

PaccMOTpUM OCHOBHON MeXaHU3M Ge30MacHOCTH B BUPTyaabHoi ceTt — NSG.

CeTeBble rpynnbl 6e3onacHocTu

Besonacuocts B VNet B ocHoBHOM obecrieunBaetcs 3a cuer NSG. Tak ke Kak B Tpa-
JMIIMOHHBIX CITUCKAX JI0CTYIIA MJIN TIPAaBHUJIaX OpaH/Mayapa, Kask/oe pasriio Gesomnac-
HOCTH OTHOCUTCSI TOJIBKO K OJIHOMY HarpasiieHuio Tpaduka. Harpumep, aToObI XOCT A
B MOJICETH 1 MOT CBOGOIHO B3aUMO/IEHCTBOBATE C XOCTOM B B TIOJICETH 2, HAM HYKHO
peaT30BaTh HEOOXOMMMBIE TTPaBUJIa Ha 0O0UX XOCTAX U JIJIst BXOJSAIIET0 /HCXOISITIe-
IO COCJIMHEHMUS.

Kax mb1 Buziesu B ipesibitymux mpumepax, NSG mosxHo nipuBsg3sath k NIC wim k o
CeTH, II0ITOMY MbI JOJKHBI IOHUMATh, Ha KAKOM ypoBHE obeciieunBaercs Oesorac-
HOCTb. B 11eJ10M Ha ypoBHE X0CTa CJIe[yeT pear3oBbiBaTh GoJiee OrpaHnYMBAIOIIIE
[paBuJIa, a Ha ypoBHe mojceT — Gosee cBoboatbie. IT0X0KMI MOAX0A IPUMEHsIeT-
CsI 1 B TPAJUIIMOHHDIX CETSIX.

[Ipu cozpanum namux BM mbr pazpemuim Bxojsnine SSH-coequnenus ¢ TCP-
noproM 22. PaccMoTpuM Irpyiiny 6e301acHOCTH, KOTopast ObLIa CO3AaHa A/ Halleil
nepBoit BM, myMPN-VM1-nsg (puc. 11.25).

OTMeuy HeCKOJIBKO MOMEHTOB:

® [IpaBwJIa, PeaM30BaHHbIE CUCTEMOIL, IMEIOT BHICOKHIT YPOBEHD IIPHOPUTETA,
ot 65 000 u BbIIIIC;

® BUPTYaAJIbHbBIE CETH TI0 YMOTYAHUIO MOTYT CBOOGOIHO COOOMIATHCA JAPYT C APY-
roM B 060MX HATIPABJICHUSIX;

® 1714 BHYTPEHHHUX XOCTOB I10 YMOJIYaHUIO OTKPBIT IOCTYII K MHTEPHETY.

OTKpoeM MopTaj M pean3yeM BXOJIsIIee MPaBuio B cymiectByioteit rpymnmne NSG
(puc. 11.26).
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Homa 3 mympe-vn1655 - Network sacurity group > myMPN-VM1nsg

@ e
[ saarch temetng

@ Overview

@ Acitylog

i Acewss control AM)

@ Tgs

¥ Disgrose and sobve problams
Satviegs

- inbound security rules

L Outbound security rules
@ Network interfaces

5 Subnets

U Properties

B Lods

B Export template
Monitoring

I Diagrostic sotengs

® log

B NSG flowloge

]x

—+Move [ Delate () Rafresh

Rasource grou [change) | Mastering-Pythan-Networking

Cuatom security rules ; 1 inbound, 0 outbaund

Lecatian P WestUS 2 Aggocisted with + 0 subnaets, 1 network interfaces
Subsergtion (changs) Pay-As-You-Go
Subseription ID | —

Toge ichargal e

»

Inbound security rules

Priority Name Part Frotocol Source Destination Action

300 i 55H 2 P Any Ay @ Alow
65000 AdowinatinBound Any Any Virtuadhetwerk VirnualNatwork @ Alow
65001 AdowhnurelcadBalaeceinBound Any Ay ArureloadBalancer Ay @ Alow
w500 Benyhliound Ay any ey Ay © Doy
Outbound security nibes

Priority Name Fort Protocol Source Destination Action

65000 AcwinatOutBound Any Ay VirtuaNetwerk VinualNatwork @ Alow
5001 AcwiAarAtOuEond Any Ay Ay [r— o mow e
asso0 DenyAlutsound Any Ay any Ay o Deny o

Puc. 11.25. NSG pns suptyansHoi ceti B Azure

e Add inbound security rule ®
myMPN-VM1-nsg
ﬁ Basic
Source * &
| Any ' |
Source port ranges * ()

: |
Destination * (D
[ VirtualNetwork |
Destination port ranges * ()
’ 443 e |
Protocel *
( any uoP  ieme )
Action *
m Deny )
Priarity * (O
[3w |
Name *
[ Port_443 o |
Description
| Allow SSL Traffic In| v |
e ]

Puc. 11.26. MNpasuno 6esonacHoctn B Azure
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I'pyry Ge30MacHOCTY U MPABUIIA JIJIsT Hee MOKHO co31aTh U ¢ moMortibio Azure CLI:

(venv) $ az network nsg create -g "Mastering-Python-Networking" -n
TestNSG

(venv) $ az network nsg rule create -g "Mastering-Python-Networking"
--nsg-name TestNSG -n Allow_SSH --priority 150 --direction Inbound
--source-address-prefixes Internet --destination-port-ranges 22 --access
Allow --protocol Tcp --description "Permit SSH Inbound"

(venv) $ az network nsg rule create -g "Mastering-Python-Networking"
--nsg-name TestNSG -n Allow_SSL --priority 160 --direction Inbound
--source-address-prefixes Internet --destination-port-ranges 443 --access
Allow --protocol Tcp --description "Permit SSL Inbound"

Mpbl BUIUM KaK HOBbIE, TOJIBKO YTO CO3/[aHHbIE TIPABUJIA, TAK U [IPABUJIA 10 YMOJIYA-
Huto (puc. 11.27).

TestNSG
7 X
=3 Mowve  [i] Dalate () Refrach
Resource group (change) : Mastering-Pythan-Netwarking Custom security rules : 2 inbaund, 0 sutbound
Lacation + West US 2 Azeociated with : D subnets, 0 network interfaces
Subscription (change)  : Pay-As-You-Go
| subscription 10 [ e e a |
Tags (change) © Click hare 1o add tags
&
Inbound security rules
Priarity Name Part Protocal Source Destination Action
150 Allow_55H 2 TEP Internet Ay © Mlow -+
160 Allow_S5L 443 TP Internet Ay @ Allow e
65000 Allownetingound Any Any @ Allow e
65001 AllowpzuraloadBalanceringound Any Any AzureloadBalancer  Any @ Allaw e
65500 DanyAllinBound Any Any Any Any @ Deny
Cutbound security rules
Priarity Name Part Protocal Source Destination Action
65000 AllowNnetOutBound Any Any @ Allow  ***
65001 AllowintemetOutBound Any Any Ay Intemnet @ Allow  ***
65500 DenyAllOutBaund Any Any Any Any @ Deny

Puc. 11.27. Mpasuna 6esonacHoctn B Azure

Hamocnenok sty rpynmny NSG Hy:KHO Ha3HAUNTH MOCETIH:

(venv) $ az network vnet subnet update -g "Mastering-Python-Networking"
-n WEST-US-2_VNet_1_Subnet_1 --vnet-name WEST-US-2_VNet_1 --networksecurity-
group TestNSG

B ciieyonux [ByX pas/iesiax Mbl PACCMOTPUM [IBa OCHOBHBIX CII0C00a TTOIKITIOUEHUST
(bU3MUecKNX JTOKATBHBIX CETeil B laTa-IeHTPpe K BUPTYaJIbHBIM ceTsiM Azure: Azure
VPN u Azure ExpressRoute.
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Azure VPN

[Tpu paspacTanmy ceT MOXKET HACTYNUTh MOMEHT, Korja Azure VNet HYKHO 1O
KJTIOYUTD K JIOKAJTBHO pasMerieHHoMy 060pynoBaiio. VPN-1IL103 — 5T0 pasHOBH/I-
Hocth VNet-1uio3a, mudpyiomas tpaduk mexay VNet, TokanbHol (pusndeckoit
CETHIO U yIAICHHBIMHU KJIHMEHTaMU. Y KaiK/[0U BUPTYaJIbHOU CETH MOKET OBITH TOJIb-
ko ojuH VPN-11171103, HO Ha OCHOBE 9TOTO 1IJTI03a MOXKHO CO3/1aBaTh MHOKECTBEHHDIE
COEIMHEHMUS.

\/V Bonbiwe o VNP-wniosax B Azure umtaiite Ha ctpanmue https://docs.microsoft.
com/ru-ru/azure/vpn-gateway/.

VPN-111s1103bI Ha CaMOM JieJie — 3TO BUPTYyaJlbHbIE MAIlIMHBI C cepBUCAaMU MUMPOBa-
HUS 1 MapIIPYyTU3AINH, HO TI0JIb30BATEh He MOKET KOH(PUTYPUPOBATH MX HATTPSAMYIO.
Azure penoctasaiset cincok SKU Ha ocHOBe ThTIa TyHHEJSI, MHOXKECTBO TTapasi-
JIeJIbHBIX COeMHEH I 1 00ILIYIO IIPOIYCKHYIO criocobHocTh (https://docs.microsoft.
com/ru-ru/azure/vpn-gateway/vpn-gateway-about-vpn-gateway-settings#gwsku)
(puc. 11.28).

Gateway SKUs by tunnel, connection, and throughput

525/VNet- P25 p2s Aggregate

to-VNet SSTP IKEv2/OpenVPN Throughput Zone-
SKU Tunnels Connections Connections Benchmark BGP redundant
Basic Max. 10 Max. 128 Not Supported 100 Mbps Not No

Supported

VpnGw1 Max. 30* Max. 128 Max. 250 650 Mbps Supported No
VpnGw2 Max. 30* Max. 128 Max. 500 1 Gbps Supported No
VpnGw3 Max. 30* Max. 128 Max. 1000 1.25 Gbps Supported No
VpnGw1AZ Max. 30* Max. 128 Max. 250 650 Mbps Supported Yes
VpnGw2AZ Max. 30* Max. 128 Max. 500 1 Ghps Supported Yes
VpnGw3AZ Max. 30* Max. 128 Max. 1000 1.25 Gbps Supported Yes

Puc. 11.28. SKU VPN-wniozoe 8 Azure (uctounuk: https://docs.microsoft.com/ru-ru/
azure/vpn-gateway/point-to-site-about)



406 Mnaea 11. O6nauHble ceTeBble TexHonormu Azure

B npenpiayieit tabuuiie cepsuc Azure VPN pasgesien Ha jiBe kareropuu: P2S (Point-
to-Site — «mouxa — caum») u S2§ (Site-to-Site — «catim — caum»). P2S VPN 1o-
3BOJISIET YCTAHABJIUBATH 3AlUIIEHHbIE COEIUHEHUS C OTHAEJIbHOrO KINEHTCKOIO
KOMITBIOTEPA U B OCHOBHOM UCIIOJIb3Y€ETCsI [JIst yIaJeHHOU paboThl. B kayecTBe Me-
toza mudposanus npuMensiorcs SSTP, IKEv2 uan OpenVPN. Tpu sei6ope SKU
VPN-mumosa qis P2S ocHoBHOe BHUMaHUE CJIEAYET YIEAUTh BTOPOMY U TPETHEMY
cToJIOI[aM, B KOTOPBIX YKa3aHO KOJIMYECTBO COEJUHEHUIA.

s knmuentckux VPN-coennnenunii B kauecTBe MPOTOKOJIA TYHHEJIUPOBAHUS HC-
nosib3yetcst SSTP wmm IKEv2 (puc. 11.29).

VPN-knmeHT
Myn agpecos:
192.168.0.0/24

Y

Tun VPN: RouteBased P2S SSTP =

IP wno3za: 131.1.1.1 VPN-knneHT:
- Tynens 192.168.0.11
Vnet1
East US < pe—— I
I~

10.10.0.0/16

10.11.0.0/16 Pfif;lp VPN-kinenT:
y 192.168.0.12
OID > E
P2S IKEV2 ;I
TyHtens VPN-KIMeHT:
192.168.0.13

Puc. 11.29. VPN-wnio3 Tvna «cait — cait» B Azure (uctounmk: https://docs.microsoft.
com/ru-ru/azure/vpn-gateway/vpn-gateway-about-vpngateways)

[ToMuMO KIMEHTCKOTO, CyIIecTBYET elile ofnH Tull V PN-coenunenuii, «caiiT — cailTs.
st mmucbpoBatust B HeM uctodibayercst IPSec mosepx IKE, a my6umunstit [P-axpec
Tpebyercs Kak st Azure, Tak U st GU3HYECKON JoKaabHOI cetn (puc. 11.30).

[Tonnouenusiii ipumep codpanust VPN-coepunenus tuma S2S niau P2S BeixoauT 3a
paMKHu 9TOTO pasjesna. Azure penoCTaBJIsIeT MPaKTUYeCKe PYKOBOJACTBA 10 S2S
(https://docs.microsoft.com/ru-ru/azure/vpn-gateway/vpn-gateway-howto-site-to-site-
resource-manager-portal) u P2S (https://docs.microsoft.com/ru-ru/azure/vpn-gateway/
vpn-gateway-howto-point-to-site-resource-manager-portal).



Azure VPN 407

[l mHKeHepoB, KoTopble yike HacTpanBasin V PN-cepBUCH, 3TOT ITpolecc MoKaKeT-
€SI TIPOCTBIM M TIOHSTHBIM. EJTMHCTBEHHBIIT MOMEHT, KOTOPBII MOJKET BBI3BATH 3a-
TPYIHEHUS U KOTOPBIN He 0ObsICHsIETCsI B IOKyMeHTaruu: yerpoiictso VPN-muiiosa
JIOJKHO HAXOAUTHCS B BBIJIEJEHHOM I7ist Hero moaceTy BHYTpu VNet ¢ 6iiokom IP-
azpecoB /27 (puc. 11.31).

VPN VIP
128.8.8.8
Ipsec IKE P2S VPN
TyHHEnNb dunsunyeckas
VPN VIP niokasnbHasi CeTb

Vnet1 131.1.11 LocalSite1
East US «— 10.0.0.0/16
10.20.0.0/16 10.0.0.0/16
10.21.0.0/16 VPN-ww03

VPN VIP

139.9.9.9

D >

IPsec IKE P2S VPN

TyHHeNb ®durauyeckas

ioKasibHas ceTb
LocalSite1
10.0.0.0/16
10.0.0.0/16

Puc. 11.30. Knuentckuit VPN-wrio3s 8 Azure (uctounmk: https://docs.microsoft.com/ru-ru/
azure/vpn-gateway/vpn-gateway-about-vpngateways)

-+ Subnet | -+ Gateway subnet |

S |

| O Sparch subnets

Nama Tl Address range T4 IPv4 available add L Del lto Tl Securitygroup  TL
WEST-US5-2 VNat_1_Subnet_2 192.168.0.128/25 122
T92.168.1.0/24 248 - TestNSG

WEST-US-2_VMet_1_Subnet_1

Puc. 11.31. lNMoacets VPN-wniosa 8 Azure

[TocTosHHO OGHOBJIAEMBIH CITUCOK MTPOBEPEHHBIX YCTPOHCTB it Azure VPN MoKHO
HaiiTu Ha cTpanutie https://docs.microsoft.com/ru-ru/azure/vpn-gateway/vpn-gateway-
about-vpn-devices; Tam ke IIPUBOAATCS CCHIJIKA HAa COOTBETCTBYIOIINE PYKOBO/ICTBA
10 KOH(UTYpaIuu.
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Azure ExpressRoute

Korma opranuzanum Hy:kHO moakmounTh Azure VNet K (husndeckuM y3aam, JOTd-
HO HauuHaTh ¢ VPN-coequnenus. Ho yem 6oJiblie KpUTUUECKU BaKHOTO TpaduKa
HPOXOIMT Yepe3 dTO COeJMHEeHNe, TeM BakHee CTAaHOBUTCS €ro CTabMIbHOCTD 1 Ha-
nesxxrocTb. [Togobno AWS Direct Connect, Azure npegocrasisier ExpressRoute —
YacTHOE CoeJIMHEeHNe, Pealn30BaHHOe CeTeBBIM TpoBaiiiepoM. Kak BupHo Ha
puc. 11.32, nana ceTb TPOXOJUT YePe3 TPAHUYHYIO TAPTHEPCKYIO CETh U TOJIBKO
MOTOM COEIMHSIETCS ¢ TPAHIMYHOM ceThio Azure.

KaHan ExpressRoute

CeTb knveHTa

MapTHepckne
rpaHu4Hble
y3nbl

MpaHWyHbIe
yanbl
Microsoft

QQ

HE vpuHr Microsoft ana Office 365, Dynamic 365
1 ny6nnyHbIX cepBucoB Azure (ny6nnyHbie IP)

I YacTHbI NUPWHT Azure ANs BUPTYasbHbIX ceTeln

Puc. 11.32. Kanans Azure ExpressRoute (uctounmk: https://docs.microsoft.com/ru-ru/
azure/expressroute/expressroute-introduction)

Cpenu npenmyiectB ExpressRoute MOKHO BbIIETUTD:

® [OBBHIMICHHYIO HAJICKHOCTD, TAK Kak TPahUK HE TPOXOIUT IO TTyOIUIHOMY
NHTEPHETY;

® yBEJUYEHHYIO CKOPOCTh COCMHEHNS U YMEHBIIEHHYIO 3a/IEPKKY, TaK KaK
Y YACTHOTO COeJMHEHMS MEKLY JOKAJIbHO PasMelleHHbIM 000pyI0BaHIeM
u Azure, cKOpee BCET0, MEHbIIIE TPAH3UTHBIX YUYACTKOB;

® [0OBbIlIEHHbIE MePbl 6E30I1aCHOCTH, TaK KaK 9TO YaCTHOe CoeAnHeHne, 0coOeH-
HO eCJIi KOMIIaHUS TI0J1araeTcs Ha Takue cepsuchl Microsoft, kak Office 365.

ExpressRoute nmeet u HeiocTaTKu:

® (oJiee CJI0KHYI0 KOH(DUIYPAIIMIO ¢ TOYKK 3PEHMsI TEXHITYECKUX U GU3HeC-Tpe-
6oBaHuii;
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® 3HauKTesbHbIe HAYATbHBIE BJIOKEHNUs, TAK KaK IJIaTa 34 TIOPT U COeIMHEHNe
3a4acTyio (hUKCUPOBaHa, HEKOTOPBIE PACXO/IBI MOTYT HUBEIUPOBATHCS 38 CIET
YMEeHbIIIEeHU T1JIaThl 32 UHTEPHET, ecn ExpressRoute 3amensier VPN-co-
eIMHEHNE, OJTHAKO O0Iasi CTOMMOCTD BJIaJleHUsT OOBIYHO MOJIydaeTcst Hosee
BBICOKOT.

Bonee mogpobubii 0630p ExpressRoute Moxno maiitu ma crpanuie https://docs.
microsoft.com/ru-ru/azure/expressroute/expressroute-introduction. OHO U3 rIaBHBIX
otsmmunii atoro cepBuca or AWS Direct Connect — rojiziepskka coeiTuHeHIH MeX/LY
pervoHaMu B IpejiesiaX OJHO# reorpaduueckoit obmactu. Kpome Toro, 3a JOMOTHNI-
TEJIBHYIO TIJTATY MOKHO TIPOBECTH TJI00aIbHOE coeluHeH e ¢ cepprucamu Microsoft
u noJryuuth QoS-nogaepxky s Skype for Business.

Kax u Direct Connect, ExpressRoute Tpebyer, 4To0bl KJIMEHT MOAKI0YaICT K Azure
Yyepe3 MapTHEPCKYIO CeTh WJIM B 3apaHee OTOBOPEHHOH TOYKe ¢ UCIOJIb30BAHNEM
ExpressRoute Direct (z1a, 970 HazBaH1e MOKET BBeCTH B 3ab/1yskaenue). s npej-
IPUATHI 9TO OOBIYHO CTAHOBUTCS CaMOil OOJIBIION MIPErpajoil, Tak Kak UM IIPUXO0-
AUTCsE MO0 CTPOUTH COOCTBEHHBIN JaTa-1eHTp Ha OAHOI U3 IJIOMAL0K AZUTe 1 3aTeM
coequHsThCS ¢ ipoBaitnepom (MPLS VPN), 160 coTpyiHUYATD € TIOCPEIHUKOM.
AT BapUaHThI, KAK IPABUJIO, TPEOYIOT 3aKJIF0UeHI OU3HEC-J0TOBOPOB, B3ATHI Ha
cebs TONTOCPOYHBIX 0043aTeIbCTB U PErYJIAPHBIX €KEeMECIYHbIX BBIILIAT.

Moii coBeT TeM, KTO HAauMHAET HTUM 3aHUMATHCSI, OY/IET TIOX0K HA TOT, KOTOPBI s /1At
B T71aBe 10: McTmosb3yiiTe yCayru mpoBaiijiepa-TiocpeTHIKa 71 COeIUHEHUS C TPAH-
3UTHBIM TIEHTPOM, 2 OTTY/Ia yiKe J1O0 TOAKII0YaiTeCh HATPSAMYIO K Azure, 1160
3aefiCTBYIiTe IPOMEKYTOUHYIO CeTh, Takyio Kak Equinix CloudExchange.

B caemytomiem paszesie Mbl TIOTOBOPUM O TOM, Kak 3(D(hEKTUBHO PACIIPENETSATH
BXOSANIUN TpadUK B CUTYAIMAX, KOT/A HAIll CEPBUC BBIXOAMT 32 PAMKH OJHOTO
cepBepa.

CeTteBble DANAHCUPOBLLMKKM HATPY3KM
B Azure

Azure npeiaraet 6aTaHCUPOBIMKY HATPY3KH Kak B 6a30BOM, TaK U B CTAaHIAPTHOM
SKU. B atom paszesie pedb UIeT 0 pacipeieieHny Tpapuka B MPOTOKOJIaX TPaHC-
nopraoro yposus, Takux kak TCP u UDP, a ne 0 6anancupoBIIKaX IPUKIALHOTO
ypoBHs1, Takux Kak Application Gateway Load Balancer (https://azure.microsoft.com/
ru-ru/services/application-gateway/).
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TunuaHast MOJEJTb Pa3BEPTHIBAHUS OOBIYHO MTPEYCMATPUBAET OIHO- UJIH [BYXYPOB-
HeBoe pacmpeseseHue Tpaduka, mocrymnarorero u3 narteprera (puc. 11.33).

TCP-nopt 80
| 000
My6nnyHbIiA
6anaHCUpOBLLUVK —p
Harpysku
Mopcetb
Be6-ypPOBHS

- -
BHyTpeHHuI

6anaHCUpOBLLUNK —Pp

Harpysku

MonceTb yposHs 43 1433 1433
6a3bl AaHHbIX |

\
l

Puc. 11.33. banaxcupoewmk Harpysku B Azure (McTounmk: https://docs.microsoft.com/
ru-ru/azure/load-balancer/load-balancer-overview)

BanancupoBiuk HarpysKku co3ziaeT [JIs1 BXOJSIIETO COeIMHEHNS ATUIEMEHTHDII
xell (MCXO/IHBIHM 1 KOHeuHbIl [P-azpeca, NCXOAHDBIN 1 KOHEYHBIH TTOPTHI 1 TPOTOKOJT)
U HAITPaBJISIET MOTOK B OIHO MJIH HECKOJIbKO MecT HasHadeHust. SKU Standard Load
Balancer nipesicrasisier coboit HaamuoxkectBo 6azoBoro SKU, mostomMy HOBbIE TIPH-
JIOKEHUS OJKHBL neroab3osarh Standard Load Balancer.



Pestome 41N

Azure, kak 1 AW'S, IOCTOSIHHO BBITTYCKA€T HOBbIE CETEBbIE CEPBUCHI. MBI yiKe pac-
CMOTpEJIN T€ U3 HUX, KOTOPbI€ MOKHO Ha3BaTb q)yHI[aMeHTaJIbeIMI/I. ITosnakomMum-
CsI C ellle HEKOTOPBIMU CEPBUCAMU.

Ipyrmne cetesble cepsucel Azure

CepBucel Azure, 0 KOTOPBIX CJI€/IyeT 3HATH:

® DNS-ceprucsl. B Azure ectb Habop DNS-cepsucos (https://docs.microsoft.
com/ru-ru/azure/dns/dns-overview), Kak IyOJMYHbIX, TAK 1 YACTHBIX. 11X MOXK-
HO UCIOJI30BATb /1715 Te0TPahUUecKOro pacipe/ie/ieHust Harpy3Ku B CETEBBIX
cepBHUCax.

® Kounreiinepsl. B nocnennne rogpl Azure npojBuraet KoHTeliHEPHI. bosbiire
O CETEeBBIX BO3MOKHOCTSIX B KOHTEKCTE KOHTEITHEPOB YhTaliTe Ha CTPAHUIle
https://docs.microsoft.com/ru-ru/azure/virtual-network/container-networking-
overview.

® VNet TAP. Azure VNet TAP no3sBoJisieT opraHn3oBaTh HEIPEPBIBHYIO T10-
TOKOBYIO Ilepenady Tpaduka Ballell BUPTyaabHOIl MAIIUHbI COOPIIMKY WK
anaynmzaTtopy cereBbix maketoB (https://docs.microsoft.com/ru-ru/azure/virtual-
network/virtual-network-tap-overview).

e 3ammra ot DDoS. Azure npenocrasiisier 3amury ot DDoS-arak (https://docs.
microsoft.com/ru-ru/azure/virtual-network/ddos-protection-overview).

CereBble CEPBUCHI — ITO BaKHaA 4aCTb 06J1a4HbIX IIPOAYKTOB Azure, OHU pa3BuUBa-
I0TCSI BBICOKMMU TeMTIaM#. B aToii Ty1aBe MbI paccMOTpEIN JINIITb HEKOTOPbIE N3 HUX,
HO, Ha/ICIOCh, TEIIEPb BbI MOJKETE CaMOCTOATEJIbHO UCCJIEIOBATh IPYTIre CEPBUCDHI.

Pesiome

B a10ii ri1aBe Mbl 00CY MU PasJImdHbie 00JauHbIE CETEBbIE CEPBUCHI AZure, paccMo-
TpeJiu rI06aNbHYIO CeTh Azure U pasHble aClleKThl BUPTYaJIbHbIX ceTeid. [y cosmammus,
0GHOBJIEHUS 1 aIMIHUCTPUPOBAHI 9THX CETEBBIX CEPBICOB MbI UCIIOJIb30BaIN Azuire
CLI u Python SDK. Eciu nonago6urcst 00beAUHUTD CEPBUCH Azure ¢ JTOKAJIbHO
pasMeleHHbIM JaTa-IIeHTPOM, TO JIJIsk 9TOTO MOKHO MCII0Jb30BaTh in6o VPN, 1160
ExpressRoute. MbI Tak:ke I03HAKOMUJINUCH C JIPYTUMU CETEBBIMU ITPOyKTaMU U cep-
BUCcaMu Azure.

B caemyromeit rimaBe MBI BepHEMCS K MPOTECCY aHATM3A AAHHBIX U TIOTOBOPUM
o MHorodyHKImoHaIbHOM 11akeTe Elastic Stack.
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AHanus ceTeBbiX OAHHbIX
c nomouwbto Elastic Stack

B rimaBax 7 u 8 MbI 06CyIMITN PA3TMIHBIE METOBI MOHUTOPUHTA CETH, BKITIOYAS JIBA
PasHBIX MOX0/IA K cOOPY CETEBBIX JJAHHBIX: MBI MOKEM JIMOO CaMU U3BJIEKATh UH(OP-
MaIHIO M3 CETEBBIX yeTpoiieTs (Harmpumep, o SNMP), 6o npuHrMarh te JaHHble,
KOTOpPBIE YCTPOMCTBO MOCBLIAET 110 CBOEH MHUIIMATHBE (MCIIOIb3YS ITOTOKOBYIO Iepe-
nauy). Cobpannyio nHbopMauio Heo6X0IMMO COXPAHUTH B a3e TAaHHBIX 1 TPOAHA-
JIT3UPOBATh, YTOOBI TIOHATH, UTO OHA O3HAYAET. B GOIBIIHHCTBE CITyYaeB Pe3yIbTaThl
aHaJIM3a BBIBOATCS B rpaMIecKOM BHjie — B BUJIE THHEIHOTO rpaduka 1160 cToI-
GUKOBON WK KPYTOBOIT imarpaMmbl. Ha Kask/1oM 13 3TarioB MOKHO MCIOJIb30BaTh
OTZeJIbHbIe UHCTPYMEHTHI, Takue kak PySNMP, Matplotlib u Pygal, uiau muoro-
(byHkIMOHaTBHbIE pelieHns 71 MOHUTOPUHTA, Takue Kak Cacti niau Ntop. MHcrpy-
MEHTBI, TIPe/ICTaBJIeHHbIE B 3TUX JBYX TJIaBaX, O3BOJIIIOT OPTAaHU30BaTh ITPOCTOMN
MOHHUTOPHUHT U MOJIYYUTh 00IIIee TPeICTaBICHIE O HaIleH CETH.

B rase 9 M1 o6cynuan cosganue API-cepBucoB, 4TOOBI OTKPBITH CETh A1 Hoiee
BBICOKOYPOBHEBBIX MHCTPYMeHTOB. B riiaBax 10 u 11 MbI paccMOTpesiv BO3MOKHOCTD
TiepeHoca Hatlell TOKaTbHO ceTH B 06J1aK0 ¢ ncmob3oBaneM yeayr AWS i Azure.
B 9THX riraBax BbI IIO3HAKOMUJIUCH ¢ GOJBIITAM KOJIUYECTBOM MHCTPYMEHTOB, 110-
MOTAIOIIUX C/IeJIATh CETh TPOrPAMMUPYEMOIL.

Hauunast ¢ 9701 T1aBbI MbI OY/I€M ITPUMEHSITH KaK YK€ 3HAKOMbIE BAM HHCTPYMEHTHI,
TaK U JIPyrHe MPOEeKThI, KOTOPbIE TPUTOIUINCH MHE B MOel TpodhecCHOHATBHON J1esi-
TesbHOCTU. Hamprmep, 371ech PACCMOTPUM TIPOEKT C OTKPBITHIM UCXOIHBIM KOJIOM
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Elastic Stack (https://www.elastic.co), KOTOPBII pacUIUPUT Bally [IPEACTABICHIS
O Me€XaHM3MaX aHaJan3a 1 MOHUTOPWHIA CETH.

ITa ri1aBa OXBaThIBaeT cJieAyIolnme TeMbl:

seesenne B Elastic Stack (nmun ELK);

ycranoBky Elastic Stack;

TIpUeM JJaHHBIX ¢ TToMoTbio Beats;

°
°
® mpueM TaHHBIX ¢ moMotbio Logstash;
°
® touck ¢ nomomplo Elasticsearch;

°

BU3YATN3aINIO TaHHBIX ¢ ToMorsio Kibana.

Wrax, HauneM ¢ kpaTkoro seenenus B Elastic Stack.

Y1o Takoe Elastic Stack

Elastic Stack emte naspisaior crekom ELK (puc. 12.1). Yro ke aTo Takoe? Pazpabor-
yuku mpoekta roBop4Tt (https://www.elastic.co/what-is/elk-stack):

<ELK — amo a6b6pesuamypa us na3eanuii. mpex omxpbimoLx npoexmos:
Elasticsearch, Logstash u Kibana. Elasticsearch — 3mo nouckoeas u anaiumuyeckas
cucmema. Logstash — cepeepuviii mexanusm od6padomxu dannolx, Komopulil bepem
UHDOPMAUUIO CPA3Y U3 HECKOIOKUX UCTNOUHUKOB, NPeodpasyem ee u nomeuaem
6 xpanunuue, nanpumep Elasticsearch. Kibana daem osmoscrocms nojw3osame-
JaM susyaiusuposamn dannvie us Elasticsearch 6 sude duazpamm u epaguxos.
Elastic Stack — amo caedyrowuii waz ¢ passumuu cmexa ELK».

Cyns no murare, Elastic Stack dakruueckn Habop mpoeKkToB, 0ObeIMHEHHBIX JJIST
PEIIeH s 11eJI0T0 CHEeKTpa 3ajiad 1o cO0PY, XPaHEHUIO, M3BJICUCHIIO, aHAIU3Y U BU-
3ya/lnsalii JaHHBIX. 3aMedaTe/ibHast 0COOEHHOCTh 9TOTO CTEKA: BCE €0 KOMIIOHEH-
ThI TECHO UHTETPUPOBAHBI MEKLY COOO0ii, HO IPU HTOM KasKIblii MOKHO UCIIOJIb30BATh
1o oraenbHoctu. Eciau Bam He HpaButca Kibana, BbI MOKeTe JIErKO MOAKIIOUNTD
Grafana jist copanust guarpamm. Yo, eciid Mbl XOTUM HUCTIOJIB30BATh IPYTOE CPel-
cTBO cbopa manubix? Her mpobieM, maHHble MOKHO nepenaBath B Elasticsearch
c nomonipio RESTful API. Cepaue creka Elasticsearch — orkpbiTast paciipeneieHtas
noucKoBas cucrema. s yaydlieHus: 1 MOALePKKNA (PYHKIIMKI IIOMCKA CO3/IaHbl
U Ipyrue IpoeKThl. IIoHaYaIy 9T0 MOKET Ka3aThCsl 3aIly TAHHBIM, HO IIOCJIE 3HAKOM-
crBa ¢ komnonenTamu Elastic Stack kapruma posKHa IPOSICHUTBCS.
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Mouemy npoekt ELK Stack nepenmerosanu s Elastic Stack? B 2015 rogy kom-

\G/\, nanus Elastic npepctasuna cemeicTso nerkosecHbIX, y3koCneumanMampoBaHHbIX
CPeAcTs Nepeaayy AaHHbIX NOA HazeaHuem Beats. OHW MrHOBEHHO cTaNM XMTOM
M MO-NPEXHEMY COXPAHSIOT BLICOKYIO MOMYNAPHOCTb, HO MX CO3AATENM HE CyMme-
NV NpMAYMaTb yaauHyto ab6pesnaTypy c 6yksoii B u pelmnu npocto nepemme-
HoBaTb Bech cTek B Elastic Stack.

Kibana

Elasticsearch ™

Logstash

Puc. 12.1. Elastic Stack (uctounmk: https://www.elastic.co/what-is/elk-stack)

ITpu o6¢cysxaenun Elastic Stack MbI cocpeoTounMcst Ha CETEBOM MOHUTOPUHTE
W aHaJIM3€ JIAHHBIX, HO 3TOT CTEK TIPUMEHSIETCST TAKIKe JIJIST PEIEHUsT IPYTUX 337124,
BKJTIOUAsT yIIpaBJIeHHe PUCKAMU, TIEPCOHATM3AINIO B 3JIEKTPOHHOMN TOPTOBJIE, aHAU3
6€e301aCHOCTH, BBISIBJICHUE CJIYYaeB MOIICHHUYECTBA U JIP. ITU WHCTPYMEHTHI UC-
MOJIB3YIOTCS 1IEJTBIM PSIZIOM OPTaHU3AIIMIL: OT TAKMX WHTEPHET-KOMITaHuii, Kak Cisco,
Box u Adobe, 10 npaBurenbcTBeHHbIX yupeskaennii Bpoge NASA JPL, Biopo nepenucu
nacesnenust CIIIA u np. (https://www.elastic.co/customers/).

Pasobpasiuucs ¢ tem, uyTo Takoe crek ELK, niepeiigem K Tonosorun Haiei sabopa-
TOPWY JIJIST ATOW TJIaBBI.
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B s1oM kHure noa HaseaHnem Elastic nogpasymesaetcs komnanus, croswas 3a
Elastic Stack. MHcTpymenTsl pacnpocTpaHsioTes ¢ oTKpbITbIM MCXOAHBIM KOAOM,
a KOMNAHKMS 30pabaTbIBAET HO NPEAOCTABIEHUN NOAAEPXKKH, TOKANBHO pa3-
MeLaembix pelerni u koHcantuhre. Akumn Elastic pasmeluens ny6amyHo Ha
Heto-Mopkckoit borposoit Bupxe 1 o6osHadaiotcs kak ESTC.

Tononorus nabopatopmm

3a OCHOBY BO3bMEM TOTIOJIOTHIO CeTH U3 TJIaBbl 8. YTpasJsionine nutepdeiics ce-
TeBOro 06opyaoBaHus OYAyT HAXOAUThC B yIIpaBJsONell ceTn 172.16.1.0/24
U COCIUHATHCA C CEeThIO 10.0.0.0/8 u 11oaceTsaMu /3x.

B xakoe mecto 1aboparopun yctanoBuTh ctek ELK? [I7151 9T0T0 MOKHO BHIOpATh
YIIPaBJSIONINNI XOCT, KOTOPBI MBI NCIIOJIB30BaIN paHee. Elle onH BapuaHT:
YCTAHOBKA Ha OT/IETbHYIO supmyanrviyro mawuny (BM) c nBymsa unrepdeiicamn,
OJIMH U3 KOTOPBIX MOAKJIIOYEH K yIPaBJAIONEeH ceTH, a IPYroil — K BHEITHEH.
JInuHo g npejnoynTalo BTOpoil oAXo0/ ¢ pasjie/leHueM cepBepoB MOHUTOPUHIA
U YIIPaBJIEHUS, TIOTOMY Y4TO CHCTEMa MOHUTOPUHTA OOBIYHO MMEET armapaTHbie
U porpaMMHbIe TPeOOBaHMS, OTIUYHbIE OT TPeOOBAHUIT APYTUX CEPBEPOB, B UeM
BBI yOENUTECH B CJAEMYIONMUX pa3esnax. Eile oHa MpUYnHa JJIsT Pa3ieIeHsT: TaKast
KOH(bUTYparusa 60JbIIe MOX0kKa Ha TO, 4YTO MOKHO BCTPETUTH B MPOMBITIIECH-
HBIX YCJIOBUSX; OHA MO3BOJIAET Pa3/le/INTh a/[IMUHUCTPUPOBAHNE U MOHUTOPUHT
Mesxy AByMst xocTamu. Ha puc. 12.2 mpuBezena cxemMa TOTIOJIOTHY Hatielt 1abo-
paTopuu.

Crex ELK Gyzer ycraHossieH Ha HOBBIN cepBep ¢ Ubuntu 18.04 u gsymst NIC, IP-
a/Ipec OIHOTO U3 KOTOPBIX PAa3MeEIEeH B TOH JKe YIpaBJsIioleil ceTr, 172.16.1.200.
[P-anpec Broporo NIC aroit BM — 192.168.2.200, 1 0H COeIMHSIET MOIO JOMAIITHIOIO
CeTh C MHTEPHETOM.

B mpOMBINIJIEHHBIX YCJIOBUSIX 00BITHO pekoMenyercst, uToObl Kiaactep ELK co-
CTOSIJT TIO MEHBIIIEH Mepe M3 TPeX Y3JI0B: OJJHOTO BEAYIIET0 U JIBYX JAPYTHUX /IS
xpaHeHus ganHbIX. Uro kacaercst hyuknuii, Beaymue y3iabsl ELK MoryT ynipasisath
KJTACTEPOM M MHIEKCUPOBATDH JaHHbIEC, & OCTAJbHBIC — ATH JaHHBIC U3BJIEKATD.
PekoMeHaaIm OTHOCUTENHLHO TPEXY3TOBOM CUCTEMBI 00YCIOBIEHD! 3a60TOM O Ha-
JESKHOCTU: OJIVH Y3€eJI sIBJISIeTCST aKTUBHBIM BEIYIIIUM, U, €CJIU OH BBIIIET U3 CTPOSI,
J(Ba IPYTUX CMOTYT €r0 MoAMeHUTh. Ho B yCl0BUSAX Halllell 1abopaTopuu 3To He
0COGEHHO BaXKHO, TIOITOMY Hallla cucTeMa GY/IET COCTOSITh U3 OHOTO y3J1a, UTpa-
IOIIET0 POJIb BELYIIET0, KOTOPBIN OIHOBPEMEHHO XpaHUT Jartbie. Mbl 06oiigemcst
6e3 nybaMpoBaHus.
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Puc. 12.2. Toronorust nabopatopum

Anmaparusie TpeboBanus creka ELK Bo MHOrOM 3aBHCST 0T 00beMa JTaHHBIX, KOTO-
pbie MBI XOTUM Pa3MeCTUTDb B cucTeMe. [T0CKOIbKY 9TO BCETo JHIb JabopaTopust,
HaM He HYKHO GOJIBIIO BBIYMCIUTETHHON MOTITHOCTH, TaK KaK JaHHBIX y HAc OyieT
He OYeHb MHOTO.
I .
_‘@’_ MoppobHee 0 NOAroTOBMUTENbHBIX LIArAX YMTaiTe B AokymenTaumu Elastic Stack
s no agpecy https://www.elastic.co/guide/index.html.

B merom Elasticsearch TpeGyer MHOTO MaMsITH, HO HE HYK/IAETCST B MOIITHOM TTPO-
neccope u 6osbinom xparmainie. Cozgaaum otaeasiyio BM co ciaenyromeii kondu-
rypauuei:

npoiteccop — 1 vCPU;
namsath — 4 T6aiit (110 BO3MOKHOCTU OOJIbIIIE);

ek — 20 T'6aiit;

cetb — 1 NIC B yrpassstioreii cetu JabopaTOPUU U ONH TOTIOJTHUTETbHBIN
(Heobszarenbhblil) NIC [i1s 1ocTyIia K MHTEPHETY.

Cucrema Elasticsearch mammcana ma Java, n Kaskasit AUCTPUOYTHB TIOCTABIISAETCS
Bmecte ¢ Open]DK. ITocennioo Bepcuio Elasticsearch MosHo 3arpysuts Ha caiite
Elastic.co:
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echou@elk-stack-mpn:~$ wget https://artifacts.elastic.co/downloads/
elasticsearch/elasticsearch-7.4.2-1inux-x86_64.tar.gz
echou@elk-stack-mpn:~$ tar -xvzf elasticsearch-7.4.2-1linux-x86_64.tar.gz
echou@elk-stack-mpn:~$ cd elasticsearch-7.4.2/

[TorpaBrM napameTpbl BUPTYAJIbHON MTAMSITH, YCTAHOBJIEHHBIE HA Y3JI€ TI0 YMOJTYaHUIO
(https://www.elastic.co/guide/en/elasticsearch/reference/current/vm-max-map-count.html):

echou@elk-stack-mpn:~$ sudo sysctl -w vm.max_map_count=262144

Vaabi Elasticsearch o ymosrgatuio nbitarorcess oOHapysKUTh CBOUX coceei u chop-
MUPOBaTh KiaacTep. [1oaToMy mepes 3amyckoM peKOMEH/IyeTCsT TOMEHSITh UMsT y3J1a
U TIapaMeTPBI, yIpaBJIsioniue Kractepusaryeil. OTpeJakTHpyeM KOH(DUTYPaInOHHBIN
daiin elasticsearch.yml:

echou@elk-stack-mpn:~/elasticsearch-7.4.2$% vim config/elasticsearch.yml
# n3MeHuM ciepylwme napameTpbl

node.name: mpn-node-1

network.host: <change to your host IP>

http.port: 9200

discovery.seed_hosts: ["mpn-node-1"]

cluster.initial_master_nodes: ["mpn-node-1"]

Teneps Elasticsearch MmoskHO 3aycTuTh B QOHOBOM PeKUME:

echou@elk-stack-mpn:~/elasticsearch-7.4.2$% ./bin/elasticsearch &

Yrobbl ipoBepuTh pesyJbrat, nonuiem sanpoc HTTP GET xocty ¢ Elasticsearch.
[TocsaTh 3a1IpOC MOYKHO C YITPABJISIONIETO XOCTA WU JIOKATBHO, HA XOCTE C CUCTEMO
MOHUTOPUHTA:

(venv) $ curl 192.168.2.200:9200

{
"name" : "mpn-node-1",
"cluster_name" : "elasticsearch",
"cluster_uuid" : "9hTywXc-S9eg3jMi6__ XSQ",
"version" : {
"number" : "7.4.2",
"build_flavor" : "default",
"build_type" : "tar",
"build_hash" : "2f90bbf7b93631e52bafb59b3b049cb4dec25e96",
"build_date" : "2019-10-28T20:40:44.8815517",
"build_snapshot" : false,
"lucene_version" : "8.2.0",
"minimum_wire_compatibility version" : "6.8.0",
"minimum_index_compatibility version" : "6.0.0-betal"
s
"tagline" : "You Know, for Search"

}
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[ToBTOpUM 9Ty TIpOTIEAyPY /1 yetanosku Kibana, narrero cpesicTsa BU3yamnsaIing:

echou@elk-stack-mpn:~/ $ wget https://artifacts.elastic.co/downloads/
kibana/kibana-7.4.2-1inux-x86_64.tar.gz

echou@elk-stack-mpn:~/ $ tar -xvzf kibana-7.4.2-1linux-x86_64.tar.gz
echou@elk-stack-mpn:~/ $ cd kibana-7.4.2-1inux-x86_64/

U cHnoBa BHeceM u3MeHeHus B KOHDUTYPAITTUOHHBIN (Daii:

echou@elk-stack-mpn:~/ kibana-7.4.2-1inux-x86_64$% vim config/kibana.yml
server.port: 5601

server.host: "192.168.2.200"

server.name: "mastering-python-networking"

elasticsearch.hosts: ["http://192.168.2.200:9200"]

3amycrum nporecc Kibana 8 horoBoM pesknme:

echou@elk-stack-mpn:~/kibana-7.4.2-1inux-x86_64% ./bin/kibana &

Korzia mporiecc 3arpysuTcst 10 KOHIIa, OTKpoeM B Gpaysepe crpanuity http://<IP-
appec>:5601 (puc. 12.3).

A

Welcome to Kibana

Your windaw into the Elastic Slack

ull 4

Let's get started

W naticed that you don't have any data in your cluster. You
«can ry aur samale data and dashboaeds of jump in with your
awn data,

LY LRI Explore on my own

Puc. 12.3. HavanbHas ctpanunua Kibana

Hawm npensioskat 3arpy3uTh IeMOHCTPAITMOHHBIC JJaHHbBIE. DTO OTJIUYHBIN ITAHC
o1pobOBaTh HOBBIII HHCTPYMEHT, BOCTIO/b3yeMcst UM (puc. 12.4).

Orinuno! Mpr oyt 3akonunsn. Ocraaoch ToJAbKO yeraHoBuTh Logstash. B or-
mywe ot Elasticsearch, Logstash ne moctasisietcst BMecTe ¢ Java, moaToMy cHadamia
HY’KHO ycTaHOBUTH Java 8 unm Java 11:
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echou@elk-stack-mpn:~$ sudo apt install openjdk-11-jre-headless
echou@elk-stack-mpn:~$ java --version

openjdk 11.0.4 2019-07-16

OpenJDK Runtime Environment (build 11.0.4+11-post-Ubuntu-lubuntu218.04.3)
Openl]DK 64-Bit Server VM (build 11.0.4+11-post-Ubuntu-lubuntu218.04.3,
mixed mode, sharing)

E [B | vome asddaa o
Add Data to Kibana

@

- Ml Logging  Metrics  SIEM Sample data

) s —

a oy “O-

& ——— e b

. M- RS

: Sample eCommerce orders Sampile flight data Sample web logs

* Sampile dats, visualizations, seLeetREcs Sampie data, visuakzations, and gasEa Sampla data, visuskzations, and gesfiEoan

g tracking eCommence orde monitering fight routes, monitoring web logs.

& Add data

]

@

@

Puc. 12.4. [lo6aenenue nanHeix & Kibana

3arpysum, pactiakyem 1 ckondurypupyem Logstash, kak Mbr aTo neramm ¢ Elasticsearch
n Kibana:

echou@elk-stack-mpn:~$ wget https://artifacts.elastic.co/downloads/
logstash/logstash-7.4.2.tar.gz

echou@elk-stack-mpn:~$ tar -xvzf logstash-7.4.2.tar.gz
echou@elk-stack-mpn:~$ cd logstash-7.4.2/
echou@elk-stack-mpn:~/logstash-7.4.2$% vim config/logstash.yml
node.name: mastering-python-networking

http.host: "192.168.2.200"

http.port: 9600-9700

Ho moka ne 6ynem 3amyckath Logstash. CHauasia Hy;KHO yCTaHOBHUTH CETEBBIE TIIa-
TUHBI ¥ CO3/[aTh HEOOXOAUMbIH KOH(DUTYpAInOHHbIH (haiisr. Mbl 3aiiMeMCst 5TUM 4y Th
IO3Ke.

B crenytommem pasznene peub notizet o pa3BepTbiBannu cteka ELK B Bume ynanen-
HOTO CEpPBHUCA.
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Elastic Stack kak ycnyra

Elasticsearch mpegocrasiisiercst He TOJBKO B BUJIE TAKETa, HO M KaK yIaJeHHBIN cep-
Buc ot Elastic.co u AWS. Elastic Cloud (https://www.elastic.co/cloud/) He nmeer
cobCTBEHHOI HHPPACTPYKTYPBL, HO II03B0JIsIeT pasBepuyTh ero B AW'S, Google Cloud
Platform umm Azure. TTockoJbKy peliieHre OCHOBAHO Ha IPYTUX MyOIUUIHBIX 00JIaKaX,
€ro CTOMMOCTB OyzieT uyTh BhIlIe, ueM pasmeiienne Elasticsearch nanpamyto B 06-
JIAaYHOM MpoBaiiziepe, Takom kak AWS (puc. 12.5).

@IE[HSHC Products Learn Company Pricing

‘ ELASTIC CLOVD
-

Elasticsearch-Powered SaaS Offerings

- (] &

Elasticsearch Service

Easily spin up deployments on AWS,
GCP or Azure with Kibana and

fealures you can’t get anywhere else.

AS LOW AS

$16

per month

Elastic App Search Service

Build a fast, relevant search
experience for your custom
application in just a few minutes.

AS LOW AS

$49

per month

Elastic Site Search Service

Everything you need to deliver a
powerful search experience for your
website — without the learning curve,

AS LOW AS

$79

per month

Puc. 12.5. Tapuosi Elastic Cloud

AWS npeznnaraer ynpasiaseMblii mpoaykt Ha octose Elasticsearch (https://aws.amazon.
com/ru/elasticsearch-service/), KOTOPBIl TECHO MHTETPUPOBAH C PYTUMU CEPBUCAMU
aToro nposaiizepa. Hanpumep, norok kypHajibhbix sanuceit AWS CloudWatch
MOKHO Hanpamylo nepeath uncrancy AWS Elasticsearch (https://docs.aws.amazon.
com/AmazonCloudWatch/latest/logs/CWL_ES_Stream.html) (puc. 12.6).

ITo moemy ombity, Elastic Stack maet omryiierue mpocToThl B cCaMOM HavaJie, HO €ro
nanbHelee MacmTabupoBanme TpedyeT TIyOOKNX 3HAHUH. ITO CO3MAET TPYAHOCTH
st Tex, k1o He paboraer ¢ Elasticsearch exxentesto. Eciut BbI, Kak u 51, XOTHUTE BOC-
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noJb30oBarbes npenmMyiectsamu Elasticsearch, Ho pu aToM He IIaHUpyeTe CTaHO-
BUTHCS ClielnanancToM mo texuosiorusm Elastic, 1 HacTosiTelbHO peKOMEH/LY 0 TIPH-
MEHSTH B IPOMBIIIJIEHHBIX YCIOBUSX OJIHO U3 CTOPOHHUX PEIeHUI.

= ey acuee = [l e che Consle

wing  Documenmtion  Leam  PannerMerwork  AWS Markesolaoe

Amazon Elasticrearch Sarvice Ovarviam  Festeess  Fricing  Cottisg Sueted  Reigwees = FADS  The DLK Staek =

How it works

ij Logfile

| —
=
Yo tevae | M ranitoring
® 'PF ] oo
s %o ] aptiatien
o 0] ([l s | I 1) menitaring
(B8 J—|" o —
T — . 2 | Amazon ElasticSearch # T secusty info & ewrn
Rl b Service WL mansgeiment (EH)
Fuly ranaged, scalable
- servace with Logstah, o
Kitana, and other 205 ) Text
Foer | et seann
Input Output
Copture, prenis, and laid Saihy, mnalyae, e viaslion

£t il Amazon 453 1 Gt waluiabls seal-Bme
[ireree——— imaighes ot your spicasans

Puc. 12.6. Cepeuc Elasticsearch

BoI60p CTOPOHHETO pelieHns 3aBUCUT OT 0OJIauHOTO TIPOBaiiiepa, YCayTaMu KOTO-
POTO BBI MOJIb3YETECh, M HAJIMYUS CAMBIX MOCJIEAHUX BO3MOKHOCTEH. [T0CKOIbKY
cepsuc Elastic Cloud cosgan Temu ke JIIOAbME, KOTOPbIE 3aHUMAIOTCS TIPOEKTOM
Elastic Stack, cambre akTyasbibie GyHKITMN B HeM 0OBIYHO MOSIBIISIIOTCS PAHBIIE, YeM
B AWS. C apyroii cTOpoHbI, ecyiu Balia HHGPACTPYKTYpa MOJHOCTHIO TIOCTPOEHA Ha
obmake AWS, mcmosb3oBamie TeCHO HHTeTpupoBannoro mrctanca Elasticsearch
COKOHOMMWT BaM BPEMsI U CUJTBI, HEOOXOIMMBIE 175t OOCTYKUBAHUS OT/IETBHOTO KJTa-
crepa.

B caeyrorem paszesie Mbl pacCMOTPUM TIPOIiece 06pabOTKK TaHHBIX OT UX TIPHEMa
710 BU3YaJTU3allUH.

[TepBbiit MONHbLIM NPUMEP

Jhonm, snakomsmecs ¢ Elastic Stack, yarie Bcero ormeqaior MHOKECTBO jleTadei,
KOTOPbIE HEOOXOAUMO IIOHUMATD, YTOOBI [10JIb30BATLC 9TOM cucTeMoil. IIpexie yem
coxpanuTh B Elastic Stack nepsyro moesHyio sammick, HoJb30BaTe b I0JKEH CO3/1aTh
KJIACTED, BBIJIEJNTD BEAYIUI y3€eJ U y3Jibl JAHHBIX, IPUHATH JIaHHbIE, [IOCTPOUTH
HH/IEKC U HAJIAUTh YIIPaBJIE€HUE BCEM 3TUM 4yepes BeO-KOHCOJIb Wi uHTepdeiic
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koMau/HO# ctpoku. C rogamu nporiece yeranosku Elastic Stack ympocrucs, yomyu-
muaach ounaabHas JOKYMEHTAIUA U OBLIK TIOATOTOBIEHBI TPOGHBIE HAGOPHI
JaHHBIX, YTOOBI HOBBIE TI0JIb30BATEIM MOTJIU TIO3HAKOMUTHCS C MHCTPYMEHTAMH,
Tpexae 4eM IMPpUuMEHATD 9TOT CTEK B IIPOMbBINIJIEHHBIX YCJIOBUAX.

ITepen Tem xak yrayboasaTsea B Elastic Stack, pacemorpum npumep ¢ Logstash,
Elasticsearch u Kibana. Biarogapst aToMy MbI TI03HAKOMHUMCSI ¢ (DYHKITUSIME, KOTOPbBIE
MPEOCTABISET KAKIBIH U3 KOMITOHEHTOB. [1033Ke, KOT/Ia MBI HauHeM 06CY/KIaTh MX
0 OT/IETBHOCTH, BBI yiKe OyieTe TPEACTaBIATh, KaKyio POJb OH UTPaeT B CHCTEME
B 1ICJIOM.

Jliist Hauasta cCOXpaHUM Halln XXypHaibHble fanHbie B Logstash. Ckonburypupyem
KasK/[bIil MapIpYyT /st 9KCIIOPTa 3anuceil Ha cepsep Logstash:

r[1-6]#sh run | i logging
logging host 172.16.1.200 vrf Mgmt-intf transport udp port 5144

Ha namem xocre ¢ Elastic Stack, re ycranoBiieHbl Bce KOMIOHEHTbI, CO3/1aiiM IIPO-
cryto Koupuryparmio Logstash, koropas npociynmBaer UDP-niopt 5144 1 mocsl-
naer nannble xocty Elasticsearch:

echou@elk-stack-mpn:~$ cd logstash-7.4.2/
echou@elk-stack-mpn:~/logstash-7.4.2$% mkdir network_configs
echou@elk-stack-mpn:~/logstash-7.4.2% touch network_configs/simple_
config.cfg

echou@elk-stack-mpn:~/logstash-7.4.2% cat network_configs/simple_config.
cfg

input {
udp {
port => 5144
type => "syslog-ios"
}
X
output {

elasticsearch {
hosts => ["http://192.168.2.200:9200" ]
index => "cisco-syslog-%{+YYYY.MM.dd}"
}
¥

Daiin kKoHUTYpAITIH COCTOUT TOIBKO U3 Pa3/lesoB input 1 output 6e3 M3MeHeHuUsT
nauHbIX. Tui syslog-ios — 910 UMsI, KOTOPBIM Mbl 0603HAUMIIN HHJEKC. B paszerne
output MBI yKa3bIBaeM 3TO NMsI BMECTe C TePeMeHHBIMU, TTPE/ICTABJISTIONTIME TEKYTITYIO
naty. Iporecc Logstash MokHO 3amycTUTD B (DOHOBOM PEKUME HETTOCPEACTBEHHO 13
KaraJjora ¢ BBIIOJHAEMbIM (haitiom:
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echou@elk-stack-mpn:~/logstash-7.4.2% sudo bin/logstash -f network_
configs/simple_config.cfg

[2019-11-03T09:54:37,201][INFO ][logstash.inputs.udp T[main]
UDP listener started {:address=>"0.0.0.0:5144", :receive_buffer_
bytes=>"106496", :queue_size=>"2000"}

<onyueHo>

ITpu mosyuennu nauubix Elasticsearch mo ymoruanuio aBroMarndeck reHepupyer
JUIS HUX UHJIeKC. Mbl MOKeM cO3/1aThb JKypHaJbHbIe 3alIMCH Ha MaplIpyTU3aTOPE,
cbpocus unrepdeiic, nepesarpysus BGP vt mpocTo myTeM BXo/a B peKUM KOH(DU-
rypanuu 1 Bbixoza n3 Hero. [locse momydeHnst 3TUX HOBBIX 3anuceil Mbl YBUANM
CO3/IaHHbIH nHjeKc cisco-syslog-<aaTa>:

[2019-11-03T10:01:09,029][INFO ][o0.e.c.m.MetaDataCreateIndexService]
[mpn-node-1] [cisco-syslog-2019.11.03] creating index, cause [auto(bulk
api)], templates [], shards [1]/[1], mappings []
[2019-11-03T10:01:09,130][INFO ][o0.e.c.m.MetaDataMappingService] [mpnnode-
1] [cisco-syslog-2019.11.03/0ONRNWG1RXx20Tf_b-qt9SQ] create_mapping

[_doc]

Ha sTOM 9Tamne ysxe MOKHO BOCIIOJIb30BATHCS YTHAUTON curl, 4To6BI IPOCMOTPETDH
co3nannbiii B Elasticsearch unmekc:

(venv) $ curl http://192.168.2.200:9200/_cat/indices/cisco*
yellow open cisco-syslog-2019.11.03 @ONRNwGI1Rx20Tf_b-qt9SQ 1 1 7 @ 20.2kb
20.2kb

Temepp 9TOT MHAEKC MOXKHO UMIOPTHpoBaTh B Kibana, BeiOpaB B MEHIO IIYHKT
Settings » Kibana » Index Patterns (ITapamerpsi » Kibana » ITabmonbl nrgexca)
(puc. 12.7).

E B vosgeen ngexpanoms

Index patterns @ T —

1 search

Hemote Clesters

-~ Snapshot and Aestore LU

Licensa Managament

s et Aamed WECana_samgln_mach ecommarce [GHN

@ | & Kb i oo 1. 3aiipute B pasaen Settings
@ N 2. BuiGepute Kibana —

L Spaces Rows per page: 10~

Index Patterns 3. LWenkHnTe

Ha Create Index patterns

Aeporting

Advpnced Settings

Puc. 12.7. Jo6asneHune wabnonHos MHaekca us Elasticsearch
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IMTockonbky uHgekc yske Haxoaures B Elasticsearch, Ham ocraercst iuiib ykasaTh ero
umst. IToMHITE, 4TO MMsI HAIIIEro MHIEKCA TPEACTAB/IsAET COOOM MepeMEeHHYT0, 3aBH-
CSIIYIO OT BpEMEHH; MOAKHO HCII0JIb30BATh CUMBOJI-3aII0JIHUTEb (*), 4T0ObI OXBATUTD
BCe TEKyIIHe U OyAyIIre HHAEKCHI CO CITOBOM cisco (puc. 12.8).

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. = Include system indices

Step 1 of 2: Defineinde

cisco®

Yol 3N use 3 * a3 8 wikehrd in yeur incex patiam,
Vs CANT LR SPRcRE of the chametare |, /7, % <, 3, | * Next step

« Bugcess! Your index pattern matches 1 index.

ciseo-syslog-2019.11.03

Puc. 12.8. Onpegenenue wabnoHa nHpekca s Elasticsearch

Hamr nHzexc mpuBs3aH K BpeMeHM; 3TO 03HAYaeT, YTO y HAC eCcTh MoJe, KOTopoe
MOJKHO UCII0JIb30BATh KaK BPeMEHHYIO METKY U BBIITOJIHATH IIOMCK 110 JjaTe. JTO 110J1e
HY’KHO yKa3aTh OT/eIbHO. B Hatem caydae cucrema Elasticsearch cama nogo6pana
MOXO/IATIee TTOJIe JKypPHATa B Ka9eCTBE BPEMEHHOM METKI; HaM OCTaeTCs TOJIBKO
BbIOpATh €ro Ha BTOPOM Ilare B pacKpbiBaoleMcs ciucke (puc. 12.9).

Puc. 12.9. Hactpoiika BpemeHHOM MeTkn ans wabnoHa uuaekca e Elasticsearch

[TocJie cospanus mabaoHa uHaEKca nepeiizem Ha Bkaaaky Discover (ObHapyskeHue),
4TOOBI TPOCMOTPETD COOTBETCTBYOMIME 3amucu (puc. 12.10).
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Puc. 12.10. Mpocmotp pokymenTa c uuaekcom B Elasticsearch

Cobpas eme HemHoro uHpopMalmi, saiigem Ha cepsep Elastic Search n Haxmem
Ctrl+C, uto6bI ocTanoBuTb mporiecc Logstash. DToT mpuMep MOKa3bIBaeT, KaK UC-
nosib3oBath Elastic Stack st mprema, XpaHeHUs U BU3YaIU3allui JaHHbIX. Logstash
(nnm Beats) mpuHUMAaeT JaHHble B BUJIE HENTPEPBIBHOTO TIOTOKA, KOTOPBII aBTOMATH-
uyecku HarpasJstercs B Elasticsearch. Cpencrsa Busyanusaru Kibana paror Bos-
MOKHOCTD aHAJM3MPOBaTh comep:knmoe Elasticsearch, mpencrasisist ero 6osee Ha-
TJISITHO, U 3aT€M, €CJIU MBI YZOBJIETBOPEHBI PE3YJIbTATOM, CO3/IaTh TOCTOSHHOE
BU3yaJIbHOE TIpe/icTaBaeHre. Hirke B 9TOi T71aBe MBI pACCMOTPUM Pa3HbIe METO/IbI
BUsyaju3anuu, uMerormecs B Kibana.

Jlaske B 3TOM IIPOCTOM TIPUMEPE MOKHO YBUIETh, uTo Elasticsearch — camast BaskHast
yacTh pabouero mporecca. Molb 3TOTO CTeKa ¥ €ro CoCOOHOCTD aJanTHPOBAThCS
K HaIllUM 33/1a4aM aHaJIM3a ceTu ocHoBaHbl Ha TpocToM REST-unrepdeiice, macimra-
OGUPYEMOCTU XPAHUJIUIIA IAHHBIX, ABTOMATUYECKON MHIEKCAIUU U OBICTPOIT BbIaue
Pe3yJIbTaTOB TONCKA.

B caenytotiieM paszesie Mbl TOCMOTPHUM, Kak B3auMojeiictsoBath ¢ Elasticsearch
¢ omolipio Python.

Elasticsearch u knueHT Ha a3bike Python

C Elasticsearch moskHo B3anmogueiictBosath uepes RESTful API ¢ momomnipio 6u6/mo-
texu juist Python. Hanpumep, Huke Mbl BOCIOJIb3yeMcst GuOINOTEKOIT requests,
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4TOObI BBITTOJHUTD 3aTPOC GET 1 M3BIeub nHbopmManuio 13 xocta ¢ Elasticsearch. Mot
y:ke 3HaeM, yTo HTTP-3anpoc tuma GET K ciemyiolieil KOHEYHOHW TOUKe TI03BOJISIET
HOJIYYUTb TEKYIIUE UHAEKChI, UMEHA KOTOPBIX HAYMHAIOTCS ¢ kibana:

(venv) $ curl http://192.168.2.200:9200/_cat/indices/kibana*

green open kibana_sample_data_ecommerce Pg5I-1d8SIu-LbpUtn67mA 1 @ 4675
0 5mb 5mb

green open kibana_sample_data_logs 3Z23Mdk2T50PEXnke915YQ 1 © 14074
0 11.2mb 11.2mb

green open kibana_sample_data_flights sjIzh4FeQT2icLmXXhkDvA 1 @ 13059
©0 6.2mb 6.2mb

Peasusyem To ke camoe B clieHapuu Ha si3bike Python, Chapter12_1.py, ucnosib3ayst
6ubINOTEKY requests:

#1/usr/bin/env python3
import requests

def current_indices_list(es_host, index_prefix):
current_indices = []
http_header = {'content-type': ‘'application/json'}
response = requests.get(es_host + "/_cat/indices/" + index_prefix
+ "*"  headers=http_header)
for line in response.text.split('\n'):
if line:
current_indices.append(line.split()[2])
return current_indices
if __name__ == "__main__":
es_host = "http://192.168.2.200:9200"'
indices_list = current_indices_list(es_host, ‘kibana')
print(indices_list)

BrinosHuB 2TOT clieHApUii, MBI TTOJTYYUM CIIMCOK WHAEKCOB, KOTOPbIe HAUMHAIOTCA
co caoBa kibana:

(venv) $ python Chapterl2_1.py
[ 'kibana_sample_data_ecommerce', 'kibana_sample_data_logs', 'kibana_
sample_data_flights']

MpbI Takske MOKeM Mcosib3oBarh kineHT Elasticsearch Ha sisbike Python, elastic-
search-py.readthedocs.io/en/master/. o jerkosecHas obeprka Bokpyr RESTful
API Elasticsearch, zaiomas MakcuMaabHyI0 FTHOKOCTD. ¥ CTAHOBUM €€ 1 PACCMOTPUM
MIPOCTOM TTpUMeEP:

(venv) $ pip install elasticsearch

IToT crieHapuii, Chapterl2_2, moakiodaercs K Kiaactepy Elasticsearch u umer Jito-
Oble UHAEKCHI, KOTOPbIe HAUMHAIOTCS CO ¢JIoBa kibana:
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#!1/usr/bin/env python3
from elasticsearch import Elasticsearch

es_host = Elasticsearch("http://192.168.2.200/")

res = es_host.search(index="kibana*", body={"query": {"match_all": {}}})
print("Hits Total: " + str(res['hits']['total']['value']))

ITo ymosuanuio B pesyJibraT Br/toyalores 1nepsoie 10 000 sanuceit:

(venv) $ python Chapterl2_2.py
Hits Total: 10000

B aTom npocToM npumepe IpenMyInecTsa KJIMEeHTCKON GUOINOTeK HEOYEBUIHDIL.
OoHaKO OHA MOKET O4eHb IIPUTOUTHCS IIPU BBIIOJIHEHUH O0JIEE CIOKHDIX OIIepa-
LM TIOMCKA, TAKUX KaK scroll, KOrja B Kax/I0M CJIeAYIONeM 3aIipoce HeoOX0AUMO
yKa3bIBaTh TOKEH, [IOJYYEHHBIN U3 MPeIbIAYIIEro, — U Tak, IoKa He OyIyT BO3Bpa-
IIIE€HbI BCE pe3yJIbTaThbl. K.TH/ICHT TaKXe MOJXET IIOMOYDb C 60.]166 CJIOJKHBbIMU 3a/1a4aM
AIMUHUCTPUPOBAHNST, TAKMME KaK MepereHepaiiist CyIecTByioniero nuaekca. Jlamee
B 9TOI TJIaBe BAC JKIYT elle IPUMEPDI ¢ KIUEHTCKOI O1OIMOTEKOIA.

B caenyioniem paszesie paccMOTPUM IIPUMEP MOJIyUYeHUS JAHHBIX U3 JKyPHAJIOB Ha-
mrero ycrpoiictsa Cisco.

[Mporem naHHbIX ¢ nomoulbio Logstash

B npeapiayiiem mpuMepe Mbl IPUHUMAJIH IAHHBIE U3 3Ky PHAJIOB CETEBBIX YCTPOUCTB,
ucnosb3yst Logstash. BosbMeMm ero 3a ocHOBY M BHeCEM M3MEHEHMsI, KaK IOKa3aHO
B network_config/config_2.cfg:

input {
udp {
port => 5144
type => "syslog-core"
udp {
port => 5145
type => "syslog-edge"
}
b
filter {
if [type] == "syslog-edge" {
grok {

match => { "message" => ".*" }
add_field => [ "received_at", "%{@timestamp}" ]
}
¥
¥

<onyueHo>
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B paszesne input mb1 nactpousu mpocayuiuBanve 18yx UDP-nopros, 5144 u 5145.
[TpuHUMaeMbIM JKypPHAILHBIM 3alTUCSAM HA3HAYAETCST OJMH U3 JBYX TEToB: syslog-
core win syslog-edge. Mbl Takxke qo0aBuin B KOHGUIypaluio pasaen filter,
4T00OBI OTOUPATH UMEHHO TUI syslog-edge U IPUMEHSITH PETYJISIPHOE BBIPAKEHIE
K TIOJTIO message B mojipas/iesie grok. B manHoM cirydae Mbl 0TOUpaeM Bce MOAPSIT
u 00aBJisieM HOBOE T0JIe CO 3HAYeHNEeM BPEMEHHON METKH, received_at.

Y I - Bonbwe o Grok uutaiite B oduumansHoit pokymentaumu: https://www.elastic.
@ co/guide/en/logstash/current/plugins-filters-grok.html.

MbI U3MEHUM r5 U r6, 9TOObI HAPaBJIsITh HHMGopManuio Ha UDP-mopt 5145:

r[5-6]#sh run | i logging
logging host 172.16.1.200 vrf Mgmt-intf transport udp port 5145

ITpu 3amycke cepBepa Logstash Mbr yBuimm 006a IpocIymmBaeMbIx OPTA:

echou@elk-stack-mpn:~/logstash-7.4.2% sudo bin/logstash -f network_
configs/config_2.cfg

<onyuyeHo>
[2019-11-03T15:31:35,480][INFO ][logstash.inputs.udp T[main]
Starting UDP listener {:address=>"0.0.0.0:5145"}
[2019-11-03T15:31:35,493][INFO ][logstash.inputs.udp T[main]
Starting UDP listener {:address=>"0.0.0.0:5144"}

<onyuyeHo>

Hasnauas 3anucsiM pasibie TUIIbI, MOXKEM BBIIIOJHSATD IIOUCK 110 HUM, UCIIOJIb3YsI
BKJaKy Discover (O6HapyskeHue) Ha nanesn ynpasiaenus Kibana (puc. 12.11).

Ecsi pasBepHYTH 3a1uch THIIA syslog-edge, TO Mbl yBUANUM JOOABIECHHOE HAMHE M10JIE
(puc. 12.12).

B xouurypanmontom ¢aiine Logstash goctymHo MEHOTO TapaMeTpoB, pasOUTHIX MO
paszenam input, filter u output. B wacTHOCTH, pasaen filter maeT BO3MOKHOCTD
yJIy4IIaTh JaHHbIE, OTOMpas MOAXOAIIIE 3aIicy 1 00padaThiBast UX II€Pel CoXpa-
HenueM B Elasticsearch. Logstash MOKHO paciipsiTh ¢ TIOMOIIBIO MOJTYJIEE; KayKIblit
MOJLyJIb — IIPOCTOE MOJTHOIEHHOE PellieHne JIJIst TPHeMa U BU3YaJIU3aliy JaHHbIX
C OT/ZIEJTHHOI MTaHeJbIO YIIPABJIEHUSI.

\ ,’: MonpobHoct o mogynsx Logstash mwmte Ha ctpammue https://www.elastic.
\/ co/guide/en/logstash/7.4 /logstash-modules.html.

ITpoexr Elastic Beats noxox na moxysiu Logstash. 9to nabop yskocnenuaausupo-
BaHHBIX CPE/ICTB 9KCIIOPpTa JaHHBIX, KOTOprI./JI O6bI‘-IHO YCTaHaBJINBAECTCA B BUJIE
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arenTa; oH cobrpaeT MHMOPMAIIMIO Ha XOCTE M OTIPABJISIET ee Ui AaiabHelieii 06-
paborku b0 cpasy B Elasticsearch, mu6o B Logstash.

BOL B Last TE minutes

o v O 4 rits
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Puc. 12.11. Mugekc Syslog
Table JSON
{

“cisco-syslog-2019.11.03",
- doc",
DB0gM24BEVSWCY-YVvRY",
®_version®: 1,
*_score”: null,
“_source”: {

“type”™: "syslog-edge”,

“host™: "172.16.1.2217,

h
“fields™: {
“@timestamp”: |
"2019-11-83T23:47:14.8272"
1
h
“highlight®": {
“type.keyword": [
“gkibana-highlighted-field®syslog-edged/kibana-highlighted-fielde"
1
h
“sort”: [
1572624834527
1
¥

Puc. 12.12. BpemenHras metka B Syslog




430 Maea 12. AHanma ceTeBbix AaHHbIX ¢ nomolupto Elastic Stack

CyuiectBytoT OyKBaJbHO COTHU pasHbIX MoxyJeill Beats, takux kak Filebeat,
Metricbeat, Packetbeat, Heartbeat u 1. 1. B ciienyroriem paszesie Bbl yBUIKTE, KaK
MPUHIMATh KypHaabHbIe HaHHbie B Elasticsearch ¢ momomrsio Filebeat.

[lprem OaHHbIX C Mcnonb3oBaHuem Beats

Hecmorpst Ha Bce nipenmyiiiecTBa Logstash, mporiece nprema JaHHBIX MOKET OKa-
3aThCsI CTOKHBIM U TJIOX0 MaciiTabupyembiM. Kak mokasbsiBaet Halll IpuMep, TPy /-
HOCTU MOTYT BO3HUKHYTH JIasKe ¢ OOBIYHBIMHU CETEBBIMU KYPHATIAMHE, TaK KaK HAM
MPUXOIUTCS AHATU3NPOBATD KyPHAJIbHBIE 3aITMCH PAa3HBIX (POPMATOB, TPUHA/IIEKA-
mux MapipyTtusaropam 10S u NXOS, 6panamayspam ASA, GeCIpoOBOIHBIM KOH-
tposiepaM Meraki u 1. 1. A 4ro, eciiu Ham TIOTPeOyeTCsT MIPUHIMATD JKYPHATbHBIE
samicu ot BeG-cepsepa Apache, cesienus o paborocrnocobHoCTH X0CTa U HH(DOpPMa-
1110 0 Ge3omacHocTn? A Kak HacyeT Takux (GopMaToB manHbix, Kak NetFlow, SNMP
U CYCTUUKH MTPOU3BOAUTEIbHOCTU? UeM Gosibilie JaHHBIX TPeOYETCst arpernpoBaTh,
TeM CJIO’KHee MOJKET OKa3aThCsl ATOT MPOIIeCC.

MbI He MOKeM M30aBUTBCS OT arpernpoBaHust U n30eKaTh BCEX CIOKHOCTEN, CBsI-
3aHHBIX C TIPHEMOM JIAHHBIX, OJTHAKO €CTh TEHAEHIUS K BBIGOPY 60JIee IerKOBECHBIX,
Y3KOCIHENNATU3UPOBAHHBIX ar€HTOB, KOTOPbIE HAXOASTCS KaK MOKHO OJIMIKe K HC-
TouHuKy uHpopmarnuu. Hanpumep, Ha cepepe Apache MOKHO yCTaHOBUTD areur,
[peHa3HAYEHHBII CIIeIMaIbHO JIJIs cO0pa JKYPHAIBHBIX JTaHHBIX ¢ BeO-3aIpocami;
WJIN JKe Y HaC MOJKET ObITh XOCT, KOTOPBIi COOMPAET, arPerupyeT U OPraHu3yeT ¥c-
KiounTebHO KypHasnbHbie 3amucu Cisco 10S. B Elastic Stack Bce atu cpepctsa
obbenuHensbl B 00uuii mpoexT Beats: https://www.elastic.co/products/beats.

Filebeat — aro Bepcus Elastic Beats, npeaHasHadeHHas 1151 IIePeJAYN U LEHTPAJIH-
30BAaHHOTO XpaHeHus KypHayioB. OHa uieT aiis )KypHajia, KOTOPbI Mbl yKa3aau
B KOH(UIYpaLUH, ¥ IPUCTYIIAET K ero 00paboTKe; 110 3aBePIIEHNN OHA OTIIPABJISAET
HOBBIE JKyPHATbHBIE 3aTIMCH BHYTPEHHEMY TIPOTIECCY, KOTOPBIH arpernpyer cooT-
BeTcTBYyIOLIME cOObITHA U IlepenaeT ux B Elasticsearch. B atom pasneie Bbl yBuauTe,
Kak coOuparh JaHHble U3 )KypHasIoB, ucnob3ys Filebeat ¢ mopynsamu Cisco.

VYeranosum Filebeat u ckondurypupyewm na xocre Elasticsearch mrabion Busyasnu-
3allUU ¥ MH/EKC:

echou@elk-stack-mpn:~$ curl -L -O https://artifacts.elastic.co/downloads/
beats/filebeat/filebeat-7.4.2-amd64.deb
echou@elk-stack-mpn:~$ sudo dpkg -i filebeat-7.4.2-amd64.deb

JlepeBo KaTaJIoToB MOKET TIOKA3aThCST 3aMyTAHHBIM, Tak Kak Filebeat ycramasmisa-
€TCsI B pa3Hble MecTa BHYTpHU /usr, /etc/ u /var (puc. 12.13).
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Type  Description Location

home Home of the Filebeat installation. fusr/share/filebeat

hin The location for the hinary files. Jusr/share/fileheat/hin
conflg The locatlon for configuration flles. /etc/tilebeat

data The location for persistent data files. Jvar/lib/filebeat

logs The location for the logs created by Filebeat. /var/log/filebeat

Puc. 12.13. Katanoru ¢ daiinamu Elastic Filebeat (nctounmk: https://www.elastic.co/

guide/en/beats/filebeat/7.4 /directory-layout.html)

Brecem nsamenenust B KoHpuUTypanmmoHHbIi ¢aiin /etc/filebeat/filebeat.yml,
yTOOBI TOMEHATH MecTornosoxkenne Elasticsearch u Kibana:

setup.kibana:

host: "192.168.2.200:5601"
output.elasticsearch:

hosts: ["192.168.2.200:9200"]

Filebeat MOkHO HCTIOMB30BATH /15T HACTPOIKK MIAGJOHOB MHIEKCOB U MaHe el
yupassenust Kibana:

echou@elk-stack-mpn:~$ sudo filebeat setup --index-management
-E output.logstash.enabled=false -E 'output.elasticsearch.
hosts=["192.168.2.200:9200"]"

echou@elk-stack-mpn:~$ sudo filebeat setup -dashboard

Brurrourm Mojtyaib cisco B Filebeat:

echou@elk-stack-mpn:~$ sudo filebeat modules enable cisco

Hacrtponm cnavama MOy b cisco st cbopa KypHaTbHbIX 3amuceii. Daitr HaxoauT-
cs B /etc/filebeat/modules.d/cisco.yml. B Hamem ciydae cienyer OTAebHO
yKas3aTbh MyTb K (aiisry KypHamia:

- module: cisco
ios:
enabled: true
var.input: syslog
var.syslog host: 0.0.0.0
var.syslog port: 514
var.paths: ['/home/echou/syslog/my_log.log']
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Mbl MOsKEM 3allyCKaTh, OCTAaHABJMUBATL U IPOBEPSTH cocTosHue cepsuca Filebeat,
ucnosb3yst crangaprabie 1 Ubuntu Linux komaHabl service Filebeat
[start|stop|status]:

echou@elk-stack-mpn:~$ sudo service filebeat start

OrpegakTpyeM uian qobasuM Ha HamieMm ycrpoiictse UDP-nopt 514 mis syslog.
CootBeTcTBYyOMIas KypHaabHas WHGOPMAITUS TOJIKHA BEIBOJUTHCS ITPU TIOUCKE TI0
nHjekcy filebeat-* (puc. 12.14).
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Puc. 12.14. Mupexc Elastic Filebeat

Eciut cpaBHUTB € IIPebILY M IIPUMEPOM, TO MOSKHO 3AMETHTh, YTO Y KKIO0# 3arucu
MOSTBIJIOCH MHOTO HOBBIX TIOJTE€l M MeTamH(OPMAITNH, BKJIIOUas agent.version, event.
code u event.severity (puc. 12.15).

3a4yeM HYKHbBI JIOTOJTHUTEIbHBIE 110J11? OHU YIIPOIIAIOT arperupoBaHme pe3yJibTaToB
TTOVCKA U, CJIEI0BATETBHO, TIO3BOJISTIOT JIyUIlle MX BU3YyaJIN3NPOBaTh. B caexyronem
paspiene, KoTopbiii mocssien Kibana, 6yyT nmpumMepsl iuarpamm.

ITomumMo cisco, cymectByior moay.u mias Palo Alto Networks, AWS, Google Cloud,
MongoDB 1 MHOTHX IpYTUX TPOAYKTOB. AKTYaJbHBIN TEpedeHb MOy Iel HAaXO/IUT-
¢4 1o anpecy https://www.elastic.co/guide/en/beats/filebeat/7.4/filebeat-modules.html.

Yro, eci Ham HyskHbI gaHHbie NetFlow? He nipo6Jiema, 17151 9TOro TOKe eCTh MOZLYJIb!
[Ipotiecc BkTOUEHNS MOYJIS W MTOATOTOBKHU MMAHEJH YIIPABJIEHUS TaKOH Ke, KaKk
n B caryuae ¢ Cisco:

echou@elk-stack-mpn:~$ sudo filebeat modules enable netflow
echou@elk-stack-mpn:~$ sudo filebeat setup -e
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Table JSON

@ @timestamp

t _id

t _index
# _score
t _type

t agent.ephemeral id
t agent.nhostname

t agent.id

t agent.type

T agent.version

t cisco.ios.facility

t ecs.version

Nov 3, 2819 @ 13:38:18.434
2sMEM24BEvEWacv-0_Nn
filebeat-7.4.2-20819.11.083-880881

_doc
82b586bd-89e7-47Bb-9638-354c15b96348
elk-stack-mpn
529b3339-ba4f-4e54-94a9-3f66faccd156
filebeat

7.4.2

BGP

1.1.8

T event.code

i

ADJCHANGE

t event.dataset
t event.module

# event.severity
t fileset.name

t host.architecture

@ host.
t host.
Tt host.
t host.
t host.

T host

containerized

hostname

id

name

os.codename

.05, Tamily

cisco.ios
cisco

5

ios

x86_64

false

elk-stack-mpn

e4284( 85192041 Mcb42cebBd65675175
elk-stack-mpn

bionic

debian

Puc. 12.15. Xypnan Cisco B Elastic Filebeat

Tetneps caenyer oTpelakTUPOBATL KOH(MUTYPAITMOHHBIN (haiin Mmomys, /etc/

filebeat/modules.d/netflow.yml:

- module: netflow

log:
enabled: true
var:
netflow_host: 0.0.0.0
netflow_port: 2055
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Mbi cziesiaem Tak, wto6bl yerpoiictBa otnpasiisiiu gatubie NetFlow B mopr 2055. Ecym
BaM HY’KHO OCBEKHTb CBOU 3HAHMWS, TOYNTAITE COOTBETCTBYIOIIYIO MH(MOPMAIIHIO
BT1aBe 8. B pe3ysibrare Mbl JIO/KHBI YBUIETH TUIT BXOIHBIX JIaHHBIX netflow (puc. 12.16).

[MommuTe, 9TO KaKIBII MOYJIb TIOCTABJISIETCSI C TOTOBBIMU MA0JIOHAMH BU3yaIn3a-
n? He 6yiem 3aberaThb Briepest, HO, ecoiu TiepeiiTn Ha BKIaAKy Vizualization (Busya-
JIM3AITHST ) Ha TIAHETTH CJIeBa U TTIOUCKATH M0 CJIOBY et flow, To MOKHO HANTH HECKOTb-
KO JIOCTYITHBIX BapUaHTOB Bugdyamusanuu (puc. 12.17).
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Puc. 12.16. Bsop Elastic NetFlow
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Boi6epute mynkT Conversation Partners [Filebeat Netflow]. B pesysibrare Bbl mosryunre
AKKYPaTHY0 TabJIMILy CaMbIX «OOIUTENBHBIX> XOCTOB, KOTOPYIO MOKHO COPTHPOBATh
1o sio6omy moJio (puc. 12.18).
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Puc. 12.18. Ta6numua e Kibana

C\/ Ecnu Bl xotnTe ucnonssosats crek ELK gns monutopunra NetFlow, nonpobyii-
\D/ e npoek ElastiFlow: https://github.com/robcowart/elastiflow.

B caenytomiem pasaesie yieaum BHUMaHUE elile OTHOMY KOMTIOHeHTY cteka ELK —
Elasticsearch.

[Momck ¢ nomouwbto Elasticsearch

Hawm #ysxHO 60JTbIITE TAHHBIX, YTOOBI CIEMATD TTOUCK U BU3YATM3AIIIO MHTEPECHEE.
51 6BI TOCOBETOBAJI TIEPE3arPY3UTh HECKOIBKO Ja6OPATOPHBIX YCTPONUCTB, YTOOD!
CTEHEPUPOBATH JKyPHAJIbHBIE 3aIICH cO cOpocoM uHTepdheiicos, HacTpoiikoit BGP
u OSPF u ¢ coobrmenusiMu 0 3arpyske cucTeMbl. Takike MOKHO BOCTIOTH30BATHCST
JAHHBIMU, UMIIOPTUPOBAHHBIMU B HayaJIe IJIaBbl.

B crienapuu Chapterl2_2.py, B KOTOPOM MbI BBIITOJTHSIIN ITOUCK, B KasK/IOM 3aIIPOCE
MO’KHO TIOMEHSTD [[Ba SJIEMEHTA: MHAEKC U TeJIo 3ampoca. 51 1100110 oopMIIsTh TaKue
3JIEMEHTBI B BUJI€ BXO/IHBIX TIEPEMEHHBIX, KOTOPbIe MOKHO IMHAMUYECKU U3MEHSTh
[IPU BBIMIOJTHEHIH, YTOOBI OT/AEIUTH JIOTUKY TIOMCKa OT caMoro ciieHapust. /lasaiite
co3maauM (aiis c uMeHem query_body_1.json:

{
"query": {
"match_all": {}
¥
}
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W nanumiem ciienapuii Chapterl2_3.py, IPUHUMAIONINN apTYMEHTHI MTOTb30BaTES
13 KOMaH/THON CTPOKH € TIOMOIIBIO MOJYJIST argparse:

import argparse

parser = argparse.ArgumentParser(description="'Elasticsearch Query Options')
parser.add_argument("-i", "--index", help="index to query")
parser.add_argument("-q", "--query", help="query file")

args = parser.parse_args()

3arem HCITIOJIb3YEM /IBa BXO/IHBIX 3HAYE€HUA V1A KOHCTPYHUPOBaHUS IIOMCKOBOI'O 3a-
IIpocCa, KaK MBI 9TO Ie€JIaJIi paHee:

# 3arpyxaem uHpexkc Elastic u Teno 3anpoca
query_file = args.query
with open(query_file) as f:

query_body = json.loads(f.read())

# osk3emnnap Elasticsearch
es = Elasticsearch(['http://192.168.2.200:9200'])

# KOHCTpyMpyem 3ampoc, BbINOJHAEM U MoMelaemM pesynbTaT B CJ0Bapb
index = args.index

res = es.search(index=index, body=query_ body)
print(res['hits']['total']['value'])

Yr00bl y3HATH, KAKUE TAPAMETPBI CJIE/LYET TIEPEATh CIIEHAPHUIO, €0 MOKHO BBHI3BATDH
¢ napameTpoM help. BoT pe3ysibTarsl BHITOJTHEHUST OJJHOTO U TOTO Ke 3arpoca JJist
JIBYX Pa3HbIX WHJIEKCOB, KOTOPbIE MbI CO3/IJIN:

(venv) $ python3 Chapteri2_3.py --help
usage: Chapterl2_3.py [-h] [-i INDEX] [-q QUERY]

Elasticsearch Query Options

optional arguments:
-h, --help show this help message and exit
-i INDEX, --index INDEX
index to query
-q QUERY, --query QUERY
query file
(venv) $ python3 Chapterl2_3.py -q query_body 1.json -i "cisco*"
50
(venv) $ python3 Chapterl2_3.py -q query_body_1.json -i "filebeat*"
10000

ITpu pa3paboTke HYHKITNN TOMCKA HA OTIAMKY OOBIIHO YXOMUT HECKOTBKO TIOTBITOK.
Kibana mpenocrasiisieT KOHCOTD 7T Pa3pabOTKI, KOTOPAsT TIO3BOJISIET 9KCIIEPUMEH-
THUPOBATDH C KPUTEPUSMU ITOMCKA U TPOCMATPUBATH PE3YJIbTATHI HA OJTHON CTPAHUIIE.
Hanpumep, Ha caemyioniem cHuMKe akpana (puc. 12.19) MbI BbITIOJNHSAEM TOT Ke
MIOUCK, YTO U BBIIIIE, U Cpa3y rojydaeM pe3yibraT B hopmate JSON. D10 ofuH n3
MOUX JIIOOMMBIX MHCTPYMeHTOB B nHTepdeiice Kibana.
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E B oetoas

o Mstsy Ssttngs Hop

1. IHCTpyMeHTbI paspaboTtymka
2. URL n Teno nonckoBoro 3anpoca
3. PeaynbtaTthl novcka

POST #filebasts/_search
24

T Taeryt:
“metchall”: {}

thame” : “elk-stack-wpn”,

1 "529b3339-bodf-4e54- M -IFGEFocedISE”,
“fileveat™,
237682024784 -4580-bd 70 -Bloa FA1TSIES",

EERURRREN

Puc. 12.19. MuctpymerTtsl anst paspabotkm B Kibana

3HauynTebHAs YAaCTh CETEBBIX JJAHHBIX IIPUBSI3aHa KO BPEMEHU; 3TO, K IIPUMEDPY,
Kacaercst coOpaHHBIX HaMU JKypHaJIbHBIX 3anuceil u moroka NetFlow. 3naueHus
GepyTcs B KaKOM-TO OIIpeieIeHHbII MOMEHT BPEMEHH, II09TOMY UX, CKOPee BCETO,
MMeeT CMbICJI TPYIIIUPOBATH XPOHOJOrnYecku. Harpumep, Mbl MOKEM [TOUHTEPE-
coBathest: «Kakoe yerpoiictBo crenepuposaiio Haubosbiuii Tpaduk NetFlow 3a
HOCJIeJHIE CeMb IHEN?» WK «Y KaKoro ycTpoiicTBa 6oJiblie BCEro cooOmeHnii
o copoce BGP 3a nocsennuii gac?». BoJIbIIMHCTBO OAOOHBIX BOIIPOCOB UMEIOT
OTHOIIIEHNE K arperupoBaHuio U BpeMeHHbIM MHTepBasaM. PaccMoTpuM 3ampoc
B query_body_2.json, orpaHUYUBAIONINI BpeMEHHOU T1ANa30H:

{
"query": {
"bool": {
"filter": [
{
"range": {
"@timestamp": {
"gte": "now-10m"
}
}
}
1
}
}
}

Ito Gyaes samnpoc (M. https://www.elastic.co/guide/en/elasticsearch/reference/current/
query-dsl-bool-query.html), To ectb oH MoeT coderarsb B cebe Apyrue 3arpochbl. Mbl
ncnosb3yeM GuIIbTP /71T OTpAaHNYeHNsI BpEMEHHOTO JINANa30Ha AeCSThIO TOCTeTHUMHI
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munytamu. CkomupyeM ciienapuii Chapterl2_3.py B ¢aiis Chapterl2_4.py u OT-
penakTUpyeM BBIBO/JI TaK, 4TOOBI TTOJIYYUTh KOJIWYecTBO nonaannii (hits), a 3atem
IIPOCMOTPUM COZEPKUMOE II0JIYYEHHOI'O CIINCKa C Pe3yJ/ibTaTaMu:

<onyueHo>
res = es.search(index=index, body=query_body)
print("Total hits: " + str(res['hits']['total']['value']))
for hit in res['hits']['hits']:
pprint(hit)

Kax mokasas atot ciienapuii, 3a mocaegane 10 MunyT HalizieHo Bcero 68 momaanuii:

(venv) $ python3 Chapterl2_4.py -i "filebeat*" -q query_body 2.json
Total hits: 68

JloGasum B GUIBTP ellle OAUH HapaMeTp, 4TOObl YKa3aTh HYKHbI HaM HCXOISIIIIT
[P-agpec (query_body_3.3json):

{
"query": {
"bool": {
"must": {
"term": {
"source.ip": "192.168.0.1"

}
3

<onyueHo>

Pesyabrar 6ymer oThuabTpoBaH Kak Mo UCXOSIIEMY JOKATHHOMY aJIpecy WHTEp-
(eiica R1, rak u o Bpemenu (mocaepnve 10 MmunyT):

(venv) $ python3 Chapterl2_4.py -i "filebeat*" -q query_body_3.json
Total hits: 18

Eue pas usmeHum TeJo sanpoca 1 Jo6aBuM arperuposanue (M. https://www.elastic.
co/guide/en/elasticsearch/reference/current/search-aggregations-bucket.html), uTo6br1
HOJIYYUTh CyMMY OaliTOB, IepeJlaHHbIX B IIPEAbIAYIIEH IIOIBITKE IOUCKA:

{

"aggs": {

"network_bytes_sum": {
"sum": {
"field": "network.bytes"
¥
}
s
<onyweHo>
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[Ipu xaxkmom BBITTOTHEHWN cileHapusi Chapterl2_5.py MbI 6y/:[eM MOy4aTh IPyTOi
pesyabTaT. PazMep 0TBETOB, KOTOPHIE ST TOTYYalo MPH MOCJIeI0BATETbHOM BBITTOTHE-
Hun, — oxoJio 1 Moéaiir:

venv python3 Chapterl2_5.py -i ilebeat -q query_body_4.7json
( ) $ h h i "filebeat*" bod j
1089.0

(venv) $ python3 Chapterl2_5.py -i "filebeat*" -q query_body 4.json
990.0

Kak BuznTe, KOHCTPYHpPOBaHME IOUCKOBOTO 3aIIPOCa — 3TO TOCTEIEHHbIH Tpoliecc,
B XOJIe KOTOPOTO BbI Cy’KaeTe KPUTEPUU, YTOOBI OTCESITh HEHYKHBIE PE3YJIbTaThI.
Buauasie Bbl HaBepHsKa OyjieTe TPATUTh MHOTO BPEMEHU Ha YTEHHUE JIOKYMEeHTAI[UH
U TIOMCK HY’KHOTO cHHTaKcuca u huibTpos. Ho 1o Mepe oOpererust ombiTa Bbl Oyjie-
Te BCe JIydllie OpDUEHTUPOBATHCS B 3TOM TIporiecce. BepHeMcs K IpeablayeMy mpu-
Mepy BU3yaJanu3aIun ¢ MotyeM netflow /7151 TOMCKA CAaMBIX aKTUBHBIX XOCTOB, Te-
Hepupyonmx Hanboabimii Tpaduk NetFlow, u BoctionbayeMest HHCIEKTOPOM J1Jist
npocMoTpa mostst 3arpoca (puc. 12.20).

E B vssto comorsavan artnees [Fiabes Netfow]

3 WAOITE SUm of RETNCRLEYTES

g 0 sdd LAT T / 5

[~} WAL i

= W 1. NMepengute B Inspect, n

& :mM? Bu6emeeRequeﬁ

g || Zenmmiakinonen X 1 - 3-LlenkunTe na BKﬂa,EI.Ke Request

© s S o]
an0ia "field”: “setwork bytes™

Eot Brwd Fermatied &

H o= B &

@

]
“rternd fialde': |

Puc. 12.20. 3anpoc 8 Kibana

[Momectm sToT 3anpoc B JSON-aiin query_body_5.json 1 BBITIOJIHUM €TO € TOMOIIBIO
cieHapusi Chapterl2_6.py. B oTBeT mosryunm UCXOMHbBIE JAHHDIE JJIST TUArPAMMbI:

(venv) $ python3 Chapterl2_6.py -i "filebeat*" -q query_body_5.json
{'1': {'value': 8156040.0}, 'doc_count': 8256, 'key': '10.0.0.5'}
{'1': {'value': 4747596.0}, 'doc_count': 103, 'key': '172.16.1.124'}

{'1': {'value': 3290688.0}, 'doc_count': 8256, 'key': '10.0.0.9'}

{'1': {'value': 576446.0}, 'doc_count': 8302, 'key': '192.168.0.2'}
{'1': {'value': 576213.0}, 'doc_count': 8197, 'key': '192.168.0.1'}
{'1': {'value': 575332.0}, 'doc_count': 8216, 'key': '192.168.0.3'}
{'1': {'value': 433260.0}, 'doc_count': 6547, 'key': '192.168.0.5'}
{'1': {'value': 431820.0}, 'doc_count': 6436, 'key': '192.168.0.4'}
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B caenyiomem paszgese MbI oApoOHO 00CY UM KOMIIOHEHT BU3YaIN3alUul B CTEKe
Elastic — Kibana.

Buayanmsaumsa OaHHbIX
c ncnone3oraHmem Kibana

Jlo cux mop mbl ucnioabzoBanu Kibana st o6HapyskeHust JaHHBIX, YIIPABJICHUS
unnexcamu B Elasticsearch n apyrnx 3agay, Takux Kak co3maHme 3arpocoB ¢ TIOMOTIBIO
HHCTPYMEHTOB JIjist paspaboTku. B roroBbix mpuMepax Busyasiusaiuu ¢ NetFlow
MOKa3bIBAJIACh CaMas aKTHBHAs [Iapa XOCTOB, CTeHEPUPOBABIIAA HAMOOIBIIIH TPAhUK
0 9TOMY TTPOTOKO.TY. B aTOM pasmesie Mbl pasbepem co3mamie cOOCTBEHHBIX BU3Ya-
suzanuit. Haunem ¢ KpyroBoii 1uarpaMmabl.

Kpyrosas auarpaMma OTJINYHO TIOAXOAUT /IS OTOOPasKEHM T0JIM, 3aHUMAeMO He-
KOTOPBIM OTJIeJbHBIM dJieMeHTOM. BosbMeM 3a ocHoBy uHzaekc Filebeat ¢ mecsitbro
ucxonamumu IP-agpecamu ¢ caMbiM GOJIBIINM KOJIUYECTBOM 3amnuceil. Beibepem
Visualization » New Visualization » Pie (Busyammsarus » Hosas Busyanuzanus » Kpy-
rosas quarpamma) (puc. 12.21).

Puc. 12.21. Kpyrosas anarpamma s Kibana
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3aTeM BBe/IeM B T10J1e IIOUCKA ¢JI0BO netflow, 4Tobbl oIyunTh Halm nHaeKch [Filebeat
NetFlow] (puc. 12.22).

Puc. 12.22. McTouHmK AaHHBIX A71s KPYTOBOM AMArPAMMSI

[To ymomrganuio MBI TTOTy4aeM KOJTMYIECTBO BCEX 3aITHCeil 3a CTaHIapTHBIN TIPOMEIKY -
ToK BpeMeHu. Ho ero MmoskHo usmenuts (puc. 12.23).

Linked to Saved Search Flow Records [Filebeat Netflow] 3

Swve  Sace  inspect  Rafeesh

£ o (o e |
£+ Aoc filter

Puc. 12.23. Bpementoit untepean & Kibana

MpbI MOKEM HAa3HAYUTH AuarpamMme MeTky (puc. 12.24).

0 2ad

Puc. 12.24. Metka ans guarpamms B Kibana

Hasxxmem xnonky Add ([Job6aButh), 4ToObl 106aBUTh JOIOJIHUTEAbHbIE JAHHbIE.
Ilepeiinem B paszen Split slices (PasmennTs 9acTi) 1 BEIOEPEM B PACKPHIBAIOIIEMCST
CTIIMCKe KpUTepuil arperupoBanust source.ip. OctasuM B osie Order (CopTupoBKa)
snauenue Descending (ITo ybosiBanmio), Ho ysesnunum Size (Pasmep) g0 10.
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V3menenust BCTYIIAT B CUJIY TOJIBKO Tiocsie HaskaTus kKHotku Apply (ITpumenuTs)
BBepXY. MHOTHeE, OIMPasiCh Ha OIBIT PabOThI ¢ COBPEMEHHBIMHE BeG-caiiTaMu, 1o pH-
BBIYKE OIINGOYHO LYMAIOT, YTO U3MEHEHUsI COXPAHSIIOTCS B PeaJIbHOM BpeMeHH, 6e3
Ha)KaTUs KaKux-11u6o kHomok (puc. 12.25).

MbI MOKeM LIeJKHYTh Ha ceblike Options (ITapameTper) BBEpXY, 4TOOBI COPOCUTD
nepekJiouaresib Donut (Kosbito) u Briaountsh Show labels (ITokasbiBaTh MeTKM)
(puc. 12.26).

Puc. 12.25. Knonka Apply (MpumernTs) Puc. 12.26. MNapameTpsl guarpammel
8 Kibana 8 Kibana

B utore y Hac mosyuriach KpacuBas KpyroBast AHarpaMmMa, Ha KOTOpOit n300pake D!
ucxoasmue [P-axpeca, ornpasusiime HanboJbIIee KOJTMIECTBO TOKYMEHTOB
(puc. 12.27).

Kak u B ciyuae ¢ nouckom B Elasticsearch, cosganue guarpammbr B Kibana — ato
[IOCTEIIEHHbII IIPOLECC, KOTOPbIH 00bIYHO TpeOyeT HEeCKOJIbKUX IONbITOK. YTO,
€CJI MBI BBIBEJIEM PE3YIbTAThI B BU/IE OTAENbHBIX IUAarPAMM, a He KaK YaCTH O/IHOM
U TOW JKe AuarpaMMbl? PesyibTaT IMOJIyuYrTCsl He OYeHb MPUBJIEKATEIbHBIM
(puc. 12.28).
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Puc. 12.27. Kpyrosas anarpamma s Kibana

o @ Source IP

Data | Options bt

1921€B.0.2...

Metrics

> Slice size Count

132.168.0.1...

Buckets
~ Split chart & X

@ Add

132168.05...

O00O00

192168.0.4...

Puc. 12.28. PasgenenHas gnarpamma s Kibana

Bepremcs k 06beInHEHHOI ArarpaMMe, B IOJTE IUAMTa30Ha BpeMeHn BhiGepeM Last 1
hour (3a mocjegHMi yac) U COXpaHUM AuarpaMMy, YTO0bl BEPHYTHC K HEll II03Ke.
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Ob6paTnTe BHUMAHWE: MbI MOKEM TOAETUTHCS TUATPAMMOIT € KOJIETAMH, TTepe/an
sHyTpentnii URL (ecau axsemiuisip Kibana goctyrniet ¢ o6imero pecypcea) wiii CHUMOK

(puc. 12.29).
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® inspect  Rebesh
Search

B+ Aod fiter

Dats Option
Matrics

3 Shce size Count

Buckets
3 Splt slices scurcelp: Descondl_ @ %

@ add

9 gz
o a1
i3
o0
®ma0s
T
e 00
*n00z
®wnnn
o100

B0 A%}

192.3600.4 [11.58%)

19196802 3157R)

192IBE 3 (478X}

121681 (208T%)

Mpbr Takike MOKEM BBITIOJHUTH AEeHCTBUS ¢ MeTprKkaMu. Hampumep, BBIGPATh 115t
AnarpaMMbl Ta6]1H‘leII>i TUIT U IIOBTOPUTHb CYMMHPOBaHNE JaHHbIX 110 NCXOAAIINM
IP-azpecam. Y Hac TakKe eCTh BOSMOKHOCTH JT0OaBUTh BTOPYIO METPUKY € CYMMOI

Puc. 12.29. Coxpatenue auarpammel 8 Kibana

nepeIaHHbIX 6ailToB 13 Kaxaoro aapeca (puc. 12.30).

filebeat-*

Data

Options
Metrics
> Metric Count =X
| Metric @®=X
Aggregation Sum help
Sum ~
Fleld
network.bytes s
‘Custom label
Bytes
» Advanced
© Add

Puc. 12.30. Metpuku Kibana

Shaw dates
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B pesyuibrare mosryuutcst TabJImia ¢ KOJINYECTBOM JIOKYMEHTOB U TIEPElaHHbIX Oaii-
ToB. Ee MoxxHO coxpanuTs JokaiabHO B hopmate CVS (puc. 12.31).

<]
sourcs ke Descending Court Metwork ytes.
Dats iong 3 x
e o '-‘ﬁ" A wan L
Matrics 19258803 243 1.3MB.
125801 iz 1z
2 Mo it 102 eAns 4T arHen
1929404 R3304 2359¢8
¥ Metric Sum of network.byles @ = X
@ Add
Buckets
| Spi rows source.ip: Descanding @ %
@ Add Exort Rawd Formasied &

Puc. 12.31. Ta6numupl 8 Kibana

Cucrema Kibana — ouens MomiHoe cpeictso Busyanusanuu B cocrase Elastic Stack.
Ml JinIITh BCKOJIb3b TIPOIILJIUCH 110 €€ BO3MOKHOCTAM. OHa TOJIEP;KUBAET MHOMKECTBO
TUTIOB TUArPAMM JIJIsI BU3YaJIN3alliy BAlTNX JJAHHBIX, U HA O/IHON NH(MOPMAITMOHHON
MaHe I MOJKHO BBIBECTH CPasy HeCKOJIbKO auarpamm. Mcmosbayiite Timelion (https://
www.elastic.co/guide/en/kibana/7.4/timelion.html) s rpynmupoBKN HE3aBUCUMBIX
MCTOYHUKOB JIAHHBIX Ha o/iHOI iuarpamme uin Canvas (https://www.elastic.co/guide/
en/kibana/current/canvas.html) s npeacrasienus nanubix us Elasticsearch.

Kibana o6brato mpumeHsieTcst Ha 3aKTIOUHUTENLHOM 3Tare pabodero mporiecca st
OCMBICJIEHHOTO MTPEICTABJIEHNUS JAHHBIX. B 9TOI TJ1aBe Mbl 0OCYIUI OCHOBHBIE 9Ta-
TIBI: TIPUEM, COXPaHeHue, U3BJIeYeHne U 0ToOpakeHue TaHHbIX. MeHs 10 cux mop
MOpaskaeT, CKOJIBKO BCETO MOXKHO CAETIATh 32 KOPOTKOE BPeMsI, UCTIOIb3YsI MHTETPH-
POBaHHBIN OTKPBITHIN cTeK TexHosornii Harmogobue Elastic Stack.

Pesiome

B aroii ritaBe Mbl uctosbzoBanu Elastic Stack st mpriema, aHasisa u BU3yainsarim
CETEeBBIX MAHHBIX. Y BUIEJH, KaK MIPUHUMAIOTCS JKYPHATbHbBIE 3AMMUCH U TTOTOKN
NetFlow ¢ momorsto Logstash u Beats. Kak ata na(opMaius WHAEKCUPYETCs 1 Jie-
qutest Ha Kareropuu B Elasticsearch, uto6er motom ee 6b1710 Jierde ussaekarb. M Ha-
KOHeIl, Kak OHa BU3yaausupyercst ¢ momoinbio Kibana. Mbr Takke UCIOTb30BaTH
Python na BzauMomeiicTBUsI ¢ 9TUM CTEKOM 1 60JIee MoAPOOHOro aHaIn3a HAIIUX
nanubix. Bmecte Logstash, Beats, Elasticsearch u Kibana cocraBisitor MoIiHbIi
MOJTHOMYHKITMOHATBHBIH TIPOEKT, KOTOPBIH TTOMOTaeT aHAJIM3UPOBATH HH(DOPMAIIHIO.

B ciemyrolieii riaBe Mbl IIOCMOTPUM, Kak KCHOJIb30BaTh Git B paspaboTke cpeacTB
aBroMarusanuu cetu Ha Python.
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Pabota ¢ Git

Mpl y:ke UMeNTH IeJI0 ¢ PAa3JINYHBIMU acTIeKTaAMK CETeBOIl aBTOMATH3AIIUN C MIPH-
menennem Python, Ansible u MmEOTHX ApyTUX UHCTPYMEHTOB. [lJist yIIpasKHEHMIT
B epsbix 12 rnaBax ucnosb3oBanoch 6osee 150 daiinos, cogepxaniux 6oaee 5300
CTPOK KO/ia. DTO HETLIOXO JIJIsI CETEBBIX MHKEHEPOB, KOTOPBIE 10 TPOYTEHUS ITOMH
KHUTU B OCHOBHOM paboTasiu ¢ uHTepheiicoM KOMaHIHOI cTpoku! BoopyRuBIIICH
STUMU HOBBIMH CIIEHAPUSIMK 1 HHCTPYMEHTAMM, Mbl TOTOBbI PUHYThHCS B G0l 1 aB-
TOMAaTHU3UPOBATH HAIIKM PYTUHHBIE ceTeBbIe 3a1auH, paBaa? He coBcem. Hemuoro
OCTYJIVIM TIBLIL.

EcTb MOMEHTBI, KOTOpBIE HEOOXOAUMO YUUTHIBATD IIPU PEIIEHUN PeabHbIX 3a/1ad.
[Ipoiiziemcst 110 HUM ¥ TIOTOBOPUM O TOM, YEM MOJKET TIOMOYb CHCTEMA YIPaBJIeHUs
Bepcusimu Git.

ITa rj1aBa OXBAThIBAET CJIeayIomune TeMbI:

Git 1 pa3IMYHbIe aCTIEKTHI YITPABIEHNST KOHTEHTOM;
BBejienue B Git;

nozarorosky Git k pabore;

npumepsi ¢ Git;

Git B coueranuu ¢ Python;

ABTOMATHU3aI[UI0 PE3EPBHOIO KOIMMPOBaHUA KOH(bI/IpraHI/IOHHI)IX JIlaHHDbIX;

coBMecTHYIO paboTy ¢ uctosb3oBanuem Git.

WTak, mocMOoTpuM, O KaKUX aclieKTax pedb U ueM MosKeT rmoMoub Git.
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Git v pasHble acnekTbl YyNnpaBneHus
KOHTEHTOM

B nmepsyto ouepens npu cozgaHnn (HANIoB ¢ KOJOM CIeyeT HOAyMaTh O MecTe Xpa-
HEHUs, OTKY/la Mbl M HAIlIM KOJIJIETH CMOKeM UX M3BJeKaTh. B naeasne 3To JOJKHO
GBITH eJIMHOE TIEHTPATLHOE XpaHuIHIIe (DailjioB, KOTOPOE MTPU HEOOXOAUMOCTH MOKET
IIpe/loCTaBUTh UX pe3epBHbIe Konuu. [locsie mepBoro BhIIlycka Kojla HaM, BEPOSITHO,
GyeT Hy:KHO 06aBUTH HOBBIE BO3MOKHOCTH ¥ UCIIPABUTH ONITMOKH, TIOITOMY He-
06XOIMMO KaK-TO OTCIECKUBATD TH UBMEHEHUS U CIEIATh IOCTYTHBIMU JIJIs 3arPy3-
KU akTyasbHble Bepcuu. Ecii HoBas Bepcus Koja He paboTaer, He MOMeIaeT Bo3-
MOXKHOCTb €€ OTKaTUTb U YBU/IETh OTJIMYMS B UCTOPUU U3MeHeHul dailna. ITo
TIO3BOJIUT HAM OPUEHTUPOBATHCS B TOM, KaK OOHOBJISIIICS TOT YJIH HWHOW KOJI.

Bropoii acriekt — coBMecTHas paboTa uIeHOB KOMaH/Ibl. PaboTas B cOTpyHUYECTBE
C IPYTUMHU CETEBBIMU MHKEHEPAMU, HAM, CKOP€e€ BCET0, IPUIETCS IPABUTH OJIHU U Te
ske pailibl: cuenapuu Python u Ansible, ma6onesr Jinja2, kKoHGUIypanuoHHbIe
daiiznbr B popmate INT u 1. 1. [TpaBku, BHOCHMBIE B JII00ObIE TEKCTOBbIE (hail/ibl pas-
HBIMU JIIOJBMU, TOJKHB! OBITH BUIHBI BCEM YI€HAM KOMAH/IBI.

TpeTI/Iﬁ ACIIEKT — 9TO y4erT. CI/ICTeMa, TTO3BOJIATIOITAs Pa3HbIM JIIO/IAM PEIaKTUPOBAaTh
O/JIHMN 1 TE JKe (baﬁ]lbl, JAO0JIKHA UMETb MCTOPUIO ITPaBOK C YKa3aHHUEM aBTOPa KaK/10Iro
HN3MEHEHUA 1 KPAaTKOTO OITMCaHWA ITPUYNHBI, 1O KOTOpOfI nsMeHeHue ObLIO0 c/esaHo,
4TOOBI YCJIOBEK, HpOCManI/IBaIOHII/II';I NCTOPUIO, CMOT TIOHATH, 3a4€M BHOCHJIACH Ta
WJIN NHasd IIpaBKa.

ITO OCHOBHBIE 33/1a4d, KOTOPBIE PEIIAIOT CUCTEMbBI YIIPABJICHUSA BEPCUSIMU, TaKHe
kak Git. CupaBe/IJIMBOCTH Pajid CTOMT OTMETHUTD, YTO IIPOIIECC YIIPABICHUS BEPCHsi-
MU MOSKET OBITh PEATM30BaH HE TOJIBKO B BUIE OTACTbHOM POTPAMMHO# CUCTEMBI.
Hampuwmep, 8 Microsoft Word 0KyMeHT MOCTOSIHHO aBTOMATUYECKH COXPAHSIETCST
U 1 MOTY BEPHYTLCS Ha3aJl BO BPEMEHH, YTOOBI TIPOCMOTPETh U3MEHEHNST, UJTH OT-
KaTUTBLCS K IPEbLIyIIel BepcUM. DTO TOXKE Pa3HOBUHOCTD YIIPABJICHUS BEPCUSIMMY;
oxrako mokyMerT Word 06619HO orparrden MonM HOyTOYKoM. CricTeMa yrpaBaeHvist
BEPCHUSIMH, KOTOPOH MOCBSIIEHA 3Ta IJIaBa, — 3TO OT/IEIbHBIN MPOTPAMMHBIN HHCTPY-
MEHT, OCHOBHOE Ha3HayeHUe KOTOPOro 3aK/II04aeTcs B OTCACKUBAHUY U3MEHEHNH,
BHOCHMBIX B KO/I.

B Mupe mporpaMMIpOBaHus HET HEIOCTATKA B UHCTPYMEHTAX YITPABJIEHS HCXOTHBIM
KozmoM. EcTh 1 KoMMepUeckre Bepcun, v OTKPbITbie. CaMble Oy ISIPHBIE OTKPBITHIE
cucrembl yrpasienus Bepcusimu: CVS, SVN, Mercurial u Git. B a70ii ro1aBe MbI co-
cpenorounmcst Ha Git. MHOTHE TPUMEPDI, TTPE/ICTABIEHHbIE B 9TON KHUTE, XPAHITCS
B O/IHOH U TOIi JKe CUCTeMe YIPABJIEHUs BEPCHSIMU, TIO3BOJISIONIEH OTCIEKUBATh
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U3MEHEHWsI, COBMECTHO PaboTaTh Hajl HUMU U OOMEHUBATHCSI MHEHUSIMU C TIOJIB30-
BaressiMit. Mbt BeiGpasn Git, Tak Kak 9To (haKTHYeCKN CTaHAAPTHAS CUCTEMA YIIPaB-
JIEHUS] BEPCUSAMHY JIJII MHOTUX KPYITHBIX IPOEKTOB ¢ OTKPBITBIM UCXOAHBIM KOJIOM,
BrJtouast Python u sigpo Linux.

B pespane 2017 ropa paspabotka npoekra CPython nonHoctbio nepemectunacs

\G/\, g GitHub. Mepexoa Ha a1y cucTtemy Hauancs B sHeape 2015 ropa. Mogpobree
06 3Tom uutaiite B PEP 512 no agpecy https://www.python.org/dev/peps/
pep-0512/.

[Tpeskie yeM mepexoauTh K mpumepam pabotsl ¢ Git, HoroBopum 06 NCTOPUH U TIpe-
UMYIIECTBAX 9TOU CUCTEMBI.

Beepnenune B Git

ITpoexr Git 6611 cospan B anpeste 2005 roga Jlnnycom TopBaibacoM, aBTOPOM sipa
Linux. B octpoymHoii Manepe JIMHYyC JTACKOBO HA3BAJ €T0 «IUCTIeTYepOM MH(MOPMa-
K 13 aza». B uaTepBbio opranusaiyu Linux Foundation o ymmoMsiHy.JI, 4TO, 10 €10
MHEHMUIO, YIIPABJIeHIe NCXOAHBIM KOJOM ObLIO HaMeHee HHTEPECHON BEILIbIO B MHIPe
kommbioTepoB (https://www.linuxfoundation.org/blog/2015/04/10-years-of-git-an-
interview-with-git-creator-linus-torvalds/). Tem He MeHee, Koria MexKIYy COOOIIECTBOM
paspaborunkos sapa Linux u npoekrom BitKeeper (komMmepueckoii cucTeMoi,
KOTOPYTO OHM MCIIOJIb30BAJIN B TO BPEeMsI) BO3HUKJIM pasHoracus, JInHyc pernmmi
cosmarh Git.

Yro o3HayaeT Hazsanue Gite B 6puTaHCKoM QHIMMIACKOM crieHre git — 37O yHu-

\G/\, YUKMTENbHBIA TEPMMH, KOTOPbINA MPUMEHSIOT MO OTHOLIEHMIO K HEMPUSATHBIM,
HOBOEANMBLIM, HE3PENbIM IOATM. B HeBo3MyTUMOI maHepe JTnHyc saseun, uto
OH 3rOWCT W BCe CBOM NPOEKTLI Ha3biBaeT B cBoto yecTb. CHauana Linux, Teneps
Git. Ho ectb MHeHue, uTo 310 ab6pesunatypa ot Global Information Tracker
(ro6anbHas cuctema oTcnexusanns uipopmaumm). Beilbupaiite ToT BapuaHT,
KoTopbIi Bam 6onblue no aywe.

IIpoeKT ObLI BOILIOIIEH B JKU3HB B OU4eHb KOPOTKUE CPOKU. [IpuMepHO uepes necsaThb
JiHel nocie ocHoBaHus (MMEHHO TaK, BaM He II0Ka3aa0ch ) JIMHyc BbipaboTa) OCHOB-
Hble naen cucteMbl Git U Hadaj coXpaHsaTh B Hee Koz sapa Linux. OcTtambHoe, Kak
rosopurcs, yke ucropust. Crycrs 6oee necsatu jet nocie cosganust Git mpogosnka-
eT OTBeYaTh BCEM OXKUAAHUAM pa3paboTunMkoB Linux. DTy cucremy ylpaBjieHuUs
BEPCUSIMY HAYAJI IPUMEHSITh BO MHOTUX JIPYTUX OTKPBITBHIX TTPOEKTAX, XOTs, KaK
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PABUIIO, Pa3pabOTUNKK HEOXOTHO H/YT Ha Takue nusMmenenws. B ¢pespare 2017 roga
ocJie MHOTOJIeTHero ucnosbsosanus Mercurial (https://hg.python.org) mpoext Python
nepenres Ha Git u GitHub.

Wrax, Mbl 06Cyan/Ii KCTOpUto cosaanust cucreMbl Git. Terepb paceMoTpuM ee Tipe-
UMYTIECTBA.

Npeumywecrea Git

Yenemnprit XOCTHHT TAKUX KPYIHBIX U pacIIpeieJIeHHBIX OTKPBITBIX IIPOEKTOB, KaK
stapo Linux u Python, cBumerenbctByet o mpenmytiectax Git. IHbIME croBamMu,
€CJIN 9TOT HHCTPYMEHT JJOCTATOYHO XOPOIII JIUIsI Pa3paboTIMKOB CAMOIT TTOIYJISIPHOIT
OTIEPAI[MOHHON CHCTEMBI (110 MOEMY MHEHUIO) U CaMOTO IOITYJISIPHOTO SI3BIKA IIPO-
TPaMMUPOBAHUS (OTSATH JKe 0 MOEMY MHEHUIO) B MUPE, €T0, CKOpee Bcero, Oyaer
JOCTATOYHO JIJISI MOETO JIOMAIIHero npoekTa. K ToMy ke 5T0 OTHOCUTENbHO HOBast
cHcTeMa YIIPaBJIeHUsI BEPCUSIMU, A JIFOJIM HEOXOTHO IIePeX0/isIT Ha HOBble HHCTPYMEH-
TBI, €CJIH T€ He TIPe/IIarafoT CYIeCTBeHHBIX YIYUIIeHNH IT0 CPAaBHEHUIO CO CTAPBIMIL
Paccmorpum HekoTopsbie ipenmytiectsa Git.

® Pacnpenenennas pazpaborka. Git mojepKiBaeT napajieibHy, He3aBu-
CHUMYIO U OTHOBPEMEHHYI0 Pa3paboTKy B YACTHBIX JIOKAIbHBIX PEIIO3UTOPHSIX.
MHor1e Apyrue CUCTeMbI YIIPABICHNSA BEPCUAMU TPEOYIOT IIOCTOSTHHON CHH-
XPOHU3AIMHU C [[EHTPAIBHBIM PEMO3UTOPUEM. PacIipesiesleHHOCTD 1 JIOKaJIb-
HocTb Git gatoT paspaboTyrkam 60Jibline THOKOCTH.

® MacmraGupoBaHue /10 MOIePKKH THICAY Pa3padoTunkoB. Haj uHbIMHU OT-
KPBITBIMU IPOEKTAMU PABOTAIOT ThicsAYN pa3zpaboTunkos, u Git obecrieunBaet
HAJIEXKHYT0 MHTErPAIUIO PE3YIhbTaTOB UX TPYA.

e TIpousBoaUTENBHOCTD. JINHYC MocTapaics cuenarb cucremy Git ObICTpPOI
u 3 bexTrBHON. YTOOBI COKOHOMUTH MECTO JIJISI XPAHEHMSI OTPOMHBIX OOHOB-
JieHUi Kozia B sazpe Linux m Bpems g ux nepenaun, B Git IpuMeHSIOTCS
cKaTue W MTPOBEPKA PAa3ININil MeK/Ly Pa3HBIMU BEPCUSIMHU.

® Yuer u Hem3MeHsAeMOCTb. Git JKypHATUPYeT KaXK/IyT0 (DUKCAIIIO, I3MEHSTIONTYIO
(haiisbl, (hopMHUPYst KCTOPUIO OOHOBJIEHNUTT ¢ onucanueM uxX npuuri. OGbEeKThHI
naumbix B Git HeTb3st IBMEHWTD TTOCJTE UX CO3AHIS 1 COXpaHeHns B 6a3e maH-
HBIX, YTO JIEJTAeT UX HEM3MEHsIeMbIMU. DTO YJIyUIIaeT U YIIPOIIAET y4eT.

® Aromapubie TpaHdakuuu. YToObI 06€CIIEYNTD 1[EJI0CTHOCTD PEIIO3UTOPUSI,
pasHble, HO CBsI3aHHbBIE MEKTY COOOU U3MEHEHUST BHOCSTCS JTMOO BCE BMECTE,
Ji00 He BHOCHUTCS HE OJ[HO 13 HUX. Biiarogapst aToMy perosuTopuii He MOKeT
0Ka3aThCs B YACTUYHO U3MEHEHHOM WJIV TOBPEXK/IEHHOM COCTOSTHUN.
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CamopaocraTouHble peno3uTopun. Kaxk/blii peno3uTopuii XpaHUT TOJHYTO
KOITMIO BCEX MPABOK, BHECEHHBIX B KaKABIN (Hailir.

Ceo6ogaa. IIpoekr Git BO3HUK B pesyJibTaTe PasHOIIacHil MexKy pa3paboTuu-
kamu Linux u BitKeeper VCS orHOCUTENIBHO TOTO, IOJIZKHO JIU TIPOTPAMMHOE
obecrieuerne ObITH CBOOOIHBIM U CTOUT JIN TIPUHITUITUATIBHO OTBEPraTh KOM-
mepueckoe I10. TToaromy sornuno, uto y Git oueHb ubepajibHas JTUIEH3HSL.

[peskne uem 3HakomMuThHCS ¢ Git, pACCMOTPUM TEPMUHBI ATOW CUCTEMBI.

TepmuHonorus Git

Tepmunbl Git, KOTOpPbIE BbI IOJCKHBI 3HATD:

Ccsuika (ref). Vims, koTopoe HaunHaeTcst ¢ refs U yKa3biBaeT HAa OOBEKT.

Penosuropuii (repository). 1o 6asa JaHHbIX cO Beeil nHdopmaimei, daii-
JIaMU, METaJIaHHBIMU U ucTOpueit mpoekta. OHA COMEPIKUT CCHIIKU Ha BCe
KOJLJIEKIINU OOBEKTOB.

Berss (branch). 9to aktuBHOe Hatpasyerue pazpadorku. [locemntsist Huk-
caryst Ha3bIBaeTcs gepxywkotl (tip) nnm zonoeoii (head) BeTBU. B perozutopuu
MOZKET OBITh HECKOJIBKO BETBEM, HO Ballle padouee depeso, Wi pabouuil kama-
7102, MOKET OBITh CBSI3AHO TOJIBKO C OAHOI M3 HuX. TaKylo BETBb MHOTIA Ha-
3BIBAIOT TeKyIeit ussnevennoi (checked out).

Iepexmouenne (checkout). I1o oreparust MOJTHOTO WK YACTHIHOTO OOHOB-
JieHus1 pabovero gepesa 10 OlpeIeIeHHON TOUKH.

Dukcanus (commit). ITo onpeieIeHHbIIE MOMEHT BPEMEHU B PETIO3UTOPUH
Git; Takke MOJKET 03HAUATh ITPOIECC COXPAHEHUSI HOBOTO CHIMKA B PEIIO3H-
TOPUH.

Ciusinue (merge). JTo orepaius 10 MePeMeNIeHNIo B TEKYIIYIO0 BETBb CO-
JepKUMOro Apyroi BeTBu. Hanpumep, s NpousBOXKY causiHUE BeTBel
development 1 master.

Ionyuenue (fetch). Tomyuenne coAePKUMOTO YIATEHHOTO PETIOZUTOPUSL.
Nseaeuenne (pull). ITonyueHne u ciusiHue PEO3UTOPUSL.

Ter (tag). MeTka, HadHayaeMas BaKHOMY MOMEHTY BPEMEHU, COXPAHEHHOMY
B perno3utopui. B riiaBe 4 Mbl BUJIEJIH, KaK C TIOMOIIIbIO METOK 0003HAYAIIIChH
BBITTyCKM (HampumMep, v2.5.0al).

ITO He MOJTHBIN CIUCOK. bobilie TepMUHOB ¢ onucanreM uiute B rioccapun Git
1o azapecy https://git-scm.com/docs/gitglossary.
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Hamnoceniok, npesx e ueM rmepexojnTh K HAaCTPOIiKe u uctoJib3oBanuio Git, moroso-
p¥M 0 BaskHOM paszsinunu Meskay Git u GitHub, koTopoe Jiro/in, HesHakOMbI€e ¢ STUME
JIBYMSI CUCTEMaM$, MOTYT YITyCTUTb.

Git u GitHub

Gitu GitHub — ato e oxHo 1 TO ke. ITHOrIa 9T0 CO31a€eT My TaHUILy CPeIr HHKEHEPOB,
KOTOPBIE TOJILKO 3HAKOMSATCS ¢ 9TOH 06JacTbio. Git — 3To cucTema ynpasJieHust Bep-
cusvu, a GitHub (https://github.com/) — LieHTpaM30BaHHbLIT CEPBUC /IS Pa3MELIEHNUST
Git-penosuropues. Komnanua GitHub 6bira cosgana B 2008 rogy 1 10 X 0D CO-
XpaHseT CBOI0 He3aBUCUMOCTb, XoTs B 2018 roy ee nprodpeJia kopropawus Microsoft.

IMockoabky Git — genenrpanusoBannas cucrema, GitHub xpanut sumib ogay ns
JIOKAJIbHBIX KOIIMIT PEIO3UTOPH HALIEro IPOoeKTa. 3adacTyio penosuropuii GitHub
JIETAIOT 1EHTPATIBHBIM, U BCE PA3pabOTYMKK COXPAHSIOT B HETO CBOU M3MEHEHUSI.

Mocne nprobpetenus GitHub kopnopaumeit Microsoft (https://blogs.microsoft.

\G/\/ com/blog/2018,/10/26/microsoft-completes-github-acquisition/) mHorue

B coobliecTse pa3apaboTYMKOB BOMHOBANMUCH O HE3ABMCUMOCTM STOFO NPOEKTA.

Ho, kak 6eino ckasaHo B npecc-penuse, «GitHub coxpanmut ceoun ugeansi, co-

IMACHO KOTOPbIM PA3PAaBOTYMK CTOUT HA NMEPBOM MECTE, MPOAOIIXMT paboTaTb
HE3UBUCMMO M OCTAHETCS OTKPLITOM NNATHOPMONt».

GitHub passuBaeT nzero HeHTpaabHOTO PEIIO3UTOPUS B PaCIIpeAeJeHHOI cucTeMe
3a CYET TAKMX MEXaHNU3MOB, Kak ¢opx (fork — «cozmanme kommm» ) v 3anpoc 1na exuio-
uenue enecennoix usmenenuii (pull request). PazpaboTamku, COMpoBOKAAIONINE TTPO-
ext B GitHub, 06b1uHO moomipsitor coznatue ero Konuu (Gopk) u paboTy ¢ Heil Kak
C HEHTPaAJIbHBIM PEIIO3UTOPUEM. HOCJIe BHECEHUA I/I3M€H€HI/II>,I BbI MOJKETE I1OaTh
3aIpOC Ha BKJIIOUCHUE U3MEHEHNH B TIIABHBIN IIPOEKT, T/le UX MTPOBEPSAT U 3ahUKCH-
PYIOT, €CJIM OHHM COOTBETCTBYIOT BeeM kputepuaMm. GitHub takxe mpenocrasisier
BebG-unTepdeiic 111 penosuTopreB, KOTOPhIM MOKHO II0JIb30BAThCS B AOMOJIHEHIE
K KOMaH/HOI cTpoke; 1o genaer Git 6osee yao6HbIM B pabore.

Wtak, onpeneauBinucs ¢ pagimansamu Mexay Git u GitHub, mbr Mmoskem mprcTymnTh
K riasHoil teme! Jls Havana nogrorosum Git k pabore.

[Moarotoeka Git k pabote

Jlo cux nmop Mel uctonb3osau Git ToibKo 1Jist 3arpysku daiinos us GitHub. B atom
paszesie Mbl MO¥IeM HEMHOTO JIaJTbIlle U HACTPOUM JIOKAJIbHBIH perozutopuii Git,
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4TOOBI UMETh BO3MOKHOCTD COXPAHSITh B HEM Haltu (pailsibl. B aTOoM Tipumepe s wc-
HOJIb3YTO ysKe 3HAKOMBIN BaM yrpasJisttorinii xoct ¢ Ubuntu 18.04. Eciiu BbI nictions-
3yeTe APYTryio Bepcuio Linux win Apyryio olepanuoHHyio CUCTEMY, TO TIPOCTO MO-
WIIATE B UHTEPHETE COOTBETCTBYIONINE MHCTPYKITUU TI0 YCTaHOBKE.

Ycranosure Git ¢ IIOMOIIIBIO JUCIIETUEPA ITAaKETOB apt, €CJIM BBI 3TOTO €11le HE CAeTaN:

(venv) $ sudo apt update

(venv) $ sudo apt install -y git
(venv) $ git --version

git version 2.17.1

ITocsie ycTaHOBKH git BBITOJIHUM HEKOTOPbIE HACTPOUKH, YTOOBI cO00TIIEHUST O (DUK-
calin COJEP/KAIN MPaBUJIbHBIC CBCICHU:

$ git config --global user.name "Bawe uma"

$ git config --global user.email "email@domain.com'
$ git config --list

user.name=Bawe wums

user.email=email@domain.com

Mo3KHO TIOWTH IPYTUM ITyTEM W OTPEIAKTUPOBATH (haili ~/ . gitconfig:

$ cat ~/.gitconfig
[user]

name = Bawe uma

email = email@domain.com

Git nosi/iepsKMBaeT MHOTO TTapaMeTPOB, KOTOPbIE MOKHO MEHSITh, HO UM U aJIPEC
DJIEKTPOHHOI TIOYTHI TO3BOJIST (PUKCUPOBATH M3MEHEHHUs (Ge3 OJTydeHUsT IPeLyIpe-
saeHnit. Beog coobuienuii, conpoBoxaaomux GUKCAIUU, 0 YMOTIAHUIO BBIIIOJI-
HSeTCS ¢ TTOMOIIBI0 TEKCTOBOTO pefakTopa Emacs, HO TUYHO S TpPeAToYnTaio Mc-
10JIb30BaTh s 9Toro VIM:

(onunoHanbHoO)

$ git config --global core.editor "vim"
$ git config --1list

user.name=Bawe uma
user.email=email@domain.com
core.editor=vim

ITpeskae yem HaumHaTh paboty ¢ Git, o6cyaum dail .gitignore.

Gitignore

Ectb daitsnbr, koTopbie He crenyet coxparsaTh B GitHub win apyrux penosutopusix;
peub uzeT o daiisax ¢ napoasmu, APl-kmouamu u pyTroil KoHGUAEHITUATbHON



Mogrotoeka Git k pabote 453

uropmarmeil. YToObI He OMYCTUTH UX COXPAHEHUSI, TIPOIIE BCETO CO3/IaTh B KOP-
HEBOI Tmarke perosuTopust daii . gitignore. Git Gyer ucmosb3oBaTh . gitignore,
4TOGBI OTIPENENUTD, Kakue (hailIbl U KaTaJoTH CJeyeT HTHOPUPOBATD, TIPEXKIE YeM
Mpon3BoANTH hukcanmio. Daiis . gitignore M0KEH OTIIPABISATHLCS U PACTTPOCTPA-
HATHCS MEXKY APYTUMH IT0JIb30BATEISIMU KaK MOKHO PaHBbIIIE.

Y Mpencrasbre cebe NAHMKY, KOTOPYIO MOXHO MUCMBITATb, ECAIM CITYHAMHO COXPA-
-@- HWUTb B NyBanyHbIM penosutopwit ceoit rpynnosoi APl-kmiou. Pain .gitignore
4 N\
g MMEET CMbICI CO3ABATb BMECTE C HOBbIM pernosuTtoprem. Ha camom pene s1a
BO3MOXHOCTb NpeaycmoTpeHa Ha nnatdopme GitHub.

B .gitignore MOXHO yKa3aTh (Gailsibl, KOTOPbIE OTHOCSTCS K ONPENETEHHOMY SI3bIKY.
Wckirounm daitsibl ¢ 6aiiT-kogom Python:

# Byte-compiled / optimized / DLL files
__pycache__/

*.py[cod]
*$py.class

Taxsxe MOKHO yKa3aTh (haiijibl, OTHOCSIIIINECS K HAIlel OMeParimoOHHON CUCTEME:

.DS_Store
.AppleDouble
.LSOverride

BoJbiie 0 .gitignore MOKHO y3HaTh Ha crpanuie cupasku GitHub: https://help.
github.com/articles/ignoring-files/. BoT e1tie HeCKOIBKO CCHLTOK:

PyxoBosicTBo 1o ucnosibzoBanmio Gitignore: https://git-scm.com/docs/gitignore.
Hab6op mabaonos g1a .gitignore or GitHub: https://github.com/github/
gitignore.

® TIIpumep .gitignore mis s3pika Python: https://github.com/github/gitignore/
blob/master/Python.gitignore.

e @aiin .gitignore s permo3utopust 3Toit kuuru: https://github.com/
PacktPublishing/Mastering-Python-Networking-Third-Edition/blob/master/.gitignore.

ITo Mmoemy MHeHUIO, (aiia .gitignore cienyer co3aaBaTh OJHOBPEMEHHO C JIHOOBIM
HOBBIM PEMO3UTOPUEM. ITO TIO3BOJIUT BHEAPUTD JAHHYIO KOHIIETIIUIO KAaK MOXKHO
pamnblie. B ciemyiorem pasjiesie Mbl pACCMOTPUM HEKOTOPbIE IIPUMEPHI UCTIOTh30Ba-
nus Git.
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[Mpumepsl pabotsl ¢ Git

[To moemy ombITy, 77151 paborbl ¢ Git B 0cCHOBHOM HCIIOJB3YIOT KOMAaHIHYIO CTPOKY
1 pa3udHble MapaMeTphl. ['padudeckre MHCTPYMEHTBI MOTYT TIPUTOIUTHCS JITIST OT-
CJIeKUBAHUS U3MEHEHUH, IPOCMOTPA UCTOPUU U CPAaBHEHUS PAa3HbIX BEPCUIL, HO OHU
PENKO TTIPUMEHSTIOTCS JIJIS TAKUX PYTHHHBIX OTIEPAIHii, Kak BeTBJICHUE U (hUKCATIHS.
CrpaBky 10 mapaMeTpaM KOMaHAHOW cTpoku Git MOKHO MOJYyIUTh C TTOMOIIHIO
KOMaH/Ibl git --help:

(venv) $ git --help

usage: git [--version] [--help] [-C <path>] [-c <name>=<value>]
[--exec-path[=<path>]] [--html-path] [--man-path] [--info-path]
[-p | --paginate | --no-pager] [--no-replace-objects] [--bare]
[--git-dir=<path>] [--work-tree=<path>] [--namespace=<name>]
<command> [<args>]

Co3zagum pero3uTopuii u haiti BHyTPU HETO:

(venv) $ mkdir TestRepo-1

(venv) $ cd TestRepo-1/

(venv) $ git init

Initialized empty Git repository in /home/echou/Mastering_Python_
Networking_third_edition/Chapterl3/TestRepo-1/.git/

(venv) $ echo "this is my test file" > myFile.txt

ITpy MHUIMAIN3AIMN PEIIO3UTOPHS ¢ ToMOIIbI0 Git OblIa co3aHa HOBast CKpPbITast
nanka .git. Ona cogepskut aiisibl, oTHOCsIMECs K Git:

(venv) $ 1s -a

. .. .git myFile.txt

(venv) $ 1s .git/

branches config description HEAD hooks info objects refs

Git uMeeT MepapxmuecKyio KOH(MDUTypanuio, KOTopas XpaHUTCS B PA3HBIX MeCTax.
ITo ymoraHmio OHa COCTOUT U3 GAIOB CUCTREMI020 U 21064151020 YPOBHEIA, a TaK-
JKe YpOBHS peno3umopusi. UeM HUzKe ypOBEHb, TEM Bbillle ero nmpuoputet. Hampumep,
KOH(DUTYpAINs PEO3UTOPUST UMEET MPEUMYIIECTBO repe TI00aabHON KOH(Urypa-
ueil. UTo0bl yBUAETD arpernpoBaHHy 0 KOH(DUIYPaIIMIO, UCIIOJIb3YyiTe KOMaHIy git
config -1:

$ 1s .git/config
.git/config

$ 1s ~/.gitconfig
/home/echou/.gitconfig

$ git config -1
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user.name=Eric Chou
user.email=<email>
core.editor=vim
core.repositoryformatversion=0
core.filemode=true
core.bare=false
core.logallrefupdates=true

Daiis1, KOTOPBIN MBI CO3/IAJIN B PEIIO3UTOPUHN, HE OTCJIEKUBAECTCS ABTOMATHYECKHU.
Ero mysxHo 106aBuTh B cucremy Git, 4To6bI OHA 0 HEM y3HATA:

$ git status
On branch master
Initial commit

Untracked files:
(use "git add <file>..." to include in what will be committed)

myFile.txt

nothing added to commit but untracked files present (use "git add" to track)
$ git add myFile.txt

$ git status

On branch master

Initial commit

Changes to be committed:
(use "git rm --cached <file>..." to unstage)

new file: myFile.txt

JlobaBieHnbIil dhailn HaxoauTes B poMeskyTounoM (staged) cocrosiHuu. Itobbi
clleJlaTh U3MEHEHMI OKOHYATEIbHBIMU, UX HYKHO 3a(DUKCHUPOBATB:

\

$ git commit -m "adding myFile.txt"

[master (root-commit) 5f579ab] adding myFile.txt
1 file changed, 1 insertion(+)

create mode 100644 myFile.txt

$ git status
On branch master
nothing to commit, working directory clean

I B nocneaHem nprmepe npu BeINONHEHWUM KOMAHALI COMMIt Mbl yKasanu coobuue-

/

-/@\- Hue, conpoBoxaaiollee GUKCALMIO, C MOMOLLbO napameTpad -m. Ecin bl Mo

= OMyCTUIM 3TOT NAPAMETP, HOM BCE PABHO NPULLNOCH Bbl BBECTH 3TO COOBLLEHME,
HO y>ke B TEKCTOBOM pefakTope. Mbl ansi BBO#a coobLueHus Ucnonb3yem peaak-
Top Vim.
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Otrpenaktupyem (aiisn u caoBa ero 3adurcupyem. O6pature Baumanue: Git samernt
U3MeHeHUs B daiije:

$ vim myFile.txt

$ cat myFile.txt

this is the second iteration of my test file

$ git status

On branch master

Changes not staged for commit:

(use "git add <file>..." to update what will be committed)

(use "git checkout -- <file>..." to discard changes in working directory)

modified: myFile.txt

$ git add myFile.txt

$ git commit -m "made modifications to myFile.txt"
[master a3dd3ea] made modifications to myFile.txt
1 file changed, 1 insertion(+), 1 deletion(-)

Homep dukcanuu B Git mpeacrasisier co6oii xetir SHA-1Mm, 910 BaskHast 0COOEHHOCT.
Ecoiu BBIOTHUTE TOT 3K MIAT Ha IPYTOM KOMITbIOTEpE, 3HaYeHUe Xela GyIeT TaKuM
ke, baarogaps atomy Git 3HaeT, 4To 1Ba pero3uTopust UJAEHTUYHBI, Ja’Ke eCJIU C HUMU
paboTaroT MapajiebHo.

Ecnu BaM MHTEPECHO, MOXHO U U3MeHMTb 3HadeHne SHA-T cnyuaiiHo mnm
\tp/\/ YMBILUAIEHHO TOK, 4TOBbI OHO COBNANO C APYTUM XELLEM, TPOYMTANTE MHTEPECHYIO

cTaThio 0 nopobHbIx konnuausx s bnore GitHub, https://github.blog/2017-03-

20-sha-1-collision-detection-on-github-com/.

Ucropuio ¢ukcaruii MOKHO BBIBECTH C TIOMOIIbIO KOMaH/Ibl git log. 3armucu oTo-
OpazkaloTcs B 00paTHOM XPOHOJIOTUYECKOM OPSAKE; Kaskaasd (PUKCALUA COAEPIKUT
UM U QZIPeC SJIEKTPOHHOI IIOUTHI aBTOPa, ATy, COOOIEeHNe U BHYTPEHHUI UAEHTHU-
(bukarmonHbIit HOMED:

(venv) $ git log

commit ff7dcla4@e5603fed552a3403be97addefddc4e9 (HEAD -> master)
Author: Eric Chou <echou@yahoo.com>

Date: Fri Nov 8 ©8:49:02 2019 -0800

made modifications to myFile.txt

commit 5d7c¢1c8543c8342b689c66f1laclfa888090ffa34
Author: Eric Chou <echou@yahoo.com>
Date: Fri Nov 8 ©8:46:32 2019 -0800

adding myFile.txt
IIpocmoTpum HOI[pO6HOCTI/I 006 U3MEHEHNN, yKa3aB ueHTuGuKaTop hUKCaIum:

(venv) $ git show ff7dcla40e5603fed552a3403be97addefddc4ed
commit ff7dclad@e5603fed552a3403be97addefddc4e9 (HEAD -> master)
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Author: Eric Chou <echou@yahoo.com>
Date: Fri Nov 8 ©8:49:02 2019 -0800

made modifications to myFile.txt

diff --git a/myFile.txt b/myFile.txt
index 6ccb42e..69e7d47 100644

--- a/myFile.txt

+++ b/myFile.txt

@@ -1 +1 @@
-this is my test file
+this is the second iteration of my test file

Ecin nonazo6uTes OTMEHUTD BHECEHHBIE M3BMEHEHUsT, MOKHO MCIIOJIb30BaTh OIHY
13 IByX KoMaHJ: revert uiu reset. [lepsas mpuBoauT Bce (aiiyibl B COCTOSIHUE,
B KOTOPOM OHU HAaXOJIMJIMChH JI0 OTIPEJIeIEHHON (DIKCAIIIH:

(venv) $ git revert ff7dclad0e5603fed552a3403be97addefddc4ed
[master 75921be] Revert "made modifications to myFile.txt"
1 file changed, 1 insertion(+), 1 deletion(-)

(venv) $ cat myFile.txt
this is my test file

Komanna revert BbITosiHSET HOBYIO (DUKCAIIMIO, He yassid cTapyio. Bl yBuanTe Bce
M3MEHEHUS, BHECEHHBIE K 9TOMY MOMEHTY, BKJIIOYasi OTMEHY:

(venv) $ git log

commit 75921bedc83039ebaf70c90a3e8d97d65a2ee21d (HEAD -> master)
Author: Eric Chou <echou@yahoo.com>

Date: Fri Nov 8 ©9:00:23 2019 -0800

Revert "made modifications to myFile.txt"

This reverts commit ff7dclad4@e5603fed552a3403be97addefddc4e9.

On branch master
Changes to be committed:
modified: myFile.txt

KomaHjia reset OTKaThIBaeT COCTOSTHIE PETTO3UTOPUST 10 O0JIee CTapoil BEpCHH U y/ia-
JisieT Bee boiee HOBbIE U3MEHEHUSI:

(venv) $ git reset --hard ff7dcla40e5603fed552a3403be97addefddc4ed
HEAD is now at ff7dcla made modifications to myFile.txt

(venv) $ git log

commit ff7dcla40e5603fed552a3403be97addefddc4e9 (HEAD -> master)
Author: Eric Chou <echou@yahoo.com>

Date: Fri Nov 8 ©8:49:02 2019 -0800

made modifications to myFile.txt
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commit 5d7c¢1c8543c8342b689c66f1laclfa888090ffa34
Author: Eric Chou <echou@yahoo.com>
Date: Fri Nov 8 ©8:46:32 2019 -0800

adding myFile.txt

JIMuHO 51 TpeAnoYnTalo XpaHUTh UCTOPHIO BCEX U3MEHEHN I, BKTIouas oTKaThl. M ko-
I7la MHE HY’KHO OTMEHUTH KaKOe-TO U3MEHEHNeE, 1 00BIYHO BHIOMPAIO revert BMECTO
reset. B aToMm pasjesie BbI yBUIE M, KaK paboTaTh ¢ OTAeabHbIME (aiimamu. Temnepnb
o6cy M HabopbI (hailyioB, CrPyNITUPOBAHHBIX B [TAKET, KOTOPBII HA3BIBAETCS BETBBIO

(branch).

Beten B Git

Bersb B Git — 9T0 HanpasjeHne paspaboTKu BHYTpH penosutopus. Git mossoJisier
UMEeTh MHOT'O BETBEI 1, CJIe0BATENbHO, 3aHIMAThCS Pa3pabOTKON B pa3HbIX HAIIPAB-
sgenusx. Ilo yMoa9anuio y Hac ecTh TJIaBHAS BETBb, master. /I co3manms BeTBei
€CTh MHOTO TIPUYHMH, HO JKECTKUX IPABUJI, KOT/IA CO3/IaBaTh HOBYIO BETBb UJIU KOT/IA
paboTaTh TOJIBKO C IJIABHOI BETBBIO master, He CyIIeCTBYeT. B GOIbIINHCTBE CIyyda-
€B BETBb CO3/IAETCS JIJIST UCTIPABJIEHUS OMMOKH, BhITycKa myOmanoit Bepcun 110
WJIM HayaJia HoBOro aTara pazpaborku. CosiaiuM BETBb, IPEACTABJISIONLYIO IIPOLECC
paspabOTKu, ¥ HA30BEM €€ COOTBETCTBYIOIUM 00pasoM — dev:

(venv) $ git branch dev
(venv) $ git branch

dev
* master

O6paTI/ITe BHUMAaHUE: TI0CJIe CO3/TaHUS BETBU dev Mbl JOJLKHBI SIBHO B Hee TepeiTH.
Jlnsg sToro ectb KoMaH1a checkout:

(venv) $ git checkout dev
Switched to branch 'dev'
(venv) $ git branch
* dev

master

JloGaBuM B BEeTBb dev BTOPOU (hailr:

(venv) $ echo "my second file" > mySecondFile.txt

(venv) $ git add mySecondFile.txt

(venv) $ git commit -m "added mySecondFile.txt to dev branch"
[dev a537bdc] added mySecondFile.txt to dev branch

1 file changed, 1 insertion(+)

create mode 100644 mySecondFile.txt



Beteu B Git 459

MbI MOKEeM BEPHYTBHCS B BETBb master U yOEIUTHCSI, UTO Y HAC TETEPh €CTh /[Ba Ha-
npaBJenus pazpaborku. [Tocste mepekTioYeH st B BETBb master B KATAIOTe OCTAETCST
onuH aitn:

(venv) $ git branch
* dev

master
(venv) $ git checkout master
Switched to branch 'master’
(venv) $ 1s
myFile.txt
(venv) $ git checkout dev
Switched to branch 'dev’
(venv) $ 1s
myFile.txt mySecondFile.txt

Yro6bl IIEPEHECTH COAEPIKUMOE BETBY dev B BETBb master, HYsKHO TPOU3BECTH CIIUA-
Hue (merge):

(venv) $ git branch
* dev

master
(venv) $ git checkout master
Switched to branch 'master’
(venv) $ git merge dev master
Updating ff7dcla..a537bdc
Fast-forward

mySecondFile.txt | 1 +

1 file changed, 1 insertion(+)
create mode 100644 mySecondFile.txt
(venv) $ git branch

dev
* master
(venv) $ 1s
myFile.txt mySecondFile.txt

Y anuts daitn MoxHO KoManno#t git rm. Co3maanm Tpetuii (haiin u mompodyem ero
VIATNTE:

(venv) $ touch myThirdFile.txt

(venv) $ git add myThirdFile.txt

(venv) $ git commit -m "adding myThirdFile.txt"
[master 169a203] adding myThirdFile.txt

1 file changed, @ insertions(+), @ deletions(-)
create mode 100644 myThirdFile.txt

(venv) $ 1s

myFile.txt mySecondFile.txt myThirdFile.txt
(venv) $ git rm myThirdFile.txt

rm 'myThirdFile.txt"'

(venv) $ git status

On branch master
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Changes to be committed:
(use "git reset HEAD <file>...

to unstage)

deleted: myThirdFile.txt
(venv) $ git commit -m "deleted myThirdFile.txt"
[master 1b24b4e] deleted myThirdFile.txt
1 file changed, @ insertions(+), © deletions(-)
delete mode 100644 myThirdFile.txt

ﬂBa TIOCJIETHNX N3MECHEHWA MOKHO YBU/IECTD B JKypHaJIe:

(venv) $ git log

commit 1b24b4e95eb@c®lcc9a7124dcbaclea3d7d44d51a (HEAD -> master)
Author: Eric Chou <echou@yahoo.com>

Date: Fri Nov 8 10:02:45 2019 -0800

deleted myThirdFile.txt

commit 169a2034fb9844889f5130f0e42bf9c9b7c08bO5
Author: Eric Chou <echou@yahoo.com>
Date: Fri Nov 8 10:00:56 2019 -0800

adding myThirdFile.txt

MBI TIPOIILIKCH IO OCHOBHBIM oTiepaiiusaM ¢ Git, Terepb mocMOTPUM, Kak OmyOInKo-
BaTh penosuropuii B GitHub.

Mpumep paborel ¢ GitHub

B arom npumepe Mol uctiosibdyem GitHub B kauecTBe 11eHTpa CHHXpOHU3AIMN Ha-
LIEr0 Pello3UTOPUS U IIpe/loCTaBIeHus 10CTyIla K HeMY IPYTUM 110J1b30BaTeIAM.

Cozmaaum perozuropuii Ha caiire GitHub. JI7ist myGmaHbIX IPOEKTOB € OTKPBITHIM
HCXOHBIM KOJOM 3Ta omepaiiust Beeria Obiia GecriiatHoil. A ¢ saBaps 2019-ro no-
SIBUJTACH BO3MOJKHOCTD CO3/IaBATh HEOTPAHMYECHHOE KOJINYECTBO OECTIIATHBIX YACTHBIX
pernosutopues. Mbl CO3aMM YaCTHBIH PEIIO3UTOPUI U 10OABUM B HETO JIUIEH3UIO
u daiin . gitignore (puc. 13.1).

[Mocue cozmanms penodutopust Mbl moxyanm ero URL (puc. 13.2).

Bocnosbsyemcst arim URL 118 co3paHust yiaieHHOI 11eJ1d, KoTopast OyAeT CIYKUTh
<«MCTOYHUKOM MCTUHBI» /IJId Hamero mpoekTta. Hazosem aTy 11es1b gitHubRepo:

(venv) $ git remote add gitHubRepo https://github.com/ericchoul/TestRepo.
git

(venv) $ git remote -v

gitHubRepo  https://github.com/ericchoul/TestRepo.git (fetch)
gitHubRepo  https://github.com/ericchoul/TestRepo.git (push)
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Pull requests Issuss Marketplaca Explors

Create a new repository
A repository contains all the files for your project, including the revislon histary.

Owner Repasitory name

& ericchout = | [ | TestReps v
Great repository names are short and memorable. Need inspiration? How about refactored-telegram.
Description (optional)

Chapter 11 TestRepo for Mastering Python Networking Second Edition

Anyone can see thisyepository. You choose whe can commit.

-] Private

Yous ehoos £An a8 and commit to this repository.

£ Initlalize this repository with a README
This will et you i i clone the repositery to your
rapasitary.

step if you're importing an existing

Add .gitignore: Python =

Puc. 13.1. Cosaanme yactHoro penoautopus B GitHub

Add a license: MIT License =

Puc. 13.2. URL penoautopus e GitHub
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ITpu cosmarnu Mbt 106aBUIH (haiinb README.md 1 LICENSE, O3TOMY YIaJeHHDIN
U JIOKQJTBHBIN PETIO3UTOPUH OY/IYT Pa3TnuaThCs.

ITpu mombITKE COXpaHUTh U3MeHeHust B periosutopuii GitHub coobmut 06 omnbke:

(venv) $ git push gitHubRepo master
Username for 'https://github.com': <onyweHo>
Password for 'https://echou@yahoo.com@github.com': <onyweHo>
To https://github.com/ericchoul/TestRepo.git
I [rejected] master -> master (fetch first)
error: failed to push some refs to "https://github.com/ericchoul/
TestRepo.git'

Yt06bI 3TOTO He CIYIUIIOCH, 3arpy3uM HOBbIe (haiine u3 GitHub komanmoit git pull:

(venv) $ git pull gitHubRepo master

Username for 'https://github.com': <onyweHo>

Password for 'https://<username>@github.com': <onyweHo>
From https://github.com/ericchoul/TestRepo

* branch master -> FETCH_HEAD

Merge made by the 'recursive' strategy.

.gitignore | 104

S T i o I L L B o i o o o S VN S OV NSO S S I o =1\ 1 A
21+ttt

README.md | 2 ++

3 files changed, 127 insertions(+)

create mode 100644 .gitignore

create mode 100644 LICENSE

create mode 100644 README.md

Teneps Hatiie cofepKUMoe MOKHO coxpanuTh B GitHub komanmoii push:

$ git push gitHubRepo master

Username for 'https://github.com': <username>

Password for 'https://<username>@github.com":

Counting objects: 15, done.

Compressing objects: 100% (9/9), done.

Writing objects: 100% (15/15), 1.51 KiB | @ bytes/s, done. Total 15
(delta 1), reused © (delta ©0)

remote: Resolving deltas: 100% (1/1), done.

To https://github.com/ericchoul/TestRepo.git a@0@1b81..0aa362a master ->
master

Tekyree copepsknmoe perosutopust GitHub MokHO mpocMoTpeTh Ha BeO-cTpaHuIle
(puc. 13.3).

JIpyToii ToIB30BaTENh MOKET TTPOCTO CKOTUPOBATD, MM KJIOHUPOBAThH (clone), aToT
PEno3uTOpHii:

[Cnepylwme peidcTBUSA BLINOMHAWTCA Ha APYrom xocTe]
$ cd /tmp
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$ git clone https://github.com/ericchoul/TestRepo.git

Cloning into 'TestRepo'...

remote: Counting objects: 20, done.

remote: Compressing objects: 100% (13/13), done.

remote: Total 20 (delta 2), reused 15 (delta 1), pack-reused ©
Unpacking objects: 100% (20/20), done.

$ cd TestRepo/

$ 1s

LICENSE myFile.txt

README .md mySecondFile.txt

Puc. 13.3. Penosutopuin GitHub

ITOT CKOMUPOBAHHDII PEMIO3UTOPUiT Oy/IET UACHTIHIEH OPUTUHAIY, BKIIOUYAST HCTOPHIO
Bcex (huKcaIuii:

$ git log

commit @aa362a47782e7714ca946ba852f395083116ce5 (HEAD -> master,
origin/master, origin/HEAD)

Merge: bc@78a9 a001b81l

Author: Eric Chou <onyueHo>

Date: Fri Jul 20 14:18:58 2018 -0700

Merge branch 'master' of https://github.com/ericchoul/TestRepo

commit a@@1b816bb75c63237cbc93067dffcc573c05aa2
Author: Eric Chou <onyueHo>
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Date: Fri Jul 20 14:16:30 2018 -0700

Initial commit

B HacTpoiikax perno3uTopusi MOKHO MPUTJIACUTD €111e OJTHOTO YeTIOBEKA JIJIE COBMECT-
HOI paboThl Hajl poekToM (puc. 13.4).

Puc. 13.4. MNpurnawerue B penosntopmit

B caenytoniem mpumMepe Bbl yBUAUTE, KaK CO3/1aTh (DOPK U BBITIOJTHUTD 3aIIPOC Ha
BHeceHVe U3BMEeHEeHUH B Uy>KOW PEIO3UTOPHUIA.

CoBmecTHas pa60'ra C UCNONb3OBAHUEM 3ANPOCOB
HA BHECEHUE U3MEHEHUN

Kax yxe ynomunanocs, Git nogjaep:kuBaeT COBMECTHYIO paboTy HECKOJIbKUX Pas-
PaboOTYMKOB HaJ OXHUM HPOEKTOM. II0CMOTPHM, KaK 9TO AEIAETCS, KOTIa KO pas-
MereH B GitHub.

Mburi GyieM ucnosib3oBaTh myomuneiii GitHub-pemosuropuii ajist Broporo usganust
97O KHMUrK. S BOHAY OT UMEHH APYrOro MoJIb30BaTeJIsd, II09TOMY Y MeHsI He Oy1eT
AIMMHUCTPATUBHBIX IPUBUIEIHIA. 51 HaKMy KHOIIKY FOrk, 4To06bI CKOIIMPOBATD PEIO-
3UTOPUI B CBOIO yUeTHYTO 3anuch (puc. 13.5).

Ha cosnanue konuu yiijier Heckosibko cekynz (puc. 13.6).
[To okoHyaHUM B MOE€Ili yUeTHO 3anucy TIOSIBUTCS Kous peniodutopust (puc. 13.7).

Daiisbl B KOIMTUH MOKHO U3MEHSITD, BBITIOJIHSIS ysKe 3HAKOMBbIE HaM Irard. S orpemax-
TUpYIo daitn README . md. ITociie BHECeHUST UBMEHEHUH MOKHO HasKaTh KHOIIKY New
pull request (HoBplii 3aripoc Ha BHeceHue naMenenuii) (puc. 13.8).
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Puc. 13.5. Knonka Fork 8 GitHub

Puc. 13.6. lNMpouecc cospaus konmu

Puc. 13.7. Konus 8 GitHub
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Mastering Python Networking, Second Edition published by Packt Publishing
Add topics

D 5 commits ¥ 1 branch © O releases

| Branch: master = | ’ New pull request

This branch is 1 commit ahead of PacktPublis
[ ericchout Update README.md

B8 Chapter01 Chapter 1 - 9 code fiels

Puc. 13.8. 3anpoc Ha BHeceHMe n3MeHeHUH

E] PacktPublishing / Mastering-Python-Networking-Second-Edition © Unwatch ~

<»Code  (Dlssues 0 I Pull requests 1 1 Projects 0 Wiki i Insights

Update README.md #1

i}, 1| ericchoul wants to merge 1 commit into packtpublishing:master from ericchoul:master

&7 Conversation 0 0 Commits 1 B Checks 0 Files changad 1

| -
' | ericchou1 commented just now Collaborator | +(=)

Nao description provided.

< Update README.md veiified  2ded3da

Add more commits by pushing to the master branch on ericchoul/Mastering-Python-Networking-Second-Edition.

J
° This branch has no conflicts with the base branch

Merging can be pertormed automatically.

Merge pull request o | You can alse open this in GitHub Desktop or view command line instructions.

Puc. 13.9. MNoapo6HocTH 0 3anpoce HA BHECEHUE M3MEHEHMIA

ITpu co3manuy 3ammpoca Ha BHECEHUE U3MEHEHHUH HEOOXOAUMO MPEIOCTABUTD KAk
MO3KHO GoJibine nHdopMmaiyu, 4tTodbl 060CHOBATD Haliy pasku (puc. 13.9).
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Biazenen pennosuTopus OJLyYUT yBeAOMIIEHYE O 3allpoce Ha BHeceHe n3MeHenni;
€CJIN OH €T0 TIPUMET, U3MEHEHMST IOy T B OPUTUHAIBHBIHN peroduTtopuii (puc. 13.10).

Puc. 13.10. 3anuck 0 BHECEHHbBIX M3MEHEHUAX

GitHub npenocrasisger npekpacuyto miaaropmy st B3EaMMOAEHCTBHS ¢ IPYTUMU
paspaboTYNKAMIL; STOT CEPBHC OBICTPO CTAHOBUTCSI CAMBIM IIOILYJISIPHBIM BHIOOPOM
JUISL KPYITHBIX OTKPBITHIX IIPoekToB. ITockonbky Git 1 GitHub ucnosbsyores ouennb
IIUPOKO, CJEAYIOIUM JOIHYHBIM IaroM OyeT aBTOMaTU3MPOBATh IPOIECCHI, KO-
TOpbIe MBI BUZIEJIN B aTOM pasjene. [TocmoTpum, Kak ucnoab3oBath Git BMecTe
¢ Python.

Git u Python

CymiecTByeT HECKOJIBKO TTAaKkeToB /st Python, KoTopbie nCnomb3yior s paboThl
¢ Git u GitHub. B aTom pasmesne mbl nmorosopum o 6ubiaunorexax GitPython
u PyGitHub.

GitPython

Mol BosbmeM naket GitPython (https://gitpython.readthedocs.io/en/stable/index.html)
1ist pabothl ¢ HauM Git-perosutopueM. /laBaiiTe €ro ycTaHOBUM U CO3aUM 00b-
eKT Repo B MHTEPAKTUBHOI 0060;10uKke Python. Tam »ke MbI BbIBeIeM IIepeUY€eHb BCex
(ukcamuii B pero3uTopun:
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(venv) $ pip install gitpython
(venv) $ python
>>> from git import Repo
>>> repo = Repo('/home/echou/Mastering_Python_Networking
third_edition/Chapter13/TestRepo-1")
>>> for commits in list(repo.iter_commits('master')):
. print(commits)

1b24b4e95eb0OcOlcc9a7124dcbaclea3d7d44d51a
169a2034fb984488915130F0e42bf9c9b7c0O8b0O5
a537bdcc1648458ce88120ae607b4dddea7fa9637
ff7dcladee5603fed552a3403be97addefddcded
5d7c1c8543c8342b689c66f1laclfa888090ffa34

MpbrI TakiKe MOJKEM TTPOCMOTPETH HHIEKCHI B OOBEKTE repo:

>>> for (path, stage), entry in repo.index.entries.items():
. print(path, stage, entry)

myFile.txt © 100644 69e7d4728965c885180315c0d4c206637b3f6bad 0 myFile.txt
mySecondFile.txt © 100644 75d6370ae31008f683cf18ed086098d05bfoeddc 0
mySecondFile.txt

GitPython npenocrasiser xopoliyio nHTerpanuio co scemu Gynkinusamu Git, xors
JUIsI HOBUYKOB 9Ta OMOIMOTEKA MOKET OKasaThCsl He caMOl IpocToil. JJist moJiHo-
LEeHHO# paboThI ¢ Hell HeoOXOAUMO MOHUMATh TEPMUHOJIOTUIO U CTPYKTYpY Git.
Ho o Helt cTOUT MOMHUTD: OHA MOKET MOHAOOUTHCS B JIPYTUX MPOEKTAX.

PyGitHub

ITocmoTpuM, Kak ncnobzosath 6ubanoTeky PyGitHub (https://pygithub.readthedocs.
io/en/latest/) s pabotsi ¢ penosuropuamu B GitHub. dtor naker ssisercs obepr-
koii Bokpyr GitHub APIv3, https://developer.github.com/v3/:

(venv) $ pip install PyGithub

Bocnonbayemcst mHTEpakTUBHOI 000/104K0i Python, uro6bl BbiBeCcTH TEKyIINI pe-
MO3UTOPUI TTOJIB30BATEIS:

(venv) $ python

>>> from github import Github

>>> g = Github("<username>", "<password>")

>>> for repo in g.get_user().get_repos():
. print(repo.name)

Mastering-Python-Networking-Second-Edition
Mastering-Python-Networking-Third-Edition
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Mpbr MOKeM Tak:ke THOKO YIIPABJSTH IOCTYTIOM K PEMO3UTOPHUIO € TOMOTIIBIO CITET[H-
asnbHOro TokeHa. GitHub mosBosisier HasHaunTh TOKeHy Habop mpas (puc. 13.11).

O Sea Pull requests Issues Marketplace Explore
Ohuth Apps New personal access token
GitHub-Apps

Personal access tokens function like erdinary OAuth access tokens. They can be used instead of a password for

‘ Personal access tokens Git over HTTPS, or can be used to authenticate to the API over Basic Authentication.

Token description

What's this token o

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

Full contral of private repositories

repo

repo:status Access commit status

repo_deployment Access deployment status

7 public_repe Access public repositories

repo:invite Access repository invitations

| admin:org Full control of orgs and teams
write:org Read and write org and team membership
~ read:org Read org and team membership

Puc. 13.11. lenepaums tokena e GitHub

Eciu vcniosib30BaTh TOKEH I0CTYTIA B KAUECTBE MEXaHU3MA ay TEHTUMIKAIINH, BBIBOJ
GyJIeT HEMHOTO JIPYTUM:

>>> from github import Github

>>> g = Github("<token>")

>>> for repo in g.get_user().get_repos():
print(repo)

Repository(full_name="oreillymedia/distributed_denial_of_service_ddos")
Repository(full_name="PacktPublishing/-Hands-on-Network- Programming-with-
Python™)
Repository(full_name="PacktPublishing/Mastering-Python-Networking")
Repository(full_name="PacktPublishing/Mastering-Python-Networking-Second-
Edition")

Wrak, mbl mosHakomuauch ¢ Git, GitHub u Hexoropsimu makeramu g Python.
Tenepb Mbl MOKeM IIPUMEHUTD UX JJI aBTOMaTU3anuu. B cienyloniem pasjese pac-
CMOTPUM TIPUMEPBDI.
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ABTOMQTU3AUMS PESEPBHOTO KOMMPOBAHMS
KOHOUIYPALMOHHBIX Gannos

B aToM npumepe Mbl rcnosibsyeM PyGithub iy pesepBHOro KOnupoBaHust KaTtajo-
ra, B KOTOPOM HaXOIUTCST KOH(MDUTYpAIUsT HAIIIEro MapiipyTr3aTopa. Mbl yKe 3HaeM,
KaK U3 HAlUX YCTPOWCTB MOKHO U3BJIeKaTh MH(MOPMAIIO ¢ momoInbio Python
u Ansible; Terrepp a1y HHGOpPMAaIIIO MOKHO BoIrpy3uTh B GitHub.

¥ Hac ecTh MOAIKATATIOT configs, B KOTOPOM HAXOASTCS TEKCTOBBIE KOH(MUTYPAITIOH-
Hble (haiiibl HAIlIErO MapIIPyTU3aTOPA:

$ 1s configs/
iosv-1 iosv-2

$ cat configs/iosv-1
Building configuration...

Current configuration : 4573 bytes
!

I Last configuration change at ©2:50:05 UTC Sat Jun 2 2018 by cisco
!

version 15.6
service timestamps debug datetime msec

HMcrnonbayeM crieHapuii Chapter13_1.py, 4ToObI M3BJI€Yb MOCIEAHUI HHIEKC 13 Ha-
nrero penosurtopust B GitHub, cdopmuposars gaHHbie, KOTOpbie HEOOXOAUMO 3a-
(bukcupoBath, 1 ABTOMATHYECKH COXPAHUTDH KOH(PUTYPAITUIO:

#!/usr/bin/env python3
# reference: https://stackoverflow.com/questions/38594717/how-do-ipush-
new-files-to-github

from github import Github, InputGitTreeElement
import os

github_token = '<token>"'
configs_dir ‘configs'
github_repo = 'TestRepo'

# Monyyaem cnucok ¢ainoB B KaTanore configs
file list = []
for dirpath, dirname, filenames in os.walk(configs_dir):
for £ in filenames:
file_list.append(configs_dir + "/" + f)

g = Github(github_token)
repo = g.get_user().get_repo(github_repo)
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commit_message = 'add configs'

master_ref = repo.get_git_ref('heads/master')
master_sha = master_ref.object.sha

base_tree = repo.get_git_tree(master_sha)

element_list = list()

for entry in file_list:
with open(entry, 'r') as input_file:
data = input_file.read()
element = InputGitTreeElement(entry, '100644', 'blob', data)
element_list.append(element)

# Co3paem [epeBO penosnTopus U GUKCUpYeM U3MeHeHus

tree = repo.create_git_tree(element_list, base_tree)

parent = repo.get_git_commit(master_sha)

commit = repo.create_git commit(commit_message, tree, [parent])
master_ref.edit(commit.sha)

B penosutopun B GitHub nosiBuiics karanor configs (puc. 13.12).
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Puc. 13.12. Katanor configs

B ucropun uamenenuii BUgHO (hUKCAINIO, KOTOPYIO BBITIOJHUJI HAII CIleHApUH

(puc. 13.13).

B npumepe ¢ GitHub B npezibiyem pas/esie Bbl BUIEIH, KaK MOKHO OPraHU30BaTh
COBMECTHYIO paboTy MyTeM co3anus Komnu (hopKa) Pemo3UTOPUs U BBITTOTHEHUST
3alPOCOB Ha BHeceHWe MaMeHeHui. [IoroBopuM 0 cOBMECTHOMN paboTe ¢ MCII0JIb30-

BanueM Git nogpobuee.
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Puc. 13.13. Ncropus nameHenumi

CosmecTHas pabota ¢ ncnonbzosaHnem Git

Git 0TJIMYHO OAXOQUT 151 COBMECTHOI pabotsl, a GitHub nmossosster paspaborun-
KaM adexTrBHO paboTaTh Hajg 0OmMMU IpoeKkTamMu. JI06oii, y KOro ecTh ZOCTYII
K UHTEPHETY, MOKET TTO/IEJIUTHCSI CBOUMU MBICIISIMA 1 KOJIoM. MBI yke 3HaeM, Kak
ucnosb3oBaTh Git U OpraHu30BbIBaTh IpocToe B3aumoeiictere B GitHub, Ho kak
HaM MTPUCOEIMHUTHCS K CYIECTBYIOIEMY TIPOEKTY?

HaM, HECOMHEHHO, XO4Y€TCA OTIJIATUTb B3BaUMHOCTbBIO OTKPbLITBIM IIPOEKTaM, KOTOPbIE
OBLII JUTST Hac Tak moJie3nnl. Ho ¢ yero navarn?

B aToM paszaesre MbI pacCMOTPUM HEKOTOPbIE ACIIEKTHI COBMECTHON pa3pabOoTKH C UC-
noap3oBanrem Git u GitHub.

¢ Havyunaiite ¢ maJyoro. HepBoe 1 CaMO€ BaKHO€ — TIOHATH CBOIO POJIb B KO-

Manzie. Bel MokeTe GBITH TIOTPSACAIONIMM CETEBLIM MHKEHEPOM, HO TTOCPE]I-
CTBEHHBIM MporpaMmucTom Ha Python. CymiecTByer MHOKECTBO €T, KOTOPbIE
He TpeOyIoT 0cOObIX HaBBIKOB IporpaMmmupoBanusa. He Goiitech HaunmHaTh
C MaJIOro; JOKYMEHTAIUsl U TECTUPOBAHUE — BOT T€ HAIIPABJIEHU, KOTOPLIE
[O3BOJIAT BaM BHECTHU CBOIl IIEPBbII BKJIa/l B IIPOEKT.

Nsyuure skocucremy. B 11000M IpoeKTe, KPYITHOM WK MaJIEHbKOM, eCTh Habop
OOIIETPUHSATHIX HOPM ¥ YCTOSIBINAsiCsE Ky IbTypa. A3bik Python Hac mpusieka-
€T CBOUM IOHATHBIM CUHTAKCHUCOM U1 JIPYKECTBEHHOCTHIO K HOBUYKaM; Ha €T0
caiiTe ecTb JJaxke PyKOBOJICTBO JIJisI pa3pabOTYNKOB, OCHOBAHHOE Ha 3TOU UJIE0-
soruu (https://devguide.python.org/). Y npoekra Ansible Toske ecTb pyKOBOACTBO
JUIS1 TIOTEHIMAIbHBIX Y4aCTHUKOB coobiecTsa (https://docs.ansible.com/ansible/
latest/community/index.html). B Hem ommchiBatoTcst KOIEKC MTOBEEHNUS, TIPOTIECC
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MOJIAY¥ 3aITPOCOB Ha BHECEHIE M3MEHEHHIT, ITPOIe/lypa CO3MaHUsT OTIETOB 00
oImubKax U TO, KaK MPOUCXOUT BBITYCK HOBBIX Bepcril. O3HAKOMBTECH ¢ OTUMU
PYKOBOJICTBAMU U U3yUNTE IKOCUCTEMY MHTEPECYIOTIETO BAC TPOEKTA.

® Cospasaiite BerBu. Koria-to g 110 ommbke coszai (hOpK IPOeKTa U IMoAaJl
3alrpoC Ha BHECEeHNe I/I3M€H€HI/Iﬁ B FJIaBHyIO BCTBb. rﬂaBHaH BETBDL ITpe/IHaA-
3Ha4Y€Ha [AJIsd BHECEHUA I/ISMeHeHI/Iﬁ OCHOBHBIMU y9aCTHUKaMN IIPOEKTa. Mot
JOJIZKHBI CO34aBaTb OT/I€JIbHbIE BETBU /IJId HalllUX IIPAaBOK, ‘-ITO6bI X II03Ke
MOKHO OBLIIO OOBEIMHUTD C TJIABHOM.

© CuHxpoHH3UpYiiTe CBOIO KONMIO peno3uropus. HeT Takoro nmpaBnia, KoTopoe
3aCTaBJIsLI0 ObI HAC CHHXPOHHU3MPOBATh KJIOHUPOBAHHbII PEITO3UTOPUI ¢ OPH-
ruranoM. Ho, 4to6nr y Hac Beeria ObTa caMast akTyalrbHast KOTTHS TIaBHOTO
PEro3uUTOPH:L, MBI IOJIXKHBI PETYJISIPHO BBITIOJIHATH git pull (JJIs1 MOTydYeHmnst
KOJIa U CJUSHUS C JIOKAJIbHON Kormeil) nim git fetch (yuig mosrydyenus Jio-
KaJIbHOI KOITUU CO BCEMU U3MEHEHWSIMU ).

® Byabre ApyskemoOHbl. B BUPTYaIbHOM MUPE, KaK U B PEaTbHOM, HET MECTa
BpakaebuocTu. [Ipu obeyskaeHun mpobaeMbl GyibTe BEKIUBBI U IPYKeT06-
HBI, JIasKe €CJIN Y BaC BO3HUKJIUA PA3HOTJIACHS.

Git u GitHub mozBosstior 1060My HEPaBHOAYIITHOMY YeOBEKY BHECTH CBOM BRI,
obJrerdast COBMECTHYIO paboTy Haji IIpoeKTaMu. M bl MOKeM y4acTBOBATH B pa3paboT-
Ke JHO6BIX OTKPDBITBIX U 3aKPBITHIX IIPOCKTOB, KOTOPbIC HAC MHTEPECYIOT.

Pesiome

B 27011 T71aBE MBI pacCMOTPEJIN CUCTEMY yTIPaBJIeHUS BepcusaMu o] HazBauueM Git
u ee 6imskoro ponctBernnka GitHub. ITpoexr Git 6511 cozmamn B 2005 romxy JInnycom
TopBanbacom st obaerdenust pazpaboTku siapa Linux; mo3ske Ha HETO MePeTTi
MHOTHE JIpyTHe TPOEKTHI ¢ OTKPBITHIM NCXOTHBIM KofoM. Git oT/imdaeTcst BBICOKOM
CKOPOCTBIO, PacTpeIeeHHoCThIo U MactTabupyemoctbio. GitHub mpernocrasiser
LEHTPAJIN30BaHHOE MeCTO /15l pa3MelieHus Git-peno3uTopueB U 1103BOJISET 3aHU-
MaThCsl COBMECTHOH paboToil BceM, y KOTO eCTh MHTEPHET-COeIMHEHNE.

Bor yBuzesnun, kak Git MOJKHO UCITOJIB30BATh B KOMaH/IHOM CTPOKE, IIO3HAKOMUJINCH
C PasJIMYHBIMU ONEPAIUSIMU U TeM, Kak oHu npuMensiiorest 8 GitHub. Bor takxke
MO3HAKOMUIINCDH C IBYMsI IOy IsIpHBIMU Python-6ubmmorexamu mist pabotsi ¢ Git:
GitPython u PyGitHub. B koHIie T1aBbl paccMOTpesu MpUMep PE3ePBHOTO KOTIUPO-
BaHUs KOHMUTYPAIIUH 1 HEKOTOPBIE 3AMEYaHUsT O COBMECTHOH pabore.

B riaBe 14 peub noiiger o Jenkins — elre 0J{HOM [OIIYJISPHOM OTKPBITOM CPEJCTBE
711 HEITPePbIBHON MHTETpaIui U pa3BepThIBaHUS.
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HenpepbiBHas MHTErpaums
c nomoupto Jenkins

CeTn TPOHU3BIBAIOT BCE ACTTEKTHI TEXHOJIOTUYECKOTO CTEKA; BO BCEX OKPYKEHUSX,
B KOTODPBIX MHE IIPUXOAMIOCH paboTaTh, CeTh BCETa MMeJIa IIEPBOCTENEHHOE 3HaUe-
Hue. Ha aT0it TexHOMIOTUN OCHOBaHA paboTa JPyrux cepBUCOB. B mpeacTaBieHrn
JPYTUX WHKEHEPOB, GU3HEC-PYKOBOUTEIEH, OIEPATOPOB U PSIIOBBIX COTPYAHUKOB
HajexHas paboTa ceTu — 4To-To caMo co0oii pasymeronieecs. CeThb Beerua JoJKHA
OBbITH JIOCTYITHON ¥ UCIIPABHON; 4eM MEHBIIIE O Hell CJIBIIIHO, TeM JIyYIlle.

Koneuno, Ham, ceTeBbIM MHAKEHEPaM, U3BECTHO, YTO CETh HUYYTh He MPolie J06oro
JIPYTOTO TEXHOJOTUYECKOTO CTeKa. V3-3a BBICOKON CJI0KHOCTU KOHCTPYKIIUSA CETH
MOJKET MOJTyYUThCsI XPYNKOA. IHOT/Ia ST CMOTPIO Ha CETh M YAUBJISIOCH, KaK OHA BO-
o6me paGoraer. Yto ele yauBUTEIbHEE, OHA MOKET pabOoTaTh MECALAMU U FOJaMHU,
He cosaBas npobJeM st busHeca.

O/iHa u3 NPUYUH HAIIer0 NHTepeca K aBTOMATU3AIUK CETeN: HeoOXOIMMOCTD Ha-
JIE;KHOTO 1 COTJIACOBAHHOTO BOCITPOM3BE/IEHNSI BHOCUMBIX HaMU n3MeHeHuil. Vc-
noJb3ys ciieHapuu Ha Python wim dpeiimsopk Ansible, Mbl sestaem mporece mpu-
MeHeHUd U3MEHEeHUH MpeIcKa3yeMbIM U Ha/IesKHBIM. B penbiyiieii riaaBe Bl yKe
Bugean, uto B Git u GitHub MokHO HaesKHO XPaHUTD 9JIEMEHTBI 9TOTO IIPOLIECCa:
1abIIOHBI, CIIEHAPHH, CITICKH 3aBUCUMOCTEH U poune (haitibl. Mbl MOXKEM YIIPaBIsATh
BEPCUSIMU KO/1a, COCTABJISAIONIETO HAITY MH(PACTPYKTYPY, OPraHU30BbIBATH COBMECT-
HyI0 paboTy U OTCIIeKnBaTh 3Meternust. Ho kak cob6parh Bee 910 BoeanHo? B aToil
rTaBe MBI 0OCYINM MOMYJISIPHBII OTKPBITBIH HWHCTPYMEHT MO/ Ha3BaHueM Jenkins,
KOTOPBII MOKET ONITUMU3UPOBATD IIPOIECC YIIPABJIEHUS CETHIO.
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ITa rj1aBa OXBaThIBAET CJIeAy1o1e TeEMbI:

PoGIEMBI TPAJUITMOHHOTO MPOIECCa YIPABICHUS N3MEHEHUSIMU;
BBejIeHUE B HEIIPEPBIBHYIO MHTErpaluio 1 Jenkins;

YCTaHOBKY W TIPUMEPBI MCIOJIb30BaHust Jenkins;

Jenkins u Python;

HENPEPBIBHYIO MHTETPAITNIO B CETEBBIX TEXHOJIOTUAX.

Jlist Hauasta pasbepeM TPaUIIMOHHBIN TPOIECC YIIPaBIeHMs H3MeHeHusMu. JIro0oit
ObIBAJIBIIT CETEBOI MHIKEHED MOATBEP/IIT, YTO OTOT MPOIECC BKIKOYAET MHOTO PYYHOU
paboThl 1 CyObEKTUBHBIX PElleHUI, KOTOPBIE, KAK BbI CAMU YBUIUTE, HECOI/IACOBAH-
HbI U TIJIOXO TO/IIAIOTCS CUCTEMATU3AIII Y.

TpOOMUMOHHBIM NPOLECC YNPABNEHUS
M3MEHEHMIMM

MH}KeHepr C OIIBITOM pa6OTBI B MaC]_HTa6HOM CEeTEeBOM Opr)KeHI/H/I 3HAIOT, 4YTO HeE-
KOPPEKTHOE U3MEHEHHE CEeTeBOIl KOH(MUIYPALMK MOKET UMETh CEPbe3HbIE TTOCIE/ -
cTBUA. MbI MOKeM BHECTH COTHU M3MeHeHUl 6e3 Kakux-11bo 1mpobiem, HO j1ocTa-
TOYHO OJJHOM OTIJIOITHOCTH — M HAINA CETh OKaKET HETATUBHOE BJAMAHNE Ha paboTy
BCell opranusauu.

&

MOAHO YXACHBIX UCTOPHIT O TOM, KaK nepebou B paboTe ceTi NpUHOCHIK Npo-
6nembl npeanpust1io. OfmnH U3 CambX 3AMETHBIX U MaclwTabHbix cboes 8 AWS
EC2 cnyuunca 8 2011 rogy, oH 6bin BbI3BAH U3MEHEHWEM CETEBOM KOHDUIYPALWH
B X0ofie OBbIYHbIX ONepaLMit MACLITABUPOBAHMS, NPOBOAMBLUMXCS B PErMOHE
US-East. 31o npousowno 8 00:47 no TxookeaHCKOMY CTAHAAPTHOMY BPEMEHM
M NPMBENO K TOMY, 4TO HQ NPOTSXeHun Bonee yem 12 4OCOB MHOTVE CEPBUCHI
BbIM HEQOCTYMHbI; B PE3YNbTATE KOMMAHMS AMAZon NoTepsana MUIIMOHLI A0 -
napos. Y10 ewe BaxHee, 3TO MIOXO CKA3ANOCh HA PENYTALUMM OTHOCHTENBHO
HoBoro cepauca. MT-crneumanmcTsl pUBOAMAK 3Ty NONOMKY B KQYECTBE AOBOAC
MPOTUB nepexopa B Toraa elwe Hespenoe obnako AWS. Ha BocctanosneHme
€ero penyTaummn ywno mHoro net. MogpobHee 06 3Tom uuTaiiTe B OTYETE O NPO-
uclwectemm no aapecy https://aws.amazon.com/message/65648/.

BBumy CTOKHOCTH ¥ TIOTEHITHATIBHBIX TIOCTEACTBII BO MHOTHX CETEBBIX OKPY KEHN-
SIX TIPEYCMOTPEH KoHcyavmamueHoiid cosem no usmenenusm (Change-Advisory Board,
CAB). Pa6ora CAB 06bIYHO CTPOUTCS TaK.
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1. CeTeBoil HHKEHED IPOEKTUPYET U3MEHEHUe U T0APOOHO ONUCHIBAET IATH Ik
ero peanuzanun. Onucane MOKeT BKII0YaTh 000CHOBAHUE, CIIICOK YCTPOICTB,
KOTOpPbIEe OYAYT 3aTPOHYThI, KOMaH/Ibl, KOTOPbIe OyAyT HPUMEHEHbI WU Yia-
JIEHDI, TIPOTIEYPY MPOBEPKU BLIBOJA U PE3YIbTAT, OKMIAEMBIN Ha KaXKIOM
JTare.

2. OO0BIYHO CEeTEBOI MHKEHEP JOJKEH CHaYa/Ia OIPOCUTh CBOUX KOJLJIET IIPOBECTH
TeXHUYECKUI aHau3. B 3aBUCHMOCTH OT IIPUPO/Ibl UI3BMEHEHUST OH MOJKET ITPO-
BOJIUTBCS Ha pa3HbIX ypoBHAX. [IJIs1 anain3a mpocToro M3MeHeHUsT XBaTUT O/1-
HOI'O KOJLJIETH; 1711 4eT0-TO GoJIee CIOKHOIO MOKeT OTpeboBaThest 0100peHne
OT CTaplllero NHxeHepa.

3. Cosemanust CAB 00bIYHO MPOXOASAT B 3aIJIAHUPOBAHHOE BpeMst. BO3MOKHBI
" CpOYHbIC BHEIIJIAaHOBbBIE BCTPEYN.

4. Vmnkenep rozaeT cBoe U3MeHeHMe Ha paccMoTpenue coBeTa. Uiensl coBeTa 3a-
JIAl0T BOTIPOCHI, OTIEHUBAIOT BO3MOKHBIE TTOCTECTBIS U 000OPSIOT U OTKJIO-
HSIOT 3TY 3asIBKY.

5. B zammaHupoBaHHBIN TPOMEKYTOK BPEMEHN U3MEHEHHE BHOCUTCS JIHGO €T0
aBTOPOM, JTUOO IPYTUM MHKEHEPOM.

STOT TIPpOIIEeCC BBITJIANUT pa3yMHO 1 OCHOBAH Ha MHEHNUW MHOT'X JHOI[eI‘/JI, HO Ha ITpaK-
TUKE BJIEYET HECKOJIBKO IIPOOIIEM.

® Bpewms Ha opopmienue. OGbIYHO Y HHKEHEPA, TPOEKTUPYIONIEr0 H3MEHEHNE,
YXOIMT MHOI'O BpEMEHH Ha HallMcaHue A0KyMeHTauu (MHOrIa Jaske GoJIblie,
YyeM Ha BOILJIOIIEHKE ATOTO U3MEHEHUs B JKU3HD ). ITO, KaK IIPABIIO, BHI3BAHO
TEM, 4TO JIFOObIe U3MEHEHS CeTeBOI KOHMUTYPaIKK MOIYT UMETh CePbE3HbIe
MOCJIE/ICTBUS, ¥ ATOT TIPOTIECC HYKHO 33/I0KYMEHTHPOBATH KaK /It TEXHUYE-
CKUX, TaK U 1J1g HeTexHnuyeckux yienos CAB.

® OmpbIT ¥ 3HaHuS. BricoKkok1accHbie WHKEHEPbI — 9TO OI‘paHI/I‘-IeHHI)H'/JI pecypc.
O06BIYHO caMbIil GOIBIION CITPOC — Ha OIIBITHBIX CIIEIIUAJNCTOB. Onu JLOJIZKHBI
3aHUMATbCA CaMbIMU CJOKHBIMU CETEBbIMU HpO6JI€MaMI/I, a He aHaJIM3NpPOBaTh
IIPpOCTbIC U3SMEHECHUA CETH.

e CoOpanus sanuMaloT MHOro BpeMenu. Opranusaius coOpaHus BCEX 4JIeHOB
coBera TpebyeT MHOTO yeuuii. UTo, eciin yeoBek, 000peHrne KOTOporo Ham
HY’KHO, HAXOJUTCS B OTIIyCKe Wiau Ha GosbHUYHOM? UTO, eciin u3MeHeHue
JOJIKHO OBbITh BBIIIOJHEHO 10 3alllaHupoBaHHoro cobpanus CAB?

ITO JIUIIH HEKOTOpbIE HpO6JIeMbI pa6OTbI COBeTa 110 BHECEHUIO n3MeHeHn. JInuHo
S TEPIIETHb HE MOTY 9TOT IIPOIIiECC. A ne OTpHIlATO HCO6XOZII/IMOCTI/I B paCCTaHOBKE
TIPUOPUTETOB M aHa/JIM3€ CO CTOPOHBI KOJIJIET, HO, KaK MHE Ka’X€TCA, MbI JIOJIZKHDI
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MUHUMHU3UPOBATH COITYTCTBYIONINE U3/IeP:KKU. B ocTaBIeiicst 4acTu r1aBbl Mbl pac-
CMOTPUM JIPYTYIO IPOLEAYPY YIIPABJICHUS U3MCHEHUSMU, KOTOPask MOKET 3aMEHUTD
BBIIIEONUCAHHBIN TIpotiecc. OHa M03anMCTBOBAHA U3 MUPA Pa3pabOTKH IPOrpaMM-
HOTO 06eCTIeYCHYIS.

BeeneHne B HenpepbiBHYO
MHTETPALMIO

Henpepuisnas unmezpavus (Continuous Integration, CI) npumensiercst B paspaboTke
[POrPaMMHOTO ObecTieueHust st ObICTPOI MyOIMKAIMKY METKUX U3MEHEHUI C BbI-
MOJIHEHUEM BCTPOEHHBIX TECTOB U ITPoBepoK. Camoe riiaBHoe 371eCh — OTIPEIeIUTD,
coBMecTrMO Jint u3Menenue ¢ CI; 0HO T0MIKHO GBITh TIPOCTHIM U HEGOMBIITIM, YTOObI
€ro JIETKO OBLIO OTKATUTE. TeCThl U MPOBEPKHU BBITIOIHSIOTCS aBTOMATIYECKH U JIAI0T
MUHUMAJIBHO HEOOXOIMMBIH YPOBEHDb YBEPEHHOCTH B TOM, UTO TIPUMEHEHIE H3MEHE-
HUIT He HapyIUT paboTy BCeil CUCTEMBI,

o nosisnenust CI usmenenust B ITO 3a4acTyio BHOCHIUCH OOJIBITUMHE TTAKETAME
1 Tpe6GOBAIN TIPOIOJLKUTENLHOM TPOBEPKH (3By4unT 3HaKoM0?). Ha passeproiBanue
M3MEHEHWIT B IPOMBIIIIEHHO cpejie, moJrydenne oOpaTHoOil CBA3K U MCIIPaBJIeHUe
BCeX OMMIOOK MOTJIH yXoauTh Mecstiibl. [Tporiece Cl, o 6obImomy cueTy, HarmpaBieH
Ha COKpallleHre BpeMeH! MeK/IY TTOsIBJICHIEM NN 1 ee peann3arneii.

Pabounii miporiecc 0ObIYHO COCTOUT U3 CAEAYIOUINX IIAr0B.

1. TlepBbiii uH)XeHep GePeT TEKYIYIO KOMUI KOJAOBON 6asbl 1 BHOCUT B HeE W3-
MEHEeHNsI.

2. IlepBblil nHKEHEp COXpaHSAET U3MEHEHNS B PEIIO3UTOPUU.

Pemosutopuii MOKET YBEIOMUTH BCE 3aMHTEPECOBAHHBIE CTOPOHBI 1 IATh BO3-
MOXKHOCTD TPYTITIE HHKEHEPOB MPOAHATU3NPOBATH M3MeHeH . VI3MeneH s
MOTYT GBITH THOO TPUHSTDI, THOO OTKIOHEHDL.

4. Cucrema CI MoXxeT HeIPEPBIBHO CJIEUTH 32 NU3MEHEHUSIMU B PETIO3UTOPUH, WU
JKe CaM PEIo3UTOPUI MOJKET CJIaTh eif yBeoMIeH st 06 nsMeHneHusx. B mobom
cayyvae cucrema Cl mosydaer camyto mocieIHIOI0 BEPCHIO KOJIA.

5. Cucrema CI BBINIOJIHSET aBTOMATUYECKIE TECTBI, [IBITASICh BBISIBUTH KaKKe-T100
HETIOJIAJIKH.
6. Ecau aukakux npobseM He Haiigeno, cucrteMa CI MoKeT BBIOJHUTD CIUSHIE

M3MEHEHMI ¢ OCHOBHBIM KOJIOM U IIPU HEOOXOAUMOCTH Pa3BEPHYTh UX B IIPO-
MBIIIIJIEHHOH cpefie.
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B peanpHOCTH TTpOIIECC 3aBUCUT OT KOHKPETHON opranusanuu. Hampumep, aBToma-
THUYECKHE TECThI MOTYT BBITIOJNHATHCS CPa3y Mocjae OOHAPYKEHUS U3MEHEHUH, /10
anamm3a xKona. HekoTopble opranusaiiu TpebyioT, YTOOBI B TPOMEKYTKE MEK/TY
aTaraMy MPOIIeCC MPOBEPSIIICS KUBBIM YETOBEKOM.

B caenyiomem pasmene ganbl HHCTPYKIMK 10 ycTaHOBKe Jenkins B cucreme
Ubuntu 18.04.

Yctanoska Jenkins

Jliist oripo6GOBaHUsT TPUMEPOB U3 ITOH TJIaBbI BB MOJKETE YCTAHOBUTH Jenkins Kak Ha
YIPABJISIONINI XOCT, TAK U HA OT/IEJIBHYIO BUPTYaJIibHYI0 ManinHy. Kak s yske oTmevast
B IIPeJbIAYLIKX [JIaBax, MHe 00JIble IMIOHIPYET BTopoii Bapuant. CereBast KoHU-
rypaiust BUPTYaJbHOU MalllMHBI OYIET [M0X0Ka Ha Ty, KOTOPYIO MbI I0 CUX IIOP MC-
MOJIb30BAJIN Ha YIIPABJSIONIEM XOCTE: OAWH UHTEPQEC 71T MHTEPHET-COeTUHEHIS
u etite ojiuH — it VMNet2-coenunenus ¢ yrpasisionieit cetbio VIRL.

O6pa3s Jenkins u HHCTPYKIIUHU MO YCTAHOBKE JIJIS PA3HBIX OTIEPAIIMOHHBIX CUCTEM
MO’KHO HaWTH 110 ajpecam https://jenkins.io/download/ u https://jenkins.io/doc/book/
installing/.

Huzke puBoasTCsS KOMaH/IbI, KOTOPbBIE 1 MCIIOJIb30BaJ /st yeTaHOBKM Jenkins Ha
xoct ¢ Ubuntu. ss Jenkins He Hy’KHO BBICOKOTIPOM3BOAUTENBHOE 060PYIOBAHNE;
B cBOEi J1TaGopaTOPUH S MCIIOJIB30BAJ OJUH BUPTYaJIbHBII 1poiieccop u 2 TGaiir
orepaTuBHON mamsiTu. Tak:ke HeOOXOIMMO YCTaHOBUTH Java Bepcrn 8 wiru 11. Mbl BbI-
GepeM s Hamrero cepsepa OpenJDK-11:

$ sudo apt install openjdk-11-jre-headless

$ java --version

openjdk 11.0.4 2019-07-16

OpenlDK Runtime Environment (build 11.0.4+11-post-Ubuntu-1lubuntu218.04.3)
OpenJDK 64-Bit Server VM (build 11.0.4+11-post-Ubuntu-lubuntu218.04.3,
mixed mode, sharing)

$ wget -q -0 - https://pkg.jenkins.io/debian/jenkins.io.key | sudo aptkey
add -

$ sudo sh -c 'echo deb https://pkg.jenkins.io/debian-stable binary/ > /
etc/apt/sources.list.d/jenkins.list"’

$ sudo apt-get update

$ sudo apt-get install Jenkins

$ sudo /etc/init.d/jenkins start

Correct java version found

[ ok ] Starting jenkins (via systemctl): jenkins.service.
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Y Cuctema Jenkins vyscteutensHa k Bepcun Java. Ha MomeHT HanucaHus 3Toi
-@— rnaebl oHa nogaepxwveaet tonbko Java 8 u 11. Java sepeuin @, 10 1 12 He nog-
AN S . : .

E nepxwmeanucs (https://jenkins.io/doc/administration /requirements/java/).

ITocne yeranosku Jenkins MOKHO OTKPBITE B Opaysepe cooTBeTCTByIonmii IP-anpec
c optom 8080 (puc. 14.1).

£ Jankina [Jenkina] b

{t @ Not Sacure | 192.168.2.1:

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

fvar/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password

Puc. 14.1. Crpannua ans paszbnokmposarus Jenkins

[Tocnemyem mHCTPYKIIMSAM, YKa3aHHBIM Ha CTPAHUILE: CKOTTUPYEM MAapOJh aJIMUHU-
crparopa u3 /var/lib/jenkins/secrets/initialAdminPassword u BCTaBUM €TI0
B II0JIE€ BBOJA:

$ sudo cat /var/lib/jenkins/secrets/initialAdminPassword

<O0LHOPA30BbIi Naposib agMUHUCTpaTOpa>

Ha ciienytorneii crpanmuiie BbibepeM criocob koHpuryparpu Jenkins. Mbl ocTaHOBUM-
cs na BapuanTe Install suggested plugins (¥ cTaHoBUTh peKOMEH/IyeMbIe TIJIarHBI )
(puc. 14.2).

Bol Oyjiere niepeHarnpaBieHbl Ha CTPAHKILY CO3/IaHUsT yIeTHOMN 3aIiCH aJIMUHUCTPA-
TOpa, mocJie yero cucrema Jenkins Oyzer rotosa k pabore. Ecin BbI yBUIe M TTAHEb
yupasJjenus Jenkins, ycraHoBka mpoiuia ycreriHo (puc. 14.3).

Bce roToBo /17151 TOTO, YTOOBI 3aITAHUPOBATH B Jenkins mepBoe 3ajiaHue.
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Puc. 14.2. YcraHoBka pekoMeHAyEeMbIX MIArMHoB

@ @9 P Dashboard [Jeniins] x

< C {4 @ Not Secure | 192.168.2.125

ﬁJenkins @  Admin  |legout
Jenkins &

ENABLE AUTD REFRESH
& Now tem [Fadd cescriplion
& Feope Welcome to Jenkins!

= Puild History
'ﬁl Manage Jenkins
& My Views

'-ﬁ. Credentials

B2 New View

Plasss craate now jobs o get stasted

Bulld Queue =

Mo buids in the quove.

Build Executor Status -
1 ke
2 Idle

Puc. 14.3. MNaxens ynpasnenus Jenkins



Mpumep c Jenkins 481

[Mpoumep c Jenkins

B aTOM paszesie Mbl pacCMOTPUM HECKOJIBKO TIPUMEPOB UCTIOIb30Banus Jenkins n nx
CBSI3Db C TEXHOJIOTUSIMH, C KOTOPBIMM BBI y3Ke MO3HAKOMHUIUCh. B cucreme Jenkins
IPUMEHSIETCS MHOTO HHCTPYMEHTOB, KOTOPbIe 00CYKAAINCH B 9TOI KHUTE, BKJIIOYAsT
cieHapun Ha Python, Ansible, Git u GitHub, mostomy eii mocBsiieHa ojiHa U3 1mo-
caeanux raas. [Ipu HeoOXOMMOCTH CBEPSIIATECH C TIPEABILY UMM TIaBaMHU.

[ B stmx nprvMepax Ang BbINOJIHEHUA 3040HUA 6y,u.eT MCMONMb30BATLCA Be,D,yLLI,VIl;’i

\ 7/
‘,@\' yaen Jenkins. B npombilineHHbIx ycnoeuax ans sToro pekomeHgyetcs o6aBuTh

HECKOJIbKO Y3/10B-Ar€HTOB.

Hamra nabopatopust 6y/1eT UMeTh TIPOCTYIO TOTIOJIOTHIO, COCTOSIIYIO U3 JIBYX Y3JI0B
c ycrpoiictBamu [OSv (puc. 14.4).

Puc. 14.4. Tononorus nabopatopmm
Co3zpagum 1epBoe 3ajjaHue.

Mepeoe sapanue ans cueHapus Ha Python

Jl1s1 TepBOTO 3a/1aHWST BO3BMEM CIleHapUil chapter2_3.py u3 riasbl 2. Kak BbI, Ha-
BEpHOE, IOMHUTE, ITOT ClleHapuil ucrnoab3yer 6ubanoreky Paramiko s Bxonga na
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yjlajieHHoe ycTpoiicTBo 110 SSH, BbiTo/iHeHusT KOMaH/Ibl show 1 3aXBaTa ee BbIBO/IA,
COJIEPIKAIIETO BEePCUIO yCTpolicTBa. [Ipekie ueM pucTynaTh K CO3/IaHUI0 3a/[aHUsT
Jenkins, o6s3arenpHo caenyer yOeauThes B TOM, 4TO ClieHapuil paboTaeT BepHO, It
Yero 3allyCTUM €T0 Ha Hallleil BUPTyaJbHOU MallnHe:

$ 1s chapterld 1.py

chapteri4_1.py

$ python3 chapterl4_1.py

$ 1s ios*

iosv-1_output.txt iosv-2_output.txt

[IekHeM Ha ccblIKe create new item (co31aTh HOBbIIA 9J1€MEHT ), 4T00BI CO3/aTh 3a-
naHue, u BbibepeM myHKT Freestyle project (ITpoekT coGoaHoTO cTiiist) (puc. 14.5).

£ Jenkins
Jorking Al

Enter an item name

chapteri4_examplei

= Raurrad k]

wou projest, L] it any buikd systom. and this can be even wsed for

Fipeling
%) Qethestrates iong-nunring aciviles hal oan span mafspks bukd agents. Sulasis for buiding pipeines (omery known s workdiows) andlor

ih, Wulti-configuration projoct
d_} Buntinle dor e rumibeer of e Ptk speee Dudds, s

Puc. 14.5. Dnement Jenkins

Beenem Haiiie cOOCTBEHHOE OMUCAHUE M OCTABUM BCE TIAPAMETPBI MO YMOJIYAHHIO.
ITpokpyTHM CTpaHUIly BHI3 U BbIGEpeM B KauecTBe criocoba cbopku Execute shell
(BoimmosiHUTh KOHCOTBHYIO KOMaHy ) (puc. 14.6).

B nosiBuBIIIEMCSI TIOJT€ BBOJIA HY’KHO BBECTH KOHCOJIbHBIE KOMAH/IbI, KOTOPBIE OY/Iy T
ncrnob3oBatbes (puc. 14.7).

ITocsie coxpanenusa koHdUrypaluy 3alaiusd OTKPOETCs HaHesb YIIpaB/ieHus 11po-
extoM. Beibepem mynkT Build Now (Cobpath ceiiuac), u 3agamue nossButcs B Build
History (Mcropus c6opok) (puc. 14.8).

YT00bI IPOBEPUTH COCTOSIHUE COOPKH, LIEJIKHUTE Ha Heil 1 BeiGepuTe myHKT Console
Output (KoncosibHblli BbIBOJL) Ha naHesu ciesa (puc. 14.9).

Kak 1010 HuTeIbHBIH 1ar 3a/laHne MOKHO 3aIlJIAHUPOBATD JIJIS1 BBITIOJIHEHUS Yepe3
peryJisipHble HHTepBasibl BpeMeHH (110100HO TOMY KaK 3To jiesiaet cron). BepHemcst
B MeHIo job (3amanue) u BiGepeM configure (HacTPOKTS ). 3aLaHKe MOKHO 3allIaHN-
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posaTh B paszeue Build Triggers (Tpurrepst coopkn). Beibepure Build periodically (Co-
GUpaTh MEPUOAMIYECKH ) ¥ BBEAUTE PacIlCaHle BBIMOJHEHMs B popmarte cron. B atom
npuMepe ciieHapuii 6yer BbIIOJHAThC Kaxkabiid gedb B 02:00 1 20:00 (puc. 14.10).

Jenkins  »

chapter1d_sxamplel

General Source Code Management Build Envirenment

Build Triggers

Build pericdically
"~ GitHub hook trigger for GITScm palling
— Poll SCM

Build Environment

_ Delete workspace before build slarts

T Use secret text(s) or fe(s)

"~ Abort the build if in's stuck
Add timestamgs to the Console Output

" Inspect buigd kog for published Gradle build scans
With Ant

Build

Add build stap +

Execute Windows batch command
.
vk Ant
Imvoka Gradéa script
Inreoke top-level Maven targets
[Run with timeout
Set build status 1o "pending” on GitHub commit

-

Build Posi-build Actons

Puc. 14.6. Tpurreps cb6opku B Jenkins

Build

Execute shell

Command  python3 /home/echou/Chapterld/chapterld 1.pyl

See the list of

Add bulld step ~ |

Advanced...

Puc. 14.7. KoHconbHble komaHgbl B Jenkins
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Jenkins

Jenking chapler1d_sxamplel

4+ Back to Dashboard Proiect chapter1 4_example1

., Status
Chapter 14 Example 1

_T/ Changes

ﬁmmsm

R
=" Racent Changes
| S—]

Permalinks
Build History trend =

find S

-

) BSS for all ) ASS for failures

Puc. 14.8. Victopums c6opok B Jenkins

Jenkdns  + chactend_soamgiel 01

4 Back o Project
@, s Q Console Output

Started by wasr wrknown Or AnonyRoun

Cansale Culpul Running as STSTEM

waraion 18.6(3]M2, RELEASE
It bE (5} 1996-2017 by Cisco Systess. Inc.\r\nCoapiled
Wt S3oasear ioer Ty prod_rel_teasirinirisirinkOs Bootstrap program (s IOSVAT\NATARRL upeime is 17 heurs, 17 minuves\ringystes
feturned Lo BOM by relosd\clnSystes issge file is "flash0i/vice-sdvesterprisekf-s"is\nlast seload resson: Usknon

raassn\ AR\ srlsArinThin product contales Sryptagraghic faaturss and (s schiect to Unltad\rinStates asd local countey laws goveraiss

e o use en yphion.\FiRIngartars, sxportars, dlstribetors and us
. By ueing this preduct youlrinsgres to comply with Le

desal lmvs, rukurn bhis prodest: imeedistely. \rio\cinh semmary of U.4. ines govemn.
tepef ol 1 hRlAFYELTIRIE Yo require furth

L teirinexpartielsce. com.\rielriatisca 98y [revision 1.0} with with 4B4EONK/ITEEEE bytes
Gigablt Etkeraet s 72 bits wlde with parity dimabled.\z\nIS6K bytss of
DOB-volatile cORfiguIALion maBOTY.\F\BINTISIK bylen of ATA System CompasLPLARh U Eyles of KTA © Flash |

(hsad/erical\=\at byvas of NS CompactFlash 3 (Rasd/¥rits)\rinlidiok byess of Mk CompeccFlash 3

cantiguration 1 1882 byesiriniizinl La

tangs Sebug dutetime msec\rinservics timartsps log 4

e LeiatLELn I LEY
¥ ipriizin

WnihEun e polling=isterval GOVE\ADD mei auto-conf iguretriono mei pe

AELRILELR IR R e Ip demain Loskuple\nip demais sese wiel.infois\nip

scnfigurstion ohange st

Puc. 14.9. KoHconbHbii ebieog B Jenkins

B Jenkins taxske mozxuo Hactpouts SMTP-cepsep, 4TOOBI OTIIPABIISITH YBEIOMJIEHHUS
o pesyJabTatax coopku. IIpoiiaure B riasHoe MeHIO Manage Jenkins (YmpasieHue
Jenkins) u Boibepure nyHkr Configure System (Hactpouts cucremy) (puc. 14.11).
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Puc. 14.10. Tpurrep c6opku

& Jenkins @, soarch @  admin |log out

Jenkins  »

= New ltem
& reopie Manage Jenkins

= Build History

ﬁ Manage Jenkins Configure Systam
Gonfigure global settings and paths.
& My Views
. Credentails Configure Global Security
Secunm Jankins; defin who is allowsd 10 acoess/use the system.
B new view
Configure Credentials
Build Queus -

Configure the cradential providers and types
Ha builds in the quous.
Global Tool Configuration

Configure 100ts, their locations and automatic installers.
Build Executor Status -

1 ke

Reload Configuration from Disk
2 e

Ditscaard all the loaded data in maemory and road sverything from file systern. Usaful when you modified config fes dimctly on
disk.

0 X P D&

Puc. 14.11. Hactpoiika cucrems

Hactpoiiku SMTP-cepBepa HaxoznsTcs B HIDKHel yactu ctpanuiipl. [llenkanTe Ha
ceblike Advanced settings (/lomosHUTEIBHBIE HACTPOWKI ), YKAsKUTE HYKHBIE TIapa-

METPBI U yCTaHOBUTE (DJIAKOK JIJIST OTIPABKU MPOOHOTO 3JIEKTPOHHOTO TTUCHMA
(puc. 14.12).

OrrpaBKy yBEeZIOMJICHUI Ha 3JIEKTPOHHYIO TIOYTY MOKHO HACTPOUTDH HA CTPAHUIIE
Post-build Actions ([leiicTBust mocite cbopku) (puc. 14.13).

IMosapasistio! B TOIBKO UTO cO371a71 CBOE TIepBoe 3aianue B Jenkins, XoTs ¢ mpak-
TUYECKO TOUKH 3PEHIST OHO He JIEJIaeT HUYETO TaKOTO, Yer0 HeJTb3st OBLIO OBI ¢/1eIaTh
BPYYHYIO Ha HallleM YIIPaBJIAIOLIEM XOCTE.
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Content Token Referance
E-mall Notification

SMTF server

| smip.gmail com
Default user e-mall sutfie | @gmail.com
@ Use SMTP Authenlication
User Name |_
Password | JO—
Uss S5L ]
SMTF Port | pre
Feply-To Address |
Charset | uTF-8
@ Test configuration by sending test e-mail
Test - mai recipint ]
Test
Puc. 14.12. Hactpoika SMTP
Post-build Actions
i E=mall Notification Exil @
Racpiens | |
T T d list of reciplent add May ref build | like §eARAM. E-mall will be sent when a bulld

fails, becomes unatable or returns to stable.

@ Send e-mall for every unstable bulld

1] Send separale e-mails W individuals who broke the build @

Add post-bulld action -

Puc. 14.13. Ysegomnenus Ha aNeKTPOHHYIO MOYMTY

Ho y Jenkins ecTb HECKOIBKO MTPENMYIIECTB.

® Bo03MOKHOCTD HCIOJIb30BATh Pas/IMYHbIe MeXaHU3MbI ayTeHTHduKarmy Jenkins
Ha OCHOBe 06a3 JaHHBIX, Takue kak LDAP, n1aBast BOSMOKXHOCTD BBIITOJIHATD
Halll CIleHapUil CyIeCTBYIONIMM 10JIb30BaTEISAM.

® Bo03MOKHOCTb OTPAHUYUTD AOCTYII C IOMOIIBIO CUCTEMBI aBTOpU3aluy Jenkins
Ha ocHOBe posieil. Hampumep, ofHUM TOIB30BATEISIM MOKHO Pa3PelIuTh BbI-
IIOJIHATD 3a/laHUA 663 TIpaBa Ha 3allMChb, a APYTUM AaThb IMOJIHbIE a/IMUHUCTPA-
TOPCKWE TPUBUJIET U,

[Ipocroii mocTyt K ciieHapusim dyepes BeG-unrepdeiic Jenkins.

Bo3MokHOCTD NCTI0JIB30BATH CEPBUCHI 3JIEKTPOHHOM TTOUTHI U 5Ky pPHAJINPOBa-
Hus Jenkins [uist MeHTpaIu3aliiy 3alaHuil U TTOJIyYeHUsT YBEIOMIIECHHIA O pe-
3yJibTaTax.
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Jenkins — orsmunstii nactpyment. Kak 1 Python, o umeer cBoto akocucTeMy cTO-
POHHUX TJIATHHOB, PACIIUPSIONINX €r0 BOBMOKHOCTH. MBI PACCMOTPUM €€ B CJIC/Y-
I01IIeM pas/iedie.

Mnarunbl Jenkins

YT06bI IPOUILIIOCTPUPOBATH MIPOLECC YCTAHOBKY ILJIArMHOB, BbIOEPEM ILIaruH I11a-
HUPOBaHWsI COOPKHU. YTIpaBieHne MIarnHaMi OCYIIECTBSIETCST B pas3aese Manage
Jenkins » Manage Plugins (Ynpasienue Jenkins » YnpapieHue mniaruHaMu)
(puc. 14.14).

# Jenkins @ admin

Janking » EMABLE AUTD) BEFRESH
¢ New Hem
& Peopie Manage Jenkins

= Buid History

£ Manage senkins % Configure System

Gontigure global settings and paths,

& vy views
ﬂ. Cragantiale i Configure Global Security
B e [ Sacura Jenkins: defina who is allowad i BCoRSS/USE tha System.
W View
[ Configure Credentials
Build Queus - Condigure the credential providers and types

N buiks in the queus.
o Global Tool Configuration
Bullg E: tor St = % Configure tools, thair lecabions and automatic instabars,
1 e @ Reload Cenfiguration from Disk
2 Wi Eiscar a1 hw lanciedt ciata in ramaey and rdaac averyEing Trom e system. Lisetul whan you midified £onfig fies dimctly on disk.

= Manage Plugins
F1i7] A, remave, cisabieof nate pligins that can sutend the functionalty of Jenins,

Puc. 14.14. Mnaruuel Jenkins

[Tepeiimem Ha Brazky Available ([locTymublie) u Haiinem marus Schedule Build ¢ mo-
Molipio yHKuy moucka (puc. 14.15).

Jasbiire mpocTo HaxkMeM KHOMKY Install without restart (Y cranoBuTs 6e3 iepesarpys-
KW), U Ha CJeyIolleil cTpaHuIe MOKHO Gy/eT HabJ0aTh 32 XOA0M YCTAaHOBKU
(puc. 14.16).

[Tocsie ycTaHOBKM TIOSIBUTCST HOBBIM 3HAUYOK, KOTOPBIN TTOMOJKET CIeJIaTh IJIaHUPO-
BaHwe 33aHuii mporite u ypobuee (puc. 14.17).

O[IHa 13 CUJBbHBIX CTOPOH HOITYJIAPHDBIX IIPOEKTOB C OTKPBITBIM NCXOAHbIM KO/IOM —
BO3MOJKHOCTDb UX PACITUPEHUA. [InarmHb TO3BOISIIOT AJIalITUPOBATDH Jenkins 101
HYKIbI Pa3HbIX KJINCHTOB. B CJIeAYIOIIEM I10/Ipa3/ieJie Mbl IIOTOBOPUM O TOM, KaK
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UHTETPUPOBATH B PabOUMil MPOIIECC CUCTEMY YIIPABJIEHUS BEPCUSIMU U TIPOIELYPY
COTJIACOBAHMS.

4 Back o Dashboard
mr:_ﬂm
% Manage Jenking
dpx Avallable ed  Advanced
Ingtall | Hame Version
prey Hgmad
(m 04
Dymsmicalty schediae Jeritins Skaves on.a Nomad chster
Smarl Jenking
o 10
Tries pigin reguces the electichy consumption by shusteg down i slaves and r-schoduies [obs 10 avod he rush hours of iecricay,
Eitos Fourd Troger
s 18
Schedulos 1 buld whon conain tlas exist
Maginaior
D Naginator |5 o pugin for Hudson that schedues a new buld immedately faliowing a buld tafiure, thereby nagging the project members that the  1-172
buid i faitin;
[ Mayen Bepository Schecifed Clearmg 12
Khotde Buig
e 051
Lachn £apaling 15 sehadula & ki le u (atee Saint in fem
- Smnhoe 1
Partares joby shabéng acti 00 schadly and roges )
~  Extomal Schechior
c 10
Delegate schoduer decisions to extemal agghcation
O lows you o define “weight on each job. and making each jch conseme thal many executors (instead of st ane.) Useful forajo. 141
126 Dy ITSEH, S0 AT HUQSON 2N SCABOUE 005 ACCOMNGY.
inetall without restarnt Download naw and inst i Check no
S it ot i 74

Puc. 14.15. Mowuck nnaruros B Jenkins

Jorking  »  Update Cenler

4% Back to Dashboard

-ﬁ» Manage Jenkins
Proparation

s Manage Pugins + Chacking intemet connectivity
« Checking update center connecthaty
» Sucoess

Installing Plugins/Upgrades

Schocule Buid ) Success

Gio bk 10 1o 100 0390
L4 {you can stan using tha installed plugins right away)

B CIRsstan Jenking when instalation is complata and no jobs are nunning

Puc. 14.16. Yctaroeka nnarmHa B Jenkins

Al o+

Last Success Last Fallure Last Duration

w
z
H
H

(* ] chapler1d_examplel 37 min - £2 NiA 13580 Y]

Puc. 14.17. Pesynstat yctanosku nnaruta B Jenkins
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NMpumep HenpepbIBHOW MHTErPALMUN B KOHTEKCTE
ceTeBbIX TEXHOJIOMMM

B arom paszene Mt naTerpupyeM Hair GitHub-pemosuropuii ¢ cucremoii Jenkins.
ITO MO3BOJIUT UCIIOIb30BaTh MHCTPYMeHThl GitHub a1 aHammsa koga u coBMecTHOI
paboTHL

Cospaaum HoBbI penosutopuii B GitHub. Hasosewm ero chapterl14_example2. Mer
MOKEM KJIOHUPOBATD €T0 JIOKAJIBbHO U 100aBUTh Hy:KHBIE (hailibr. S gobasiio ciieHa-
puii Ansible, koTopbrit KomupyeT B (aiis BbIBOJ KOMaH/IbI show version:

- name: show version
hosts: "ios-devices"
gather_facts: false
connection: local

vars:
cli:
host: "{{ ansible_host }}"
username: "{{ ansible_user }}"
password: "{{ ansible_password }}"

tasks:
- name: show version
ios_command:
commands: show version
provider: "{{ cli }}"

register: output

- name: show output
debug:
var: output.stdout

- name: copy output to file
copy: content="{{ output }}" dest=./output/{{ inventory_hostname }}.txt

Ml yske 3HaeM, Kak BBITOJHATH ciieHapun Ansible. S omyury BeiBoa host_vars
u haiin hosts. Ho camoe BaskHOE 3/1eCh — 9TO TIPOBEPUTH, PAGOTAET JIK CIIEHAPHI Ha
JIOKQJIbHOM KOMITBIOTEPE, MPEKIIE UeM COXPAHUTH ero B pernozuropuu GitHub:

$ ansible-playbook -i hosts chapteri4_playbook.yml

PLAY [show version]
3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k sk >k >k >k 3k 3k 5k sk >k >k 3k 3k 5k ok 3k >k >k 3k 3k 5k 5k 3k >k 3k 3k 3k 5k 5k >k >k >k 3k sk ok ok >k k kkok

TASK [show version]
3k %k ok 3k >k >k 3k 3k ok ok >k >k ok 3k 3k 3k >k >k ok >k 3k 3k ok >k ok >k >k 3k 5k >k >k >k >k %k 5k ok >k >k >k >k %k 5k ok >k >k >k >k %k 5k >k >k >k >k >k %k >k >k *k >k >k k ok

ok: [iosv-1]
ok: [iosv-2]
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TASK [copy output to file]

sk >k 3k 3k sk sk sk sk sk sk ok sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk ok sk sk sk sk ok ok ok sk ok ok ok kok ok

changed: [iosv-1]
changed: [iosv-2]

PLAY RECAP
K KK KKK oK oK oK oK oK oK ok ok o o o K K K KK KK oK oK 3K oK oK oK ok ok ok o o K K K KK K oK ok ok ok ok ok ok ok ok ok o 3 K K KK KKK oK ok oK oK ok ok ok

iosv-1 : ok=3 changed=1 unreachable=0 failed=0
iosv-2 : ok=3 changed=1 unreachable=0 failed=0

Tenepp creHapuii co BCEMU COMYTCTBYOIUMU (haiijlaMu MOKHO BBITPY3UTD B PEITO-
suropuit GitHub (puc. 14.18).

Puc. 14.18. Mpumep penosutopus GitHub ans pemonctpaumm unterpaumm c Jenkins

3aiizem Ha xoct Jenkins, uroOs ycranosuth Git u Ansible:

sudo apt-get install software-properties-common
sudo apt-get update

sudo apt-get install ansible

sudo apt-get install git

B A B

OrmMeuy, YTO HEKOTOPbIEe MHCTPYMEHTBI MOKHO YCTAaHOBUTD Ha cTpanuile Global Tool
Configuration (Kondurypanus riuobaibibix nuHcTpyMenToB) 1 Git — oguH U3 HUX.
OpHako HaM HYKHO ycTaHoBUTH Ansible, mosTomy u Git B 9ToM nprMepe MbI ycTa-
HOBUJIN U3 KOMaH/IHOH cTpoku (puc. 14.19).



Mpumep c Jenkins 491

Puc. 14.19. Kondurypauus rmobanbHbiIX MHCTPYMEHTOB

General Source Code Management Build Triggers Build Environment Build Post-build Actions
Source Code Management
) None
O Git
Repositories [ 2]
Repository URL  httpsuigithub.com/ericchoutichapter14. git @
Credentials echou®@yahoo.com/***** 4+ e=Add -
Advanced...
Add Repository
Branches to build n
Branch Specifier (blank for "any’) | “/master e
Add Branch
Repository browser {Auta) 5 @
Additional Behaviours Add ~
" Bubversion [¢]

Puc. 14.20. YnpaeneHue ncxogHbiM kopom B Jenkins

CosaauM HOBBII IIPOEKT B CBOOOAHOM CTUJIE ¢ Ha3BaHUeM chapterl4_example2.
B xauecTBe nctounmnka Ha BkJaike Source Code Management (YipaBiieHre NCXOHBIM
KonoM) ykaxkeM penosuropuii GitHub (puc. 14.20).
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[Ipesxxe yeM MEPeXOAUTD K CJIEAYIONEMY ATAITY, COXPAHUM IIPOEKT U BBITOJHUM
cbopky. B paszesie Console Output (KoHcobHBIN BBIBO) Hallleit cOOPKU BUIHO, KaK
KJIOHUPYETCST PEMO3UTOPUIL; 3HAUEHNE NHIEKCA TOJKHO COBIAIATh CO 3HAYEHUEM
B GitHub (puc. 14.21).

Jenkins  + chaplorid_samgko2 1 81

4 Back ko Project
Q, St 0 Console Output
= Cranges
_— Started by cser uakscun &F anonyRous
@ console Gutput Fxoning as SYSTEN
) ; ; e
View a3 bt Building in workspace Sear/lib/Jenkina/vorkspace/chapter]d_svaspleld

waing sredantial adEiPesi-NEPd-499)-asle-adcisabiTide
Glening tha ramate Glt repseisary
Cloning aanglad. git
(S Duiare bk 1 > git dnle fear/1ibf jenki Iy -
Pecchlog watreen changss foom b e 2
A R B Data > git --version # imeour=10
waing GIT_ASKPASS to set credantisls
a"ﬂﬁw = git fotoh --tage --p hzs Atduh, iad.git *rels hesds, Farigin/* ¢ timecut=10
> it contiy rescte. omu url huspas/esaun 1w
> git sontly —-ada i . giniv 8
> gir sontig Wo.nriqin.“r‘ n._m Lt de2.0it # timeouk=10
Fetehing upstoeas chasges feom LLt s sohoul/chagtarld
waing GIT_ASKPASS te set eredentl
> gt fasch --tags -~progress -- Niipal Al lad. 34t +Tets/hesds. farigin/* ¢ cimecut=io
> gl ev-parse xels!uloustorlﬂm’nﬂel [T pr———
1 “feommit) #

.sparsechechout # imesurelo
]
X 3 coomin”

First wime bulld. Sxigpisg shangelog.
Finished: SUCCESS

= Exit Buld Infzomation

Puc. 14.21. Ewe oamH B3rnsg Ha koHconbHbIM BbiBog, B Jenkins

Terepb MOKHO 106aBUTH KOMaHy 3airycka cieHapust Ansible B pasgesn Build (C6op-
Ka) (puc. 14.22).

Build
Execute shell B3 [ 2]
Command ansible-playbook -i hosts chapterld playbook.yml
Advanced...
Add bulld step ~

Puc. 14.22. KoHconbHas komaHaa B Jenkins

Ecain cHOBa BBITIOJMHUTB COOPKY, TO B KOHCOJILHOM BBIBOJIE MbI YBUNM, Kak Jenkins
sarpyskaet Koz u3 GitHub u Bemosnnster crienapuii Ansible (puc. 14.23).

Opxno uz npeumyinects uaTerpannu GitHub ¢ Jenkins: BosMOKHOCTD IpocMaTpUBaTh
Bcio mHbopmainio o Git-pero3uTopun Ha ofHON cTpanuiie (puc. 14.24).
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£ Jenkins

denkding . chapierld_moampied =

4 Back 1o Project
Q, suns 0 Console Output
= Changes
- Started by uass unkmews sr ansnyseus
IB console Output Bumming ap SYSTER
X y Buildisg in workspace fvae/Lib/juskine/verkepsce/chapter]d_sxaspled
o &t e bt ualeg credantial add8tes-3Esd-a999-aste-atclantlride

= Eait Bulkt Information
(S Dolote buld w2

4 it Build Data

= o Tags

@ Provious Buld

aeiginss # timscuteld

refa/resaten/origin/origin/aaster (rommit) # tizsoureio

sice de Ted i 1

Commit masseger "
= gt
Terle_sxamplel] 5 /Dinfsh -xe /ump/ienkins5620492106457305588 50
+ aeaible-playbock -L bosts chapteld_playbosk.yel

FLAT [show versica

TASE [show vernica)
oie: [ Lesvel]
fowv-2]

TASE [ahew output]

s [lomwe1] = {
“outpar.sedoutr |

e 108 Softwars, 10Sv Softwars (VIOS-AVENTERFEISERS-H), Versfon 15.6(3)%2, BELEASE SOFTWAME (fe]\nTechnical Sepport:

BhtRal oot com/bechEupRGISARCRYLishE [6] 1994-2317 by Cisco Systems., Ing.\nCompiled Wed 29-Maz-17 14305 by
Prod_Tel_tesminininAcm: Bootstrsp program is 108vininil uptise is 17 hours, 45 minutesinsystem returnsd vo ROm by reload\ndystem imsge
2ile L4 \CElashO:/vica-advantespeisekd-ul"inlast reload seasen: Unknowa sesscain\a\nloThis product centalas cryptegtaphic Lestares and
is subject to United\aStates and local cosntry laws goversing import, export, transier andiooes. Dulivery of Cieco

Puc. 14.23. [JanbHelwee nccnenoBaHmne KoOHconbHoro Beisoaa B Jenkins

; e o Git Build Data

= changes
B console Cutput

= Ean Build Infarmatian

= refsfemctesfariginimaster
Built Branches

. g Build #2 of Rvision

S Delate Build
4 Git Build Data

[ Mo Tags

1 Provious Build

Puc. 14.24. [laHHbie o cbopke B Git

Pesynbrarhl BHIMOJHEHUST COOPKH, TaKIe Kak BIBOJ ciieHapust Ansible, coxpaustior-
cs B marke Workspace (puc. 14.25).

Tenepb MOKHO BBITIOJIHUTD ysKe 3HAKOMBIH HAM ITar ¥ HACTPOUTDH MEPUOANIECKYIO
c6opky. Ecim xoct ¢ Jenkins goctytieH u3BHe, TO MOYKHO BOCTIOIE30BATHCST TLIATHHOM
ot GitHub, uro6s1 nannunposats c60pKy OTIpaBKoil yBemoMienus B Jenkins. 1o
JBYX3TaIHbIl mpoitecc. CHavama HY;KHO BKJIIOYUTH BeO-00paboTunku (webhooks)
B penosuropurt GitHub (puc. 14.26).

Ha BTOpOM 3Tare HY;KHO YCTAHOBUTH TIATHHBI M U TTO3BOJIUTH NCOb30Bath GitHub
B KayecTBe Tpurrepa cOOpKM HaIero mpoekta. Mbl yske ycranoBuin miarui Git,
MOITOMY Jlasiee HYKHO yeTanoBuTh 1tarut GitHub, ecsm o etrie #e 6b11 yetanosien
(puc. 14.27).
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Janking chaplerid_axample2

4% Back to Dashboard

- Workspace of chapter14_example2 on master

= Changes E »
[ Workspace
[ Wipe Out Current Workspace

(2) Build Now
1,17 KB &2 vigw
© Delete Project G
2% Configure 554 B2 view
= 20 B yigw
= Rename 11,00 KB o= yiew
21 8 yigw
Build History 1r6nd =
find .
on Nov 9, 2019, 11:42 AM
RS Now 9, 2018, 11:38 AM

D BSS far il ) BSS lor tailures

Puc. 14.25. Pabouee npoctpanctso Jenkins

Puc. 14.26. Be6-o6pabotumku GitHub
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Updates  Availsble  Installed  Advanced

Enabled Name | Version  Previously installed version  Uninstall
Anache HitpComponents Client 4.6 AP| Plugin 4510
Bundies Apache HtpComponents Client 4.x and allows it to be used by Jenkins plugins. 20
g sals Phugi
230
This plugin allows you 1o store credentials in Jenkins.
Disolay UAL AP1
Provides the DisplayURLProvider mdansion point 1o provide allarnate LIRLS for use in notifications.
Docker Piogling
i21
Buid end use Docker conlainers from pipelines,
Durabie Task Plugin 133
Linrary offering an exansicen point for processes which can un oulsde of Jenkins yel ba monitored,
Git client plugin
. 400
Utity plugin for Git support in Jenking
Gil shugin
This plugin integrates Gil with Jenking,
Gilkiub AP| Plugin 18
Thig plugin provides GitHub AP for ether pluging,
Gtk # Lo i
] Avthentication plugin using GitHub GAuh to provide jon and for 033
GitHub and GRHub Enterprise.
Gilkiub Branch & Pl
. 5 258
Multbranch projects and onganization fokders from GitHub. Maintained by CloudBees, Inc.
Gitkub plugin
This plugin integrates GitHub 1o Jankins,
Gradie Plugin
o e, e L 13  uaisian |
This plugin allows Jenking 1o invoke Gradla build scripts directhy,
sackson 2 AP| Plugin
2100

This plugin exposes the Jackson 2 JSON APIS to other Jenking pluging.

Puc. 14.27. Mnaruusl Git u GitHub gns Jenkins

IToT nuaruH obecriednBaeT AByHanpasaeHHyto uarerpanuto ¢ GitHub u nossoasier
co3iath 06paboTUKK, KOTOPBIH OyeT 0Opalarhest K ak3eMIuisipy Jenkins mpu kaxaoit
BbIrpyske uamMeHenuii B GitHub. McnosbsyeM s10T 06paboTYKK B Ka4eCTBE TPUITE-
pa cbopku Hatero mpoekra (puc. 14.28).

Jorkdns  + chaplartd_sxample?
General Source Code Menagement Bulld Triggers Sulid Enviranmant Build Post-bulld Actions

Build Triggers

" Build after other projects are buill

B GitHub hook trigges bor GITSam pelling

. Poll SCR

Build Environment

~ Dalale workapacs belore busld stars

) U secret text{s) or filefs) (7]
. Abert the buid if it's stuck

T Add timestamps o the Consola Outpat

. Inapoct buiki log for publshed Gracie build scans

T With Ant (7]

Puc. 14.28. Tpurrep Ha ocHose o6pabotunka GitHub
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HNcnosbzosanue pernosutopust GitHub B kKauecTBe MCTOYHMKA OTKPBIBAET TIEPE]] HAMU
COBEPIIEHHO HOBBIE BO3MOKHOCTH, TIO3BOJISTIONTIE Pab0TaTh ¢ MH(MPACTPYKTYPOIT Kak
¢ xonoM. Tenepp a1 o HEKTUBHON COBMECTHOI pabOTBI MbI MOKEM KOIIUPOBATh
PENO3UTOPHUH, TIOCHLIATH 3aITPOCHI HA BHECEHNE M3MEHEHHIA, OTCIIEKUBATD TIPOGIEMbI
1 UCIIOJIb30BATh MHCTPYMEHTBI YIIPABJICHUSA ITPOEKTOM, KOTOPBIE MPEJIOCTABIISAET
GitHub. Korza kox 6yer rotos, Jenkins aBToOMaTHUECKH €10 3arPy3UT U BBITIOJTHUT
OT HAIIeTO UMEHH.

\/‘/' Bbi, HaBepHOE, 3AMETUNM, YTO 51 HE YIOMMHAIO ABTOMATUYECKOE TECTUPOBAHME.
Ota tema 6yget paccmoTpeHa B rmase 15.

Jenkins — 310 MOMHOGYHKIIMOHATIBHAST U IOBOJBHO CIOKHASA cHcTeMa. B aTux 1ByX
[PUMEpPaX MbI JIUIITH KOCHYJIUCH ee BO3MOKHOCTEN. Jenkins mojiep:kuBaet takue mo-
Jie3Hble (QYHKINH, KaK KOHBelepbl, HACTPOITKA OKPY KEeHUsT, KOHBEIEPbI ¢ HECKOJIbKU-
MM BeTBSIMU U T. /I., KOTOPBIE TI03BOJISTIOT CTIPABUTLCS € CAMBIMHU CJIOKHBIMHU TPOEKTA-
MU TI0 aBTOMaru3anuu. Hanerock, ata ryiaBa MOATOJKHET Bac K AaJbHeNIIeMy
uzyuenuio Jenkins.

Jlo cux op Mol paborasu ¢ Jenkins us Be6-unrepdeiica. B cienyiomem pasjeie Bbl
YBUZIUTE, KaK MOKHO B3aNMOJIECTBOBATH C 9TOI cCcTeMOl 13 ciieHapues Ha Python.

Jenkins u Python

Jenkins npenocrasisger nosxouenubii RESTful API: https://wiki.jenkins.io/display/
JENKINS/Remote+access+API. Ectb Takike psajg 06epTok Ha s3bike Python, kotopbre
JeJIaloT B3auMozeiicTre ¢ Jenkins ere npoie. PaccMoTpuM naker python-jenkins:

(venv) $ pip install python-jenkins

MbI MOsKEM IIPOBEPUTH PabOTY 9TOrO IAKeTa B UHTEPAKTUBHOM KOMaHAHON 060/I04Ke:

>>> import jenkins

>>> server = jenkins.Jenkins('http://192.168.2.124:8080",
username='<umMa nonb3oBaTens>', password='<naponb>')

>>> user = server.get_whoami()

>>> version = server.get_version()

>>> print('Hello %s from Jenkins %s' % (user['fullName'], version))
Hello Admin from Jenkins 2.121.2

Ham gocTynHbl pa3imyHbIe aCTIeKThI YIIPABJIECHUS CEPBEPOM, TaKM€e KaK TIITATHHBI:

>>> plugin = server.get_plugins_info()
>>> plugin
[{"active': True, 'backupVersion': None, 'bundled': False, 'deleted': False,
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'dependencies': [{'optional': False, 'shortName': 'workflow-scmstep',
'version': '2.9'}, {'optional': False, 'shortName': 'workflow-step-api',
'version': '2.20'}, {'optional': False, 'shortName': 'credentials',
'version': '2.3.0'}, {'optional': False, 'shortName': 'git-client',
'version': '3.0.0'}, {'optional': False, 'shortName': 'mailer', 'version':
'1.23"}, {'optional': False, 'shortName': 'scm-api',

<onyueHo>

Tax:ke ecTh BO3MOKHOCTD YIIPABJIATH 3aaHusiMu Jenkins:

>>> job = server.get_job_config('chapterl4_examplel')
>>> import pprint
>>> pprint.pprint(job)
("<?xml version='1.1"' encoding='UTF-8'?>\n"
'<project>\n"’
' <actions/>\n'
<description>Chapter 14 Example 1</description>\n'
<keepDependencies>false</keepDependencies>\n'
<properties/>\n"’
<scm class="hudson.scm.NullSCM"/>\n"
<canRoam>true</canRoam>\n"'
' <disabled>false</disabled>\n"'
<onyueHo>

ITaxer python-jenkins 1mo3BoJIsIET B3aMOIEHCTBOBATH ¢ Jenkins U3 MporpaMMHOTO
Koja. B ciemyiotnieM paszesne Mbl 06CYIUM BHEIPEHIE HETIPEPBIBHOI WHTETPAIN
u Jenkins B pabounii mpoiecce ceTeBoro MHxKeHepa.

HenpepbiBHOA MHTErPALUMS B KOHTEKCTE
QLMMHUCTPUPOBAHUS CETH

HempepoiBHast UHTETPANMST yike TABHO MPUMEHSIETCST B pa3paboTKe MPOrPaMMHOTO
obecrieyeHust, HO B MUPE CETEBBIX TEXHOTOTUH 9TO OTHOCUTEILHO HOBOE SIBJICHUE.
Crout Ipu3sHaTh, YTO MbI 3/IeCh HEMHOTO OTcTaeM. Mbl Bce ellfe TbITaeMCs TIOHATD,
Kak n30aBUThCS OT WHTEP(eiica KOMAHIHOM CTPOKH ITPU aJIMUHUCTPUPOBAHNHT HATITHX
YCTPOICTB, TIOITOMY HaM, OYEBU/IHO, OYET HEMTPOCTO 0OPAIAThCS ¢ HAIIEH CEeThIO
KaK C KOJIOM.

CyliecTByeT MHOTO IIPUMEPOB IIpUMeHeHus Jenkins g aBToMaTH3aluu ceTeil.
Omun 13 Hux ObLT 1IpecTaBeH Ha kKondepennnn AnsibleFest 2017 Network Track
Tumom Deiiesepom u Illma Croaptom: https://www.ansible.com/ansible-for-
networks-beyond-static-config-templates. Ete ognum nogenuics Kapsoc Bucenre
n3 Dyn na koudepenninu NANOG 63: https://archive.nanog.org/sites/default/files/
monday_general_autobuild_vicente_63.28.pdf.
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HempepsIBHAs MHTETpAINsI, HAaBEPHOE, He caMasi IIPOCTast TeMa /ISl CeTeBOTO MH Ke-
Hepa, KOTOPBINA TOJBKO HAYMHAET U3Y4YaTh ITPOrPAMMHUPOBAaHNE U TPOTPAMMHbBIE
MHCTPYMEHTBI, HO, 110 MOEMY MHEHHIO, CETO/IHI CTOUT ee U3yYNUTb U NCIO0JIb30BATh
B IIPOMBITIIJICHHBIX YCA0BUAX. [laske MUHUMAJIBLHBIH OIBIT €€ TPUMEHEHUS ACT TOJI-
YOK K TIOMCKY HOBBIX METO/IOB aBTOMATH3AINN, KOTOPbIE, BHE BCSIKUX COMHEHUH,
MOCIIOCOOCTBYIOT PA3BUTHIO HAIIEH MHIYCTPUH.

Pesiome

B 21011 raBe BbI TO3HAKOMUJIKCH C TPpAaAUIIMOHHBIM ITPOIIECCOM YyIIpaBJI€EHUA N3ME-
HEHUAMU U Y3HAJIU, TTOYEMY OH HE OUY€HDb XOPOUIO MOAXOAUT Jisd COBPEMEHHDBIX
CTPEMUTEJIbBHO MEHATOMINXCA opraHnsauHﬁ. CeTtb JI0JIKHA pa3BUBATbCA BMECTE C Op-
raHusaiei u OBITh I’I/I6KOIL/'I, 4TOOBL 6b1(:Tpee 1 HaZeKHee a/laliI TUPOBATbCA K U3Me-
HEHUAM.

Bbl u3y4min KOHIENUIO HeIPEePhIBHOI MHTErpaluu 1 IIO3HAKOMUIIUCH ¢ Jenkins.
Jenkins — a0 MosTHO(YHKITMOHAIbHAS, PACIIUPsieMast CUCTEMA HEMTPEPhIBHOW HHTE-
TpaIui, KOTOPast MMPOKO UCIOIB3YETCS B pa3paboTKe TTPOTPAMMHOTO 06€CTICYEeHISI.
C ee MOMONIBIO MBI OPTraHU30BAJIM PETYJISIPHOE BBITIOJIHEHNE HAIIETO ClieHapus Ha
Python u oTipaBKy yBeIOMIEHIH Ha 2TEKTPOHHYIO TIOUYTY. BBI TakKe yBUmE N, KAk
MOJKHO PACIITUPSTH BO3MOKHOCTH Jenkins ¢ TIOMOIIBIO MITaTHHOB.

Bol y3Hasn, kak uHTerpupoBath Jenkins ¢ penosuropuem GitHub u nauIurposatsb
c60pKy TIpH TIpoBepKe Kojia. HTerparyst o3BoJIsIeT HCOAb30BaTh CPEACTBA CO-
BMeCTHOI paboTsl, goctynabie B GitHub.

B raase 15 peusb noiizer o pazpaboTke yepes TeCTUPOBAHUE € UCTIOJIH30BAHUEM
Python.
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TDD pgns ceten

B npeapiaymux riaBax Mbl IpUMeHIH Python s BsauMoneiicTBys ¢ ceTeBbIMU
yCTpOCTBaMK, MOHUTOPHUHTA 1 obecriedennst 6€30MacHOCTH CETH, aBTOMATU3AIINH
IIPOTIECCOB U COEIMHEHHST IOKAIbHO Pa3MEIeHHbBIX ceTell ¢ myOInYHbIMU 00JTauHbI-
MU TpoBaiijiepaMu. Mbl IPOILIN JIJIUHHBIN [TyTh OT A/IMUHUCTPUPOBAHUS CETU UC-
KJIIOYMTETBHO B OKHE TepMuHasa ¢ ucnosb3oBannem CLI. Co3naHubie HaMU cepBH-
bl paboOTAIOT BMECTE KaK XOPOIIO OTJIaKEHHBII MEXaHU3M U 00pasyioT CTPOHYIO
ABTOMATU3UPOBAHHYIO IIPOrpaMMUpyeMyto ceTb. OTHAKO CeTH HUKOT/Ia He CTOST Ha
MeCTe; OHU MOCTOSTHHO MEHSTIOTCSI, aIalITUPysich K GusHec-TpeboBanusiM. Uto, ecau
CO3/[aHHbIE HAMU CEPBHCHI PabOTAIOT He oNTUMaIbHO? Kak BbI yike BUIeIU HA TIPH-
MeEpe€ MOHUTOpUHTIAa U CUCTEM YIIPpaBJIEHUA UCXO/JHBIM KOJAOM, Mbl aKTUBHO UIIIEM
BO3MOJKHBIE TIPOOJIEMBIL.

B 5T0ii raBe MBI pacIIupyUM UAEI0 aKTUBHOTO OOHAPYKEHUsI 3a CYET paspabomKu
uepes mecmuposanue (Test-Driven Development, TDD).

ITa rjlaBa OXBaThIBAeT cJieAytonie TeMbI:

00630p pa3paboTKU Yyepes TECTHPOBAHUE;
TOIIOJIOTHIO KaK KOJI;

HaIlMcaHe TeCTOB IS CEeTel;
UHTETpaIio pytest ¢ Jenkins;

pyATS u Genie.

Haunem ¢ o630pa merogos TDD, a 3atem o6cyquM UX IIpUMeHeHe B KOHTEKCTe
ceteil. MbI Takske pacCMOTPUM ITPUMEPBI UcTosib3oBaust Python B coueranuu ¢ TDD
U nepeiizieM OT y3KOCHeUalIn3POBAHHBIX K 00II[eCETEBBIM TECTAM.
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O630p pa3paboTku yepes TeCTUPOBAHKUE

Nnea TDD cymectsyer y:xe faBHo. JIugepoM aToro ABMKeHnd (2 TaKyKe MeTO0J10-
run THOKOI paspaboTKI) 0OBIYHO HA3BIBAIOT AMEPHKAHCKOTO paspaborurka Kenra
Beka. Corsacuo Meroosoruu rubKoii pa3paboTku UK pazpaboTk «cOopka —
TECTUPOBAHNE — PA3BEPTHIBAHNES OJLKEH OBITH OUeHb KOPOTKUM; BCE TPeOOBAHTIS
K IpOrpaMMHOMY obecriedeHinio 0(OPMIISIIOTCST B BUJIE TECTOB, KOTOPBIE 0OBIYHO
CO3/IAI0TCS JI0 Hanucanus Koja. Koy mpuHuMaeTcs, TOJIbKO €CJIi OH YCIENTHO MPO-
XOJIUT BCE TECTHI.

AHaJIOTUYHBIN TPUHITUIT MOXKHO IPUMEHUTH K CETeBBIM TexHosorugam. Hanpumep,
MIPUCTYTIAst K MIPOEKTHPOBAHUIO COBPEMEHHOI CETH, MbI pasOMBaeM MPOIECC Ha TIarH,
HaYUHAEM C OOIIUX APXUTEKTYPHBIX TPeOOBAHMIT U 3aKAHYMBAEM CETEBBIMHU TECTAMH.

1. Omnucanne obux TpebGOBAHUN K HOBOU ceTH. 3aueM HYKHO MTPOEKTUPOBATH
HOBYIO CeTh WJIM KaKoi-To ee yuyactok? Hampumep, [/ HOBOTO CepBEPHOTO
060pyI0BaHUs1, HOBOTO XPaHUJIMIIA JAHHBIX UM HOBOI MUKPOCEPBUCHOMN ap-
XUTEKTYPBL.

2. Pas6usaem TpeboBaHuist Ha 6osiee MeTKUe U KOHKPETHBIE. DTO, K IPUMEDY, MOKET
ObITH aHAIN3 TIAT(HOPMBI HOBOTO KOMMYTATOPA, TECTHPOBAHKE MOTEHI[HAIHHO
6osiee ahheKTUBHOTO IPOTOKOJIA MAPIIPYTU3AIIUH UJIN CO3/aHNEe HOBOMU TOIIO-
Joruu (HarmpuMep, yToJieHHoe gepeso). Kaxkioe takoe TpeboBaHe MOKHO
OTHECTH K OJ[HOI U3 JIBYX KaTErOPHil: 00s3amevible 1 00NOIHUMELbHbLE.

3. MBbl ouepurBaeM TJIaH TECTUPOBAHUS U TIPUMEPSIEM €T0 K TOTEHIIHAIbHBIM pPe-
MICHUSM.

4. Ilnan TECTUPOBaHUA BBITIOJIHAECTCA B 06paTHOM TTopAAKe; Mbl HAUMHAEM C TIPO-
BEPKU BO3MO>KHOCT€IL/.I, a 3aTeM BHEAPAEM X B O6H_lyIO ToroJioruio. B 3aBepliie-
HUE MBI ITbITAEMCA BBIITOJIHUTD Halll TECT B YCJOBUAX, MAKCUMAJIbHO HpI/I6JII/I-
JKEHHBIX K peaJTbHbIM.

Cawmu TOTO He 0CO3HABAs, MBI YK€ MOTJIN IIPUMEHSTh HEKOTOPBIE aCIeKTHl METOI0-
goruu TDD B TpagUIIMOHHOM TIPOIIeCCe TTPOEKTUPOBAHUS ceTeil. DTo ObLIO OXHUM
13 MOUX OTKPBITU, K KOTOPBIM I TIpuiliesi, udydas npuauunsl TDD. Mbl yike, 110
CYTH, IPUMEHSIEM 9TH METOIMKH (€3 (OPMaTbHOTO 3HAKOMCTBA C HUMU.

[Tocrenenno peanusys 4yacTu ceTH B BU/Ie KOJIa, MbI MOJKeM UCToib30BaTh TDD erre
aKkTuBHee. EcJiu Bara ceTeBasi TOMOJIOTHS OMUCAHA B MEPAPXUIeCKoM (popmare, TaKOM
kak XML wnn JSON, Kax/Iblil ee KOMIIOHEHT MOKeT ObITh KOPPEKTHO pasMelleH
1 BBIPAXKEH C TIOMOIIIBIO KEJIAEMOT0 COCTOSTHUS, KOTOPOE MHOT/Ia HAa3bIBAIOT «UCTOY-
HUKOM UCTHHBI». TakuM 00pasoM, MbI MOKEM [UCATh TECTbI, KOTOPbBIE IPOBEPIOT,
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HACKOJIbKO IIPOMBIIIJIEHHOE OKPY KeHue OTKJIOHAEeTCs OT 3Toro cocrosuus. Hanpumep,
€CJTM COTITACHO JKEJTAEMOMY COCTOSTHHIO Y HAC TOJIKHA OBITD TIOTHAST CETKA COCETHIX
iBGP-y3110B, MbI Bceria MOKeM HaIUCATh TECT, KOTOPBIi IIPOBepsIeT, CKOJIbKO TAKUX
V3JI0B €CTh y HalllUX ITPOMBIIIJIEHHBIX YCTPONCTB.

B o6miem ciayuae npouece TDD Brouaer cireayiolue Iar.

Hamucatsb tect, onpeiesisiionuii Hy>KHBIN Pe3yJibTar.

3aIlyCTUTh BCE TECThI U IIOCMOTPETh, BBIIIOJIHAETCS JIK HOBbIIT TeCcT 6e3 omunboK.
Hanwucats ko

CHoBa BBITIOJIHUTH TECT.

Brectn H€O6XOI[I/IMI)I€ nsMeHnenusd, €CJn TeCT BbIIIOJIHAETCA C omuOKaMu.

ARSI

[ToBTOPUT®.

Bl camu perniaete, HACKOJIBKO TOYHO CJIe[0BaTh peKoMeHaausaM. JInano g npeio-
YUTAI0 OTHOCUTHCS K ATUM PEKOMEH/IAINAM KaK K TIeJIsIM, K KOTOPBIM HY>KHO CTpe-
MUTBCS, ¥ He BOCHPUHMMaI0 ux OykBaabHo. Hanpumep, npouecc TDD TpebGyer
CHayaJja IM1CcaTh TECThI, & TOJBKO TOTOM Y3Ke KO/l (MJIM B HAIllEM CJIydae KOMIOHEHTBI
cern). Ho JIMUHO 51 IPEATIOUHTAIO [IE€PE]l HATMCAHUEM TECTOB OCMOTPETH PabOuyto
BEPCUIO CETU MJIN KOZIA. ITO IIPUJaeT MHE JONOJHUTEIBHYIO YBEPEHHOCTD, I09TOMY,
eca Obl KTO-TO oleHuBas Mol moaxon K TDD, g Gbl HOIyYnI JKUPHYIO €IIMHUILY.
Ettte st 1106110 TIEPEKIIOUATHCS MEK/Y PA3HBIME YPOBHSIMU T€CTUPOBAHUS; HHOT/IA
s TECTUPYIO HEOOMBINOH yIaCTOK CETH, a HHOT/A TIPOBOKY CKBO3HOE TECTHPOBAHUE
CUCTEMHOTO YPOBHS, TPOBEPSIA JOCTURKUMOCTD Y3JI0B WU TPACCUPOBKY MapIIpyTa.

[To Moemy MHEHMIO, HE CYIIECTBYET YHUBEPCAIbHOTO 1I0/IX0/1a K TeCTUPOBaHUIO. Bee
3aBUCHT OT JIMYHBIX MPEANOYTEHNI 1 MaciITaboB IpoekTa. U 3TOT B3MJIsI/ pasierisi-
10T GOJIBIIMHCTBO WHKEHEPOB, ¢ KOTOPBIMU MHE TIPUXOUIOCH paboTarh. Beerma
caelyeT moMHUTE 0 6a30BbIX TpuHIMTax TDD, uto6bl y Hac 6B pabounii mian
JENCTBUI, HO HUKTO HE CMOJKET OIEHUTD Balll CTUJIb PEIEHUsT TTPOOJIEM JIyUIIle, YeM
BBI CaMH.

ITpesxae yem yrayoastbes 8 TDD, pacemoTpum 6a30BYIO TEPMUHOJIOTUIO.

PasHbie BupbI TectoB
PaccmoTtpum ocnoBable ToHATHS TDD.

® Monayabhsiii Tect. [IpoBepsier HeOOIIBINOI yU4aCTOK KOJIa — OTAEJbHY0 (DyHK-
ILIUIO UJIY KJIACC.
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® MU urerpauuonnsiii rect. IIpoBepser HECKOJIbKO KOMIIOHEHTOB KOAOBOI Gasbi;
pasHble YUaCTKH Koja COOMPAIOTCST BMECTE 1 IIPOBEPSIOTCS KaK €IANHOE IEJI0E.
ITOT TECT MOKET IIPOBEPSATH OMH MU HECKOJIbKO MoxyJieil Python.

® Cucremuslii Tect. [IpoBepsier cucTeMy OT HaYasa U 10 KOHI@A. ITOT TECT pa-
GoTaeT Ha ypoOBHE, MAKCUMAIBHO TIPHOIMKEHHOM K TOMY, 9TO OYIeT BUAETH
KOHEYHbIH [0JIb30BATEb.

DyHrnuoHaMBHBIN TecT. [IpoBepsieT oTneTpHYI0 DYHKITHIO.

Oxsar Tecramu. [loz 9TUM TepMUHOM TIOIpa3yMeBaeTcs IMOJHOTA OXBaTa
MPUKJIAHOTO KOJIa TECTAMU. B POJTH O1IeHKY 0OBITHO BBICTYTTAET 00bEM KO/Ia,
3aTPOHYTBIH TECTUPOBAHUEM.

® Cpena rectupoBanusi. OUKCHPOBAHHAS CPe/la, B PAMKAX KOTOPOIT BBITIOJIHSI-
forcst recthbl. Cpejia TECTUPOBAHUS HYKHA JIJIsT TOTO, YTOOBI CO3/IaTh MIPEICKa-
3yeMoe 1 HeM3MeHHOe OKPY:KeHWe, B KOTOPOM MHOTOKPATHOE BBITTOJTHEHNE
TeCcTa IaeT OJIHU U Te JKe Pe3yJIbTaThl.

® IloaroroBka u ouncrtka. Bce IpeABapuTEJbHbIE IITar'r BBIITOJTHAIOTCS B paMKaXx
TIOATOTOBKH, 4 UX PE3YyJbTATbl YIAJIAIOTCA IIPU OYNCTKE.

It TEPMHWHBI MOTYT ITOKAa3aTbCs CJAUIIKOM TECHO CBA3aHHbIMU C pa3pa60TKoﬁ HO,
1 HEKOTOPbIE U3 HUX MOTYT HE UMETb HUKAKOTO OTHOMIEHMA K CETEBBIM TEXHOJIOTUAM.
IIOMHI/ITE7 YTO OHU OIMUCHIBAIOT OIIPEACTICHHYIO KOHIECIIUIO NJIN 3Tall. Mbur 6yZIEM
HCIIOJIb30BATh UX B OCTABIIENCS YaCTH 3TOM IJIaBbl. 3HAUEHUE DTUX ITOHSITUI 1po-
SCHUTCA [JIA BaC 110 ME€pe X NPUMEHEHNA B KOHTEKCTE CETEBDIX TEXHOJIOTH. I/ITHK,
HavHEeM OTHOCUTBLCS K TOIIOJIOTUH HAIEeH CeTH Kak K KOMY.

Tononorms kak kon

Korma peup 3aX01uT O TIPeICTaBICHIH TOMOJOTHHU B BHU/E KOJA, MHXKEHEP MOKeT
BMEIIIAThCS B PA3TOBOP U 3as1BUTH: «CeThb CIIUIIKOM CJIOXKHAS, €€ HEBO3MOYKHO CBECTH
K koxy!» Takoe ciydanoch Ha cOOpaHUsIX, B KOTOPbIX 51 yuacTBoBas. C 0J[HOIT cTO-
POHBI, y Hac OBLIN Pa3pabOTIUKU TPOTPAMMHOTO 00ECTIEUEH IsI, KOTOPBIE XOTEIH
BOTJIOTUTHh MH(PPACTPYKTYPY B KOJIE, a C IPYTOil — CeTeBble UHIKEHEPHI, KOTOPbIE
YTBEPKAAJIU, YTO 9TO HEBO3MOXKHO. Ho TIpeskiie, 4eM CTAaHOBUTHCS Ha CTOPOHY T10-
CJIEJTHUX U BBIPAKATH CBOE HETOIOBAHUE, TOMPOGYHTE MOCMOTPETD Ha BN OOBEK-
TUBHO. BO3MO3KHO, BaM Oy/IeT Jierde, eciii s CKaKy, 4TO B 9TOIl KHUTE MBI YK€ HC-
MOJIB30BAJIN KO/ JIJIST ONTACAHUS TOTIOJIOTHN.

Ecuu B3s1Th 71106011 (haiin ¢ Tonosorueit VIRL, ¢ KOTOPBIM MBI y3Ke UMETH JI€JI0, OH
npezctasseT cob6oit 00buHbIil X M L-I0KyMEeHT, OMUCHIBAIOIIII OTHOIIEHUS MEKLY
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yanamu. Hampumep, B 9T0H TJ1aBe Hatiia 1abopatopust GyIeT UMeTh TaKYI0 TOMOJIOTHIO
(puc. 15.1).

host1 host?2

iosv-1

nx-osv-1
192.168.0.3 192.168.0.1

Puc. 15.1. lpad Tononorum Haweit nabopatopmu

Ecau oTkpeITh dhatis Tonosornu, chapterl5_topology.virl, B TEKCTOBOM PEIaKTO-
pe, Mbl YBUIUM, 4TO OH UMeeT (hopmaT XML u onuceiBaeT OTHOIIEHUST MEXK/LY y3J1a-
mu. Ha BepxHeM (KOPHEBOM) ypOBHE HaXOUTCS y3es <topology> C I0YEPHUMH
y3samu <node>. Kaxx/blil J0uepHUIT y3€J COCTOUT U3 PA3JIUYHBIX PACIIUPEHUN
U 3aTUCe:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<topology xmlns="http://www.cisco.com/VIRL" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance” schemaVersion="0.95"
xsi:schemaLocation="http://www.cisco.com/VIRL https://raw.github.com/
CiscoVIRL/schema/v@.95/virl.xsd">

<extensions>

<entry key="management_network" type="String">flat</entry>
</extensions>

JlouepHuii y3es uMeeT Takue aTpuOyThl, Kak name, type u location. Mbl Takske yBu-
MM KOH(PUTYPAIMIO Ka’K/0TO y3Ja B TEKCTOBOM 3HAUEHWU 3JIeMeHTa <entry
key="config">:

<node name="iosv-1" type="SIMPLE" subtype="IOSv" location="182,162"
ipv4="192.168.0.3">

<extensions>

<entry key="static_ip" type="String">172.16.1.20</entry>

<entry key="config" type="string">
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! I0S Config generated on 2018-07-24 00:23
! by autonetkit_0.24.0

!

hostname iosv-1

boot-start-marker

boot-end-marker

!

</node>

<node name="nx-osv-1" type="SIMPLE" subtype="NX-OSv"

location="281,161" ipv4="192.168.0.1">

<extensions>

<entry key="static_ip" type="String">172.16.1.21</entry>
<entry key="config" type="string">! NX-OSv Config generated on

2018-07-24 00:23

! by autonetkit_0.24.0

!

version 6.2(1)

license grace-period

!

hostname nx-osv-1

[ake eciu yses sABJSIeTCS XOCTOM, OH TOXe TpencTaBieH B Bune XML-anementa
B TOM ke (aiiie:

<node name="host2" type="SIMPLE" subtype="server" location="347,66">
<extensions>

<entry key="static_ip" type="String">172.16.1.23</entry>
<entry key="config" type="string">#cloud-config

bootcmd:

In -s -t /etc/rc.d /etc/rc.local

hostname: host2

manage_etc_hosts: true

runcmd:

start ttySeo

systemctl start getty@ttySe.service

systemctl start rc-local

<annotations/>

<connection dst="/virl:topology/virl:node[1]/virl:interface[1]" src="/

virl:topology/virl:node[3]/virl:interface[1]"/>

<connection dst="/virl:topology/virl:node[2]/virl:interface[1]" src="/

virl:topology/virl:node[1]/virl:interface[2]"/>

<connection dst="/virl:topology/virl:node[4]/virl:interface[1]" src="/

virl:topology/virl:node[2]/virl:interface[2]"/>

</topology>

Boipaskast ceTeBble KOMITIOHEHTBI B BUZIE KO, MBI MOKEM 00bSBUTH 9TOT KO/ MCTOY-
HIKOM MCTUHBI JI Haliell ceTr. Mbl MOKeM HallucaTh TeCThI, KOTOpbie OYAyT cpaB-
HUBATh HATITy TPOMBITIIIEHHYTO CETh C ee OlncaHueM. B kauecTBe OCHOBBI JIJIST 9TOTO
omrcanus Bo3bMeM (haiisi TOIOJIOTUH.
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C nmomorpio Python Moo n3Bieds seMeHTs 13 (haiisa TOmoIoruu u mpeobpaso-
BaTh MX B TUIIBI JIAHHBIX ATOTO SI3BIKA JIJIsI lasibHedieil paboTsl ¢ Humu. B (aiiie
chapter15_1_xml.py ucrosbsyercs o0beKT ElementTree, KOTOPHIii pasbupaer (aiin
TOTIONIOTHY virl u (hOpMUPYET cJI0Baphb ¢ MHMOPMAIIUEN 0 HAITUX YCTPOHCTBAX:

#1/usr/env/bin python3

import xml.etree.ElementTree as ET
import pprint

with open('chapterl5_topology.virl', 'rt') as f:
tree = ET.parse(f)

devices = {}

for node in tree.findall('./{http://www.cisco.com/VIRL}node"):
name = node.attrib.get('name")
devices[name] = {}
for attr_name, attr_value in sorted(node.attrib.items()):
devices[name][attr_name] = attr_value

# [lonoNHUTEeNbHbIE aTpUOBYThI
devices['iosv-1']['0os'] = "'15.6(3)M2’
devices['nx-osv-1'J['os"] = '7.3(0)D1(1)"
devices['hostl']['os'] = '16.04'
devices['host2']['os'] = '16.04"'

pprint.pprint(devices)

B pesysbraTte mosyuuTes coBaph si3bika Python ¢ ycrpoiicTBamMu, COOTBETCTBY-
IONUMU HatieMy (haiiyly TOMOJIOTUH.

JloGaBUM B 3TOT CJIOBApPh 3JIEMEHTHL

(venv) $ python chapterl5_1 xml.py
{'hostl': {'location': '117,58"',

'name': 'hostl',
‘os': '16.04",
'subtype’': 'server',

"type': 'SIMPLE'},
"host2': {'location': '347,66',

‘name': 'host2',
‘os': '16.04",
'subtype': 'server',

"type': 'SIMPLE'},
"iosv-1': {'ipv4': '192.168.0.3"',
'location': '182,162°',
‘name': 'iosv-1',
'os': '15.6(3)M2',
'subtype': 'IOSvV',
"type': 'SIMPLE'},
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'nx-osv-1': {'ipv4': '192.168.0.1",
‘location': '281,161"',
‘name': 'nx-osv-1',
‘os': '7.3(0)D1(1)',
'subtype': 'NX-0OSv',
"type': 'SIMPLE'}}

[17151 cpaBHEHUS 9TOTO «MCTOYHNKA MCTUHBI» C YCTPOHCTBAMU, PAa3BEPHYTHIMHU B TIPO-
MBIIIJIEHHO cpejie, BOCTIOIBb3YeMCs CIIeHapheM U3 TJIaBbl 3, cisco_nxapi_2.py, KO-
topseiit uzBsekaer Bepcuio [1O ycrpoiictBa NX-OSv. 3atem cpaBHUM 3HauYeHMe,
MoJIygeHHoe 13 Hailero ¢aiijia Tornosoruu, ¢ nahopmaimeil usz ycrpoicrsa. [lozxe
MOKHO GyJIeT MCIOIb30BaTh BCTPOEHHLIH B Python Momy b unittest, 4ro6bl Ha-
MUCATh TECTBL.

\ ",r Mogynb unittest paccMoTpuM 4yTh MO3Xe, HO MPM XKENAHUU Bbl MOXETE elue
\/ BEPHYTbCS K STOMY NpHUMepy.

Bor kop ¢ unittest B (aiisie chapterl5_2_validation.py, KOTOpPbIil HAC UHTEPE-
Cyer:

import unittest

<onyueHo>

# TecT Ha ocHoBe unittest

class TestNXOSVersion(unittest.TestCase):

def test_version(self):
self.assertEqual(nxos_version, devices['nx-osv-1']['os'])

if __name__ == '__main__"':
unittest.main()

Ecmm 3allyCTUTDb 9TOT TECT, OH YCIICIIIHO 3aBEPHINTCS, ITOCKOJIBKY BEPCHUA 11O B Ipo-
MBbIIIJIEHHOM cpe/ie CoBIIaJlaeT C TOI'/JI, KOTOPYIO MbI OKUTaJIN:

(venv) $ python chapterl5_2_validation.py

Ran 1 test in 0.000s

OK

Ecim CITEIMAJIbHO ITOMEHATD OKHU/IaEMYIO BEPCUIO NX-OSV, ‘{TO6I)I TECT BbIITOJITHNJI-
CHC(HHH6KOﬁ,MnyBHﬂM}lCﬂeﬂyKnHHﬁJMMBOH:
(venv) $ python chapterl5_3 test fail.py
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Traceback (most recent call last):
File "chapterl5_3_test_fail.py", line 50, in test_version
self.assertEqual(nxos_version, devices['nx-osv-1']['os'])
AssertionError: '7.3(0)D1(1)' != '7.4(0)D1(1)"
7.3(0)D1(1)
N

AV VAN

7.4(8)D1(1)

Ran 1 test in 0.001s

FAILED (failures=1)

Bt BumTe, TECT BEPHYJI OTPUIIATEIBHBIN Pe3yJIbTaT; IPUYMHA IIPOBAJia — HECOBIIA-
JleHue JIBYX BepCUil. ITOT TPUMeP TTOKa3bIBAET, UTO MO/LYJIh unittest OTIIMYHO MO/I-
XOZAUT /s IIPOBEPKU UMeEIOLIelicss KoI0BOil 6asbl Ha COOTBETCTBUE OKIIAEMOMY
pesyibrary. [T03HAKOMUMCSI ¢ 3TUM MOJLyJIeM IOk,

Mogynb unittest

CrangaprHas 6ubimoreka Python Britouaer B cebGst MOyJib unittest, KOTOPBIiA
3aHMMAETCS TPOBEPKOI PE3yIbTATOB BBITIOJHEHUS TECTOB, CPABHUBAS /[BA 3HAYCHIS,
4TOOBI ONIPEJIESTUTH YCTIEX UM HeyJlady TecTa. B mpesiyieM npuMepe Mbl BUJIEH,
Kak MeToJ assertEqual() cpaBHUBAET Ba 3HAYECHMS U BO3BpanaeT aubo True, 1n6o
False. AHAJIOTMYHOE IPUMEHEHUE MOJLYJISt unittest IPOAEMOHCTPUPOBAHO B CIICHA-
puu chapterl5_4 unittest.py:

#1/usr/bin/env python3
import unittest

class SimpleTest(unittest.TestCase):
def test(self):
one = 'a’

two = 'a
self.assertEqual(one, two)

ITpu ucIoIb30BaHNH U3 KOMAHIHON CTPOKU MOJIYJIb unittest crmocobeH aBTOMAaTH-

yecKU 0OHaPY/KUBAaTh TECTHI B CLIEHAPHU:

(venv) $ python -m unittest chapterl5_4_unittest.py

Ran 1 test in 0.000s
OK
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[ToMuMoO cpaBHeHUS IBYX 3HAUEHUI, MOJKHO ITPOBEPUTH, PABHO JIN 0;KUIaeMO€e 3Ha-
yeHue True Win False. MOXKHO TakyKe CTEHEPUPOBATh CBOE COOOIIEHIE Ha CIIydail
Heycrexa TecTa:

#1/usr/bin/env python3
# Mpumepbl n3 https://pymotw.com/3/unittest/index.html#module-unittest

import unittest

class Output(unittest.TestCase):
def testPass(self):
return

def testFail(self):
self.assertFalse(True, 'this is a failed message')

def testError(self):
raise RuntimeError('Test error!')

def testAssesrtTrue(self):
self.assertTrue(True)

def testAssertFalse(self):
self.assertFalse(False)

YT06bI 110Iy4nuTh O0JIee MOAPOOHBIN BHIBOI, KCIIOAb3YIITE ITapaMeTp -V:

(venv) $ python -m unittest -v chapterl5_5 more_unittest.py
testAssertFalse (chapterl5 5 more_unittest.Output) ... ok
testAssesrtTrue (chapterl5_ 5 more_unittest.Output) ... ok
testError (chapterl5_5 more_unittest.Output) ... ERROR
testFail (chapterl5_5 more_unittest.Output) ... FAIL
testPass (chapterl5_5 more_unittest.Output) ... ok

Traceback (most recent call last):
File "/home/echou/Mastering_Python_Networking third_edition/Chapteril5/
chapterl5_5 _more_unittest.py"”, line 14, in testError
raise RuntimeError('Test error!')
RuntimeError: Test error!

Traceback (most recent call last):
File "/home/echou/Mastering_Python_Networking third_edition/Chapteril5/
chapterl5_5_more_unittest.py", line 11, in testFail
self.assertFalse(True, 'this is a failed message')
AssertionError: True is not false : this is a failed message
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Ran 5 tests in 0.001s

FAILED (failures=1, errors=1)

Hauunas ¢ Bepcuu Python 3.3, B Mozysib unittest Britouera Gubsinorexa mock st
cosanus GUKTUBHBIX 00bekTOB (https://docs.python.org/3/library/unittest. mock.html).
ITOT OUEHD MOJIE3HBIN MOJIYJIb MOKHO MCIIOIb30BATD 7151 BBITIOJHEHUS (PUKTUBHBIX
API-BbI30BOB K yaieHHOMY pecypcy. Harpumep, Mbl y2Ke BUEH, KaK ¢ TOMOIIBIO
NX-API moxuo monyunts Homep Bepcnrt NX-OS. o, ecsin y Hac HET 0/ PyKO
yerpoiictBa ¢ NX-OS, HO MBI Bce paBHO XOTUM BBITIOJTHUTH Hatl Tect? /s aToro
MOKHO CO3/1aTh (PUKTUBHBII OGBEKT ¢ TTOMOIIBIO MOAYJIST unittest.

B daiisne chapter15_5_more_unittest_mocks.py MbI CO3/IaJI1 KJIACC C METOOM JIJIsk
ornpaBku API-Bbi3oBoB 1o HTTP u oxxumaem orBet hopmate JSON:

# Haw knacc, BbinonHAwwuii API-Bbi30Bbl C MoMowbild Mogyna requests
class MyClass:
def fetch_json(self, url):
response = requests.get(url)
return response.json()

MbI Takske cosaiu GyHKINO, KoTopas uMuTupyet obpaiienue K 1sym URL:

# OTOoT mMeToh OyAeT WUCMNONb30BATbCA QUKTUBHBIM O6bEKTOM ANA NojMeHbl requests.get
def mocked_requests_get(*args, **kwargs):
class MockResponse:
def __init_ (self, json_data, status_code):
self.json_data = json_data
self.status_code = status_code

def json(self):
return self.json_data

if args[@] == 'http://url-1l.com/test.json":
return MockResponse({"keyl": "valuel"}, 200)
elif args[@] == 'http://url-2.com/test.json":

return MockResponse({"key2": "value2"}, 200)

return MockResponse(None, 404)

Haxowerr, Mot BoimosiHsieM API-Bb130oBbI 110 iByM URL, yKazaHHBIM B HallleM TeCTe.
Ho nipu aTom ncniosibdyem sekopatop mock.patch, kotopsiii nepexsarbiBaer API-
BBI3OBBI:

# Knacc Hawero TecTa

class MyClassTestCase(unittest.TestCase):
# Mbl nogmeHsem 'requests.get' Hawum CO6CTBEHHbIM METOAOM.
# OUKTUBHbI 0OLEKT MepefaeTcA MeToAy Hawero TecTa.
@mock.patch('requests.get', side_effect=mocked_requests_get)
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def test_fetch(self, mock_get):
# NogmeHAeM BbI3OBbHI requests.get
my_class = MyClass()
# Bbi3bIBaem url-1
json_data = my_class.fetch_json('http://url-1.com/test.json")
self.assertEqual(json_data, {"keyl": "valuel"})
# Bbi3bIBaem url-2
json_data = my_class.fetch_json('http://url-2.com/test.json")
self.assertEqual(json_data, {"key2": "value2"})
# BbiI3bIBaeM url-3, KOTOpbIA Mbl He MOAMEHANM
json_data = my_class.fetch_json('http://url-3.com/test.json")
self.assertIsNone(json_data)

if __name__ == '__main__":
unittest.main()

Itot Tect OyzeT npoiiseH 6e3 BuimoiHeHUsT HacTostx API-BbI30BOB K yIaieHHOM
KOHEYHOI TOUKe. 3I0POBO, TIpaB/a’?

(venv) $ python chapterl5_5 more_unittest_mocks.py

Ran 1 test in 0.000s

OK

[lonosanTenpHy0 MHMOPMAINIO 0 MO/IyJIe unittest wimure B 1ukie cratei lara
Xesmana 1o HazBanueM Python module of the week (https://pymotw.com/3/unittest/
index.html#module-unittest); TaM MHOTO KOPOTKUX W HATJIS/THBIX TIPUMEPOB MCIIOJIb-
30BaHMs unittest. M, Kak Bceria, XOpouInii KCTOYHUK UH(MOPMAIUKM — JIOKYMEHTa-
st Python: https://docs.python.org/3/library/unittest.html.

Ewe o Tectuposanum B Python

ITomumo BeTpoerHoit 6ubIMoTeKN unittest, CyliecTByeT MHOKECTBO (hPeHMBOPKOB
JUISL TECTUPOBaHus, pazpabaTbiBaeMbix coobiuiectBoM Python. OauH u3 caMbix
Pa3BUTBHIX U MHTYUTUBHO IIOHATHBIX HMHCTPYMEHTOB TAKOTI'O pojia — pytest. IToT
(bpeliMBOpK npuMeHNM /11 BCeX BUIOB U ypoBHel TectupoBanus [10O. im moryT
M0JIb30BATHCS Pa3pabOTYMKH, WHAKEHEPHI 10 00eCeuyeHn0 KauecTBa, JIOUTEIH,
npaxkrukyiomnie TDD, 1 TpoeKTbI ¢ OTKPBITBIM MCXOHBIM KOJIOM.

Muorue kpymHOMactTabHble OTKPBITBIE TIPOEKTHI, Takue kKak Mozilla u Dropbox,
Hepenuin ¢ unittest mim nose (emie oauH (hpeiiMBOPK JJist TecTrpoBanust B Python)
Ha pytest. B unciie mpuBieKaTebHbIX 0COOEHHOCTEN pytest MOKHO BBIJIEUTD IO/
JIePKKY CTOPOHHUX IIJIATMHOB, IIPOCTYIO MOJIE/Ib OKPY KEHHH TeCTHPOBAHUS U I1epe-
ompeiesieHe YTBEPKICHUI.
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Ecnu Bbl xoTHTE NOBRMKE NO3HAKOMMUTLES C PPEMBOPKOM pytest, s HacTosTenb-

\G/\, HO pekomeHayto knury bpaitana Okkena (Brian Okken) Python Testing with
pytest. Ewle oauH xopolwmit MCTOUHMK MHPOPMALMM — LOKYMeHTAuMs pytest:
https://docs.pytest.org/en/latest/.

Pa6ora Momyist pytest ocHOBaHa Ha KOMAHIHO CTPOKE; OH MOJKET aBTOMATUIECKH
3aIlyCKaTb HAIIMCAHHbIE HAMM TECTBI, OTbICKMBag (DYHKIIMN C UMEHAMU, HAYMHAIOIIH -
Mucs ¢ mpedukca test. YCTaHOBUM MOJYJIb:

(venv) $ pip install pytest

(venv) $ python

Python 3.6.8 (default, Oct 7 2019, 12:59:55)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import pytest

>>> pytest._ version__

'5.2.2'

U paceMoTpuM HECKOJBKO IPUMEPOB € pytest.

Mpumepsl c pytest

[Tepsorit mpuMep, chapterl5_6_pytest_1.py, — 3TO TPOCTOE YTBEPKAEHNE C TBYMS
3HAYCHUAMU:

#1/usr/bin/env python3

def test_passing():
assert(1, 2, 3) == (1, 2, 3)

def test_failing():
assert(1, 2, 3) == (3, 2, 1)

Ecom 3amyctuth pytest ¢ mapaMeTpoM -v, MBI TIOJIYYUM PasBEPHYTOE OObSICHEHIIE,
[OYEMY TECT 3aBEPIINICS Heyadeil. 3a Takoil opOOHDIN BBIBOJI MBI JIIOOUM pytest:

(venv) $ pytest -v chapterl5_6_pytest_1.py
= == test session starts =================

platform linux -- Python 3.6.8, pytest-5.2.2, py-1.8.0, pluggy-0.13.0 --
/home/echou/venv/bin/python3

cachedir: .pytest_cache

rootdir: /home/echou/Mastering_Python_Networking_third_edition/Chapterl5
collected 2 items

chapterl5_6_pytest_1.py::test_passing PASSED
[ 50%]
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chapterl5_6_pytest_1.py::test_failing FAILED
[100%]

FAILURES

test_failing

def test_failing():

> assert(1, 2, 3) == (3, 2, 1)
E assert (1, 2, 3) == (3, 2, 1)
E At index © diff: 1 != 3

E Full diff:

E - (1, 2, 3)

E 2 N N

E

E

+ (3, 2, 1)
? Y Y

chapterl5_6_pytest_1.py:7: AssertionError
1 failed, 1 passed in 0.03s

Bo BTopom mpumepe, chapterl5_7_pytest_2.py, MBI CO3TaNM 00BEKT router 1 MHU-
UaJIn3upyeM OJHU ero anI/I6yTbI 3HaueHueM None, a J[pyrue — 3Ha4YEeHUSAMHA 110
YMOJIYAHMIO. 3aTeM C TIOMOIIIO pytest IPOBEPUM J[Ba IK3EMILIIPA 9TOI0 OObEKTA:
OJIMH CO 3HAYEHUSIMU TI0 YMOJIYAHWIO, a IPYTON — 6es:

#!1/usr/bin/env python3

class router(object):
def __init_ (self, hostname=None, os=None, device_type='cisco_ios'):
self.hostname = hostname
self.os = os
self.device_type = device_type
self.interfaces = 24

def test_defaults():
rl = router()

assert rl.hostname == None

assert rl.os == None

assert rl.device_type == 'cisco_ios'
assert rl.interfaces == 24

def test_non_defaults():
r2 = router(hostname='lax-r2', os='nxos', device_type="'cisco_nxos")

assert r2.hostname == 'lax-r2'

assert r2.os == 'nxos'

assert r2.device_type == 'cisco_nxos'
assert r2.interfaces == 24

SaHyCTI/IM TECT U IIOCMOTPHUM, KOPPEKTHO JIN pa60TaeT IK3EMILIAP 00beKTa Co 3Ha-
YEHUAMUN 110 YMOJITYaHUTO
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HGHMCGHMeTeCTOBﬂﬂﬂceTeﬁ

(venv) $ pytest chapterl5_7_pytest 2.py
test session starts =================

platform linux -- Python 3.6.8, pytest-5.2.2, py-1.8.0, pluggy-0.13.0
rootdir: /home/echou/Mastering_Python_Networking third_edition/Chapteri5

collected 2 items

chapterl5_7_ pytest 2.py ..
[100%]

Ecau B ipenpityiiem mpuMepe 3aMeHUTD unittest Ha pytest (kak B chapterl5_8_
pytest_3.py), KOJl CTAHOBUTCS TIPOIILE:

# TecT Ha ocHoBe pytest
def test_version():
assert devices['nx-osv-1']['0os'] == nxos_version

BaHyCTI/IM 9TOT TECT C TOMOIIBIO YTUJIUTHI KOMaH/ITHOM CTPOKU pytest:

(venv) $ pytest chapterl5_8_ pytest_3.py
=================================== test session starts =================

platform linux -- Python 3.6.8, pytest-5.2.2, py-1.8.0, pluggy-0.13.0
rootdir: /home/echou/Mastering_Python_Networking_third_edition/Chapteri5

collected 1 item

chapterl5_8 pytest_3.py .
[100%]

Mue MozyJib pytest Kaxkercst 6oJiee TIOHSTHBIM, ueM unittest. OpHako unittest
BXOJUT B CTAHAAPTHYIO GUOIMOTEKY, T09TOMY MHOTHE KOMaH/bl pa3paboTYnKOB
UCIIOJIB3YIOT JIJISI TECTUPOBAHUS UMEHHO €ro.

TectrpoBaTbh MOXKHO He TOJBKO KO/, HO M CETh LIeJIMKOM. B KOHIle KOHIIOB, 110J1b30Ba-
Tesieit GosbIne 3a60TUT KOPPeKTHas paboTa UX CEPBICOB M MPUJIOKEHWH, a He OT/eNb-
HBIX KOMITOHEHTOB. B cie/rytoriem pasesie MbI 0GCYINM HATTMCAHNE TECTOB JIJIST CETEH.

Hanucanue tectos ang ceTten

Jlo cux Top MbI B OCHOBHOM TIMCAJIM TECTHI /st Kojia Ha si3bike Python. [l mpo-
BEePKM 3HaYeHUI True/False WM yCJOBUI «paBHO/HE PaBHO» MCIOJIb30BAJINCH
6ubanoTekn unittest u pytest. Ml Tak:ke TOpo6oBasi IPUMEHUTH (DUKTHBHbBIE
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oObekTbI 11 epexBara API-BbI30BOB Ha cJIydail, KOrja HeT yCTPOMCTBA ¢ MOAXO/I-
M API, Ho Ham Bce paBHO HYKHO BBITIOJIHUTH HAITH TECTHI.

Heckonbko net Hazag Matt OcsansT 06bsiBUn O BLIXOAE MHCTPYMEHTA ANs NPO-

\Q// BEPKM M3MEHEHUI B CeTeBOM KOHdUrypaumm nog Hassanrem ToDD (Testing On
Demand: Distributed). 310 oTkpbITbilt PpeitMBOPK, NPERHA3HAYEHHBIN Ans Te-
CTMPOBAHMS CETEBbIX COEAMHEHUI U pacnpeaeneHHocTH. bonblue 06 3Tom npo-
exTe uutaite Ha ctpannue GitHub: https://github.com/toddproject/todd.
OcaanbT Takxe pacckassisan o6 stom npoekte B nogkacte Packet Pushers Priority
Quevue 81, Network Testing with ToDD: https://packetpushers.net/podcast/
pqg-show-81-network-testing-todd /.

IToroBopuM B 9TOM pasziesie 0 TOM, Kak IIUCaTh TeCTbl, KOTOPble MOYKHO UCIIOIb30BATh
B MUpe CeTeBbIX TeXHOoJIorui. /I TecTUpOBaHSA U MOHUTOPUHTA ceTell CyIecTByeT
MHOKECTBO KOMMEPUECKUX MTPOJYKTOB. 3a TO/IbI pabOThl s HEOJHOKPATHO C HUMK
crankuBazcs. Ho B aToM pasmesie st 6yy TPUMEHSTH B TecTaX 6oJiee mpoCThie OT-
KPBITbIe UHCTPYMEHTBHI.

TecTupoBaHMe gocTynHoOCTH

ITouck npo6.1eM 4acTo HAYMHAIOT C BBIIOIHEHIs HeOOIbILONH IPOBEPKU JOCTYIIHOCTH.
W B 3TOM KOHTEKCTE YTUJINTA ping — JYUIIUii IPYT ceTeBOTO MHKeHepa. OHa 1mo-
3BOJISIET TIPOBEPUTH JAOCTYIHOCTh XocTa B IP-ceTH, oTipasJisis eMy HeGoJIblIne ma-
KeThl.

[IpoBepky Ha ocHOBE ping MOKHO aBTOMATU3UPOBATH C TOMOIIbIO MOJIYJIS 0S WJTH
subprocess:

>>> import os
>>> host_list = ['www.cisco.com', 'www.google.com']
>>> for host in host_list:

os.system('ping -c 1 ' + host)

PING www.cisco.com(2001:559:19:289b::b33 (2001:559:19:289b::b33)) 56 data
bytes

64 bytes from 2001:559:19:289b::b33 (2001:559:19:289b::b33): icmp_seq=1
ttl=60 time=11.3 ms

--- www.cisco.com ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time @ms

rtt min/avg/max/mdev = 11.399/11.399/11.399/0.000 ms

0

PING www.google.com(seal5sl1l1l-in-x04.1e100.net (2607:f8b0:400a:808::2004))
56 data bytes
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64 bytes from seal5sll-in-x04.1e100.net (2607:f8b0:400a:808::2004): icmp_
seq=1 ttl=54 time=10.8 ms

--- www.google.com ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time ©Oms
rtt min/avg/max/mdev = 10.858/10.858/10.858/0.000 ms

0

Eie oxgno MMPpENMyYyIIECTBO MO/1YJIsA subprocess — BO3MOKHOCTb 3aXBaTa BbIBO/IA:

>>> import subprocess
>>> for host in host_list:
print('host: ' + host)
ce p = subprocess.Popen(['ping', '-c', '1', host],
stdout=subprocess.PIPE)

host: www.cisco.com

host: www.google.com

>>> print(p.communicate())

(b'PING www.google.com(seal5sll-in-x04.1e100.net
(2607:18b0:400a:808::2004)) 56 data bytes\n64 bytes from seal5sll-in-
x04.1e100.net (2607:f8b0:4002:808::2004): icmp_seq=1 ttl=54 time=16.9
ms\n\n--- www.google.com ping statistics ---\nl packets transmitted,
1 received, 0% packet loss, time @ms\nrtt min/avg/max/mdev =
16.913/16.913/16.913/0.000 ms\n', None)

>>>

ITH JIBa MOJLYJII OKA3bIBAIOTCS KpaliHe MMOJIe3HbIMU BO MHOTUX cuTyarnugax. OHu
CITIOCOOHBI BHITTOJHUTD JIOOYI0 KOMAH/LY, JOCTYIIHYI0 B OKpysKeHustx Linux u Unix.

Tecmposaﬂue 3aAepixKekK cetn

IMonumaHue 3a/1ePKeK B CETH MOKET ObITh CyObeKTUBHBIM, CeTeBbIM HHKEHEpaM
YACTO TIPUXOMUTCS CIIBINIATH KATOOBI MOIb30BATENEN Ha METTIEHHYIO PaboTy CETH.
Ho npezcrasienue o «<MeJIeHHOCTU» Y KasK/I0I0 CBOE.

Bb11o GbI OUeHD MOJIE3HO HAMUCATH TAKUE TECThI, KOTOPBIE MOTJIH OBl TIPEBPATUTD
cyObeKTUBHBIE IO03PEHMSI B 00BEKTUBHBIE 3HAUCHUs, [IPOBEPKU JIOJIKHBI BBITIOJI-
HSITBCSI PETYJISIPHO, UTOOBI MBI MOTJIM CDABHUBATh 3HAYCHUST 32 Pa3HbIE IEPUOJIBL.

WNuoraa caesnaTh 9TO HEMIPOCTO, TAK KAK CETh 110 CBOEN IIPUPO/IEe He XPaHuT uHbop-
Maiuu o cBoeM coctossinu. MakT yCIenHOCTH TT0JIyYeHHs OJ[HOTO [TaKeTa BOBCE He
rapaHTHUPYET, YTO U CJICAYIOIIUI TakeT OyeT YCIEIHO JocTaBieH. JIydIuii moaxo,
KOTOPBII 51 BUIEN 3a TOZbI CBOEH pabOThl, COCTOUT B YaCTOM HMCIOJIb30BAaHUN ping
1151 GOJIBIIIOTO KOJIMYECTBA XOCTOB € 3aIMCHI0 PE3YJIbTATOB U TIOCTPOeHNEM Tpaca
ceT. MbI MOXKeM BOCIT0JIb30BAThCS MHCTPYMEHTAMU U3 MPEbIAYIIEro NpuMepa,
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4TOOBI U3MEPUTH U COXPAHUTH BpeMs OTKJINKA. B (baf/’me chapterl5_10_ping.py no-
Ka3aHo, KaK 9TO peajn30BaTh:

#!/usr/bin/env python3
import subprocess

host_list = ['www.cisco.com', 'www.google.com']

(]

ping_time

for host in host_list:
p = subprocess.Popen(['ping', '-c', 'l', host], stdout=subprocess.PIPE)
result = p.communicate()[0]
host = result.split()[1]
time = result.split()[13]
ping_time.append((host, time))

print(ping_time)

B atom carydae pesyabTar mMeeT BUL KOPTeXKa U TTOMETIAETCS B CITUCOK:

(venv) $ python chapterl5_10_ping.py
[(b'www.cisco.com(2001:559:19:289b::b33", b'time=16.0"),
(b'www.google.com(seal5s1l-in-x04.1e100.net', b'time=11.4")]

ITO IaJIeKO He UJIeaJIbHbBIN MTO/IX0/I, a JIUIIh OTIPABHAS TOUKA JIJIsI Peau3alu MO-
HUTOPWHTA U MTOUCKA HeNoJafoK. OTHAKO B OTCYTCTBHE IPYTUX MHCTPYMEHTOB OH
naeT 6a30BbIe 0OBEKTUBHBIC 3HAYCHUS.

TectuposaHue 6esonacHocTu

B riase 6 Mbl yske paccMaTpUBAJIM OJHO U3 JIYYIINUX CPEICTB /st TECTUPOBaHus Oe3-
omacHocTH, Scapy. B aT0it 001acTi CyIecTByeT MHOTO JIPYTUX OTKPBITHIX UHCTPY-
MEHTOB, HO HU OJIFTH U3 HUX HE AT THOKOCTH, IPHUCYIIEH (hOPMUPOBAHIIO COOCTBEH-
HDbIX ITaKETOB.

Eltte ogtiH OTIIMYHBIN MHCTPYMEHT ISt TECTHPOBAHNUS CeTeBOiT Ge3omacHocT — hping3
(http://www.hping.org/). OH 103BOJISIET JIETKO TeHEPUPOBATH CPa3y MHOXKECTBO TaKe-
ToB. Hamrpumep, ¢ ToMOIIIbIO clIe/yTotel OHOCTPOYHON KOMAH/[bI MOSKHO CBIMUTH-
posarsb ataky tuia SYN-flood:

# HE WCMONb3YWTE 3TY KOMAHAY B MPOMbIWIEHHOM OKPYXEHUU! #
echou@ubuntu:/var/log$ sudo hping3 -S -p 80 --flood 192.168.1.202
HPING 192.168.1.202 (ethe 192.168.1.202): S set, 40 headers + 0 data
bytes hping in flood mode, no replies will be shown

~C

--- 192.168.1.202 hping statistic ---
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2281304 packets transmitted, © packets received, 100% packet loss roundtrip
min/avg/max = 0.0/0.90/0.0 ms
echou@ubuntu:/var/log$

ITO YTUJIHUTA KOMAHJHOW CTPOKH, MTOITOMY Mbl MOKEM HMCIIOJIb30BATh MOJYJIb
subprocess, uTOObI aBTOMATH3UPOBATh HYKHbIE HaM TeCThI ¢ hping3.

TecTupoBaHMe TPAH3AKLUMN

CeTb — KJIIOUEBOI1, HO He eIMHCTBEHHbII 2JieMeHT HHGPAcTPyKTypbl. [Tosb3oBaTeneit
3a4acTyio 3a60TSAT CEPBUCHI, paboTalolue MoBepx ceTu. Eciin Mob30BaTeNo He
ylaeTcst HocMoTpeTh Buaeo Ha YouTube nimu moc/IyImaTh MOAKACT, TO eMy KasKeTcs,
YTO CEPBUC BbIIleJ U3 cTPOst. U maske ecsivt Mbl 3HAeM, YTO C TPAHCIIOPTHBIM YPOBHEM
CEeTH BCe B TIOPS/IKE, TOJIB30BATENIO OT 9TOTO HE JieTue.

B c¢Bs3u ¢ aTum Ham rectol JOJIZKHDBI KaK MOJKHO TOYHEE OTpaKaTb TO, YTO UCIIbIThI-
BaeT MmoJib3oBaTesib, HaM Bpsi i yaacTest Ipoay6anposath Bech caiit YouTube
(pasBe 4TO Ballla KOMIIaHUsI sIBJIsIeTCst YacTbio Google), Ho Mbl MOKEM peajii30BaTh
CEpPBHC MPHUKJIAJIHOIO YPOBHS HACTOJIBKO OJIM3KO K IPaHMIlE CETH, HACKOJIBKO 9TO
BO3MOJKHO. 3aT€M MBI MOJKEM PETYJISPHO UMUTHPOBATD MOJb30BATEIbCKIE TPAH3AK-
U1, TEM CAMbBIM BBITIOJIHSIST TPAH3AKITMOHHBIH TECT.

51 wacto rcmoamb3yt0 MOIYTh http w3 cTanmapTHON 6ubmnoTexn Python, xorma mue
HY’KHO OBICTPO TIPOBEPUTD JOCTYITHOCTD BeO-CePBUCA HA MPUKIAIHOM yPOBHE. MbI
yKe IPUMEHSIN ero /It MOHUTOPHHTA CETH B TJIABE 5, HO HTO OY/IET MOJIE3HO TIOBTOPHUTH:

# Python 3

(venv) $ python3 -m http.server 8080

Serving HTTP on ©.0.0.0 port 8080 ...

127.0.0.1 - - [25/Jul/2018 10:15:23] "GET / HTTP/1.1" 200 -

Ecau MOKXHO CBIMUTHPOBATDH MOJHBIN IUKJ B3AUMOIEUCTBUM C HYKHBIM CEPBUCOM,
9TO 3aMevaTeJbHO. A ec/I HeT, TO /118 OFPaHU4E€HHOr0 TeCTUPOBAHMS TOTO U1 UHO-
ro Beh-cepBrca MPEKPACHO TOOHET TIPOCTO MOAYJIb http U3 cranzapTHO Gubmo-
teku Python.

TectnposaHue ceteBon KOHpUrypauum

[To MoeMy MHEHUIO, JIyUIIINI TECT CeTeBOM KOH(UTYpaIuyn — creHeprupoBaTh ee N3
CTaHIAPTU3MPOBAHHBIX MAOJOHOB U PETYIISIPHO BBITOTHSITE PE3ePBHOE KOTHPOBAHME.
Mol yzKe BUIEJIN, KaK ¢ IOMOIIBIO MIabJ0HOB Jinja2 MOKHO CTaHAapTH3MPOBATh HAIILY
KOH(MUTYPAITNIO JIJIST OT/EJBHBIX TUIIOB YCTPOUCTB WM POJIEH. DTO MO3BOJISET
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u36€eKaTh MHOTHX OIMIMOOK, KOTOPbIE, K TPUMEDPY, TIPOUCXOJISAT BO BPEMST KOITMPOBa-
HUS/BCTaBKU 1 00YCJIOBJIEHBI Y€JIOBEYECKUM (haKTOPOM.

CrenepupoBaB KOH(MUTYPAIUIO, MOKHO HAITUCATD JIJIsI Hee TECTHI TSl TIPOBEPKH JI0-
CTUIKEHUS 0KUAEMbIX XapaKTePUCTUK M TOJIbKO TIOTOM Pa3BEPTHIBATH €€ B ITPO-
MBIILIEHHBIX yeTpolicTBax. Hampumep, B Halllell ceTu He J0JKHO ObITh OAMHAKOBBIX
JIOKAJTbHBIX a/[PECOB, TIOATOMY MBI MOKEM HAMMCATh TECT, KOTOPBIN MPOBEPSIET, He
BCTPEYAETCS JIN JIOKAJIbHBIN aipec B HOBON KOH(PUTYPAIUH B IPYTUX HANTUX YCTPOIi-
CTBax.

TectuposaHue cueHapues Ansible

3a BpeMst ucrosib3oBanust Ansible MHe, HACKOJIBKO sT TOMHIO, HE TIPUXOUIOCH TIPH-
GeraTb K MHCTPYMEHTaM HarmoAo0ue unittest Jist TECTMPOBAHUS CBOUX CIIEHAPHEB.
CueHapuu, Kak [PaBUIIO, UCIIOJAb3YIOT MOJLYJIH, KOTOPbIE YKe ObLIN IPOBEPEHbI MX
aBTOPaM.

I
_‘@’_ Ecnu Bam HyxHO nerkoBecHoe cpeAcTBO Afisi NPOBEPKM AAHHBIX, B3MISHUTE HA
N\

Cerberus (https://docs.python-cerberus.org/en/stable /).

Ansible npemocraBisieT MO IBHBIE TECTBI IS CBOEH GUOIMOTEKH MOAYJIEi. DTO Ha
cerogHAa eI[I/IHCTBeHHbII;'I CHOCO6 Oopranmnsalini TECTUPOBaHUA C ITOMOIIBIO Python
B paMKax IPOIecca HellpepbiBHOI nnTerpaiiu Ansible. AKTyasibHbIe MOy JIbHBIE TECTDI
WIUTE B KaTasore /test/units (https://github.com/ansible/ansible/tree/devel/test/units).

Ornucanue crpateriu TecTipoBanust Ansible MOKHO HANTH B CIIEYIOIINX IOKYMEHTAX:

® mecmuposanue Ansible: https://docs.ansible.com/ansible/2.5/dev_guide/testing.
html;

® modyavroe mecmuposanue: https://docs.ansible.com/ansible/2.5/dev_guide/
testing_units.html;

® modyavioe mecmuposanue mooyneti Ansible: https://docs.ansible.com/ansible/2.5/
dev_guide/testing_units_modules.html.

CymiectByer oyt J00OIBITHBII (hpeiiMBOPK 11 TectupoBanust Ansible — Molecule
(https://pypi.org/project/molecule/2.16.0/). On 1bITaercss 00JIerYuTh MPOIECC paspa-
6otku u TectupoBanus poseil Ansible. Molecule nopmepskuBaer pasHbie BUbl NH-
CTaHCOB, OMEPAIMOHHBIX CUCTEM U AUCTPUOYTHUBOB. JIMYHO y MeHsT HeT ombITa pabo-
TBI C 9TUM UHCTPYMEHTOM, HO s ObI HAYaJI KIMEHHO C HETO, ecJii Obl MHE HY/KHO OBLTO
TecTUpoBaTh MOU poJin Ansible.
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¥ Bac yie JIOJKHO CJIOKUTHCS TIPECTaBIEHNE O TOM, KaK TECTUPOBATH PAa3JIMUHbIE
ACIIEKTHI CBOEH ceTH, OYib TO JOCTYITHOCTb, 3aJEPIKKH, OE30IIACHOCTD, TPAH3AKIMN
nu Kouguryparusi. Ho MoKHO Jii HHTETPUPOBATH TECTUPOBAHIE C CUCTEMO YITPaB-
JIEHHMS UCXOHBIM KOZIOM, Takol Kak Jenkins? /la, moskHo. O TOM, Kak 9T0 ceiarh, —
B CJIE/IYIOIIEM pas/ieie.

Nuterpaums pytest ¢ Jenkins

Cucrembr nenpepwienoil unmezpavuu (Continuous Integration, CI), takue kak Jenkins,
YaCTO UCIOJIB3YIOTCS JIJIST BHITIOJTHEHUS TECTOB MOCJIE KAKI0M (DUKCAIIUN KO/, DTO
OJIHO U3 TJIABHBIX MTPEUMYIIECTB TPUMEHEHUST TAKUX CUCTEM.

[IpencraBbTe, yTO B Ballell KOMIIAaHUM €CTh WH)KeHEP-HEBUANMKA, KOTOPBIN ITOCTO-
STHHO CJIEIUT 32 JIFOOBIMU U3MEHEHUSIMU B CETH; €CJIH YTO-TO TOMEHSIJIOCH, OH CTapa-
TEJBHO BBITTOTHAET MACCY TECTOB, YTOGBI YOSAUTHCS B TOM, YTO HIYETO HE CIOMATOCH.
Kto 6bI 0TKa3aJICsT OT TAKOTO KOJLIETH?

PaccMoTpuM puMep UHTerpalyu pytest B 3asanue Jenkins,

Unterpaums c Jenkins

[Ipexie uem BHePATH TecThl B ripotiecc Cl, ycTaHOBUM HECKOJIBKO IJIATKMHOB, KOTO-
pble TOMOTYT BU3YATN3UPOBATD ATy OTepariiio. Peus uet o marnuax build-name-
setter u Test Results Analyzer (puc. 15.2).

& Jenkins —

Jenking  »  Update Canter ENABLE AUTO REFRESH

4 Back 10 Daghooard Jankins Is gaing te shut dawn

10t Manage Jenkins Installing Plugins/Upgrades

i Manage Plugins
Preparation

+ Checking intemet connectvity
s Checking update cemer connectivity

buikd-name-setier @ Success
Test Rasults Analyzer 0 Success
Festarting Jenking [Runining

éanuchlnlmlwm
{you can stan using the installed plugins right away)

&> O Restart Jenking when installation is complete and na jobs ane running

Puc. 15.2. Ycrarnoska nnarmHos B Jenkins
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Tect, KOTOPBIIT MBI BBITIOJTHUM, 00paTuTcst K yerpoiictBy NX-OS u mosyaut HoMep
BEPCHUH OTIEPAITOHHO# crcTeMbl. Tak Mbr yoeammcst, uto Ham goctyred APT yerpoii-
crBa Nexus. [Tosnblii Koy ciienapus uinure B ¢aiine chapterl5_9 pytest_4.py.
Huzxe mpuBOAUTCS TOJBKO HHTEPECYIONTNH HAac (hParMeHT U Pe3yJIbTAT BBITOTHEHNUS:

def test_transaction():
assert nxos_version != False

(venv) $ pytest chapterl5_ 9 pytest_4.py
test session starts =================

platform linux -- Python 3.6.8, pytest-5.2.2, py-1.8.0, pluggy-0.13.0
rootdir: /home/echou/Mastering Python_Networking third_edition/Chapteri5
collected 1 item

chapterl5_9 pytest_4.py .
[100%]

Bocrosib3yeMcst mapaMeTpoM --junit-xml=results.xml, 4T06bI CreHEPUPOBATH (DAl
1t Jenkins:

(venv) $ pytest --junit-xml=result.xml chapterl5_9 pytest_4.py
test session starts =================

platform linux -- Python 3.6.8, pytest-5.2.2, py-1.8.0, pluggy-0.13.0
rootdir: /home/echou/Mastering_Python_Networking_third_edition/Chapteril5
collected 1 item

chapterl5_9_pytest_4.py .
[100%]

- generated xml file: /home/echou/Mastering_Python_Networking_third_
edition/Chapterl5/result.xml -

CoxpaHuM aT0T ciieHapuil B perntosutopun GitHub. S npeanmounTaio pasmeniarsb
TECTBI B OT/IEJIbHOM KaTaJlore, TI09TOMY CO3/1aJI KAaTaJIOT /tests 1 MOMECTUJI B HEro
HAIIl TECTOBBIN haiia (puc. 15.3).

CosmaanmM HOBBII MPOEKT 10/ Ha3BaHueM chapterl5_examplel (puc. 15.4).

Mb1 MOKeM CKOIIMPOBATh IpeAbIAyIee 3alaHne, 4TOOBI HE ITOBTOPATH BCE 3aHOBO

(puc. 15.5).

JobGasum sTan Ha 0CHOBE pystep B paszuen Execute shell (BbImoHUTD KOHCOMBHYIO
komanmy) (puc. 15.6).
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& ericchout [ chapter14_example2 rrivate ©Unwatch~ | 1 Hstar 0| ¥Fok 0
<»Code  (Dlssues 0 1 Pull requests 0 [l Projects o %) security Ll Insights  %F Settings
Branch: master = | chapter14_example2 [ tests / Create new file  Upload files | Find file | History
n erleehou inktial commit Latest commit 4c54263 8 hours ago
[ chapter15_9_pytest_4.py initial commit 8 hours ago

Puc. 15.3. Penosutopuit npoekta

Jenking A

Enter an item name

chapter15_example1|
» Required field

Puc. 15.4. Bsop nmenn npoekta B Jenkins

Puc. 15.5. Mcnonbsoeanme byHkumn Copy from (Ckonmposats us) e Jenkins

Build

Execute shell @

Command  pytest ——junit-xml=results.xml teats/chapterl5_9 pytest.py
ansible-playbook =i hosts chapterld_playbook.yml
pytest --junit-xml=results.xml tests/chapterl5 9% pytest d.py

See lhe list ol i anvironment

Advanced...

Add build step v

Puc. 15.6. KoHconbHble KOMAHabI
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B kauecTBe 1mara, KOTOPbIii BbIIIOJIHsIETCS TTocye cOopku, gobasum Publish JUnit test
result report (Omy6skoBath oT4eT 0 pesyJsbraTtax tecra JUnit) (puc. 15.7).

Aggregate downstream test results
Archive the artifacts

Build other projects

Publish JUnit test result report

Record fingerprints of files to track usage

Git Publisher

E-mail Notification

Editable Email Motification

Set GitHub commit status (universal)

Set build status on GitHub commit [deprecated]
Delete workspace when build is done

Add post-build action ~

Puc. 15.7. LLar, kotopbiit BoinonHseTcs nocne cbopku

B kauectBe umenu daiina ¢ pesysabratamu J Unit ykaxkem results.xml (puc. 135.8).

Build

Execute shell ®
Command | pytest --junit-xml=results.xml tests/chapterl5 9 pytest.py

ansible-playbook -i hosts chapterld playbook.yml

pytest --junit-xml=results.xml tests/chapterl5 % pytest 4.py

_ |
See the list of avai environment
Advanced...
Add build step ~

Puc. 15.8. MecrononoxeHue otueta o tecte 8 popmare XML

BbimosiHuB ¢cO0PKY HECKOJBKO Pas, Mbl YBUAMM JAuarpammy Test Results Analyzer
(AnassaTop pesysbraToB TecTrpoBanus) (puc. 15.9).

PesysibTaThl TECTOB TaKIKe JIOCTYITHBI HA JIOMAIIHEl cTpanuiie mpoekrta. CripoBoIu-
pyeM HeylauyHoe BBITIOJTHEHNE TeCTa, OTKJIIOYNB YIPABJSIONNN nHTepdeiic Ha
yerpoiicrse Nexus. TecT ¢ ommOKoi 10/5KeH HeMeJIEHHO MOSBUTHCS Ha MarpaMme
Test Result Trend (VI3mMeHeHne pe3yIbTaToB TECTUPOBAHUS ) Ha MTAHEN YITPABJIECHUS
npoexToM (puc. 15.10).
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Puc. 15.9. [uarpamma B aHanusatope Tectos B Jenkins

Puc. 15.10. [arpamma nsmeHeHms pesynstatos TectupoeaHnus B Jenkins

ITO MPOCTOM, HO HATJISAIHBIN TpUMep. JTOT JKe MMOAX0/] IPUMEHHUM /11 CO3/IaHUsA
JPYTUX MHTETPAIIMOHHBIX TeCTOB B Jenkins.

B crenyioiem pazzesie Mbl paCCMOTPUM MHOTOMYHKIINMOHAIBHBIN (DPEITMBOPK Te-
crupoBanus ¢ HazBaHueM pyATS, paspaboranusiii komnanueil Cisco (1 HelaBHO
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CTaBIINI OTKPBITBIM ). OTKPBITHE UCXOIHOTO KOJIa TAKOTO Pa3BUTOrO (hpeiiMBOpKa
B [T0JIB3Y COOOIIECTBA — MNIMPOKUI xKecT co croponbl Cisco.

pYATS u Genie

pyATS (https://developer.cisco.com/pyats/) — aTo aKOcHCTeMa CKBO3HOTO TECTHPOBAHMS,
U3HaYaIbHO paspaboTanHas Komnanueii Cisco 1 cTaBiias OTKpbIToii B Korie 2017 roza.
Panee 6ubmmorexa pyATS HaspiBanach Genie; 9T Ha3BaHK UCIIOAb3YIOTCS B OJHOM
U TOM K€ KOHTeKcTe. BBUIY CBOEro MpOUCXOXKIACHUS 3TOT (hPEHMBOPK METUKOM
1 MTOJIHOCTBIO OPUEHTUPOBAH HA TECTUPOBAHUE CETEN.

pYATS 1 ogHoumenHas 6ubanoteka (takxe nssectHas kak Genie) yaoctonnuch
\/V narpagsl Cisco Pioneer Award 8 2018 rogy. Komnanus Cisco sacnyxwueaet

ANAOAMCMEHTOB 30 NYBAMKALMIO UCXOBHOTO Koaa 3Toro dpermeopka. Tak aep-
xatb, Cisco DevNetl

I1oT peiimBopk noctyrieH B PyPl:

(venv) echou@network-dev-2:~$ pip install pyats

JlJist Hadajia pacCMOTPUM HEKOTOPBIE JieMOHCTpaiinonubie cieHapun B GitHub-
perntosuTopu, https://github.com/CiscoDevNet/pyats-sample-scripts. TecTbr HauMHAIOT-
cs ¢ cosmanus (ailia ucrbiTaTeabHoi Mogenn (testbed) B popmare YAML. Cosza-
JMM 1pocToii testbed-(aii chapterl5_pyats_testbed_1.yml jijist Hallero ycTpoicTBa
IOSv-1. On noxox Ha daiin peecrpa hosts, 3HakoMBbII HaM 110 pabore ¢ Ansible:

testbed:
name: Chapter_15_ pyATS
tacacs:
username: cisco
passwords:

tacacs: cisco
enable: cisco

devices:
iosv-1:
alias: iosv-1
type: ios
connections:
defaults:
class: unicon.Unicon
management:
ip: 172.16.1.20
protocol: ssh
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topology:
iosv-1:
interfaces:

GigabitEtherneto/2:
ipv4: 10.0.0.5/30
link: link-1
type: ethernet

Loopback®:
ipv4: 192.168.0.3/32
link: iosv-1_Loopbacke
type: loopback

B mamewm iepBom crieHapun, chapterl5_11_pyats_1.py, MbI 3arpy3UM testbed—d)aﬁﬂ,
MOJIKJTIOUYMMCS K YCTPOUCTBY, BBITTOJTHIM KOMaH/Iy show version 11 3aTeM OTKITIOUNM-
CsI OT yCTPOUCTBA!

from pyats.topology import loader
testbed = loader.load('chapterl5_pyats_testbed_1.yml')

testbed.devices
ios_1 = testbed.devices['iosv-1']

ios_1.connect()
print(ios_1.execute('show version'))

ios_1.disconnect()

3alyCcTUB 9TOT CIIEHAPHIi, Mbl YBUIMM CMeCh U3 co00IIeHuiT 0 moAroToske pyATS
U BBIBOJIa CAMOTO YCTPOHCTBA. DTO MOXO0sKe Ha ciienapun Paramiko, koTopbie Mbr
BUJIEJIU PaHee, HO B JAHHOM CJiydyae coefiHenue ycranasansaet pyATS:

(venv) $ python chapterl5_11 pyats_1.py

[2019-11-10 ©8:11:55,901] +++ iosv-1 logfile /tmp/iosv-1-default-
201911107081155900.10g +++

[2019-11-10 ©8:11:55,901] +++ Unicon plugin generic +++

<onyweHo>

[2019-11-10 ©8:11:56,249] +++ connection to spawn: ssh -1 cisco
172.16.1.20, id: 140357742103464 +++

[2019-11-10 ©8:11:56,250] connection to iosv-1

[2019-11-10 ©8:11:56,314] +++ initializing handle +++

[2019-11-10 ©8:11:56,315] +++ iosv-1: executing command 'term length @' +++
term length ©

iosv-1#

[2019-11-10 ©8:11:56,354] +++ iosv-1: executing command 'term width @' +++
term width @

iosv-1#

[2019-11-10 ©8:11:56,386] +++ iosv-1: executing command 'show version' +++
show version

<onyuyeHo>
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Bropoii mpumep 6osee pazsepuyThiil. OH BKIIOYAET HACTPOIKY U yCTAHOBKY COE/H-
HEHWSI, CAMM TECTHI M MOCJEAYIOIee OTKIIoYeHre OT yerpoiictia. CHavasma 106aBumM
YCTPOMCTBO nxosv-1 B testbed-aiin chapterl5_pyats_testbed_2.yml. OHo Oyzer
Y4aCTBOBATh B IIPOBEPKE CBS3U C YCTPOMCTBOM iosv-1:

nxosv-1:
alias: nxosv-1
type: ios
connections:
defaults:
class: unicon.Unicon
vty:
ip: 172.16.1.21
protocol: ssh

B cuienapuu chapter15_12_pyats_2.py HCIOJb3YIOTCS PA3JTUUIHBIEC TEKOPATOPDI U3
Moy aetest, Bxozsiero B coctaB pyATS. IloMnmo MeTo10B TOATOTOBKY 1 OUHMCT-
KU, B KJlacce PingTestCase umMeeTcsd TecCT ping:

@aetest.loop(device = ('iosl',))
class PingTestcase(aetest.Testcase):

@aetest.test.loop(destination = ('10.0.0.5', '10.0.0.6"))
def ping(self, device, destination):
try:
result = self.parameters[device].ping(destination)

Ha npakruike npeamnouturenphee nepeaasarh testbed-aiin kak aprymenT koMaHaHOM
CTPOKIL

(venv) $ python chapterl5_12 pyats_2.py --testbed chapterl5_pyats_
testbed_2.yml

BriBoz aTOTO ClleHapust TOXOK HA TOT, YTO MBI BUJIETTU B TIPEBITYIIEM TIPUMEPE, eCITTI
He CYUTATH JOIMOJHUTEJBbHBIX pa3/ieJIoB STEPS Report 1 Detailed Results B KaK/I0M
TecTe. B BBIBOJIE TAKIKE YKAa3aHO UM JKYPHAJIBHOTO (haiisia, COXPaHEHHOTO B KAaTaJIO-
re /tmp:

2019-11-10T08:23:08: %AETEST-INFO: Starting common setup

<onyweHo>

2019-11-10T08:23:22: %AETEST-INFO: +------------mmmmmm oo mmm oo
_____________________ +

2019-11-10T08:23:22: %AETEST-INFO: | STEPS Report
I

2019-11-10T08:23:22: %AETEST-INFO: +--------------mmmm oo mme oo
_____________________ +

<onyweHo>

2019-11-10T08:23:22: %AETEST-INFO: +------------mmmmmm oo e oo
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2019-11-10T08:23:22: %AETEST-INFO: |
Detailed Results |
2019-11-10T08:23:22: %AETEST-INFO: === === === ==o<oomoooooooo oo

2019-11-10T08:23:22: %AETEST-INFO:  SECTIONS/TESTCASES  RESULT
2019-11-10T08:23:22: %AETEST-INFO: 4= === === == - o oo oo mmomomommom oo

2019-11-10T08:23:22: %AETEST-INFO: | summary |
2019-11-10T08:23:22: %AETEST-INFO: 4= === === == mm oo oo mmommomoom e

<onyueHo>
2019-11-10T08:23:22: %AETEST-INFO: Number of PASSED
3

DpeiiMBopk pyATS OTIMUHO TTOAXOANT AJIsI aBTOMAaTU3UPOBAHHOTO TECTUPOBAHUSI.
Ho, yunTtsiBas ero nmpoucxosk/jieHue, eMy He XBaTaeT MOIEPKKH JIPYTUX TTPOU3BO-
nureseit, momumo Cisco.

Ewe oanH oTKpLITEIM MHCTPYMeHT ans nposepku cetert — Batfish ot pebar ns

\/V, IntentionNet (https://github.com/batfish/batfish). Ero HasHauenne — npo-

BEPKA M3MEHEHMIt B KOHOUIYpaLWM NEPEs PA3BEPTLIBAHUEM.

N3syuenne pytest TpebyeT ONMPeNeEHHBIX YCUIHIA; 3TOT MHCTPYMEHT (haKTHUECKU
IpeIJIaraeT CBOM YHUKAIbHBII [TOX0]T K TECTHPOBAHUIO, K KOTOPOMY HY’KHO ITPUBbI-
KHYTh. K TOMY K€ OH B CBOEM TEKYIIeM COCTOSIHUU BIIOJIHE OXKM/IAEMO 3aBsi3aH Ha
matdopmbl Cisco. Ho mockombKy pytest Tenepb OTKPBITBIH MTPOEKT, MBI MOKEM
caMu TI0Yy4YacTBOBATD B MOJIEPKKE IPYTUX TPOM3BOIUTEEH U MI3MEHEHUN CHHTAK-
cHca WK [IPOIecca TeCTUpoBaHsi. Mbl TOJOIIN K KOHILY TJIABBI, TOITOMY TTO/IBEEM
UTOTH.

Pesiome

B a710ii riaBe MbI 0OCYINIIN TOAXO/ K pa3pabOTKe Yepe3 TECTUPOBAHUE U TO, KaK €T0
MOZKHO TIPUMEHUTH B CETEBBIX TEXHOJIOTUsIX. Mbl Hauasm ¢ 063opa TDD u 3atem
paccMOTpesn IPUMEpPBI ¢ UCIIOIb30BaHUEM MOJyJiel unittest u pytest Ha s3biKe
Python. Tectuposanue 1ocTyHOCTH, KOHMDUTYpAIy 1 6€30IIACHOCTH CETH MOKHO
IPOBOIUTH € TIOMOIIIBIO Python 1 mpocThIX MHCTPYMEHTOB KOMaHAHON cTpoku Linux.

Beol Takske yBHUmenn, Kak MOKHO HCITOTb30BaTh MHCTPYMEHTBI HETTPEPBIBHON MHTe-
rpanuu, Takue kak Jenkins. 3a cuer BHEAPEHUS TECTOB B IIPOIIECC HEIIPEPBIBHOM
WHTETPaIliU MbI MOKeM YKPEIIUTh YBEPEHHOCTb B KOPPEKTHOCTH HAIITUX U3MEHEHUH.
ITo kpaiineii Mepe, 9TOT MOAXOJ JOJKEH IIOMOUb HaM BBISBJIATD JI0ObIe OINOKK
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paHblile HAIKUX TMOTb30BaTeselt. pyATS — 3T0 HMHCTPYMEHT € OTKPBITHIM UCXOIHBIM
KOJIOM, KOTOPBII HeaaBHO BhimycTuira kommanus Cisco. OH mpecrasisier coboii
(bpeiiMBODK /1J1sT aBTOMATU3AIUY TECTUPOBAHUST CETEIN.

MpbI He MOKeM JIOBEPITH TOMY, 4TO He ObLI0 IIpoTecTupoBano. [ToaToMy Bee B Halleil
CETH JOJIKHO OBITh IIPOBEPEHO € OMOIIBIO IIPOrPAMMHBIX HHCTPYMEHTOB HACTOIBKO,
HaCKOJBKO 3TO BO3MOKHO. TDD, Kak n MHOTHE IpyTHe KOHIETIINY U3 MUpa pa3pa-
GOTKH, IpeACcTaBIseT cOO0i GeCKOHEUHBIH MK MBI CTPEMIMCS K MAKCUMAIBHOMY
OXBaTy Kojia Tectamu, Ho faske ipu 100%-HOM oxBaTe Beer/ia MOXKHO HAHTH HECKOJTb-
KO HOBBIX HAMPABJECHUN U TECTOB JIJIsI PEATU3AINU. ITO OCOOEHHO aKTyabHO JIJIst
CETEBBIX TEXHOJIOTHUI, T/ie POJIb CETU 3a4acTyIO UTPAeT WHTEPHET, IIPOTECTUPOBATD
koTopbIii Ha Bce 100 % mornpocTy HEBO3MOKHO.

MpI moronin K KOHITY KHUTH. Hanerock, BbI OTYYHIIN TaKOE JKe YI0BOJIbCTBUE OT
ee UTeHsl, KaKoe MOJIyU Il 51, KOT/Ia micas ee. Xouy UCKpPeHHe To6aaro[apuTh Bac 3a
nmoTpadeHHoe Bpemst. JKemaio BaM yCIexoB U yaaun mpu paboTe ¢ CEeTEBHIMU TEXHO-
JIOTUSIMU C UCTIOJb30BaHeM Python!
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