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OB ABTOPAX

Kpuc Hra sammmaerca obOpaTHOM paspaboTkoit ys:xe 40 Jer.
Ox astop kumuru «The IDA Pro Book», Beimme e B u3maTeabcTBe
No Starch Press, u mosib3yercest 00JIbIIIHM aBTOPUTETOM KaK IIPEIIo-
IaBaTesib obpaTHON paspaborku. Ero mepy mpmHamiesxar MHOTO-
YHCJIeHHBIE CTATHU 10 MHCTPYMEHTaM 00paTHOM pas3paboTKM, OH
YacTo BBICTYIIAeT HA TaKuX Mepornpustusx, kak Blackhat, Defcon
u Shmoocon.

Kapa Houc — vacTabIi KOHCYIbTAHT 10 Oe3omnacHocTu. B Teuenne
MHOTHX JIeT paboraJsa mpodeccopom nHpOpMaTHKN. Bhita yienom
coBeTa AUPEKTOpPoB mpoexra Honeynet m mMHOTO pas BhICTyIIAIA
C JIOKJIaIaMU Ha Pa3JIMYHBIX KOH(epeHIusax mo scemy mupy. O6o-
skaeT paspabarteiBaTh pacimpenns Ghidra m perysnaspHo umraer
kypceI o Ghidra.

O TEXHUYECKOM PELLEH3EHTE

Bpaitan Xai MHOIO JieT 3aHIMAaJICSI 00PaTHOM pa3paboTKoii, OBLI
npogeccopoM 1 pas3paboTUNKOM IIPOrPaAMMHOr0 odeciieueHusi. Bul-
CTYIIAJI HA MHOTHMX KOH(PEPEeHIIMIX, YATAJI KYPCHL, a B HACTOAIIIEe
BpeMs paboTaer cTapliuM HAYYHBIM COTPYIHUKOM B KOMIIAHWH,
3aHUMAIIeNcs uccIeqoBaHuIMU B obsractu Ge3omacuoctu. Cire-
LUAJU3UPYETCA HA IPOEKTUPOBAHUN M Pa3paboTKe BUPTYAJIH3H-
POBAHHEIX CcpeJ IJIs 00yUYeHNs W TeCTUPOBAHNSA HOBBIX BIIEUATIIA-
OIIUX MHCTPYMEHTOB, Takux kax Ghidra.
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BJIATrOOAPHOCTM

OTa KHUATA He COCTOsJIACh OBl 0€3 ITOMOIIH U OIIEPsKKNI CO CTOPO-
HBI HCKJIIOYNTEIBHO IPO(eCcCHOHAIHLHOr0 KOJLICKTUBA M30ATeNIb-
crBa No Starch Press. Busr ook u Bapbapa Aun mogmepsxa-
Ju upero Hanucath kuHury o Ghidra, orpaskarorryo Hallle BUaeHNe,
¥ MBI TUIyOOKO IIeHMM WX Bepy B Hac, He 0cJIabeBaBIIyI Ha IIPO-
TsskeHnH Beero IryTu. OT3nIiBEI ATa0acka YUTIIN O IEePBBIX IJIaBax
CTaJIN JJIs HAC IeHHBIM II0ACIIOPheM 1 YKA3aJIM BepHOe HaIIpaBJie-
aue. [locrossamas moggep:xxa Jlopesr Yau u ee TepiieimBhie OTBe-
THI HA BCe HAIIK BOIIPOCHI IIOMOTJIN IIPEBPATUTH KHUTY B TOTOBBIH
IIPOOYKT, KOTOPBIM MBI OUeHb ropauMcsa. MBI TaKk:xe XOTHM 1100J1a-
roJapUTh BCEX, KTO OCTABAJICA «3a KyJIMCAMM», 34 TAMKEIIYI0 paboTy
110 IIPETBOPEHUI0 MEUTHI B PeasibHOCTh, B T. 4. Karpuny Taitop,
Baprona /1. Puna, Illapou Yunku u Jlanusiaa @ocrepa.

Mg Takske O1aroapuM TEXHUUECKOTO pegakTopa Bpaitana Xoas,
KOTOPBIN IPOIITYAMPOBAJI HAIIK IIPOCTPAHHLIE CJI0BECA U IIPHMe-
pol. Ero smanus u omreiT paborst ¢ Ghidra crasu rapauTueit 6e3o1ru-
OOYHOCTH COMMEPIKAHNSA KHUTH C TEXHUYECKOM TOUKN 3PEHUS, a ero
OTIBIT TIPEToIaBaAHUSA TO3BOJIHJI U3JIOKUTH MaTepuasl Tak, YTOOBI
OH IIPEJICTABJIAJI NHTEepeC KaK IJIs HAUMHAIOIINX, TAK 1 JIJIS OIIBIT-
HBIX MHKEHEPOB.

Mg npusHaTeIbHEI Beell KoMam e paspaborunkos Ghidra, mpo-
IILJIBIX ¥ HBIHEIIHUX, 13 ATreHTCTBA HAIIMOHAJILHOM 0e30II1acHOCTH
3a To, uro oum cosgasiz Ghidra m momesmiInch el co BCeM MHPOM,
caeaB IIPOEKTOM C OTKPBITHIM MCXOMHBIM KOJIOM.

Kapa Berpaskaer osraromapuocts Bery 3a Teprienue, KoTopoe oH
TIPOSIBJISAJI, KOT/IA OHAa M3ydaJa TexHoJioruio, u Kotu 3a Tepmenue,
IIPOSIBJIEHHOE BO BpeMs HamucaHus Kuuru. OHaA Taxske OJsaroma-
pur Vena sa BroxaoBIsOmEee BBenenue u Juku u JleHopy, KOTO-
pble HUKOTIa He Tepsijiu Bepy B Hee. Haxowmerl, ona Osaromapur
Bpaitiama 3a romop 1 HeIIpeKpanaoIyocs eMKeJHEBHYO U eKedac-
Hy mogaep:kKy. He Oyap 9T0oM moIIep:kKu, KHUTra He yBUIe a Obl
CBET.

BJIIATOOJAPHOCTHA
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BBEOEHME

[IprHEMAasach 3a HAIIMCAHME 9TOM KHUTY, MBI CTABH-
u cebe 1esapo mosHakoMuThk ¢ Ghidra meIHeTHMX
¥ OyOyIIuX CIIEITMAJIKICTOB IO 00pAaTHOM paspabor-
ke. B pykax omertHoro nmskenepa Ghidra ympormraer

IIPOIIeCC aHAJIN3a U IM03BOJISIET HACTPAUBATH U PACIIIH-
PSATH CBOM BO3MOYKHOCTH IIOJ ITOTPEOHOCTH KOHKPETHOI'O
MI0JIb30BATEJIs, TAK YTOOBI OHU COOTBETCTBOBAJIU IPUBBIYHOMY €My
TeXHOJIOTUYecKoMy Irporeccy. Tawxske Ghidra Bmomme moctymHa
HAYUHAIOIIUM UHKeHepaM, 4yeMy HeMaJio CIT0COOCTBYeT BKJIIOUYEH-
HBIU B Hee JeKOMITHUJIATOP, KOTOPHIH IT03BOJISIET JIYUIlle TIOHATE CBSI-
31 MEKIy BBICOKOYPOBHEBBIM S3BIKOM IIPOTPAMMUPOBAHUS U JIUC-
TUHTaMU Jau3accediiepa JesioBeKy, TOJIbKO BCTYIIAIIEMY B MUP
aHaJIn3a JBOMYHOTO KO/A.
[Tucats kaury 0 Ghidra meserxo. Ghidra — cJ103KHBIN MHCTPYMEHT
C OTKPBITHIM KMCXOJHBIM KOIOM, KOTOPBINA ITOCTOSHHO PA3BHUBAETCH.
Hamr Texcr onmcbiBaeT IBUSKYIILYIOCS MHUIIEHB, IIOCKOJIBKY COOOIIIECT-
Bo Ghidra mpomosxaeT yaydinaTh ¥ paciimpsaTh BO3MOMKHOCTH IIPO-
rpaMmbl. Kak 1 BO MHOTHX JIPYTUX HOBBIX ITPOEKTAX C OTKPHITHIM HC-
XOOHBIM KomoM, poxnenue Ghidra osmamenoBasiock cepreil OBICTPO
CMEHSIOITUX APYT ApyTa BeIMycKoB. OCHOBHAS 11€71b aBTOPOB COCTOSI-
J1a B TOM, 4TOOBI Ha (poHe passutug Ghidra Bee ske IpeqIoKnUTE YnTa-
TeJIAM IIUPOKUH U TIIyOOKUH PyHIaMEHT I TOHUMAaHUS U addek-
TUBHOTO KCIIOJIb30BAHUSA TeKyIeid u Oyayrmux Bepcuit Ghidra B mx
pabore 110 0O6paTHO pasdpabdborke. HackoabKo 9T0 BO3MOMKHO, MBI CTAa-
PasIHCh CcliesIaTh KHUTY He3aBUCHMOM oT Bepcuu. 1o cuacThio, HOBBIE
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Bermycku Ghidra xoporro TOKyMeHTHPOBAHEL U COTEPIKAT IIOIPOOHBIE
CIVCKU M3MEHEHWI, KOTOpbIe IIOMOTYT OIIEHUTH PA3JIMUUS MEKTY
TeM, YTO HATIMCAHO B KHUTe, U BaIllel TEeKyIIel Bepcuerd.

06 amoli KHuze

910 mepBas mosrHas kaura o Ghidra. Oma 3agymana kak BceoOb-
eMJTIOIIHI UCTOYHUEK JJIS N3yYaoIlIuX 00paTHYo paspaboTKy C II0-
morrbio Ghidra. B Heit mMeercss BBOOHBIN MaTepHraJlI, 00JIeTIaioIni
HAYMHAOIINM BCTYILIEHNE B MUP 00paTHOM paspabdoTKM, MaTepH-
QJI IIOBBIIIEHHOM CIIOMKHOCTH, KOTOPBIM IIOMOKET OIBITHEIM HHIKeHEe-
paM paCIIMPUTL CBOE BUACHIE MUPA, a TAKMKE IPUMEPEI, KOTOPhIE
OyIyT II0JIe3HBI KaK HOBOOpAHIIAM, TAK M BeTepaHAaM, SKeJIAIOIIM
pacuputh Bo3moxkHOocTH Ghidra m crath wieHamum cooOIIecTBa
Pa3paboTUYMKOB.

Ha ko2o paccyumaHa ama KHu2a?

OrTa kHHUra OpegHa3HAYeHA IS HAUMHAIOIINX 1 ONBITHBIX CIIEIIHA-
JINCTOB 110 0OpaTHOM paspabdorke. Ecium y Bac elrie HeT ombITa B 9TOM
00J12CTH, HMYEro CTPAIIHOr0 — B HAYAJIBLHBIX IVIaBaxX JOCTATOYHO MAa-
Tepuasia, 4To0bl OBJIAIETh OCHOBAMHU 00PATHON pas3pabOTKU U IIPH-
CTYIIUTh K HCCJIEJOBAHUIO W AHAJIM3Y IBOMYHOIO KOHA C IIOMOIIHIO
Ghidra. OnbiTHbBIE HHIKEHEDPHI, sKeJaore qooasuts Ghidra B cBoit
apceHaJI, MOI'yT OBICTPO IIPOCMOTPETH IIePBBIE IBE YaCTH, YTOOBI II0-
nayunTh obiee mpencrasienne o Ghidra, a sarem mepeidTu K Tem
rJIaBaM, KOTOpPbIEe MM 0COOEHHO MHTepecHbI. OIbITHBIE 0JIE30BATEIN
u paspadorunku Ghidra MoryT cKoOHIIEHTPHPOBATLCSI HA 0oJIee IIo3/I-
HUX IJIaBaX, Ie OIIMCHIBAETCS, KaK CO3IaBAThL HOBBIE PACIIHPEHUS,
¥ IPYMEHUTEH CBOM 3HAHMS M OIILIT JIJIs1 oborameHus mpoexra Ghidra.

Cmpykmypa KHu2u

Ora kHHUra pasueseHa Ha ATk vacreil. Yacrs I cogepsxur BBeme-
HIE B IU3acceMOJIMpoBaHMe, 00paTHYo PaspadoTKy UM caM IPOEKT
Ghidra. B wactu Il paccmarpuBatooTcsa 6a30Bbie TIPHUEMBI HCIIOJD-
3opaumsa Ghidra. Yacrs 111 nemoncTpupyer HACTPOMKY 1 aBTOMA-
tuzanuio Ghidra. B wacru IV Gosree riiy0oko 00BSCHSIOTCS KOH-
KpeTHbIe TUITEI MoayJieil Ghidra u BcrmoMorareibHbIe KOHIISIIIIHH.
B uactu V nmoxasano, kax npuMmennTtsh Ghidra B HEKOTOPHIX peasib-
HBIX CUTYAIUAX, C KOTOPBIMI MOSKET CTOJIKHYTHCS CIIEIIMAJIMCT II0
oOpaTHOiT pa3paboTke.
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Yacmeb I. BeedeHue

Maea 1. BBegeHne B gusaccemo6nmpoBaHue

B aToit BBOIHOI T1aBe MBI TTO3HAKOMUMCS C TEOPHEH M IIPaKTHU-
KOU Iu3acceMOJIMPOBAHUS U 00CYIUM HEKOTOPBIE IIJIIOCH U MUHY -
CHI IBYX HamboJiee PACIPOCTPAHEHHBIX AJITOPUTMOB IM3aCCEMO-
JIUPOBAHUA.

Magea 2. UHCcTpyMeHTbI gu3accemMonMpoBaHMA U o6paTHOM
paspaboTtku

B sToi1 riaBe o0cy:kmamwTCsS OCHOBHBIE KATErOPHU HHCTPYMEHTOB
o0paTHO pa3paboTKU 1 AU3aCCeMOJIMPOBAHMSI,

Maga 3. NepBoe 3HakomcTBO ¢ Ghidra

3mecs MBI Brepshie BerperuMcesa ¢ Ghidra, ysmaem o ee mcTokax,
0 TOM, KaK ee IIOJIyYUTh U HAYaTh II0JIb30BATHCSA 9TUM CBOOOIHBIM
KOMILJIEKTOM MHCTPYMEHTOB C OTKPBITHIM HMCXOTHBIM KOIOM.

Yacmsb Il. OcHoebI ucnosnb3oeaHusi Ghidra

Maga 4. Hauano pabotbkl ¢ Ghidra

B oroit rmaBe maummaercss Hame myrtermectsue B mup Ghidra.
Mzer yBugum Ghidra B ge#icTBum, IJIs 4€ro cO3qaauM IPOEKT, IIPO-
aHaausupyeMm paia 1 IM03HAKOMUMCS ¢ TpadudaeckuM uHTepderi-

com Ghidra.
Maea 5. OTo6paxeHne gaHHbIX B Ghidra

3meck MBI TosHakoMumMcs ¢ Opayaepom koma (CodeBrowser), riias-
HBIM aHaJIuTHYecKnM cpencrsom Ghidra, v ero o0CHOBHBIME OKHAMU.

Maga 6. insaccembnupoBaHue B Ghidra

B aT0i1 riraBe MBI M3yUMM KOHIIEIIIINY, HEOOXOAMMBIE JJIS ITOHMMA-
HH Ipoliecca nuaacceMmbarposauusa B Ghidra.

MaBa 7. YnpaBneHue gusaccemMonmpoBaHmemM

B oroit rmaBe mbr HayunMcesa gorosiHaTh aHaausd Ghidra u ympas-
JISATH IIPOIIECCOM AM3ACCEeMOIMPOBAHMS B CBOUX IIEJIAX.

MaBa 8. Tunbl AaHHbIX U CTPYKTYPbl AaHHbIX

B aroft roraBe MBI HaydYmMCcs paclo3HABATH U MAHUITYJIUPOBATH
TPOCTHIMU U CJIOKHBIMHU CTPYKTYPaAMU JAaHHBIX, BCTPEYAIOIIUMUCST
B KOMIIMJIMPOBAHHBIX IIPOTPaMMax.

BBEIEHUE



MmaBa 9. MNepeKkpecTHbIe CCbINKU

OTa riiaBa IOCBAIIEeHA IT0IPOOHOMY PaCCMOTPEHHIO ITePeKPECTHBIX
CCBIJIOK, X TpadrIecKOMY IPEJACTABJIEHUI0 W TOM BAKHON pPOJIH,
KOTOPYIO OHU UTPAIOT B TOHUMAHUU TTOBEeHUS ITPOTPAMMEBI.

Maga 10. Npachbi

B o101 rmaBe MBI MO3HAKOMHMCA C TPpa@UUECKUMU BO3MOSKHO-
cramu Ghidra u rpadaMu xKak cpemcTBOM aHAIN3A TBOUUHOTO
Koma.

Yacme lll. Mlocmasumb Ghidra cebe Ha cnyx6y

Maga 11. KonnektnBHasa ob6paTHas

paspaboTka nporpamm

B oroit rimase mpencrasiieHa yHUKaJIbHAA Bo3MOKHOCTE Ghidra —
WCIIOJIb30BaHNE B KAueCcTBe MHCTPYMEHTA KOJIJIEKTUBHOM pabOTHI.
Mger ysmaem, kak croHdpurypuposartb cepsep Ghidra m cmesats
IPOEKT JOCTYIIHBIM APYTUM aHAJIATAKAM.

Masa 12. Hactpouka Ghidra

3necs Mmbr HauHeM HacTtpauBaTh Ghidra, KOHQUTYPHUPYS TPOEKTHI
Y WHCTPYMEHTBI, TAK YTOOBI OHU OTBEYAJIM HAIIeMy TeXHOJIOTHUYe-
CKOMY ITPOIIecCcy aHaJIn3a.

Maea 13. PacwupeHue B3rnsiga Ha mup Ghidra

B sTo0it ritaBe MBI HaydYmMCsT T€HEPUPOBATh W IIPUMEHSATH CUTHA-
TYypBI OMOJIMOTEK M APYroro CIeIUAJIHHOIO COMEPIKIMOI0, UTOOBI
Ghidra morsia pacrosHaBaTh HOBBIE KOHCTPYKIIMH B JBOMYHOM
KOJIE.

Maga 14. OcHoBbl HanucaHusa ckpuntoB Ana Ghidra

B aroit ry1aBe MBI ITO3HAKOMUMCS C OCHOBAMM HATIUCAHUS CKPHII-
toB 1y Ghidra ma Python u Java ¢ mpumeHeHreM BCTPOEHHOIO
pexakTopa Ghidra.

Ma.a 15. Eclipse n GhidraDev

B oaroit rmaBe MBI TIOJHMMEM HaIUWCaHWE CKPUIITOB HA HOBBIA
ypoBeHb, nHTerpupoBas Kclipse ¢ Ghidra m Bocmosb30BaBIINCH
MOIITHBIMHU CKPUNOTOBBIMU BO3MOYKHOCTAMU, ITPEIOCTABJISAEMBIMU
9TOM KOH(UTypaIlmei, B YaCTHOCTH IPUBEIeM pabouyuil IIpumMep
TOCTPOEHUA HOBOT'O aHAJIM3aTopa.
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Maga 16. Heo6cnyxuBaembin pexum Ghidra

3mech MBI IIO3HAKOMUMCS ¢ Hcmoab3oBaHreM Ghidra B meobcy-
SKUBaeMOM peskuMe, korma He Tpebyercsa Hukarxoro GUI. Bror, 6es
COMHEHUS, OIEHHUTE IIPEMMYIIECTBA OTOT0 PEKMMA B THUIIMYHBIX
KPYIHOMACIITAOHBIX IIOBTOPAIOININXCI 3a1a4ax.

Hacmsb IV. JononHumesnbHblie meMbl

MmaBa 17. 3arpy3umkn Ghidra

3meck MBI 60J1ee TIyO0KO IT03HAKOMHUMCES ¢ TeM, Kak Ghidra mmimop-
THPYeT W 3arpyskaer Qaiel. ¥ Hac OyIeT BO3MOKHOCTH CO3/IaTh
HOBBIE 3aTPy3YNKH JIJIsT 00pab0TKM paHee He pacIio3HaABAEMBIX TH-
0B (PaJIoB.

Maga 18. MNpoueccopbl Ghidra

B aroit rimaBe mbr pacemorpum a3k Ghidra SLEIGH, npeguasua-
YeHHBIN JJId OIIpeIesIeHIs apXUTEKTYPHI Ipolieccopa. Mul uayunm
mpoliece J00aBIeHUs HOBBIX IIpoleccopoB u komana B Ghidra.
Masa 19. flekomnunsaTtop Ghidra

Bnech MBI IOIPOOHEE PACCMOTPUM OOHY M3 CAMBIX IIOIYJISPHBIX
BoamoskHocTed Ghidra: mexommnmiasarop. Ber yBumure, Kak oH pa-
0oTaer Ha BHyTPEHHEM YPOBHE M KAKOM BKJIAJ BHOCUT B IIPOIIECC
aHaJIn3a.

Magea 20. 3aBMCUMOCTb OT KOMNUNATOpPa

OTa riaaBa mOCBAIIEHA BAPUALIAAM KOOA B 3aBHCUMOCTH OT KOMIIH-
JIITOPA U IIeJIEBOM ILIaT(OPMBL.

Hacmb V. PeanbHble npunoxxeHus

Maga 21. AHanus o6¢ycumpoBaHHOro koga

Mzger yauaem, kak mucmosab3oBath Ghidra mis amanmsa obdyciimpo-
BAHHOI'O KOJA B CTATUYECKOM KOHTEKCTE, TAK UTOOBI KO He HYHO
OBLIIO UCIIOJIHATD.

MaBa 22. UameHeHue ABOUYHOIO KoAa

B oroit ritaBe MBI y3HaeM 0 HEKOTOPBHIX CIIOCO0AX HCIIOJIb30BAHS
Ghidra misa maMeHeHHS OBOMYHOIO KOOa B IIpollecce aHAJIM3a —
kak BHyTpu camoi Ghidra, Tax u QI CO3maHUSA «3aIaTAHHBIX»
BepCUH OPUTUHATIBHBIX TBOMUYHBIX PATIOB.
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Maga 23. OnpeaeneHne pa3HOCTU ABOUYHbLIX ¢hannoB

M oTCcrnexuBaHue Bepcuun

B sroii, mocienneis, ritaBe mpuBoauTes: 00630p cpeacts Ghidra, mo-
3BOJIAIONINX BBIUUCIUTD JAEJIBTY MEKIY JABYMS JTBOWYHBIMU (haii-
JaMu, a TakKe KpaTKoe BBeJeHMe B JIOIOJHUTEJILHBIE CPEeJICTBAa
OTCJIEKMBAHWA BEPCUU.

MpunoxeHue. Ghidra gna nonb3oBatenen IDA

OmnsrrHble ostb3oBaTean IDA HalinyT B 9TOM IIPUAIOMKEHIT HHAOP-
MAIIHIO0 O COOTBETCTBUM MEXKIY TEPMUIHOJIOIHUEH W CXOMHOMN (PyHK-
mmoHaspHOCTEO IDA n Ghidra.

Koo, scmpeuarowutics 8 uUcmuHeax, MOXCHO HAUMU
Ha catimax https://mostarch.com/GhidraBook/ u
https://ghidrabook.com/, a makxoice na caiime uzdamenvcmaa
https://dmkpress.com/catalog/computer/securuty/978-5-97060-942-2/



https://nostarch.com/GhidraBook/ и https://ghidrabook.com/.
https://nostarch.com/GhidraBook/ и https://ghidrabook.com/.
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BBEAEHMUE
B AMIACCEMBJIMNPOBAHME

Bawm, masepHoe, nuTepecHo, 4ero oKHIATH
or kuuru o Ghidra. Komeuno, sta xHHra

mesimkoM mocssaiteHa Ghidra, Ho oHa He 3a-
OyMbIBasiack Kak «PykoBomcTBo mosb3oBare-

asg Ghidra». Mur xorenm wmcmosib3oBath Ghidra
KaK MHCTPYMEHT JJIs 00CYKIeHIs MeTOL0B 00paTHOI pas-
paboOTKM, IIOJIE3HBIX IPH aHaJM3e IMHPOKOT0 Kpyra IIpo-
rpaMM — OT YA3BHUMBIX IIPUJIOKEHHUH J0 BPEIOHOCHOI0 IPO-
rpaMMHOro obecmedeHus. Tam, rae aTo OIPaBIAHO, MBI
Oymem mompoOHO ommchiBaTh Imaru npumeHenus Ghidra
JJIs BBITIOJTHEHUS KOHKPETHBIX JIeMCTBUU B JaHHOU CUTYya-
muu. B pesynbrare mosyumiaach 0030pHAA OKCKYPCHUS IIO
BceM BoaMmoskHOCTAM Ghidra, HaumHas ¢ caMBIX ITPOCTHIX
3ajmad, pelraeMbIX B X0/Ie HaYaJIbHOI0 UCCIeTOBAHUA (pati-
Ja, 1 3akaHunBag HacTpoikoi Ghidra ms 6osiee CIoKHBIX
3amau obOpaTHO# paspadorku. Mbl He craBuiam cebe IIeJIbIo
paccMoTrpers Bech rmoreHimas Ghidra. Ho cpemersa, manbo-
JIee TIOJIe3HBbIE JIJIA 00paTHOM paspabOTKM, MBI BKJIIOYUMJIM.



Ora kHHUTra moMmoskeT Bam caesatb Ghidra cambiM adderTUBHBIM
OpyareM B CBOEM apceHaJie.

[Ipesxme uem ¢ ToI0BO# TOTPY3UThHEA B crrertudury Ghidra, moro-
BOPHUM 00 OCHOBAX IpoIlecca AU3aCCeMOIIMPOBAHUS U APYTUX CPe-
cTBaxX 00pPaTHOM pa3pabOTKH OTKOMIIMINPOBAHHOIO KOJA. XOT 9TH
cpelcTBa Heo0sS3aTeIbHO IIOKPHIBAIOT BECh CIEKTP BO3MOMKHOCTEH
Ghidra, xasmgoe M3 HHX COOTBETCTBYET KAKOM-TO YaCTH (DYHKIIHO-
"HasbHOocTH Ghidra m mosBosisieT Jydllle MOHATH €€ KOHKPETHBIe
ocobernocru. Jlamee B 9T0I ryiaBe IIPoOIeCC OTHU3aCCEeMOIMPOBAHIISI
OIMCHIBAETCS HA BEPXHEM YPOBHE.

TEOPUA AN3ACCEMBJIMPOBAHMA
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Kaskaprit, kTo0 XOTh HEMHOT0 U3yYaJl S3bIKA IIPOTPAMMUPOBAHMUSI,
BepOATHO, 3HAET 0 PA3JIUYHBIX IIOKOJIEHUAX SI3BIKOB, HO JJIA TeEX,
KTO BCe 9TO BpeMsd IIpocHaJsi, JaJuM KPaTKYI0 CIIPaBKY.

A3bIKu IepBOro moKoJeHua. JTo caMas Hu3Iass popMa s3bl-
KOB, IIPOIPAMMUPYIOT HA HUX, 3AIIMCHIBASI KOMAH/IBI B TBOMYHOM
VJTH IIIeCTHANIIATePUMYHOM BHIE, a IPOYNTATH TAKON KO MOI'YT
HEeMHOTI'He yMeJIbIibl. Ha oToM ypoBHE TPYIHO OTJIMYHUTE JaHHbIE
OT KOMAaH]I, II0TOMY YTO BBITVISIAT OHM OJWHAKOBO. f3bIKM 1Iep-
BOT'O ITOKOJIEHUSI HA3BIBAIOT eIle MAUUHHbIMU A3bIKAMU, AT
0aMT-KOIOM, 4 HAIIMCAHHbBIE HA HUX IIPOIPAMMBI — 080UYHbLMIU.

A3y BTOpOro mokosieHus. Vx ere HA3BIBAIOT A3bIKAMU AC-
cembsiepa, OT MAITUHHBIX A3BIKOB MX OTIEJISIET TOJIBKO IIPOCTOMR
TIOMCK B TA0JIUIIE, TI03BOJISIIOIIII COITOCTABUTH KOMOMHATTHSIM OH-
TOB, WJIN KOJAM OIepali (OIIKogaM), KOPOTKHIE, HO JIEI'KO 3aII0-
MUHAIOIIUECS II0CIeI0BATEIEHOCTI CUMBOJIOB — MHEMOHUYECK L
K0Obt, 00JIervaroIye IIPOrpaMMUCTAM 3allOMHUHAHWE KOMAH.
Accembiepom Ha3bIBaETCA IIPOTpaMMa, KOTOpas TPAHCIUPYeT
KOJI Ha sI3bIKe acceMOJiepa B MAIIMHHBIA KO, IPUTOSHBIN I
BBITIOJTHeHU. [[oMIMO MHEMOHUYECKUX KOI0B KOMAH/T, TTOJTHBII
SI3BIK acceMOiiepa OOBIUHO BEJIIOYUAET OUPEKMUBbl, YKA3BIBAIO-
1pe acceMOIepy, Kak pasMernaTh Ko 1 JaHHbIE B ITAMSITH.

Aspiku TpeThero MOKOJIeHUd. JTO CICOYIOIIWHA IIar B Ha-
IpaBJIEeHNN BBIPA3UTEIHHOCTH €CTECTBEHHBIX I3BIKOB — BBOIIAT-
¢S KJTIOUEBBIE CJIOBA ¥ KOHCTPYKITUH, UCIIOJIb3yEMBIE B KAUECTBE
CTPOUTEIBHBIX OJIOKOB, M3 KOTOPBIX CO3JAI0TCS IIPOrPAMMEL.
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A3BIKK TpeThero IMOKOJIEHNST OOBIYHO He 3aBHCST OT ILIAT(Oop-
MBI, XOTSI HAIIMCAHHBIE HA HUX IIPOrPaMMBI MOT'YT OBITH ILJIAT-
hOPMEHHO 3aBUCHMBIMM M3-32 HCIIOJIb30BAHUA 0COOCHHOCTEH
KOHKPETHOH OIIePAIIMOHHOM CCTEMEL ['0BOpSI 0 A3bIKaX TpeThe-
ro nmokoJsenus, yaiie Bcero BeriomuaanT FORTRAN, C u Java.
JlJ1 TpaHCaAIMY IIPOrpaMMBbl HA S3BIK acceMOJIepa UIIH IPSIMO
HA MAIIUHHBIN 361K (MJIN €0 IIPUOIN3UTeILHEIN dOKBHUBAJICHT,
HampuMep 0afT-Ko) 00BIYHO HCIIOIB3YIOTCA KOMIIMISTOPEI.

A3bIKu YeTBEepPTOro IMOKOJIeHUs. Taxue CyIIecTBYIOT, HO
K TeMe 9TOM KHUIH He UMEIOT OTHOIIIEHIS 1 II0TOMY He paccMaTt-
pUBaOTCA.

YTO AENAET AN3ACCEMBIEP

B tpagunmonnoi monenu paspadorkn [10 xomomisaTopsr, accemo-
JIephl ¥ KOMIIOHOBIIMKY KCIIOJIB3YIOTCA IO OTIEILHOCTH JIOO0 CO-
BMECTHO JJI CO3TaHUSA HCIIOJIHAEMBIX HporpamMM. UToOBI IIpoje-
JaTh OOpaTHBIM TyTh (T. €. MOJABEPTHYTH IIPOTpaMMy OOpaTHOI
pa3paboTke), MBI IIPUMEHSIEM HHCTPYMEHTHI, 0Opallaiolilne Ipo-
IeCChI acceMOJIMPOBAHUA ¥ KOMIHWJIAIMU. HeyauBUTEIIFHO, YTO
OHM HA3BIBAIOTCA Jusaccembnepamu u dexomnunimopamu. Jnus-
acceMm0Jiiep obOpaIlaer IIporece acceMOJIMPOBAHMS, TAK YTO HA BbBI-
X0JTe MBI OJKHIaeM II0JIYYUTD KOJT Ha sI3BbIKe acceMOJiepa (a Ha BXOJT
mogaeM KoJ Ha MAIITMHHOM sI3bIKe). 3aj1ava JeKOMITHIIITOpa — BOC-
CTAHOBUTDH KOJ HA SI3bIKE BHICOKOT'O YPOBHS, IIOJIYIYUB Ha BXOJIE KOJI
HAa S3BIKe acceMOepa WK Jaske HA MAITHHHOM S3bIKe.
ObGerranme «BOCCTAHOBUTDL MCXOOHBINA KOI» 3BYYHUT OUYEHb 3aMAH-
YHBO HA KOHKYPEHTHOM PBIHKE IIPOrPAMMHEOT0 00eCIIeueHN s, II09TO-
My pas3paboTKa XOPOIIUX JIEeKOMITHJIITOPOB OCTAETCS 00JIACTHIO aK-
THUBHBIX KMCCJIeNoBAHUM B mH(opmaTure. Hixe mepednciieHo Juiib
HECKOJIbKO 13 MHOKECTBA IIPUYKH, 3aTPYIHAIONINX JIEKOMITUJISITHIO.

> B mporiecce KOMOUIAIAN TepPSIeTCS YacTh HHAOPMAIIUM.
Ha ypoBHe MammHHOTO SI3BIKA HE CYIIECTBYET WMEH Irepe-
MEHHBIX U (DYHKITHAH, a TUIT HHQPOPMAIINH MOKHO OIIPEIeJIUTh
TOJIBKO II0 XapaKTepy WCIIOJIb30BAHUS TaHHBIX, TOCKOJIb-
Ky SBHBIX O0BSIBJIEHUN THUIIOB HeT. Buis, uto kommpyercs
32 O0ura JaHHBIX, MBI JIOJKHBI IIPOJIEJIATh HCCJIEI0BATENb-
CKYIO paboTy, 4TOOBI YyCTAHOBUTH, YTO 9TO Takoe: 32-pa3ps-
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>

>

HOe IIeJI0e YHCJI0, 32-pa3psaaHoe YHCJI0 C IIJIaBaIoIIel TOUKOH
W 32-pa3psaaHbIi yKas3aTeb.

Kommunamua — aTo omepanusa BUga «MHOTHE KO MHO-
ruM»., OTO 03HAYAET, UTO HCXOTHYI0 MPOrPaMMy MOKHO
TPAHCIUPOBATh HA SI3BIK accemMoOjiepa pasHBIMU CII0CO0aMU,
a KOJy Ha MAITUHHOM SI3bIKE€ MOTYT COOTBETCTBOBATEH Pa3HBIE
KOHCTPYKIIMK Ha HMCXOAHOM Koze. IloaToMy mexoMITHIAIms
TOJIBKO YTO OTKOMITMJIMPOBAHHOI0 (paifyia MOsKeT JaTh UCXO/-
HBIA paiiy, CUIBHO OTJIMYAIOIINICI OT OPUTHHAJIA.

JdexoMnuagaTopel 3aBUCAT OT A3bIKa 1 Oudamorex. O0-
paboTKa IBOMYHOIO (haiiia, HOPOMKICHHOIO KOMIIMJIATOPOM
Delphi, ¢ moMomipo JeKOMIHIATOPA, PACCUUTAHHOIO HA I'e-
"HepupoBaumne C-Koma, MOMKET IMPUBECTH K OYEeHb CTPAHHBIM
pesyabTaTaM. AHAJIOTUYHO IIPOTOH OBOMYHOIO (haiiaa s
Windows depes IeKOMIIHIATOP, KOTOPLIM HHUYEro He 3HAET
o Windows API, Bpsan siu mact 4To-To mosie3Hoe.

JJ1a TOYHOM JEeKOMIITMJIAINY JBOUIHOrO (hpaiiia Heooxo-
OUM IOYTHU HOEAJIBHBIN quaaccemosiep. JIobas ommbka
WJTM TIPOTIYCK Ha dTalle JU3acceMOTMPOBAHMUS ITOUTH HaBEPHS-
Ka 0TpasuTCcd Ha JeKOMOUInpoBaHHOM Kome. [IpaBmirbHOCTD
IN3aCCeMOJIMPOBAHHOIO KO MOYKHO IIPOBEPUTH, IIPUOETHYB
K CIIPABOYHBIM PYKOBOJICTBAM II0 COOTBETCTBYIOIIEMY IIpOIIec-
COpPY, HO IIJIs IPOBEPKY MPABUJILHOCTH Pe3yJIbTaTa JIeKOMIIH-
JIAIIAY HeT HUKAKUX KAHOHMYECKHX CIIPABOYHBIX PYKOBOICTB.

B Ghidra BcTpoer mekoMIMIATOP, KOTOPBIA MBI OyIeM H3y4aTh

B ry1ase 19.

3AYEM HY>XXEH AUW3ACCEMBIJEP

]_[eJIB HNHCTPYMEHTOB ,D,'I/ISaCCGM6JII/IpOBaHI/IH JacTo COCTOHUT B TOM,

30

4TOOBI Pa300paThCcsd B IporpaMme, MCXOJHBIM KOJ KOTOPOM HeJo-

CTYIIEH. Hepqu/ICJII/IM TUIIMYHBIEC CUTYaIlumM:

>
>

>

aHaJIn3 BpeJOHOCHOI'O HO,

aHaJIU3 IPoTrpaMM C 3aKPBITHIM MCXOTHBIM KOJOM Ha ysI3BU-
MOCTB;

aHAJN3 WHTEPOIIepadeIbHOCTH IIPOTPaMM C 3aKPBITBIM HC-
XOJTHBIM KOJI0M;
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p amama CT'€HEePHPOBAHHOI'0O KOMIIHMJIATOPOM KOJa C IIeJIbIO
IIPOBEPHUTH €I'0 IIPOM3BOIUTEJIBHOCTD NJIN ITPABUJIBHOCTD,

> 0T06pa91ceH1/1e KOMaH/ IIpOorpaMMEI B IIpOIlecce OTJIadKH.

Jlaee MBI pacCMOTPHM 9TH CHUTYaIIHK 00JIee IIOIPOOHO.

AHanu3 epedoHocHozo 10

Agropsr Bpemonocuoro I10, ecam TOJILKO 9TO He CKPHUIITHI, PEIKO
OKAa3BIBAIOT HAM JII00E3HOCTD, IIPEIOCTABIIAI NCXOMHEIN KO CBOMX
TBOPEHHH. A B OTCYTCTBHE HMCXOIHOTO KOJA HAIIK BO3MOYKHOCTHU
IOHATH, KaK BeJeT ceds BpeIoHoC, KpaliHe orpaHuyveHsl. EeTh mBa
OCHOBHBIX BH/A aHAJIN34: TUHAMUYECKUN 1 cTatudyeckuii. J[una-
MUYeCKUT QHAIU3 TOApa3yMeBaeT BHIIOJHEHHE BPEIOHOCHOTO
KOIa B TIIATEJIHBHO KOHTPOJUPYEMOM OKPY:KeHHM (IIeCOUHUIIE),
KOIJa 3a BCEMM ACIIEKTAMM IIOBeJeHHS HAOII0IAI0T C IIOMOIILIO
Pa3IMYHBIX HWHCTPYMEHTAJBHBIX yTuauT. Hamporum, cmamu-
YeCKUll QHAIU3 — 3TO IIOIBITKA IIOHATH, YTO JeJaeT IIPorpamMma,
uynuTadg ee KO, KOTOPBIA B ciayuae BpemoHocHoro 10 ugamme Bcero
COCTOMT TOJIBKO M3 JIMCTHHIA JHu3acceMOiepa M, BOSMOMKHO, JIKC-
THHTA JeKOMIIIJISATOPA.

AHanu3s Ha ysa3eUuMoCmb

Jl1st mpocToThI pa3odbeM Bech IIPOIIecC ayauTa 0e30IacHOCTH Ha
TPH 9Tama: o0HApYyKeHNe YA3BUMOCTH, AHAIN3 YSI3BUMOCTHA U Pa3-
paborka arciuioita. OaHN ¥ Te ke Iard BBIIOJIHSIIOTCS BHE 3a-
BHUCHMOCTH OT TOT'O, €CTh MCXOIHBIM KO MJIM HET, OJHAKO 00beM
YCUJIUHM PE3KO BO3PACTAET, €CJIM MMEeTCS TOJIBKO JBOMYHBIA KOJI.
[lepBeIit oTanm — HAWTH MeCTO B IPOrpaMMe, IMOTeHIIUAILHO JOIIyC-
Kamplee aKcILTyaTanuio. JJIs 9Toro 4acro mpUMeHSOTCS JTHUHA-
MUYeCKUe MeTObI, HaupuMep (Pas3uHT', HO TO 3Ke CaMOe MOKHO
caenaTh (0OBIYHO ¢ TOPa3ao OOJTBITUMH YCHUIJTUIMMU) C TIOMOIITHIO CTA-
THYecKoro aHaiauaa. Ilociie Toro kak mpobiaeMa BBISIBJIEHA, YACTO
TpebyeTcs TaJIbHeNITNH aHaINn3, YTOOBI TOHATD, JOIyCKaeT JIM OHa
OKCILIIyaTaILI0, ¥ €CJIN 14, TO IIPU KAKUX YCJIOBUAX.

Daz3une (OyKB. OIBLICHNE) — 9TO METOJ O0HAPYKEHU YSI3BUMOCTEM, KOTOPBIN
3aKJII0UAEeTCsA B TeHEPUPOBAHUM DOJIBIIOr0 00beMa CIIyYaHbBIX BXOAHBIX JaH-
HBIX JIJI IPOrPAMMBI B HAJIEKIE, YTO KaKHUe-TO IIPUBEIYT K OTKA3y, KOTOPBIN
MOKHO OyIeT 00HAPYKUTD, MPOAHATU3UPOBATh U B KOHEYHOM UTOTE JKCILIya-
THPOBATb.
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Haxommenne ImepeMeHHBIX, KOTOPBIMH ATAKYIOIIUA MOYKET
C IIOJIB30H [JIsI ce0si MaHWIIYJIMPOBATb, — BAYKHBIM PAHHHHA IIar
mpoitecca obHapys:xeHus. JluctuHrn amaacceMbyiepa JaioT J0CTA-
TOYHBLIA YPOBEHb AETAJM3AIMH, UYTOOBI TOUHO IIOHATH, KAK KOM-
OUJIATOP PEIJI pa3Melarh IIepeMeHHble B naMaTu. Hampumep,
OBIBaeT II0JIE3HO 3HATh, 4YTO 70-0aiTOBLII MACCHB CHMMBOJIOB, 00h-
SIBJIGHHBIM IPOrPaAMMKCTOM, KOMIIMJIATOP OKpPyrIma go 80 Oaifr.
Kpome Toro, nuermnaru mmsaccembiiepa — eqQUHCTBEHHBIHA CIIOCOD
TOYHO BBISICHUTD, KAK KOMITHJISTOD PEIIHNJI YIIOPSAI0YNTDH IIePeMeH-
HbIe, 00BbSIBJIEHHBIE TJI00AJHHO WJIM BHYTPU (QYHKIIHN. JHAHUE
TPOCTPAHCTBEHHBIX OTHOIIMECHUN MEKIY MepPeMEeHHBIMH 3a4acTyio
HE00X0TUMO 711 Pa3padOTKHU IKCILIONTA. TaK, COBMECTHO MCIIOIb-
3ys nu3acceMOJIep U OTJIQ YUK, YIAeTCs CO3IaTh 9KCILJIOMNT.

AHanus uhmeponepabensHocmu

Ecism mporpamMma BBITIyCKaeTCsI TOJBKO B JBOMYHOMN popMe, KOHKY -
peHTaM OYeHb TPYIHO CO34ATh IIPOrpaMMbl, KOTOPhIe MOTYyT pado-
TaTb COBMECTHO C Heﬁ, NI IIPEOJIOKUTh II0JACTaBJIA€eMble BMECTO
Hee IIPOrpaMMbI, COBMECTHUMEIE 110 mHTepdericy. TUIINIHBIA IpH-
Mep — Ko ApaiiBepa JJis 000pyI0BAHUS, IIOIIePKUBAEMBIN TOJIb-
KO0 Ha o7HO# 1aTtdgopme. Eciti Tpor3BouTe b HEe TOPOITUTCS C €T0
ITOITEPIKKOM MJIH, XysKe TOr0, BOOOINE OTKA3BIBAETCS IIOJIePKH-
BaTh CBoe 000PyI0BaHMe HA IPYTUX IIaTdopMax, TO HeoOXoauma
obpaTHast pa3paboTka, 4TOOBI HAIKCATH JApaiiBepsl. B Takux ciry-
Yasgx CTATUYECKUH aHAJIN3 KoJda — eBa JIM He eJIMHCTBeHHOe cpe/l-
CTBO, U 3a4aCTy0, YTOOBI pa3odpaTbCs B IIPOIIUBKE, IPUXOIUTCS
BBIXOJIUTH 34 PaMKM IIPOrpaMMHOTI0 IpaiiBepa.

llpoeepka koMnunasimopa

IlockonbRy 11es1b KoMIImIATOpa (MM acceMOyepa) — reHeprupoBa-
HUe MAIIIMHHOTO KOJIa, YacTO He0OX0JUMBbI XOPOIIIHEe WHCTPYMEHTHI
IM3acCeMOIMPOBAHMSA, KOTOPBIE IPOBEPAT, NEMCTBYET JIM KOMIIK-
JIATOP B COOTBETCTBHUH C IIPOEKTHBLIMHU CIIEIIU(PUKAIIMAMUA. AHAIIN-
THKAM TaKKe MHTEePECHO HANTH JOIOJHUTEJbHBIE BO3MOMKHOCTU
IJIS OITHUMM3AIIMK BBIXOOA KoMIMiIaTopa. Jla m ¢ Touku 3peHus
0e30IacHOCTH XOPOIIIO OBl YOeIUTHCS, UTO CAM KOMITHJISTOP HEBO3-
MOYKHO CKOMIIPOMETHUPOBATH, TAK UTO OH OyIeT OCTABJIATDH 3aKJIAJ-
KM B CTeHEePHUPOBAHHOM KOJIE.
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OmobpakeHue komaHO 8 rnpouyecce omsiadku

[Toskamyit, camoe pacmpocTpaHeHHOe IIpUMeHeHUe au3acceMoOJre-
POB — TeHepUpoOBaHME JIMCTHUHIOB B OTJIQJUYUKAX. K coskaieHuo,
nusacceMObJiepaM, BCTPOEHHBIM B OTJIQTIUKY, He XBAaTaeT U30IPeH-
HocTH. B 00111eM ciydyae OHM He yMeEIOT JU3acceMOINPOBATh TaKeT-
HO ¥ MHOTIJIA OTKAa3bIBAIOTCS Pad0TaTh, €CJIM HE MOTYT OIPEeIeIUTh
TPAHUIIB (PYHKIIUH. IJTO OJHA U3 IIPUUHNH, I0 KOTOPBIM JIYUIIle WC-
MI0JIL30BATH OTJIAYUK B CBSI3KE C BHICOKOKAYECTBEHHBIM JTU3aCCeMO-
JIepOM, UTOOBI JIyUIlle OIIEHUTh KOHTEKCT B IIPOITECCe OTIATKH.

KAK PABOTAET AM3ACCEMBIJIEP

Pazobpasurucs ¢ measamu nuaacceMOJIMPOBAHUS, CAMOE BpeMs 3a-
HATHCS BOIIPOCOM O TOM, KaK B JeMCTBUTEJIBbHOCTH PadOTaeT IHa3-
accembiiep. PaccMoTpuM THIIMUHYIO BHYIIAIOILYIO CTPax 3agady,
CTOAIILYIO IIepes quaacceM0iIiepoM: 83amb npeoniodcennvie 100 KB,
OMaIUMUMb KOO 0Mm OQHHbLX, nepegecmi K00 HQA A3bIK accemobrie-
pa 0515 npedcmasieHis noJIb308AMeJI0 U He Haoeiamb no 0opoe
owubox. MoskHO OBLITO OBI TIPUCTETHYTH CIOA KYUy CITEITHaIbHBIX
3aIIpoCcoB, HAIPUMepP MOIPOCHUTh JuaacceMOyep HaiiTu QyHKIIAH,
PAaCIIO3HATH TAOJIMIIEI IEPEX0I0B WJIM BEISBUTH JOKAJIBHEIE IIepe-
MEHHEBIE, — BCE 9TO CHUJIbHO 3aTPYIHSET ero pabory.

YT0o0BI yUecTh Bce HAIIK TPEeOOBAHMS, TU3acceMOIep JOJEKEH ClIe-
JIaTh BBIOOP M3 MHOMKECTBA aJIFOPUTMOB 00paOOTKH IIepeqaBaeMbIX
emy aiinos. KadecTBo creHeprpoBaHHBIX JIMCTHHIOB HAIIPAMYIO
3aBHCHT OT KaUeCTBA HCIIOJIb3yEeMBIX AJITOPUTMOB 1 UX PeaIU3ALIINH.

B sTrom pasmese MBI 00CyIMM OBa IVIABHBIX aJICOPUTMA, IIPUMe-
HAEMBIX B HACTOSAIIEe BPeMsI [IJIs IU3aCCeMOINPOBAHNSA MAIIITHHO-
ro xkoxa. ITo xomy obcy & meHmss MBI OyIeM 0TMeUaTh UX HeIOCTATKH,
YTOOBI BBI OBLIIM TOTOBBI K CUTYAIIMAM, KOIIA KAMKETCs, YTO TU3ac-
cemOJiep He paboraer. [lornMas orpanndenns gusacceMoOIepa, B
CMOsKeTe BMEIIaThCsA BPYYHYIO W IIOBBICUTEH KAYeCTBO Pe3yJIbTaTa.

Ba3oesblli anzopumm dusaccembnupoeaHusi

Jloist mavasa paspaboTaeM IIPOCTOM aJITOPUTM, KOTOPHIM HA BXO/e
OpuHUMAaeT Ko/ Ha MalllMHHOM A3bIKe, a Ha BBIX0Jle ITOPOKIaeT KO
Ha s3bike accembsiepa. [lo xomy mesra BBI moJrydmTe IIpejicTaBJIe-
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HUe 0 ImpobJieMax, IIPeIII0I0KEeHUSIX U KOMIIPOMHUCCAX, COIIPOBOIK-

IAOIIUX MPOIIECC AaBTOMATHYECKOr0 THU3aCCeMOINPOBAHMUSA.

1. Ilepmerit nmrar — Ha#TH 00J1ACTH KO/IA, TIOJIEIKATIIYIO TH3acceMO-
nupoBanmio. Jlajleko He Bcerma aTo Tak IIPOCTO, KAK MOYKET IIO-
Kas3aThbcsa. JacTo KOMAaHIIbI IIepeMeIaHbl ¢ JAHHBIMU, U BAMKHO
OTJIMYaTh OJHOIO OT Apyroro. B camom TWIMYHOM ciydae, KOI-
Jla au3acceMOIUpyeTcs: UCIIOJIHSIEeMBbIN (haityl, n3BecTeH opmar
atoro cpaiiia, Hanpumep Portable Executable (PE) 8 Windows
unu Executable and Linkable Format (ELF) Bo muormx Unix-
cucremax. B otrx dpopMaTax 00BIYHO MMEIOTCS MEXAHU3MBI (1acTo
B BHUJIE HEPAPXUYECKUX 3aT0JIOBKOB (DaiijIa) HAXO0KIEHUS CeKITHI
daiisa, ComepsKaIiX KO, a TAK:Ke TOUeK BX0Ja B 9TOT KOJI .

2. 3Hasa ajgpec KOMAH/IBI, MBI JOJIKHBI [IPOYNTATH 3HAYEHUE WU
3HAYEHNs, HaXOAIINecsd 110 3TOMY aapecy (MJIN CMEIIeHHIO OT
Hadvasa aiyia), ¥ HalTh B Ta0JHUIle MHEMOHUYECKYI0 KOMaH-
oy acceM0Jyepa, COOTBETCTBYIOIIYIO TAHHOMY KOy OIIEpPAIlHH.
B 3aBucmmocTH OT CJIOJKHOCTH CHCTE€MBI KOMAHJ[ ITPOIECCO-
pa aTOT IIPOIecC MOKET OBITh HeTPHUBUAJIBHBIM M, BO3MOYKHO,
BRJIIOUAET Ps JOMOJHHUTEJIbHBIX OIlepallhii, HAIlpuMep HH-
TePIPEeTAIU0 IPEe(PUKCOB, MOTUPHUITUPYIOIINX TOBeIeHNEe KO-
MAaHIbI, ¥ OIpeJieJIeHrne TOT0, KaKue OIMepaHIbl HeoOXOTUMBbI
koMmamme. Ecimu xoMaHOBl MMEIOT IIepEeMEHHYI IJINHY, KakK
B cucTeMe koMmaH Intel x86, To He MCKJIIIOYEHO, YTO JJIA II0JI-
HOTO IM3aCCeMOIMPOBAHMS OJHON KOMAHIBI IIPUIETCSI IIPOYUH-
TaTh JOMOJIHUTEbHBIE OANTHI.

3. Ilocie Toro kaxk xomamHga IIpouynTaHa M3 Qaiija 1 BCe ee oIe-
paHIBl JIEKOIHPOBAHBI, (POPMATHPYETCS OIKBHBAJIEHTHAS €M
KOMaH/Ia Ha s3bIKke acceMOJiepa, W pe3yJIbTaT 3alHCHIBAETCS
B JIMCTHUHT qu3accembiiepa. BriBaer Tak, 4To ecTh BBIOOD M3 He-
CKOJIbKMX BapUaHTOB CHHTAKCHCA A3bIka acceMmbiiepa. Hampu-
Mep, IJIs accemoOiepa x86 ecThb aBa O0CHOBHBIX dopmarta: Intel
u AT&T.

4. 3aBepIliuB BHIBOJ KOMAH/IBI, MBI JOJKHEI IIPOIBUHYTHCA K Ha-
JaJIy CJIeAyIlell ¥ IIOBTOPUTH BeCh IIPOIECC, IIOKA He OyIayT
Ir3acceMOJIMPOBAHBI BCe KOMaHIB! B (haiiie.

' Touxa 6xoda 6 npoepammy — 3TO IPOCTO ATAPeC KOMAHII, KOTOPOH OIIepAaIIMOH-

Hasd cucTeMa IiepenaeT yIIpaBJeHHe II0CJIe 3aTPY3KHU IIPOrpaMMEI B IaMATh.
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CuHTakcmuc accembnepa X86:
AT&T u INTEL

EcTb 4Ba OCHOBHbIX BapuaHTa CMHTaKcMca Kofa Ha a3blke accemMbne-
pa: AT&T u Intel. XoTa TOT n gpyro — A3bIK1 BTOPOTO MOKOJEHUS, UX
CVHTaKCUC CYLLECTBEHHO Pa3nM4aeTcs — OT 3anMcu NEPEMEHHbIX, KOH-
CTaHT M AOCTYNa K perncrpam o nepeonpeneneHnsi paamepa cermeH-
TOB W KOMaHA, OMUCaHWsi KOCBEHHOCTU U 3afaHus cMmeLleHuin. Cun-
Takcuc AT&T BblgensieTca Mcnonb3oBaHvem npedumkca % B MMeHax
BCEX PErNCTPOB, NpednKkca $ B UMeHax nuTepanos (Tak Ha3blBaeMbIX
HernocpedcmeeHHbIX orepaHA08) 1 NMOPSIAKOM OnepaHOoB: NCXOAHbIN
onepaHg HaxoauTCs creBa, a KoOHeYHbIN cnpaea. B cuHtakcmnce AT&T
KoMaHAa npubasneHuns 4 K pernctpy EAX nmeet Bug add $0x4,%eax.
B accembnepe GNU (as) n MHormx gpyrux nHctpymentax GNU, Bkrto-
yasi gcc v gdb, MO yMOnNuaHuo ncnonb3yeTtcs cuHtTakeuc AT&T.

CuHtakcuc Intel otnnyaeTtcs oTcyTCTBMEM NPEdUKCOB Y NMTEpanos
N PErMCTPOB M MPOTUBOMNONOXHBIM NOPSAKOM 3anmncu onepaHaos: Uc-
XOOHbIN cripaBa, KOHEYHbIV crieBa. Ta e KoMaH4a CNoXeHUs B CUH-
Takcuce Intel umeeT BMA add eax,0x4. 13 acceMbnepoB, B KOTOPbIX UC-
nonb3yetcsa cuHTakcuc Intel, ormetum Microsoft Assembler (MASM)
n Netwide Assembler (NASM).

- J

Cy1mecTBy 10T pas3InvHble aJITOPUTMEBI OIIPEIeJIeHNUs MecTa, ¢ KO-
TOPOTO HAYMHATDH AU3acceMOJIMpoBaHme, BhIOOpA CIEAYIONIeH KO-
MAaH/IbI, pA3JIMYeHUA KOda U JAaHHBIX U OIIpedeIeHHs Toro haxra,
YTO BCe KOMAH/IBI 1U3acceMOIMPOBaHbL. J[Ba OCHOBHEBIX: TUHeHHA
pasBepTKa U PEeKYPCUBHEBIN CIIYCK.

Anzopumm fiuHeUHOU pa3eepmkKu

B ciryuae anropurma siukHelinot pazeepmiu qusacceMoIIep mprume-
HsAeT IPSIMOJIMHEMHBIH IT0IX0/T K HAXOKIeHUI0 KOMAaH/I, II0/IJIeKa-
WX JTHU3aCCeMOJIMPOBAHUIO: TaM, I/le OJHA KOMAHa KOHYAeTCs,
HauynHaercs apyrasa. [lostomy camble TpyaHBIE pelIeHUs — OTKYIa
HAYaTh U KOIJIAa OCTAHOBUTHCA. Jalle BCEro IIpeiIioaraercs, 9To
BCE HAXOOAIIeecsa B CEKIUAX IIPOTPAMMEI, IIOMEUEHHBIX KaK KOJI
(0OBIUHO 9TO YKA3LIBAETCS B 3ar0JIOBKAX HCIIOJIHSAEMOro daiiia), —
KOMAaHIBI MAIIMHHOIO sI3bIKA. Jlm3acceMOImupoBaHme HAUNHAETCS
C IIepBOro 0AMTA B CEKIIMM KOIA U IIPOJIBUraeTCsa BIepel JIMHEeHHO,
oOKa He OyIeT JOCTUTHYT KOHeIl CeKIuu. He mpeampuHMMAaeTCs
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HUKAKHWX MONBITOK YYEeCThb IOTOK BBIIIOJHEHMS, PACIIO3HABASI KO-
MAaH/IbI HeJTMHEHHOTO IIepexo/1a, HallpuMep BeTBICHHUI.

B mporiecce mu3acceMOIMpoBaHUS MOSKET II0/IePKUBATHCS YKA-
3aTeJIb, OTMEUAIINi Havayo Teryeid komauael. [lo xomy memna
BBIUMCJIAETCS JJINHA KasKI0N KOMAH/IbI, 1 9TO 3HAHIE NCIIOJIbL3yeT-
cs IJIsT OTIpeJIeIeHUs ajipeca Hadasa cjaeayorieil komauasl. s
cHCTeM KOMAaH/I ¢ PUKCHPOBAHHON mymmHoM (Hampumep, MIPS) nus-
acceMOJIMpOBaHMEe HEMHOTO IIPOIlE, ITOCKOJIBKY JJIs pasrpaHude-
HUS KOMaH/[ He HYKHO IPUJIATATh YCUJIUM.

['maBHOE TIpenMyIIeCTBO AJITOPUTMA JIMHEHHOM Pa3BepTKU — TO,
YTO OH ITOJTHOCTHIO ITIOKPBIBAET BCE MMEIOIIHECs B IIPOrpaMMe CeK-
MY Koaa. A ero ryiiaBHBINA HEJO0CTATOK — TO, UYTO OH HE YUUTHIBAET
BO3MOYKHOCTh CMEITMBAHUS KOJAA W JAHHBIX. JTO XOPOIIO BHUIHO
B guctuHre 1.1, roe moxasaH pe3yabTaT 00paboTKH PYHKIINH JTU3-
acceM0JIepOM, OCHOBAHHBIM HA aJITOPUTME JIMHEHHON Pa3BePTKH.

40123f: 55 push ebp

401240: 8b ec mov ebp,esp

401242: 33 cO xor eax,eax

401244: 8b 55 08 mov edx,DWORD PTR [ebp+8]

401247: 83 fa Oc cmp edx,0Oxc

40124a: 0f 87 90 00 00 00 ja 0x4012e0

401250: ff 24 95 57 12 40 00 jmp DWORD PTR [edx*4+0x401257]@
B 401257: e0 12 loopne 0x40126b

401259: 40 1inc eax

40125a: 00 8b 12 40 00 90 add BYTE PTR [ebx-Ox6fffbfee],cl

401260: 12 40 00 adc al,BYTE PTR [eax]

401263: 95 xchg ebp,eax

401264: 12 40 00 adc al,BYTE PTR [eax]

401267: 93 12 40 00 a2 12 40 call 0x4012:0xa2004012

40126e: 00 aa 12 40 00 b2 add BYTE PTR [edx-Ox4dffbfee],ch

401274: 12 40 00 adc al,BYTE PTR [eax]

401277: ba 12 40 00 c2 mov edx,0xc2004012

40127c: 12 40 00 adc al,BYTE PTR [eax]

40127f: ca 12 40 lret 0x4012

401282: 00 d2 add dl,dl

401284: 12 40 00 adc al,BYTE PTR [eax]

401287: da 12 ficom DWORD PTR [edx]

401289: 40 inc eax

40128a: 00 8b 45 Oc eb 50 add BYTE PTR [ebx+0x50eb0c45],cl

401290: 8b 45 10 mov eax,DWORD PTR [ebp+16]

401293: eb 4b jmp 0x4012e0

Jlucmune 1.1. fluzaccembauposaHue MemoooM AuHelHol pa3sepmku
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Ora PYHKIUA COmEPsKUT MIpeao:keHnre switch, m xommmaaTop
PEIII pean3oBaTh €ro ¢ MOMOIILI0 TAOIHIIEI IIEPEeX0I0B, B KOTO-
POIL XpaHAaTCa agpeca MeTok case. KpoMe Toro, KOMIIMIIATOP PeII
Pa3MecTHUTh TAOJIUILY IIepexomoB B camoit pyukimn. Komammga jmp @
cceLTaercsa Ha Tabsmiry ampecoB @. K cosxanenuro, musaccembiiep
paccMaTpuBaeT TAOJIMILy AIpecoB KaK IIOCJIeI0BATEILHOCTH KO-
MAH[I ¥ HEIIPABUJILHO MeHePUPYyeT CIEAVIOIINI 3a Hel KO HA S3bI-
Ke acceMbJrepa.

Ecnu pacemaTpuBaTh 4-6aiTOBEIE TPYIIIEL B TAOJIMIIE IIEPEXOI0B
@ kak 3HAUEHMW, 3aIIMCAHHEIE B IIPAMOM IIOPSAIKe OAHTOB', TO MEI
VBUINM, YTO KaK A5 IIPEICTABJIISET COO0M YKa3aTe b HA OJIM3/IesKa-
Ui ajgpec, T. €. KOHEYHBIe agpeca KoMaH/ Iepexonos (004012e0,
0040128b, 00401290, ..). Tarum obpasom, komarma loopne @ — 11 He
KOMaHIa BOBCE, 4 CBHUIETEJIHCTBO TOr0, UTO AJTOPUTM JIMHENHOM
Pa3BepPTKHU He CIIOCOOEH OTJIMYUTL BCTPOEHHEBIE JaHHBIE OT KOOA.

AnropurMm JIMHENHON pa3BepPTKHU MCIIOIL3YETCA B OBIKKAX THU3-
accembimpoBanms, Bxomamux B coctas otaagunka GNU (gdb), or-
nagunka Microsoft WinDbg, u B yruaure objdump.

An2opumm peKypcueHo20 CryckKa

B ciyuae anroputma pexypcushoeo cnycka gusaccemMosiep mpume-
HSIeT JPYroil MOaX0I K BhIAEJIEHUI0 KOMAH/: OH OPHEHTHUPYEeTCS Ha
TOTOK YVIIPABJIEHUS W CYUTAET, YTO KOMAHIY HYKHO THU3aCCeMOIN-
POBAaTh, €CJIM HA Hee CChLIAETCsS KaKkasi-To Apyras koMmauma. YTo0st
OHSATH, KAK YCTPOEH PEKYPCUBHBIN CIIYCK, II0JIE3HO KJIACCHU(UIIN-
poBaTh KOMAaHIHI II0 UX BO3JIEMCTBUIO HA yYKa3aTeJ b KOMAaHI.

NMOoCNEQOBATENBbHbLIE KOMAHAbI

Iocnedosamenvras komarOa IiepeaaeT yipaBiieHre KoOMaHe, He-
TIOCPE/ICTBEHHO CJIeyIoNei 3a Hel. [[pumepaMu MOTYT CIIy:KUTH
IIPOCThIE aprpMeTHYeCKrne KOMaHIbl, B YacTHOCTH add; KOMaHIbI
KOIIMPOBAHUS U3 PETUCTPA B ITAMSATH (MOV); KOMAH Bl MAHHUILYJIAPO-
BaHusa crexoM (push u pop). g Takux xomaumg nuaacceMoIep Be-
IeT cebsi Tak ke, KaK B cllyyae aJirOpUTMa JIMHEMHON pPasBepTKH.

' B apxuTextype x86 IpHMeHsSeTcS NIPAMOM MOPAIOK GAHTOB, T. €. MJIAIIIH

0aiiT MHOrOOAMTOBOIO 3HAYEHUS XPAHUTCS MEPBBIM — II0 MEHBIIIEMY aJpecy,
JeM mocJieayonre. B ciaydae o6paTHOro mopsifika Mo MeHbIIIeMy aapecy Xpa-
HUTCA crapmwuii 6aiT. IIporieccopsl MOKHO KJIACCHMHUIIMPOBATH II0 MIOPSIKY
0aiTOB, HO B HEKOTOPHIX CJIydasix IIPUMEHSOTCS 00a.
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KOMAHAbI YCTOBHOIO NEPEXOAQA

Komanoa ycnosro2o nepexooa, HampuMep jnz B CHCTEME KOMAH]T
x86, MOKET IIPOJOJIKUTH BHITIOJTHEHNE 10 OJHOMY M3 IBYX IIyTel.
ECJII/I yciJioBu€e HMCTHHHO, TO IIPOM3BOOUTCA IIepexXoJ M yKa3aTeJlb
KOMAaH/[ CJIeyeT U3MEHHUTh, OTPA3UB KOHEUHYIO0 TOUYKY IIepexoa.
ECJII/I JKe YyCJIOBHE JIOMHO, TO BBIIIOJTHEHHM e ITPOJOJIKAETCA JII/IHefIHO,
TAK YTO JIJIS JU3ACCEMOJIMPOBAHUS CJIEIYIONIEH KOMAH/IBI MOYKHO
HCITOJIL30BATEH METOT JIUHEHHOM pa3dBepTku. [[ocKoIBKY B cTaTmye-
CKOM KOHTEKCTe HEBO3MOIKHO OIIPEJIeIUTh Pe3yIbTAT BEIUMCICHUS
YCJIOBHUS, aJITOPUTM PEKYPCUBHOTO CITyCKAa Tu3acceMOIupyeT oda
IIyTH, HO OTKJIAJbIBAET IU3acCeMOJIMPOBAHME IIeJI€BOM BETBH Ha
II0TOM, TIOMEIIAS aJpec IIeJIeBOM KOMAH/IBL B CIIMCOK a[PeCOB, IO -
JIESKAIINX JTU3aCCeMOIMPOBAHUIO.

KoMAHAbI BE3YCNTOBHOIO NEPEXOAA

Komanoa 6e3ycniosHo2o nepexooda He COTJIACYeTCS ¢ MOOEJLIO JIU-
HEIHOI'0 BBIIOJHEHHS, II03TOMY 00padaTeIBaeTcs: aJIrOPUTMOM pPe-
KYPCHUBHOI'O CIIyCKa II0-mpyroMmy. Kak u B ciiyuae ImocaemoBaTesib-
HBIX KOMAH/I, BBIIOJHEHNE MOMKET IIOMTH TOJIBKO II0 OJHOMY IIYTH,
HO CJIeAYIOIIAs BHIIOJIHSEMAd KOMAaHOA Heo0s3aTeJIbHO HAXOIUT-
cs cpaady Imocje KoMaHabl rmepexona. Kak BumHo m3 smerunra 1.1,
TAKOro TPeOOBAHMS HeT M B IIoMuHe. [[loaToMy HeT HUKAKMX IIPH-
YMH IU3aCCeMOIMPOBaTh OANTHI, CIEAYIOIINEe 3a KOMAHI0N Oe3yc-
JIOBHOTO ITepexo/ia.

JluzaccemOiiep mBITAETCS OIPENeIUTh KOHEUYHBIN ajpec Geayc-
JIOBHOTO IIepexoja U IIPOJIOJIKAET JU3acCeMOJIUPOBAHUE C ITOTO
agpeca. K coskaneHuio, HekoTopble 0e3yCJIOBHBIE II€PEXOIbI BHI-
3BIBAIOT TPYOHOCTH. Kciim KOHEUHBIA ampec KOMAHILI IIepexoma
3aBHUCUT OT 3HAYEHMs, BBIUUCJISIEMOT0 BO BpeMs BBIIIOJITHEHUS, TO
OIIPEJIeJIUTD €r0 C TOMOIIBIO CTATUYECKOT0 aHAIN3a HEeBO3MOYKHO.
WinrocTparipeir MoskeT CIIysKUTh KoMaHaa x86 jmp rax. Perumcrp
rax COmEep:KUT pasyMHOe 3HAYeHIMe, TOJbKO KOoraa IIporpaMma pa-
boraer. A Bo BpeMs CTaTHYECKOr0 aHAJIM3a B 9TOM PETUCTPE HUYETo
IIOJIE3HOTO HET, II09TOMY MBI He MOYKEM OIIPede/INTh aJapec IIepexo-
Jla ¥ He 3HaeM, C KaKOIro MecTa IIPOJI0JIKATh JU3acceMOIMpOBAHUE.
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KOMAHAbI BbI3OBA ®YHKLIMIA

Komanoa ebi308a (hyHKUUW TIOX0KA HA KOMAaHIy 0e3yCJIOBHOTO
mepexosaa (1 qu3accemMOJIep TOYHO TaK Ke He MOYKeT OIMpPeaeTuTh
IeJIeBOH agpec B KoMaHme Tuira call rax), OTJIMYme TOJbKO B TOM,
YTO TI0CJIE€ BBITTOJTHEHHUS (PYHKIIUN YIIpaBJIeHNe 00BIYHO BO3BPAa-
nraeTcss KOMaHe, HEeIIOCPeACTBEeHHO CJIeAyIoIled 3a KOMaHIOU
BBI30BA. B aTOM oTHOIITIEeHNH KOMAaH/a BEI30BA MTOX0KA HA KOMAH-
JIy YCJIOBHOTO IIepexojia, T. K. IOPOKIAETCSI TBA IIyTU BBITIOJTHE-
Hus. llemeBoit agpec xKoMaHIbI BBI30BA J00aBISETCS B CITHCOK
aJpecoB JJIs OTJIOKEHHOTO TU3aCCeMOJMPOBAHUS, 4 CJIEIYIONIAsT
3a HeM KOMAaHOa IM3acceMOJHpyeTcsa cpasdy, KaKk B aJITOPUTMeE
JUHEWHO! pa3BepPTKU.

Metom pexypCHBHOTO CIIyCKAa MOKET JaBaTh COOHM, eCJIu IIPO-
rpaMMma BeJeT ce0sI He TaK, KaK OKHUIAETCS, IIPU BO3BpaTe M3
dyurmmu. Hanpumep, pyHEKIMA MoMxkeT HaMEPEHHO M3MEHUTH
azipec BO3BpaTa, Tak YTO II0CJIe 3aBEPIIIeHU yITpaBJIeHNe BO3Bpa-
ImaeTcs COBCeM He Tyna, KyIa oxkumaer musaccemoiep. IIpocroit
IpuMep IpUBedeH B CJIeAYIOIIEM JUCTUHTE, TIe HEKOPPEKTHO Ha-
nucanuas QpyHKIusg badfunc mpubasiser 1 K agpecy Bo3Bparta,
mepen TeM KaK BePHYTh yIIpaBJieHHe BBISBIBAIOIIEH CTOPOHE.

badfunc proc near
48 FF 04 24 inc qword ptr [rsp] ; yBe/MuMBaeT COXpaHeHHblA aapec BO3BpaTa Ha 1

a

retn

badfunc endp

E8 F6 FF FF FF  call badfunc
05 48 89 45 F8  add eax, F8458948h®

B pesynpraTte ympapieHme He IonagaeT Ha kKomMaHay add @,
cJIeAyIONIyo 3a BbI30oBoM badfunc. Hmske moxasamo, 4TO JOJTiKeH
OBLJI OBI CcOEJIaTh gu3acceMoep.
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badfunc proc near

48 FF 04 24 inc qword ptr [rsp]
3 retn

badfunc endp

E8 F6 FF FF FF call badfunc
05 db 5 ;paHbuie 3TO 6bla nepsbii 6aNT KomaHaw add

48 89 45 F8 mov [rbp-8], rax®

B srom smcrumre Jydiiie BuIeH IIOTOK YIIPABJIEHHS B cjydae,
Korma dQyukimsa badfunc BosBparaer ympaBiieHMe KOMAaHIe
mov @. BaskHO IIOHMMATH, YTO METO/, JIMHEHMHON Pa3BEePTKU TOMKE
HE CMOKeT MPaBUJJIbHO IHU3acCeMOJIMPOBATh 9TOT KO/, XOTS U II0
JIpyTroy mpuYIruHe.

KoMAHObI BO3BPATA

B HeroTophIX cHUTyanmsax y ajJroOpUTMa PEKYPCHUBHOIO CIyCKa
He OKA3bIBAEeTCsS IyTeH, I10 KOTOPBIM MOSKHO cJIemoBaTh. Komam-
oa 8ozepama u3 pyrrkyuu (HaopuMep, ret B ciayuae x86) He co-
IEePsKUT HUKAKOM MHQOPMAIINK 0 TOM, KaKasd KOMAaHga OyIeT BbI-
HOJHATHCA caenyomeii. Eciau 061 mporpamma paborasia, To agpec
BO3BpaTa OBLI OBl M3BJIEUEeH M3 CTEKAa BPEMEHH BBIIIOJIHEHWST,
¥ BBIIIOJIHEHME IIPOJOJIKIIOCHL OBl ¢ oToro ampeca. Ho y musac-
ceMOJyIiepa HeT JOCTyIa K CTEKY, IO0dTOMY OH IIPOCTO «yIIHPAaeTCs
B CTeHKY». VIMEHHO0 B 3TO# TOUKe aJITOPUTM PEKYPCUBHOTO CIIyCKA
obpalraerca K CIIMCKY aIpecoB IJIs OTJIOMKEHHOIO IH3acceMOJIH-
poBaHusa. Agpec BEIOMpaeTCs U3 CIMCKA, U JU3aCCeMOIMPOBaHLe
IPOHOJIKAETCS C 3TOT0 aJgpeca. ITOT PeKYPCUBHEIN IIPOIIECC M TAJI
Ha3BaHHE AJITOPUTMY.

OnHO M3 rIaBHBIX JOCTOMHCTB AJITOPUTMA PEKYPCHBHOIO CIIyC-
Ka — ero HeIIPpeB30MAeHHA CIIOCOOHOCTE OTJIMYATE KOJI OT JAHHBIX.
ITockosbKy OH OCHOBAH HA aHAJIM3e IIOTOKA YIIPABJICHMS, IIAH-
COB HEIIPABHJILHO AM3aCCEeMOJIMPOBAThL JaHHBEIE KaK KO Iopasmno
MeHbIIe. A ero 0CHOBHOM HeNOCTATOK — HECIIOCOOHOCTh CJIEIOBATH
10 KOCBEHHBIM IIyTAM B KOJie, KaK, HallpuMep, ObIBaeT, Kora B KO-
MaHOAX IIepexoa MUJIKM BEI30BA MCIIOJIb3YIOTCA TAOJIMILI yKa3aTe-
Jiel, B KOTOPBIX XpaHATcs KoHeuHble anpeca. OmuHako 6aromaps
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I00ABJIEHIIO HEKOTOPBIX dBPUCTUK JISA OTJIMUYCHU YKA3aTeJIeH OT
KoJIa Ir3acceMOJIephl Ha OCHOBE PEKYPCHUBHOIO CIIyCKa MOT'YT obec-
IEeYNTHh BeChbMa IOJHOE MOKPHITHE KOAa M IIPEKPACHO Pa3IndaioT
Kom W maHHbIe. B muctunre 1.2 mokasaH pe3yJsbTaT paboThI AU3-
accembiiepa, BerpoerHoro B Ghidra, Hag Tem ke IIpeaIoKeHneM
switch, uro B merunre 1.1.

0040123f PUSH EBP

00401240 MOV EBP,ESP

00401242 XOR EAX,EAX

00401244 MOV EDX,dword ptr [EBP + param_1]

00401247 CMP EDX,0xc

00401243  JA switchD_00401250::caseD_0
switchD_00401250: :switchD

00401250 JMP dword ptr [EDX*Ox4 + ->switchD_00401250::caseD_0] = 0040120
switchD_00401250: :switchdataD_00401257

00401257  addr switchD_00401250::caseD_0

0040125b  addr switchD_00401250::caseD_1

0040125f  addr switchD_00401250::caseD_2

00401263  addr switchD_00401250::caseD_3

00401267  addr switchD_00401250::caseD_4

0040126b  addr switchD_00401250::caseD_5

0040126f  addr switchD_00401250::caseD_6

00401273  addr switchD_00401250::caseD_7

00401277  addr switchD_00401250::caseD_8

0040127b  addr switchD_00401250::caseD_9

0040127f  addr switchD_00401250::caseD_a

00401283  addr switchD_00401250::caseD_b

00401287  addr switchD_00401250::caseD_c
switchD_00401250: :caseD_1

0040128b MOV EAX,dword ptr [EBP + param_2]

0040128e  JMP switchD_00401250::caseD_00040128E

Jlucmumeue 1.2. Pe3ynsmam du3accembiuposaHusi MemMooom
peKypcusHo20 cnycka

BamMmeTuM, 4TO 3TA CEKIIHSA ABOMYHOIO Koja ObLIa paclio3HaHa
Kak mpesioskenHne switch m cooTBeTcTBEHHO OTopMaTHpOBaAHA.
[lomuMmanme mporecca PeKypPCHBHOIO CILyCKA IIOMOXKET HAM BbI-
SBUTH CUTyaIuu, Korma nusaccemosep Ghidra Bemer cebsa HeonTn-
MAaJIbHO, U BHIPAOOTATh CTPATETrHH YIIYUIIeHU Pe3yJibTaTa.
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PE3IOME

Baskro am riryboKo IIOHMMATH AJITOPUTMBI JU3aCCEMOIMPOBAHMS
mpu ucroab3oBanuu ausaccemosepa? Her. ITomesno mu aro? Jla!
Boporbest co cBoMMH MHCTpYMEHTAMU — IIOCJEIHEee IesI0, Ha KO-
TOPOEe CTOUT TPATUTH BpPeMsl, 3aHUMASICh 00paTHON pPas3pabOTKOIL.
Ozxno n3 muorux mpeunmyinects Ghidra sakmouaercs B ToM, 4TO ee
nr3acceMOJIep HHTEPAKTUBHBIN, OH IIPEIOCTABJISIET MACCY BO3MOIK-
HOCTEM IJIs1 YIIPABJIEHHS IIPOIIECCOM 1 OTMEHEI CBOMX perneHuii. I1o-
9TOMY OY€HBb YACTO MBI IIOJIyUAEM IIOJTHBIM 1 TOUHBIN JIMCTHHT.

B ciemyromeii riiaBe MBI pacCMOTPHUM PsI MHCTPYMEHTOB, I0-
Ka3aBIIHUX CBOIO IT0JIE3HOCTh BO MHOTMX BO3HHUKAMIIUX IIPH 00pat-
HOM pas3paboTKe CUTyalusax. XOTsS OHM M He CBSI3aHBbI HAIPAMYIO
¢ Ghidra, muorue n3 Hux okasaan Ha Ghidra BiausaHMe, 1 3HAKOM-
CTBO C HMMHM IIOMOJKET JIyYIlle IIOHATH PAa3JIMYHBIE OKHA B II0JIH30-
BaTenbckoM nHTepderice Ghidra.



OBPATHASA PA3PABOTKA
U AHCTPYMEHTDbI
AN3ACCEMBJIINPOBAHMA

Wrak, mbr pacmosaraem 6a30BbIMU 3HAHUSIMH O JTU3-
accembmmpoBanuu. Ho mpeskge ueM TPUCTYIUTH
K cnenuduke Ghidra, Oymer mosie3Ho MO3HAKOMUTD-

¢S ¢ IPYyTUMH WHCTPYMEHTAMM, TPUMEHIEMBIMU JTJI5

obpaTHO paspaborku Koza. MHoOrue u3 HUX IOABUJINCH
paubiite Ghidra 1 mo-mpeskHeMy HCITOIB3YIOTCS, YTOOBI MOJIYYUTH
mepBoe IIpejicTaBaeHue o daiiye, a TakKe /I IIPOBEPKU IPABUIIb-
HOCTH pe3yJibTaToB, BemaHHBIX Ghidra. Mer yBugum, uro Ghidra
BKJIIOUMJIA MHOTHE BO3MOYKHOCTU TUX WHCTPYMEHTOB B CBOI WH-
Tepdeiic ¢ 1MeTb0 TPEIToKUTDh eIUHYI0 HHTETPUPOBAHHYIO CpeIy
IIJIsT 0OPATHOM paspadOTKIL.
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CrankuBasich ¢ HE3HAKOMBIM (paiioM, MBI YACTO XOTUM ITOJIYYHTH
OTBET Ha IIPOCThIe BOIIPOCHI, Hampumep: «4To aT0 3a 3BEph TAKOU»
IlepBoe mpaBmiI0 — HUKO20Q HE II0JIATATHCSA HA paciIuperune (ai-
J1a, ’KeJjiasi y3HATD, 4YTO B HEM HAXOIUTCA. DTO He TOJILKO ITIePBoe, HO
BTOpPOE, TPeThe 1 YeTBepToe npasuiia. CMUPUBIINCH C MBICJIBIO, UTO
pacwuperus haiisia He umMem HUKAK020 CMbLCAA, MOKETe TI03HA-
KOMUTBCS C OTHOH MJIK HECKOJIbKUMHY M3 OITMCAHHBIX HUKE YTHUJINUT.

file

Komanga file — crammapTHas yTUInTa, BXOOAIIAS B COCTAB 0O0JIb-
IIIMHCTBA OIIEPAIIMOHHBIX CHCTEM THIA *NiX, a TaKKe B IIOJCHCTE-
My Windows mma Linux (Windows Subsystem for Linux — WSL)'.
ITonbsoaTenn Windows MOTYT ITOJIYYHUTh 9Ty KOMAH/IY, YCTAHOBUB
Cygwin mm MinGW?. Komanna file meITaeTcsa ompemeuTh THII
daiiiia, amanmusupys HeKoTophle moJyid B Hem. Muorma file pacio-
3HAET XOPOIII0 M3BECTHLIE CTPOKM, Hampumep #!/bin/sh (cxpumr
obomoukn) wiau <html> (HTML-goxymeHT).

@aiiabl ¢ HETEKCTOBBIM COJEPsKUMBIM CJI0KHee. B Takux ciyda-
ax file meITaeTca ompeaeInThb, COOTBETCTBYET JIM CTPYKTypa daiiia
KaKoMy-HHUOYIb M3BeCTHOMY hopMaTy. HacTo oHa UIeT HEKOTOPhIe
IpHU3HAKY (HAa3bIBaeMBble MA2UYeCKUMU YUCAAMUY)’, YHUKATIbHEIE
11 (paityioB maHHOro THNA. Huske mpuBeIeHBI TPUMEPHl HEKOTO-
PBIX MATUYECKUX UHCEJI ¥ COOTBETCTBYIOIINX MM THUIIOB (PAIIOB.

' Cwm. https://docs.microsoft.com/en-us/windows/wsl/about/.

> O Cygwin cm. http://www.cygwin.com/. O MinGW cwm. http://www.mingw.org/.

3 Maeuueckoe uucio — aTo CHeL[I/IaJIbHLIfI IIPpU3HAaK, OITMCAHHBIN B cneumbn}ca—

IUSIX HEKOTOPBIX (pOpPMATOB (PAIIOB, HAJIUYKNE KOTOPOTO O3HAYAET COOTBET-
cTBUE JaHHOU crenuduranun. MHorma BEIO0p MArMvecKuX Yuces — IIyTKA.
Tak, npusuax MZ B 3arosoBke ucrnosiHgemoro gaima MS-DOS — uauimasis
Mapra 30MKOBCKH, 0JTHOTO U3 IepBBIX apxuTtekTopoB MS-DOS, a mectHaa-
tepuuHoe suaveHue Oxcafebabe, accomupoBanuoe ¢ daiiaamu kiraccos B Java
(c pacmupenuem .class), ObLIIO BEIOPAHO, TTIOTOMY YTO 9TA MOCIEA0BATEIHHOCTE
JIETKO 3aIIOMUHAETC.
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OopmaTt ncnonHaemoro ¢amna Windows PE
0000EEE0 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00

00000010 B8 00 00 00 00 00 00 00 40 00 00 00 60 00 00 00

........ [
[padnueckuin popmat Jpeg
00000000 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 60 ......

00000010 00 60 00 00 FF DB 00 43 00 GA 07 07 08 07 06 GA
e Covevvnnn
.class-daitn Java

00000000 CA FE BA BE 00 00 00 32 00 98 OA 00 2E 00 3E 08
....... 2000000>,

00000010 00 3F 09 00 40 00 41 08 00 42 OA 00 43 00 44 0A
.7..@.A..B..C.D.

Komanmga file pacmosnaer maOro popmMaToB, B T. 4. HECKOJIb-
kKo tunoB TexcroBbIXx ASCII-daiiios, pasiaumyHble HCIIOJIHSIEMEIE
daiiiel u aiael gapHbX. I[lpaBuna IpoBepKrM MAarmyecKux Y-
ceJI XpaHATCA B mazuweckom ¢aiine. I'me aToT haiia Haxommres mo
YMOJTYAHUIO, 3aBUCUT OT OMEPAITMOHHOMN CUCTEMbI, TUITHYHBIE MeC-
TomoJIoxKeHus: /usr/share/file/magic, /usr/share/misc/magic
u /etc/magic. JlomosHuTEILHBIE CBEIEHUS 0 Marnveckux airax
CMOTPHTE B IOKYMEHTAITUH 10 mporpamme file.

B meroroprix cayuasx file yMmeer pacmosHaBaTh BapHAaIlUKU
B Ipejesax 3aJaHHoro tuna gaiaa. B quctuHre Huske mokasa-
HO, uTo file pacmosHaeT He TOJBKO HECKOJHKO BapUAHTOB Op-
mara ELF, HO Taxske BhImaeT mHQ@OPMAIIHMIO O TOM, Kak Qai
OBLJI CKOMIIOHOBAH (CTATHMYECKH MJIM OUHAMMWYECKH) M OBLI JIK
oH obpaboTau mporpaMmoit strip, ygaasioiieidl MH@OPMAIIHIO
0 CHMBOJIAX.

ghidrabook# file ch2_ex_*
ch2_ex_x64: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV),

dynamically linked, interpreter /1ib64/1, for GNU/Linux
3.2.0, not stripped

ch2_ex_x64_dbg: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV),

dynamically linked, interpreter /1ib64/1, for GNU/Linux
3.2.0, with debug_info, not stripped

ch2_ex_x64_static: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux),

statically linked, for GNU/Linux 3.2.0, not stripped

ch2_ex_x64_strip: ELF 64-bit LSB shared object, x86-64, version 1

(SYSV), dynamically linked, interpreter /1ib64/1, for GNU/Linux
3.2.0, stripped
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ch2_ex_x86: ELF 32-bit LSB shared object, Intel 80386, version 1

(SYSV), dynamically linked, interpreter /lib/1d-, for
GNU/Linux 3.2.0, not stripped

ch2_ex_x86_dbg: ELF 32-bit LSB shared object, Intel 80386, version 1

(SYSV), dynamically linked, interpreter /lib/1d-, for
GNU/Linux 3.2.0, with debug_info, not stripped

ch2_ex_x86_static: ELF 32-bit LSB executable, Intel 80386, version 1

(GNU/Linux), statically linked, for GNU/Linux 3.2.0,
not stripped

ch2_ex_x86_strip: ELF 32-bit LSB shared object, Intel 80386, version 1

(SYSV), dynamically linked, interpreter /lib/1d-, for
GNU/Linux 3.2.0, stripped

ch2_ex_Win32: PE32 executable (console) Intel 80386, for MS Windows
ch2_ex_x64: PE32+ executable (console) x86-64, for MS Windows
4 N
Cpepna WSL

46

Mogcuctema Windows gnsa Linux (WSL) npepnaraetr komaHgHoe
okpyxeHne GNU/Linux npsimo B Windows 6e3 HeobxoanmocTu cos-
[aBaTb BUPTyanbHyto MalivHy. B npouecce yctaHoBkn WSL nonb3o-
BaTenb BblIbMpaeT AuctpubyTme Linux, mocne Yero MoXeT 3anyckatb
ero B WSL. Tem cambiM nonb3oBaTernb Nofy4vaeT AOCTYN K CTaHZapT-
HbIM KOMaHOHbIM yTunuTam (grep, awk), Komnunatopam (gcc, g++),
nHtepnpetatopam (Perl, Python, Ruby), ceteBbim yTunutam (nc,
ssh) n mHoromy gpyromy. Nocne yctaHoBkun WSL mMHorme nporpam-
Mbl, HANMCcaHHble s Linux, MOXXHO OTKOMNUANPOBATL W BbINONHUTD
B cuctemax Windows.

- J

Vrunura file u el mogoOHBIE HE AT CTOIPOIIEHTHO BEPHOI'O
pesysbTraTta. BmosaHe MokeT cIIyduThCs, 4To (paiyl pacIo3HaH He-
IIPaBUJIBHO, ITOTOMY YTO OH CJIYYANHO COEPIKUT XapaKTepHbIe IIPH-
3HaKU ompeesieHHoro opmara. Moskere yOequTbCs B 9TOM CaMMU,
3aMEHUB B IIeCTHAIIATEPUIHOM peIaKTope IepBhie 4 baitra 11000-
ro (paityia MaruJyecKkoi IocjaeqoBaTeJbHOCTRIO Java: CA FE BA BE.
[Tocte aroro file HEKOPPEKTHO UIEHTUDPUITUPYET MOTUPUITIPOBAH-
HBIM aflyi Kak 0MmKOMNUAUPOBAHHbLL Kaacc Java. AHAJIOTTYHO
TEKCTOBBIH (haiiyI, COIePIKAIIIII BCero ABa CUMBOIA MZ, Oy1eT umeH-
TUQUITIPOBAH Kak ucnoansemsili gaiin MS-DOS. B mportiecce 06-
paTHOM pa3pabOTKH JIyUIlle BCEro He JOBePATH ITOJTHOCTHIO Pe3yJIb-
TaTy JI000r0 MHCTPYMEHTA, He COIIOCTABUB Pe3yIbTATHI HECKOJIBbKUIX
WHCTPYMEHTOB U He IIPOaHAaN3UPOBAB JaHHbIE BPYYHYIO.
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3aumnMcTKa ABOUYHbIX
McnonHaemsbix channos

3ayucmkoli pBOMYHOrO harina HasblBaeTcs Mpouecc yaaneHus m3
Hero cyMBOMOB. B pesynsrate KOMNUAALMM B ABONYHBIX O6BEKTHbBIX
dannax octaetcs MHdopmauus o cMmBonax. Hekotopble cMMBONbI
MCMONb3yTCA B NpoLecce KOMMOHOBKU Afs pa3peLlueHust CCbInok
mMexay darnnamm, 4To HeobxoaMMO Npu Co34aHMU OKOHYATENbHOro
ucnonHsemoro canna nnu éubnuotekun. [pyrne cMMBOMbI HECYT A0-
NOMHUTENbHYIO MHopMauuo Ans otnag4yvka. o 3aBepLueHnn npo-
Lecca KOMMOHOBKM MHOTME CUMBOIbI yXKe He HYXHbl. KOMNOHOBLUM-
Ky MOXHO nepefaTb napameTp, 3aCTaBnALMA YAANUTb HEHYXKHblIE
CMMBOSbI Ha aTane cbopku. Nnum >xe MOXHO BOCMOMb30BaTbCA YTUMK-
TOW strip, KOTOpas ydansieT CMMBOfbl U3 CyLLeCcTByoLero danna.
Pesynstupytowmin bann 6yaet MmeHbLLe No pasmepy, HO ero nosee-
HMe He N3MEHUTCH.

- J

PE Tools

PE Tools — Habop HHCTPYMEHTOB, IIOJI€3HBIH JJIS AHAJIN3a BBIIIOJI-
HAEeMBIX IIPOIIECCOB U UCIIOJHAeMEIX aiios B cucremax Windows'.
Ha pue. 2.1 norasan ocaosuoi nurepdeiic PE Tools — oroopaska-
eTCs CITMCOK AKTUBHBIX IIPOIIECCOB U IIPEIOCTABIISAETCS JOCTYII KO
BCEM BXOISIIMM B COCTAB HAOOPA YTHUJINTAM.

OTmpaBIgsch OT CIIMCKA MPOIECCOB, ITOJIH30BATEIb MOKET 3aTIH-
caTh JaMII HAMATH Ipolecca B (paiijl MM BOCIIOJIb30BATHCA yTHU-
nuroit PE Sniffer, uTo6bI omrpemeinTs, KAaKOM KOMIIMISTOD CO3OAJ
HCITOJTHSAeMBIN (paiiyl 1 ObLI Jiu paiiy 00padoTaH KaKoUi-HUOY b 13
M3BECTHHIX yTUIUT ob0dycrarmu. Mexio Tools mpemaraer axa-
JIOTUYHBIE BO3MOYKHOCTH IJIA aHaau3a (aiiiaoB Ha aucke. Ilosb-
30BaTEJIb MOJKET IIPOCMAaTPUBATh 110J1s1 3arostoBka PE-datina ¢ mo-
morrbo BerpoerHoi yruiuThl PE Editor, koTopas Takske mosBosiser
M3MeHATh 3HaveHusd moseii. Momuduramnua saronoska PE-daiina
JacTo HeoOX0AUMAa [IJIsi PEeKOHCTPYKIIUH OPUTHHAILHOrO dQaiiia 13
ero 00QyCIImpPOBAHHOMN BEPCHUH.

' Cwm. https://github.com/petoolse/petools/.
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4 O6dyckauma psonuHoro chamna A

Obgpyckayuel HasbiBaeTcs Ntobas nonbiTka 3anyTaTe UCTUHHBIN CMbICH
yero-nmbo. MNpYMEHNTENBHO K UCMOMNHAEMbIM hannam obdpyckaumsa —
3TO MONbITKa CKPbITb UCTUHHOE MoBeAeHne nporpammel. [porpammuc-
Thl MCNONb3YyT 00dpycKkaumio No psay NpUYUH. TUNWYHBIE NPUMEPSI:
3awmTa KOMMEPYECKUX arnropuTMOB W COKPbITUE 3MbIX HaMEPEHWN.
Moyt BCE BUAbI BpegoHocHoro MO npumeHsioT obdyckaumio ¢ Lenbio
NPOTMBOCTONATL MNOMbITKaM aHanuaa. CyLecTBYT MHOTOYMUCIIEHHbIE UH-
CTPYMEHTbI, MOMOratoLLye aBTopam co3gaBaTtb 06(ycLMpoBaHHbIE NPo-
rpamMmbl. ATV UHCTPYMEHTbI U METOAbLI, @ TaKKe UX BIUSHUE Ha NPOLEecC
06paTHOro KOHCTPYyMpoBaHWsA ByayT obcyxaaTbes B rnase 21.

- /

[@] PE Tools v1.9.762 - [x86] — O X
File Wiew Tools Pluglns Options Help
B HFR=RIEI SO
Path Architecture PID Image Base  Image Size ™
. init MN/A 00002534 OOEBDO00 00134000
| ‘usersuser 1\downloads\petools. exe 3 00002638 003E0000 00122000
[85] ¢ \windows\system32\backgroundtaskho...  64-bit 000026A0  0OSBO000 00122000
[85] o \windows \system32Yruntimebroker. exe G64-bit 00000944  00SB0000 00122000

]
Path Image Base  Image Size o
c:‘n,users\pserl\downloads\pemols.exe 00380000 00122000

c:windows\system32\ntdll. dll 77030000 00154000
windows\system32Yernel32.dll FFFFO000 000EQOOD
c:windows\system32kernelbase. dll TF&FEDDOO 001FEQOD
2 rowindowssvstem 32 annheln. dll SFFANON0 O0NSFEON0

Processes loaded: 179 Memory: 0 Kb/4194303 Kb

Puc. 2.1. Ymunuma PE Tools

PEID

PEiD — emte ogua nrctpyment a1t Windows, ocHOBHAS 11€JTb KOTO-
POTo — OoIpeesIuTh, KaKOM KOMITUJISATOP CO3/1aJI TaHHbBIN JBOMYHBIN
PE-daiin u kakme HHCTPYMEHTH IPUMEHSIJIUCH JIJIsT ero 00dycka-
nuu'. Ha puc. 2.2 nokasano npumenenue PEiD nis onpenesenus
uHcTpyMeHTa (B mamuom ciayduae ASPack), koropsiM OBLT 00(yCIim-
poBaH BapuanT uepBa Gaobot’.

1

Cwu. https://github.com/wolfram77web/app-peid/.
> Cwm. https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/GAOBOTY.
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& PeiD vo.95 - X

File: | C:\ghidrabookregsvc32.exe_aspack

Entrypoint: [00055001 EP Section: [.aspack
File Offset: [0001A201 First Bytes: [60,E8,03,00
Linker Info: [6.0 Subsystem: [Win3ZGUI
[AsPack 2.12 -> Alexey Solodovnikov

| Multi Scan ] l 'I_'askiﬁewerl ‘ Options I ‘ About I | Exit I
V¥ Stay on top

Puc. 2.2. Ymunuma PEiD

Muorue pomonauTensabie BogMmosxHoct PEID nepexpriBarorcs
¢ BoamoskHOCcTMu PE Tools, B yacTHOCTH yMeHHe reHepupoBaTh
cBOOKy 3arosoBkoB PE-caiina, cobupars mapopmalmio o pabora-
FOIIUX TIPOIECCaX ¥ BBITIOJIHATE IIPOCTOE JTU3acCeMOJMpOBaHIE.

OB30OPHbIE MHCTPYMEHTDbI

Ilockonbky Hamma meab — oOpaTHAsS pas3paboTKa IBOMYHBIX (haii-
JIOB IpOTpaMM, HaM IOHAI00sITCs 60Jiee U30IIPeHHbIe MHCTPYMEH-
THI JIJIsT M3BJIEUeHUs MOIPOOHOM MHQOpMAIINY IT0C/Iie HAYaJIbHON
ryiaccudpuraum gaiaa. MHCTpyMeHTHI, 00CysK1aeMble B 9TOM pas-
JleJie, TI0 HEOOXOIUMOCTH TOPAa3a0 0O0JIbIle 3HAIT 0 popMaTax 00-
pabaTtbiBaeMbIx paiisoB. B OOJBINMUHCTBE CIydaeB WHCTPYMEHTHI
MOHUMAIOT OAUH KOHKPETHBIN (hopMAaT M HCIIOJIb3YIOTCS JJIA Pas-
Oopa (paiiyia 1 U3BJIEUEHHU BeCbMa CIEITUATIbHOM MHPOPMAIIHH.

nm

CosnaBasti 00BEKTHBIN (DA U3 MCXOJHOIO, KOMITHUJIATOP JIOJIKEH
BKJIIOYUTh WHMOPMAIIAI0 O MECTOIIOJIOMKEHUHM BCEX TIJI00aJIbHBIX
(BHEIIHMX) CHMBOJIOB, YTOOBI KOMIIOHOBIIMK CMOT PA3PEeIIUThH
CCBLIIKM Ha HUX B IIPOIlecce 00beIMHEHUs HECKOJIbKUX 00beKTHBIX
(haiinoB ¢ 1mesbio co3maHusa HCIoJHsIeMoro. Eciau He ObLIO yKasa-
HUM yIaJIUTh CAMBOJIBI M3 OKOHYATEIHHOT0 MCIIOJIHIEeMOTro daiiia,
TO KOMIIOHOBIIIME OOBIUHO IIEPEHOCHUT CUMBOJIBL 13 00BEKTHEIX (haii-
JIOB B HMcHoJHsAeMbIi. COrIacHO CTpaHUIle PYKOBOICTBA, YTHUJINTA
NM «IIeYaTaeT CIUCOK CUMBOJIOB B 0OBEKTHBIX (haiiax».
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ITPUMEYAHUE
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[To ymosuaumuio nm, IpUMeHEeHHAas K ITPOMEKYTOUHOMY O00BHEKT-

HOMY (paitry (C pacIIupeHneM .0), BEIBOAUT UMEHA BCeX (PYHKITHM

¥ TJT00aJIbHBIX TIEpEeMEHHBIX, 00BABIEHHBIX B (aiiie. Hike mpu-

BeJeH IpuMep paboTel nm.

ghidrabook# gcc -c ch2_nm_example.c
ghidrabook# nm ch2_nm_example.o

U

000000000000002e

u

t

u

u
00000000000000a6 T
0000000000000000 D
0000000000000004 C
u
u
u
u
u
u
u
T

0000000000000000
ghidrabook#

exit

furite

get_max
_GLOBAL_OFFSET_TABLE_
__1s0c99_scanf

main
my_initialized_global
my_uninitialized_global
printf

puts

rand

srand
__stack_chk_fail
stderr

time

usage

Mzx BUAMM, YTO NM BEIBOJMT BCE€ CMMBOJIBI 11 I/IH(i)OpMaU;I/IIO O KamK-

IIOM M3 HUX. ByKBEeHHEBIN Ko 0003HAYAET TUII CUMBOJIA. B qamuom

IIpuMepe BCTPEeUYaITCA CJIeAYIOIIe KOObI:

U HeoIpemeIeHHbBIA CMBOJI (OOBIYHO CCHLIKA HA BHEIITHII CMBOJI);
T CHMBOJI, OIIPEIEJICHHBIN B ceKIH text (00BIYHO MM (PYHKIINHN);
t JIOKAJBHBIA CHMBOJI, OIIPeIeJIeHHBIN B cexmuu text. B mpo-

rpamme Ha C 9T0 00BIYHO cTaTHYeCKas PyHKIINSI;

D WHUITWMAJIN3UPOBAHHBIEC JAaHHDBIE,

C HemHNIIaJIn31POBaHHBIE JJaHHLBIE.

3aanasrvie 6yK6bL UCNOIL3YIOMCA 018 271000IbHbLX CUM-
60J108, 4 CMPOYHBLE — OJIA JIOKAJbHBbLX. Jlonostnumero-

Hble ceedenuﬂ, 8 m. 4. onucaHue ecex 6yK6eHHbL.’XJ K'O()O6,
MONHCHO HAUMU HA cmpaHuue pyicoeoacmea no nm.

Hecronpro Oosibine HH(bOpMHH,HPI BBIBOOUTCA, KOorga nNm MC-

MOJIB3YEeTCs JIJIsT OTOOpasKeHUsT CHMBOJIOB B HCITOJIHAEMOM (haiie.
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B mporrecce xOMITOHOBKM CHMBOJIAM COIOCTABJIAIOTCS BHUPTYAJIb-
HBIEe azpeca (ecI BO3MOKHO), IIO9TOMY NM JOCTYIIHO OOJIBIIIEe HH-
dopmarmu. CoxpareHHast pacmevaTika, CO3JTaHHas IMPU 3alyCKe
NM [IJ18 MCIIOJIHsIeMOoro daiijia, IpuBeIeHa HIKe.

ghidrabook# gcc -o ch2_nm_example ch2_nm_example.c
ghidrabook# nm ch2_nm_example

U fwrite@Q@GLIBC_2.2.5
0000000000000938 t get_max
0000000000201f78 d _GLOBAL_OFFSET_TABLE_

__gmon_start__
0000000000000c5¢c r __GNU_EH_FRAME_HDR
0000000000000730 T _init
0000000000201d80 t __init_array_end
0000000000201d78 t __init_array_start
0000000000000b60 R _I0_stdin_used

__1s0c99_scanf@QGLIBC_2.7
_ITM_deregisterTMCloneTable
_ITM_registerTMCloneTable
__libc_csu_fint
__libc_csu_init
__libc_start_main@@GLIBC_2.2.5
00000000000009b0 T main

W
r
T
t
t
R
U
W
W
0000000000000b50 T
T

U

T

0000000000202010 D my_initialized_global

B

U

U

U

t

U

U

T

B

U

D

T

0000000000000ae0

000000000020202c B my_uninitialized_global
printf@@GLIBC_2.2.5
puts@AGLIBC_2.2.5
rand@@GLIBC_2.2.5
register_tm_clones
srand@@GLIBC_2.2.5
__stack_chk_fail@@GLIBC_2.4
_start
stderr@@GLIBC_2.2.5
time@QGLIBC_2.2.5
__TMC_END__

usage

0000000000000870

0000000000000800
0000000000202020

0000000000202018
000000000000090a
ghidrabook#

Temmepb HEKOTOPEIM CHMBOJIAM (HAIIPHEMeEpP, Main) COmoCTaBJICHEI
BUpPTyaJIbHEIE anpeca. Kak pesysbpraT mporiecca KOMIIOHOBKH I10-
ABUJINCH HOBBIe cuMBOJIEL (__libc_csu_init), my1a cMMBOJIOB HEKO-
TOPHBIX M3MEHUJICA TUII (HampuMmep, my_unitialized_global), Torma
KaK OCTaJIbHBIE OCTAJIMCH HEOIpeae/IeHHLIMU, IOCKOJIBKY IPOI0JI-
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SKAIOT CCHLIIATHCS HA BHEIITHWE CUMBOJIBL. B JTaHHOM ciiydae mcciie-
JIyeMBIi JTBOMYHBIN (hatiyi CKOMIIOHOBAH IMHAMUYECKH, & HEeOIpe-
JleJIeHHBIe CUMBOJIBI OIIpeJIeIeHbI B pasessiemoit C-0ubanorexe.

Idd

B mporiecce cosmanust mcrosiHsieMoro aiiyia JT0KHBI OBITh pas-
peIleHbl CChIIKM Ha Ombismmoreunble qyHrmuu. CylrecTByeT nBa
MeTO/Ia pas3pelleHus TAKUX CCHLIOK: CMAMuU4ecKkas KOMNOHOBKA
U OuHamuueckas Komnonoska. Kakoil m3 HuUX BBIOpaTh, OIpeie-
JISIeTCSI apryMeHTAMH KOMAHIHONM CTPOKH KOMIIOHOBINMKA. JI1000:1
HCITOJTHSAEMBII (Paiia MOKeT OBITH CKOMIIOHOBAH CTATHYECKH, JUHA-
MUYECKU MU 000MMH CII0cobaMu’ .

Ecim sampammBaercss craTMyecKkas KOMIIOHOBKA, TO KOMIIOHOB-
UK 00beIuHsAeT 00beKTHBIe (halJIbl IPHJIOMKEHUS C KOIIMel 3a-
TpebOBaHHOM OMOJIMOTEKN W TAKUM 00pa3oM CO31aeT UCIIOTHIeMBbIi
daitsr. Bo Bpems BBHIIIOJIHEHIST HET HEOOXOQMMOCTH MCKATEh OMOJIHO-
TEUHBIA KO, IIOTOMY YTO OH YK€ COOEPKUTCS BHYTPU UCIIOJIHSIEMOTr0
cdaitira. Cratrueckass KOMIIOHOBKA UMeEeT CJIETYIOIIHe ITPEeUMYIIeCT-
Ba: (1) pyHKIIMY BBI3BIBAIOTCS UyTh OBICTpee U (2) pacIpocTpaHe e
IBOMYHEIX (pAMJIOB IIPOIIE, IIOTOMY YTO He JeJIaeTCsS HMKAKUX IIpes-
TOJIOMKEHUI O JOCTYIIHOCTH OMOJIMOTEYHOI'0 KO4A B CHCTEME II0JIb-
soBarenda. Ho y Hee ectb u HemocraTkm: (1) pasMep HCIIOJIHAEMOIO
daiina yeesmmunBaerces u (2) CIOMKHEe IIePeX0IUTh Ha HOBYIO BEPCHIO
IporpaMMebl, Korjga uaMeHarores ombanorexu. Ilociennee cssizamo
C TE€M, UTO IIPOrPaMMYy HYKHO IIepecoOrpaTh BCAKUN pas, Kak u3Me-
HsIeTCd KaKasg-HuOynb oubsmmoreka. C TOUKHM 3peHuss o0paTHOHI paas-
paboOTKM, CTaTUYECKasI KOMIIOHOBKA HECKOJIBKO YCIIOMKHICT 3aaUuy.
AHamM3upys cTAaTUYECKH CKOMIIOHOBAHHBINA (paiijI, MBI He MOMKEM
TakK IIPOCTO OTBETUTHL HAa Bompockl Tuia «C xaxmMu OMOIHMOTeKaMU
cKoMIIOHOBaH (haiti™ u «Kakue us umeronmxcess PyHKIUN B3SITH U3
oubsmmorexku”. B rimase 13 obcy:xaaorces mpobiieMsl 00paTHOR paas-
PabOTKM CTATHYECKN CKOMIIOHOBAHHBIX (DAMJIOB.

JlnHaMuyeckas KOMIIOHOBKA OTJIMYAETCS OT CTATHUYECKOM TeM,
YTO KOMIIOHOBIIMUKY He HY:KHO KOIIMPOBATH 3aTpeboBaHHBIE O1O-
JIHOTEeKH. BMecTo 9TOro 0H BCTABJISIET TOJIBLKO CCHLIKM HA oTHU 01O-
auoreku (4acto aiibl ¢ paciupeHueM .so unu .dll) B okoH4ua-
TeJIbHBII NCIOJIHAEeMBIN (paiiy, I03ToOMYy pasMep KOHedHOoro hamiia

! JlomosHUTeJIbHBIE CBeOeHHS 0 KOMIOHOBKe cM. B kumre John R. Levine

«Linkers and Loaders» (Morgan Kaufmann, 1999).
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00BIYHO OKa3BIBaeTCA ropasmo Menbine. O0HOBIeHMEe OMOIMOTEU-
HOT'O KOJIa TOMe CYIIIeCTBEHHO yirpoinaercs. IIocKoIbRy cyiecTBy-
eT BCero OJHAa KOIHs OMOJIMOTeKY, Ha KOTOPYIO CChLIIAETCS MHOTO
IBOMYHELIX (PAMIOB, IPOCTAd 3aMeHa CTApPOM BepCUH OMOJIMOTEeKN
HOBOM IPUBOLUT K TOMY, UTO BCE JUHAMUUECKH CKOMIIOHOBAHHEIE
¢ Hel (paliabpl aBTOMATHYECKM HAUYMHAIOT IOJL30BATHCA HOBOM
Bepcueii. K memocraTkaM AMHAMUYECKOM KOMIIOHOBKM MOKHO
oTHeCTH 0oJjiee CJIOMKHBIM IIpollecc 3arpys3ku. Bce HeobxommmbIe
OMOTMOTeKH JTOJKHBI OBITH HAUJIEHBI W 3arpysKeHbl B ITaMATh,
TOrZa KaK B CJIydae CTATHYECKON KOMIIOHOBKM HYKHO 3aTrPY3UTH
TOJIBKO OIUH (Pailjl, KOTOPBIA YKe COTEPKNAT BeCh OMOINOTEUHBIN
kox. Eme onmH HemocTaTok IUHAMUUYECKONM KOMIIOHOBKU — HEO00-
XOOMMOCTD BKJIIOUATEH B JUCTPUOYTHUB He TOJHKO COOCTBEHHBIHN HC-
TOJTHSIeMBIH atiia, HO U Bce OMOJIHUOTEKH, OT KOTOPBIX aTOT (paii
3aBucut. [lomBITKA BBEIIOIHUTE HPOrpaMMy B CHCTEMe, IIe HeT
HeoOXOIMMBIX OMOJIMOTEK, IIPUBEIET K OLINOKe.

Hu:xe memoucTpupyercs co3manme JUHAMHYECKH U CTATHYECKH
CKOMIIOHOBAHHBIX BEPCHM MPOTPAMMEI, Pa3Mep II0JIYYAIOIIIXC
IBOMYHBIX PaMJIOB U TO, KaK UX uAeHTHUImpyeT yruauTa file:

ghidrabook# gcc -o ch2_example_dynamic ch2_example.c

ghidrabook# gcc -o ch2_example_static ch2_example.c -static

ghidrabook# 1s -1 ch2_example_*
-rwxrwxr-x 1 ghidrabook ghidrabook 12944 Nov 7 10:07 ch2_example_dynamic
-rwxrwxr-x 1 ghidrabook ghidrabook 963504 Nov 7 10:07 ch2_example_static

ghidrabook# file ch2_example_*
ch2_example_dynamic: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),
dynamically linked, interpreter /1ib64/1, for GNU/Linux 3.2.0,
BuildID[shal]=e56ed40012accb3734bde7f8bca3cc2c368455¢3, not stripped

ch2_example_static: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux),

statically linked, for GNU/Linux 3.2.0,
BuildID[sha1]=430996c6db103e4fe76aea7d578e636712b2b4b0, not stripped
ghidrabook#

Jiia mpaBunbHOR paboThl AMHAMHYECKH CKOMIIOHOBAHHBIN
daitsn moxeH comepikaTh MHPOPMAIIMIO 0 TOM, OT KAKKX OMOJIHO-
TeK OH 3aBHCHUT, M 0 TOM, YTO HY*KHO B3ATh M3 KasKI0N OMOIMOTE-
ku. I[TosToMy, B oOT/IMUME OT CTATUYECKU CKOMIIOHOBAHHEIX (DAIIIOB,
OIpEeNeJnTb, OT KAKNX OMOJIMOTEK 3aBUCHUT TUHAMUYECKU CKOM-
HOHOBAHHBIN paiiyr, odeHb mpocto. Yrunaura dd (list dynamic
dependencies — IepeyYnCIIUTL TUHAMHYECKHE 3aBHUCHUMOCTH) BEI-
BOJUT CIIMCOK OUHAMMWYECKUX OMOIMOTEK, HEOOXOAMMBIX JAHHOMY
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uctoaHsemomMmy gaiiay. B mpumepe Huske 1dd rcmob3yeTcst, YTO0OBI

OIIpeIeJINTD, OT KaKUX OMOIMOTeK 3aBUCUT Beb-cepBep Apache:

ghidrabook# 1dd /usr/sbin/apache2
1inux-vdso.so.1 => (0x00007fffc1c8d000)
libpcre.so.3 => /1ib/x86_64-1inux-gnu/libpcre.so.3 (0x00007fbeb7410000)
1ibaprutil-1.50.0 => [usr/lib/x86_64-1inux-gnu/libaprutil-1.50.0 (0x00007fbeb71€0000)

libapr-1.50.0 => [usr/1ib/x86_64-1inux-gnu/libapr-1.s0.0 (0x00007fbeb6fa0000)
libpthread.so.0 => /1ib/x86_64-1inux-gnu/1libpthread.so.0 (0x00007fbeb6d70000)

libc.so.6 => /1ib/x86_64-1inux-gnu/libc.so.6 (0x00007fbeb69a00O0)
libcrypt.so.1 => /1ib/x86_64-1inux-gnu/libcrypt.so.1 (0x00007fbeb6760000)
libexpat.so.1 => /1ib/x86_64-1inux-gnu/libexpat.so.1 (0x00007fbeb6520000)
1libuuid.so.1 => /1ib/x86_64-1inux-gnu/1libuuid.so.1 (0x00007fbeb6310000)
1ibdl.so0.2 => /11b/x86_64-1inux-gnu/libdl.so0.2 (0x00007fbeb6100000)
/11b64/1d-1inux-x86-64.50.2 (0x00007fbeb7a00000)

ghidrabook#

54

Yrunura 1dd Bxomut B cocras cucreMm Linux u BSD. B cucremax

macOS aHaJIOrHyYHyI0 (PYHKIIMOHAJILHOCTD IIPEIJIATAeT YTHJINTA
otool ¢ dpmarom -L: otool -L filename. B Windows miia BeiBoma
CIIMCKA 3aBHCHUMBIX OMOJIMOTEK CY:KHUT yTuanTa dumpbin, Bxoms-
maa B cocraB Visual Studio: dumpbin /dependents filename.

e

OcTteperantecb CBOMX MHCTPYMEHTOB!

MoxeT nokasaTbcs, 4To ldd — mpocTasi nporpammMa, HO cTpaHuua
PYKOBOACTBA ANS Hee NpefynpexaaeT: «HUKoraa He crefdyeT 3anyc-
kaTb ldd ans ucnonHsemoro danna, nony4yeHHoOro U3 HeHaaeXXHoro
WCTOYHMKA, MOTOMY YTO 3TO MOXET NPUBECTU K BbINOMHEHWIO MPOU3-
BOMIbHOrO koga». B 6omnbluMHCTBE CrnyyaeB 3TO ManoBEPOSTHO, HO
CMY>XUT HarMoOMUHAHWEM, YTO 3anycKk Aaxe KaKyLMXCs MnpocTbiMu
WHCTPYMEHTOB O0BPaTHOrO KOHCTPYMPOBAHUSA MOXET UMETb Hexena-
TenbHble NOCNEACTBUS NPU UCCNEAOBaHUN HE 3aCny>XUBaKoLLMX [O-
Bepus BXoAHbIX hannos. Mbl Hageemcs, HUKOro He Hy>HO ybexaatb
B TOM, YTO BbIMONIHEHNE HEHAAEXKHbBIX ABOUYHbIX MPOrpaMm BpsAS fv
BesonacHoO, HO Mpu3biBAaEM NPUHUMATL Mepbl NPEeSOCTOPOXKHOCTU
Aaxe npu ctaTU4ecKoM aHanuse Takux nporpaMm v npeanonaratb,
4YTO KOMMbIOTEP, HA KOTOPOM MPOM3BOAUTCA O0BpaTHOe KOHCTPyMpo-
BaHWe, a TakKe BCe AaHHble Ha HEM U Ha APYrMX COEAMHEHHbIX C HUM
KOMMbOTEPAx MOryT ObITb B pesyrnbrate CKOMNPOMETUPOBAHSI.

~
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objdump

Ecnu 1dd - cmermuanusampoBanHasa mporpamma, To objdump — wmce-
KJIIOYNTEIbHO THOKMA nHerpyMeHT. Ilens objdump — «BRIBecTH MH-
dopMaImo, XpaHANIYCS B 00BeKTHHIX (aiiax»'. OTo I0BOJIBLHO
IIMPOKO IIOCTABJICHHAS 3a1a4a, U JIJIsI ee pelleHus objdump mpuHm-
Maert 6ostee 30 apryMeHTOB KOMAHIHOMN CTPOKM, YKA3BIBAIOIINIX, YTO
MMEHHO HY’KHO M3BJIeUb M3 00BEKTHBIX (paityioB. YTuamra objdump
yMeeT IIOKAa3bIBATh CJIeAYIOIIre JaHHbIe (M eIlle MHOI'O Uero).

3arosioBku ceknuit. CBogHass nHMOPMAIHSI 0 KaKIOU CEK-
LI IIporpaMmuoro dama.

Yacrasie 3aromoBku. MHpopMaiums 0 pasMerieHuu IIpo-
TpaMMBbI B IaAMSATH U APYTHE CBeJeHUs, HeOOXOIUMEbIE 3arpya3-
YHUKY, B T. 4. TAKOH K€ CIIMCOK TPpeOyeMBbIX OMOJIMOTeK, KaKOM
BBIBOAMUT ldd.

Ornanouynas wundopmanua. Bes ornamounas wmHbopMma-
II¥sI, BKJIIOUeHHAsT B (paii.

Nndopmanua o cumBosax. Tabiuiia CHMBOJIOB B TAKOM ke
dopMmatTe, Kak ee BEIBOAUT YTUIUTA NM,

JIuctunr musaccemosiepa. Ilporpamma objdump mpumensi-
eT aJITOPUTM JIMHEHHON Pa3BepTKHU JJIA TU3aCCeMOINPOBAHIST
ceKIui paiina, IIoMeUYeHHBIX KaK KoJ. B mmporecce nusaccemo-
JApPOBaHUA Koma x86 objdump MoskeT reHepHpoOBAThH acceMoO-
nepubii kon B cuHTakcuce AT&T wmimm Intel m 3ammceiBaTh
pesyabTaT B TeKCTOBHIN (paiii. Takme TekcToBhIe haiIbl Ha-
3BIBAIOTCS MEPMEbLMU JIUCMUH2AMU, ¥ XOTA UX, 0€3yCIIOBHO,
MOSKHO HCIIOJIB30BATh [IJIsI 00paTHON pa3paboTKM, OHU KpaiiHe
HeyIO00HBI [IJIsI HABUTAIINMY, 4 eIle TPY/JHee BHOCUTHL B HUX CO-
IJIacOBAHHBIE N3MEHEHNs, He HaleJIaB OIINOO0K.

[Iporpamma objdump Bxomut B cocraB kominTexkTa GNU binutils,
KoTOpBIH mMmeeTca B Linux, FreeBSD u Windows (ecitz yecramoBJte-
g6l WSL mimm Cygwin)?. Otmernm, uto objdump ommpaeTcsa Ha 6u6-
nuorery Binary File Descriptor (libbfd), aBJISIONIYIOCA COCTABHOM
yacThio binutils, KoTopas mpuMeHsaeTes IJIS T0CTyIIa K 00beKTHBIM
daitmam, u moromy yMmeer pasbmpaTh Bce hopMaThl PaiiIos, IOMI-

' Cwm. http://www.sourceware.org/binutils/docs/binutils/objdump.html.

2 Cw. http://www.gnu.org/software/binutils/.
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nep:xuBaemsle libbfd (8 T. 4. ELF u PE). Cnertmassto nss pasbopa
ELF-daiinos umeerca Taxsxe yruaura readelf, xoropas mpemia-
raeT B OCHOBHOM T€ K€ BO3MOIKHOCTH, uTo objdump, a oTindaercs
OT Hee MpeskIe BCero TeM, UYTo He 3aBucuT ot libbfd.

otool

Yrunury otool IIpoille Bcero ommcaTh Kak aHaJor objdump miis
macOS, oHa moJsiesHa s pasbopa daitios B dopmare Mach-O.
B nuctunre Huike moxasano, Kak otool oToOpaskaeT 3aBUCUMOCTH
nBowdHoTro (paita B popmare Mach-O or quramuydeckux 6m0IH0-
TEK, T. €. BEIIOJHIeT PYHKINI ldd:

ghidrabook# file osx_example

osx_example: Mach-0 64-bit executable x86_64

ghidrabook# otool -L osx_example

osx_example:
Jusr/lib/1libstdc++.6.dylib (compatibility version 7.0.0, current version 7.4.0)
Jusr/1ib/1libgcc_s.1.dylib (compatibility version 1.0.0, current version 1.0.0)
Jusr/lib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1281.0.0)

56

Vrunury otool MOMKHO MCIIOIB30BATE [IJISI OTOOpaKeHU HHQOP-
MAIIUH W3 3ar0JIOBKOB (paiija M TAOJIUIIEI CHMBOJIOB, a TAKMKE JIJIs
I13acceMOJIMPOBAHUS CeKIIMU Koma. JlomoIHuTeIbHEIe CBEeIeHIIS
CM. B CTpaHUIle PYKOBOJICTBA.

dumpbin

Komammmas yrumura dumpbin Bxomur B cocra Microsoft Visual
Studio. ITomo6mo otool 1 objdump, dumpbin ymeer oToOpaskaTh pa3Ho-
T0 poda MHQOPMAIINIO, XpaHILyiocs B paiiizax B popmare Windows
PE. Hmxe mokasano, kax dumpbin BEIBOOUT IMHAMMIYECKHE 3aBUCH-
MOCTH IIporpaMMsI notepad IIPUMEpPHOo TaK ke, Kak 9To JejaeT Ldd.

$ dumpbin /dependents C:\Windows\System32\notepad.exe
Microsoft (R) COFF/PE Dumper
Copyright (C) Microsoft Corporation. All rights reserved.

Dump of file notepad.exe

File Type: EXECUTABLE IMAGE

TJIABA 2



Image has the following delay load dependencies:

ADVAPI32.d1ll
COMDLG32.d11
PROPSYS.d11l
SHELL32.d11l
WINSPOOL.DRV
urlmon.dll

Image has the following dependencies:
GDI32.d1l
USER32.d11
msvert.dll

JlommomauTenbHBIEe mapaMeTphbl dumpbin II03BOJISIIOT M3BJIEKATH
uHpopMAaITHio U3 Pa3TuIHbIX cexinit PE-daiina: cumBosIbl, nMeHa
WMIIOPTUPOBAHHBIX (DYHKITHM, UMEeHA IKCIIOPTUPOBAHHBIX (PYHK-
MM, au3acceMOJIMPOBAHHBINA KOH. Bojiee IIompoOHbIE CBeIeHMs
o mporpamMe dumpbin mmerorcsa Ha caiite Microsoft'.

c++filt

Asbikm, momyckarrme meperpys3Ky (pyHKITHAH, TOJISKHBI ITPEI0CTAB-
JIITh MEXaHU3M Pas3IMUYeHusa IMeperpysKeHHbIX BapUaHTOB (PyHK-
T, TOTOMY YTO BCE OHHM MUMEIOT OJTHO U TO Ke uMd. B ciesayroriem
npumepe, HanucanuoMm Ha C++, TOKa3aHbI IIPOTOTUIBI HECKOJIb-
KHUX TTeperpysKeHHbIX BAPUAHTOB (PyHKITUHU demo:

void demo(void);

void demo(int x);

void demo(double x);

void demo(int x, double y);
void demo(double x, int y);
void demo(char* str);

Boob1e roBops, B ogHOM 00BEeKTHOM (haiiyie He MOKeT OBITh JBYX
QYHKIIHHA ¢ OIMHAKOBBEIM HMeHeM. UTOOBI coe/IaTh Ieperpys3Ky Boa-
MOSKHOM, KOMIIIJISTOPEI T€HEPUPYIOT YHUKAIbLHBIE HMEHA, BKJIIOUAs
HH(OPMAIIHIO 0 THIIAX aprymMmenToB QpyHkimm. [Ipomenypa moposxmge-

' Cwm. https://docs.microsoft.com/en-us/cpp/build/reference/dumpbin-command-line/.

OBPATHASI PABPABOTKA... 97


https://docs.microsoft.com/en-us/cpp/build/reference/dumpbin-command-line/.

58

HHUS YHUKAJIbLHBIX IMeH (DYHKIINN C OMUHAKOBBIM NMEHEM HA3bIBAET-
ca dexopuposaruem umenu (name mangling)'. Bocrosb3oBaBmmick
NM IS BEIBOJA CHMBOJIOB B OTKOMIIMIMPOBAHHON BEPCUM IIOKA3AH-
Horo BhIme koma Ha C++, MBI MOKEM YBUIETh HEUTO II000HOe (BBI-
BOJ IPOMILTPOBAH, YTOOKI HE OTBJIEKATHC HU Ha UTO, KpoMe demo):

ghidrabook# g++ -0 ch2_cpp_example ch2_cpp_example.cc
ghidrabook# nm ch2_cpp_example | grep demo

000000000000060b T _Z4demod

0000000000000626 T _Z4demodi

0000000000000601 T _Z4demoi

0000000000000617 T _Z4demoid

0000000000000635 T _Z4demoPc

00000000000005fa T _Z4demov

Crammapr C++ He ompeesser cxeMy IeKOPHUPOBAHUS WMEH,
OCTAaBJISISI 3TO HA YCMOTPEeHUe pa3pabOoTIMKOB KOMIIMISATOPOB. UTO-
OBI TeKOIMPOBATh PA3JIMYHBIE BAPUAHTHI demo, Hy KeH WHCTPYMEHT,
KOTOPHIA TIOHUMAET CXeMy JIEKOPUPOBAHUS WUMEH, IPUHATYI0 B Ha-
1IeM KOMITHJIATOpe (B JAHHOM caydae g++). IMEHHO B 9TOM U COCTO-
UT HasdHaveHme yTHIUTBHL C++ilt, KoTopas paccMaTpuBaeT Kaskmgoe
BXOJTHOE CJIOBO, KaK OyJTO 9TO JIEKOPHUPOBAHHOE WMSI, W ITBITAETCS
OIIpeNIeSIuTDb, KAaKOM KOMIIUJIATOp ero creHepupoBasi. Eciu cTpora
BBITVISTUT KaK MPABUJILHO JEKOPUPOBAHHOE UM, TO Ha BBIXO/E TIe-
yaTaeTcs ero JeKoaupoBaHHEIN BapuauT. Ecian sxe c++filt He MoskeT
WHTEPIPETUPOBATH CTPOKY, TO IIPOCTO BEIBOIAUT ee 0e3 M3MeHeHMs.

Ecnu mponycruth pe3ysbTaThl NM M3 IPEIBIAYIINEro IIpuMepa
gepe3d c++filt, To OyayT BOCCTAHOBJIEHHI JIEKOPUPOBAHHBIE MMeEHA
dyHKIIIIA:

ghidrabook# nm ch2_cpp_example | grep demo | c++filt
000000000000060b T demo(double)

0000000000000626 T demo(double, int)
0000000000000601 T demo(int)

0000000000000617 T demo(int, double)
0000000000000635 T demo(char*)

00000000000005fa T demo()

' O gexopumpoBaHHE HMeH CM. cTaTbio http:/en.wikipedia.org/wiki/Name_

mangling.

TJIABA 2


http://en.wikipedia.org/wiki/Name_mangling.
http://en.wikipedia.org/wiki/Name_mangling.

Basxuo ormMeTHnTb, YTO HEKOPHPOBAHHBIE MMEHA HECYT JOIIOJI-
HUTEJbHYI0 HHMOPMAIINI 0 (PYHKIIHIX, KOTOPYI NM OOBIYHO
He IpemocTaBsgeT. JTa HHPOPMAIINI MOKeT OBIThH OUeHb II0JIe3HAa
st 00paTHOM pas3paboTKM M B 00Jiee CJIOMKHBIX CIydasX MOJKET
BKJIIOYATH JAHHBIE 00 MMEHAX KJIACCOB WJIM COIVIAIIEHUSX O BBI-
30Be (pyHKITHI.

MHCTPYMEHTbI FMYBOKOMU
MHCNEKUUM

Jo cux 1mop MBI 00CYKOAIN MHCTPYMEHTBI, BBIIOJIHSIONINE II0BEPX-
HOCTHBIM aHam3 (paiijoB HAa OCHOBE MHUHMUMAJILHBLIX 3HAHUI 00 MX
BHYTpPeHHeH cTpyKType. MBI Tak:ke BUIe M MHCTPYMEHTHI, CITOCOOHBIE
M3BJICKATH CIIeIIPUIECKIe TaHHbIe U3 (PpaiioB, IOCKOJIbKY 00JIaaa-
0T OY€HbBb JeTaJILHBIMI 3HAHUSIMHU 00 UX cTpyKType. B aToM pasgeie
MBI IIOTOBOPHM 00 MHCTPYMEHTAX IS M3BJICUSHUS CIIEIIM(PIIECKOM
MHQOPMAIINK He3aBHUCHMO OT THUIIA aHAJIHI3NPyeMoro daiiia.

strings

Nuormna mostesso 3amaBaTh 60see 00IHEe BOIPOCHI O COAEPIKUMOM
caiina, mis orBera Ha KOTOpBIe HEOOsI3aTeJIbHO BO BCEX ITOIPOO-
HOCTSIX 3HATBH CTPpyKTypy. Omuu Takoit Bompoc: «Ectb su B datiie
KakHe-HHOyab CcTpoku?» Pasymeercss, cHavyasia HYKHO PeIUTDH,
4JTo 3Ke Taroe crpoka. OmpenenuMm cmpoky HedOpMaJIbHO — Kak
HEITPEPHIBHYIO I10CJIEI0BATEIbHOCTh IT€YaTHBIX CHMBOJIOB. dacTo
9TO OIpesieJieHre JOMOJIHSIETCS YCIOBUEM HA MUHUMAJIbHYIO JIJIU-
HY ¥ KOHKPETHYI0 KOJUPOBKY. TakuMm 00pas3oM, MOKHO OBLIO OB
IIOMCKATH II0CJIeIOBATEILHOCTH, COJEPsKAIIFe 0 MEHBIIeH Mepe
veTbIpe mevyaTHbx cuMBoJia ASCII moapsi, v BeIBeCTH pe3yJIbTaThl
Ha KOHCOJIb. ITOMCK TaKUX CTPOK, KaK IMPABUJIO, HUKAK He CBI3aH
co cTpyKTypoii daiia. Mx moxkuo uckaTth kak B gsomddom ELF-
daiine, Tak u B mokymenTe Microsoft Word.

Vrunaura strings mpegHasHayeHA CIIEIIMAIBHO JJIS BhIIEJICHUS
CTPOK U3 COZEP:KUMOro aiisa, 4acTo 0€30THOCUTEJIFHO K dhopMaTy
mocsreaaero. BeiaoB strings ¢ mapamerpamu 0 yMOJTYaHUIO (HE
MeHee YeThIpeX CUMBOJIOB B 7-0mToBoi kKomupoBke ASCII moapsm)
MOJKeT JaTh TAKOM pe3yJIbTar:
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ghidrabook# strings ch2_example
/1ib64/1d-1inux-x86-64.50.2

libc.so.6

exit

srand

__1s0c99_scanf

puts

time

__stack_chk_fail

printf

stderr

fwrite

__libc_start_main

GLIBC 2.7

GLIBC_2.4

GLIBC_2.2.5
_ITM_deregisterTMCloneTable
__gmon_start__
_ITM_registerTMCloneTable

usage: ch4_example [max]

A simple guessing game!

Please guess a number between 1 and %d.
Invalid input, quitting!
Congratulations, you got it in %d attempt(s)!
Sorry too low, please try again

Sorry too high, please try again

GCC: (Ubuntu 7.4.0-1ubuntul~18.04.1) 7.4.0

-

Mouemy yrunura strings uameHunacob?

Victopuyeckn B MPUMEHEHUM K UCMONHSAEMbIM darnam strings Mo
YMOIMHYaHMIO Uckana nocneaoBaTenbHOCTU CMMBOIIOB TOMNBKO B 3arpyxa-
EeMbIX CEeKLMSX, coaepKaLlimx MHULManu3MpoBaHHble AaHHble. [1oaTomy
strings OormkHa Gbina ymeTb pa3bmparb ABOUYHBIN dharin 1 uckaTb Ta-
Kve cekumm, Ans Yero ncnonb3osanuce bubnuotekm tuna libbfd. Ho npw
pa3bope HeHaaeXHbIX ABOMYHbIX haiinioB ysi3BUMOCTY B Bubnunotekax
MOITIV MPUBECTM K BbINOMHEHUIO MPOU3BOILHOTO kofda'. B utore nosese-
HVe strings Mo ymomn4aHuto 6bIno n3MeHeHo, 1 OHa cTana npocMartpu-
BaTb BECb ABOWMYHBIN (hans, a He TOMbKO CEKLMU C MHULIMANn3MpoBaH-
HbIMW aHHbIMM (3TO TO XKe CaMoe, YTO 3amnyck ¢ chrarom -a). A npexxHee
noBefdeHve 3KBMBANEHTHO 3agaHunio drara -d.

' Cm. CVE-2014-8485 u hittps://lcamtuf.blogspot.com/2014/10/psa-
dont-run-strings-on-untrusted-files.html.
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K cosxasenuio, X0Ts HEKOTOPBIE CTPOKHU BBITJISIAT KAK BBIBOJI ITPO-
TPaMMBbI, eCTb U JPYTHe — IOX0KIEe Ha UMeHA (PYHKITHH 11 OMOJIHMOTEK.
Tak 4T0 He CJIeayeT TOPOIIUTHCS C BBIBOIAMH O ITOBEIEHUH IIPOrpaM-
MBI. AHAJTUTUKH 9aCTO COBEPIIAIOT OITHUOKY, IIBITASICh YTO-TO CKA3aTh
0 TIOBEJIEHUH IIPOrPaMMEBI Ha OCHOBe pacmevyaTku strings. He 3a0sr-
BaiiTe, YTO HAJWYKE CTPOKH B JBOMYHOM paiijie ele He 03HAYAET,
YTO 9Ta CTPOKA KAK-TO MCIIOJIB3YETCS B IIPOIlECce ero paboThI.

B saksmrouenue cienaeM HECKOJIBKO 3aMeYaHUM 00 MUCII0JIb30Ba-
Hum strings:

P 110 ymosuaHUIO strings HHUYero He TOBOPUT O TOM, B KAKOM
Mecre aiiaa HaXOOUTCA CTPoKa. 3amaire giar -t, eciau Xo-
THATE, YTOOBI Strings meuarasia cMelleHre Kaskg0M HalIeH-
HOM CTPOKM OT HadaJjia gaiia;

P> BOo MHOTHEX (paiijIax HUCIIOJIb3YIOTCSI AJIbTePHATHBHEIE KOIHUPOB-
ku. Oar -e o3HavaeT, 4To Strings MOKHA UCKATH IITUPOKIIE
CHMBOJIBL, HAIIPUMeEpP B 16-paspsanHoil koguposke 16 FOmukos.

Hu3accembnepbi

Kaxk y:xe ObLI0 CKa3aHO, MMEITCSI HHCTPYMEHTHI, Te€HEepPHUpPYIIe
MEpPTBBIE JIMCTUHIH JU3aCCeMOJIHMPOBAHNA OBOMYHBIX 00BEKTHBIX
daitnos. @aitner B popmarax PE, ELF u Mach-O mosxnOo musac-
cemOsmmpoBaTs 1porpammamu dumpbin, objdump m otool coorser-
crBenro. Ho Hu ogHa 13 HUX He yMeeT paboTaTh C IPOM3BOJILHEI-
MU OJIOKAMM JBOMYHBIX JAHHBIX. MHOrIAa MOMKHO BCTPETUTDH (haii
B HeCTaHgAapTHOM opMare, M B 9TOM CJIy4dae HyKHO HCI0JIb30BATh
HHCTPYMEHTHI, CIIOCOOHBIE HAYATH AM3aCCEeMOJIMPOBAHNE C 3a0aH-
HOTO TI0JTb30BaTeJIEM CMEIeHUS.

JlBa mpumepa Takmx nomorossix ousaccembnepos nis Habopa
koMaHT x86: ndisasm u diStorm'. YTuaura ndisasm BXOIHUT B cocTaB
NASM?. B npumMepe HHU:Ke IIOKA3aHO MCIIOIb30BaHMe ndisasm s
IM3acceMOIMPOBAHUSA YACTH IIEJIJI-KOa, CTeHEePHUPOBAHHOTO CHU-
cremoit Metasploit®.

' Cwm. https://github.com/gdabah/distorm/.

* Cw. http://www.nasm.us/.

> Cwm. https://metasploit.com/.
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ghidrabook# msfvenom -p linux/x64/shell_find_port -f raw > findport
ghidrabook# ndisasm -b 64 findport
00000000 4831FFxor rdi,rdi

00000003 4831DBxor rbx,rbx

00000006 B314mov bl,0x14

00000008 4829DCsub rsp,rbx

0000000B 488D1424 lea rdx,[rsp]
0000000F 488D742404 lea rsi,[rsp+0x4]
00000014 6A34push byte +0x34

00000016 58 pop rax

00000017 OFO5syscall

00000019 48FFC7inc rdi

0000001C 66817E024A67 cmp word [rsi+0x2],0x674a
00000022 75F0jnz 0x14

00000024 48FFCFdec rdi

00000027 6A02push byte +0x2

00000029 5Epop rsi

0000002A 6A21push byte +0x21

0000002C 58 pop rax

00000020 OFO5syscall

0000002F 48FFCEdec rsi

00000032 79F6jns 0x2a

00000034 4889F3mov rbx,rsi

00000037 BB412F7368 mov ebx,0x68732f41
0000003C B82F62696E mov eax,0x6e69622f
00000041 48C1EBO8 shr rbx,byte 0x8
00000045 48C1E320 shl rbx,byte 0x20
00000049 4809D8or rax,rbx

0000004C 50 push rax

0000004D 4889E7mov rdi,rsp

00000050 4831F6xor rsi,rsi

00000053 4889F2mov rdx,rsi

00000056 6A3Bpush byte +0x3b

00000058 58 pop rax

00000059 OFO5syscall

ghidrabook#

I'nOKoCTE IIOTOKOBOIO AU3aCCeMOJIMPOBAHMUS YACTO OKA3BLIBAET-
ca mosieaHoi. OnHa M3 TAKMX CUTYallWi — aHAJIM3 CeTeBHIX aTak,
B KOTOPBIX CETeBhIE MAKeThl MOTYT COIEeP KAaTh IIes-kox. Jliisa ana-
JIM3a IIOBEedeHUs BPEIOHOCHOI II0JIE3HOH HArPy3KHW B TAKOM IIa-
KeTe MOKHO BOCIIOJIB30BATHCS IIOTOKOBBIM muaacceMmbsepom. py-
ras cuTyanms — aHaaua oopasos I113Y, nia Koropeix HemocTymHAa
JOKYMEHTAIIW 10 PasMellleHnio B mamartu. B ogumx yactax 113V
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MOTI'yT HAXOOUTLCA MAHHEIE, a B OPyrux koxa. C IIoOMOIIbIO IIOTOKO-
BOTO [IH3acceM0Iepa MOKHO JU3acceMOIMPOBaTh NMEHHO Te YACTH
o0pasa, KOTOphIe TTPE/IIOTI0KUTETIHLHO COTEPIKAT KO,

PE3IOME

Paccmorpennbie B oTOM IiiaBe MHCTPYMEHTHI HEO0SI3aTEJILHO JIyU-
IIIFe B CBOEM poje. 3aT0 OHH SOCTYIIHEI JIIOOOMY, KTO XOUeT 3AHATh-
cs1 00paTHOI pas3paboTKOM MBOMYHEIX PAjIoB. A elne BaskHee To,
YTO MMEHHO 9TH MHCTPYMEHTHI IIOOYIWIN 3aHATHCA Pa3pabOTKOM
Ghidra. B mocmenymomux riiaBax Mbl HHOTIA OyIeM OIIMCHIBATH
aBTOHOMHBIE MHCTPYMEHTHI, IIPEeIIaramninne PyHKINOHAILHOCTD,
aHAJIOTHYHYI TOoM, uTo BKaoueHa B Ghidra. OcsemomiieHHOCTH
0 TAKMX HMHCTPYMEHTAX IIO3BOJIMT BAM JIyYIlle IIOHATH II0JIb30BAa-
TenbcKu naTepdeiic Ghidra B 1mesiom u BXoAsAIre B €ro COCTaB
UH(pOPMAITHOHHBIE OKHA.






NMEPBOE 3HAKOMCTBO
C GHIDRA

Ghidra — ¢cBOOOIHO JOCTYIHBIA MHCTPYMEHT 00paT-
HOM paspaboTkm (software reverse engineering —
SRE) ¢ OTKPBITEIM HCXOTHBIM KOIOM, pa3paboTaH-

HBII ATeHTCTBOM HallMmoHAIbHOM O0esonacHoctu CIITA

(AHB). Ilmardopmenno HesaBmcumasa cpema Ghidra
BRJIIOUAET MHTEPAKTUBHEIN qu3acceMOJIep U JeKOMIIIISTOD, a TaK-
’Ke MHOSKECTBO JPYTHX B3aMMOCBSA3AHHBIX MHCTPYMEHTOB, IIOMOTa-
OIUX aHaau3upoBaTh Kox. OHa mommepsxuBaeT HaOOPBI KOMAHT,
Pa3HOM apXUTEKTYPhI, Pa3JINJHble POPMATHI HCIIOJIHIEMEIX (aii-
JIOB ¥ MOZKeT paboTaTh KaK B AaBTOHOMHOM, TAK U B KOJLICKTABHOM
pesxnme. BeiTh mosxker, syuireit ocobenuocthbio Ghidra ssisercsa
BO3MOKHOCTD HACTPAWBATL Pabouyio cpeny U paspabaTeBaTh ILIa-
ruHbl 1 cKpunTe SRE B co0cTBeHHBIX MHTEepecax, a 3aTeM IeJINThCSI
CBOMMH HaXOOKaMHU co BceM coobimectBoM Ghidra.



NMNUEH3UWOHHAA NOJINTUKA GHIDRA

Ghidra pacmpocrpansiercss OeCIIaTHO Ha YCJIOBUAX JIAIICH3UK
Apache License, Bepcusa 2.0. Ora JIUIeH3US IIPEIOCTABIISIET QPU-
3MYECKHM JINIIAM IIMPOKME IIpaBa 110 ucioiab3oBanmio Ghidra, Ho
HAKJIaJBIBAET HEKOTOpble orpanmdeHus. JI1o0oi UYes0BeK, KOTO-
PHBI crauMBaeT, HCIIONIb3yeT miau pemakrupyer Ghidra, mosxen
IPOYHUTATE corJIallieHue ¢ mob3oBaresisamu (docs/ UserAgreement.
html), a Taksxe paiiIbl, OIMCHIBAIOIINE YCIOBUS JIUIICH3UPOBAHMSI,
B karamorax GPL u licenses, m y0eIUTBCS, UTO BEIIIOJIHSAET BCE
MIPOIMCAHHEBIE COTJIAIIIEHMS, IOCKOJbKY CTOPOHHME KOMIIOHEHTEI,
pxogamue B Ghidra, mmeror csou nuitensun. Ha ciyuaii, eciim Be
3a0BLIM 0 YeM-TO, YIIOMSHYTOM B aTom ab3arie, Ghidra srobe3Ho
oToOpaskaeT CBeNeHUS O JIUIEH3UPOBAHUU IIPU KaKIOM 3allyCKe
uiu BeiOope myHKTa About Ghidra us menio Help.

BEPCUU GHIDRA

Ghidra moctymua miasa Windows, Linux m macOS. Xors Ghidra
KOH(QUTYPHUPYETCS B IIHUPOKUX MIpejesiaxX, OOJIBITUHCTBO HOBBIX
0JIb30BAaTeJIeH, CKOpee BCero, CKAYalT IIOCIEIHIOn BepPCHIO
Ghidra Core, koTopas BRJIIOYAET TPATUITUOHHYO MYHKIIMOHAIb-
HOCTBL 00paTHOH pas3paborku. B 9T0i KHUIre OIUCHIBAETCI B OCHOB-
HoM (pyurimonas Ghidra Core 115t MHAUBUIYATIBHBIX ITPOEKTOB.
Kpome Toro, Mbl yaeamM HEKOTOPOE BpeMs OOCYKICHHUIO PEsKI-
MOB COBMECTHOM paboThl U pabOThl B HEOOCTYKUBAEMOM PEIKHU-
Me, a Taxsxke KoHdpurypammii Developer ([l paspaborumkos),
Function ID (Mpnentudurarop dpyurmumn) u Experimental (Oxc-
HIepUMEeHTAJIbHA).

PECYPCbI NTOAAEPXKU GHIDRA
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Pabora ¢ HoBO# mporpaMMoil 4acTo Imyraer, 0COOEHHO KoTrga
TpebyeTcss PeIuTh TPYIHYIO PeasbHYy IIPo0JieMy C IMOMOIIBIO
obparHoii paspaborku. Kax mosib3oBaTeso (MM IIOTEHIIHMAJID-
"HoMy paspaborumky) Ghidra Bam HaBepHsSKa WHTEpPECHO, Kyaa
00paTUTHCSA 3a IIOMOIIBLI0, €CJIM BOSHUKHYT BOIIPOCHI. Kciim MbI
XOPOIIIO CITPABUJIUCH CO CBOEH paboToM, TO BO MHOTUX CUTYaITUIX
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aTo#t kHuTH OymeT moctatouno. Ho ma ciayuait, ecqu BaM IoHa-
JTOOUTCS TOTOJTHUTEJbHAS TIOMOIIh, TTOJICKAMKEM, KAKHUe UMeIoT-
Cs pecypcCHl.

Odunuaneaas goxkymeHramua. Ghidra comepsur mog-
POOHYIO CIIPABOYHYIO CHCTEMY, B KOTOPYIO MOYKHO IIOIACTHL M3
Meno win HasxkatueMm kaasuimu F1. Cucrema mpemsaraer
HepapxXuyeckoe MeHIo, a TaK:xke cpedcTsa moucka. Ho B HacTo-
silee BpeMs He IIOAAeP:KUBAIOTCS 3aIIPOCHl B CBOOOTHOM ¢op-
me tuna «Kak coemarts x?».

@aiinier readme. HMuoorma memio Help orceuiaer mo-
IIOJIHUTEJIbHOMY MaTepHually II0 TeMe, HampuMmep Qairy
readme. B mokymeHTaAIMI0O BKJIIOYEHO MHOIO TAKUX (PAMJIIOB,
KOTOpBIE€ COIIPOBOSKIAIOT ILJIATHUHBI, JOIOJIHSIOT MaTepH-
aJ1, mpencraBieHHb B MeHio Help (mampumep, support /
analyzeHeadlessREADME.html), moMOratoT BBITIOJTHATE YCTA-
HOBRY (docs /InstallationGuide.html) u ciy:xaT moacnopbem
paspaborunky (mampumep, Extensions/Eclipse/GhidraDev/
GhidraDev_README.html), ecu BBl peluTe IIOUTH IO 9TO-
My OyTH (¥, YeM YepT He IIYTUT, HAIINCATH IIOAHeP KKy BOIIPO-
COB B CBOOOIHOII chopMe).

Caiitr Ghidra. Ha momammeit crpamune mpoexra Ghidra
(https://'www.ghidra-sre.org/) mmeioTCsS ITPEATOKEHUST I
MMOTeHITUAJIbHBIX T0JIb30BATEJIeH, TeKYIIUX I10JIb30BaTesIel,
pa3paboTUYMKOB W COABTOPOB, MOMOTAMOIIME KAaKION KATEero-
puu paciiuputh cBou 3HaHusa o Ghidra. [Tomumo moapodHOI
nHQOPMAIINK O CKAYMBAHUU Kaskaoro Beimycka Ghidra, BeI-
JIO3KEHO I10JIe3HO0e BHUIe0, OIIUCHIBAOIIEe IIPOIeayPy YCTAHOB-
KH II0 IIIaram.

Karamnor docs. B cocras ycranmorm Ghidra Bxomur kara-
JIOT, COAePsRAIIUI MOJEe3HY0 JOKYMEHTAIUIO, B T. 4. JOIIyC-
Kalolllee paclevyaTKy PYKOBOACTBO II0 MEHIO 1 TOPAYNM KJia-
sumam (docs/CheatSheet.html), KoTopoe 3TOPOBO IIOMOKET
npu nepsom 3uaxomcrse ¢ Ghidra, a Takskxe MHOrO mpyroe.
B xaramore docs/GhidraClass Bel Haiigere ImocoOMs IJIs
moab3oBatesiet Ghidra HavaIbHOTO, CPpegHEro U IIPOIBUHY-
TOT'0 YPOBHEMN.

IIEPBOE BHAKOMCTBO C GHIDRA 67


https://www.ghidra-sre.org/

CKAYMBAHME GHIDRA

Ja monyuyenuns kornuu Ghidra HyskHO ces1aTh TPH IIPOCTHIX IIIATA.
1. Ilepetinute Ha caiiT https:/ghidra-sre.org/.

2. Hasmmure 6osbiryio kpacuyo kHonky Download Ghidra.

3. Coxpauwure aiis Ha CBOeM KOMITbIOTEPE.

Kax uvacto OpIBaeT ¢ IpPOCTBIMU TPEXIIATOBBHIMH IIPOIIECCAMH,
eCcTh Iapa MeCT, T/Je YHIPSAMBIN OCIYIIHUK MOKeT IIPeJIlouecThb
HEMHOTO OTKJIOHUTBCSI OT peKoMeHIoBaHHOTO myTu. Ciemymoriuie
IYHKTHI aJpeCOBAHBI T€M M3 BAC, KTO X0YeT Yero-HuOy b, OTJINY-
HOTO OT TPaIUITMOHHOTO MEHIO.

» Eciu BB X0THTE YCTAHOBUTD APYTYIO BEPCHUIO, IIPOCTO HAMKMII-
Te xuHonky Releases — m Bam Oyzer IIpemjIoskeHO CKAYaTh
IPyTHe BBHIIIYCKHEBIE Bepcri. B Kakmx-To MOMeHTaX PyHKIIHIO-
HAJBHOCTH MOKET OTJIMYAThCsI, HO B OCHOBE CBOEM 3TO BCe Ta

sxke Ghidra.

> Ecim BBI XOTHTE YyCTAHOBUTD CEPBEP IS KOJLJIEKTHBHOM pa-
OOTHI, IIOTOKIUTE N0 IJIABEL 11, Ille OIMCcaHo, KAk BHECTH 3TO
BaskHOE M3MEHEHHEe B IIPOIeAypPy YCTAHOBKHK (MM HA CBOI
CTpax M PHUCK IIOIMPOOyHMTe BOCIIOJIB30BATHCSA HH(MOpPMAIIHEH
B KaTaJiore Server). B xymiiem ciayuae OyIeT HECJIOKHO OT-
KaTUThCS Ha3aJl, HAUaTh C IIePBOr0 Iara 1 yCTaHOBUTH JIO-
KaJbHBIN ak3emILtsap Ghidra.

> CuibHBIE IyXOM MOTYT IompoboBaTh coopath Ghidra ma wmc-
xomunkoB. Mcexomuerii kox Ghidra mmeerca ma GitHub mo
agpecy https://github.com/National SecurityAgency/ghidra/.
A MBI TIPOJTOJIAKHM PACCKA3 O TPAIUITIOHHOM IIPOIeCCe YCTAHOBKH.

YCTAHOBKA GHIDRA
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Wrak, uro mpomaomiio, Korjga Bl HAYKAJIHU BOJIIEOHYI KPACHYIO
KHOIIKY ¥ BBIOpasu MecTo Ha cBoeM Kommborepe? Eciu Bce mpoii-
JleT 10 IJIaHy, TO B BBIOPAHHOM KaTaJiore IOJIKeH MOSIBUTHCS
zip-paiin. Jlysa camoit meproit Bepcuu Ghidra daitn masbiBascs
ghidra_9.0_PUBLIC_20190228.zip.

Zip-daiis 1pencraBiisieT co0OM apXWB, COMEPIKAIIUN OOJIbIIIE
3400 gaitios, cocrasisaionmux kapkac Ghidra. Eciu Bac yerpausa-
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eT MecCTo, KyZia OBLT coxpaHeH Qafiy, pacmakyiTe ero (HampuMmep,
B Windows IIeJKHHTE 110 HEMY IIPaBOM KHOITKOM MBIIIHN W BBIOE-
pHUTEe M3 KOHTEKCTHOrO MeHI0 IIyHKT M3Bjieun BCe), M BBI IOJY-
vuTe JOCTYII K mepapxuu karaaoroB Ghidra. Ormerum, uro Ghidra
IOJIKHA OTKOMIIMJIMPOBATHL KOe-KaKHe BHYTpPeHHHe (PalyIbl JaH-
HBIX, TIO3TOMY II0JIE30BATEJII0 IIOHAJOOUTCSA JOCTYI K IIOIKATAJIO-
raM C IpaBoOM 3aIIKCH.

Cmpykmypa kamasnoaoe Ghidra

Banskoe 3HAKOMCTBO C COHEP:RHMMBIM YCTAHOBOYHOI'O KaTaJIOra
Ghidra meobsi3aTesbHO — HavaTh paboTaTh MOKHO U Tak. Ho y:x
KOJIb CKOPO MBI 3aTOBOPHUJIM O PACIIAKOBKE JUCTPHOYTHBA, KHMHEM
B3IVIAL HA CTPYKTYPY KATAJIONOB. OTH 3HAHUS IIPUTOIATCA IIO3Ke,
Korma MBI IIepeiimeM K mpoaBuHYTHIM cpeactBam Ghidra. Husxe
IpPHUBEIEHO KpPaTKOoe OIMCAHIE BCeX IIOAKATAJIOrOB, a Ha puc. 3.1
IOKAa3aH UX IIepeueHb.

Name

docs
Extensions
Ghidra
GPL
licenses
server
support
L:J ghidraRun
ghidraRun.bat
] LICENSE

Puc. 3.1. Cmpykmypa kamanozos Ghidra

docs. Comepsxur obrryo qokymenTanmo mo Ghidra u padore
¢ Hell. Buyrpu aToro karasora ecrb ABA JOCTOMHBIX YIIOMI-
HaHua nogkarasgora. Bo-mepsrix, B mogkarasiore GhidraClass
HAXOIATCSA JOIOJHUTEIbHBIE YUeOHbIe MaTePHAJIbI, KOTOPEIE
moMoryT BaMm Oosbiite y3uaTh o Ghidra. Bo-BTopsIx, B TogkaTa-
Jore languages OMUCHLIBAETCS A3BIK CIIEITI(UKALINN IIPOIIECCO-
pos SLEIGH. Ms1 6ymem mompo0OHO 00Cys%I1aTh ero B riiase 18.
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Extensions. Comep:xuT moJIe3HbIe yike COOpAHHBIE PaCIINpe-
HUS, a TaKsKe JaHHbIe M MHQOPMAIINIO, BAKHYIO [IJIs HATIHCA-
Hus pacmupernit Ghidra. Oror karassor moapobHO paccMar-
puBaercs B ry1asax 15, 17 u 18.

Ghidra. Comepsxur koxg Ghidra. O Tom, uTO 30ech HAXOIUTC,
MBI IIOZPOOHO pacckaskeM, Korna HauneM HactpausaTh Ghidra
B ry1aBe 12 m pacmmpAaTsh ee BOSMOKHOCTH B Ty1aBax 13—18.

GPL. Herkoropble KOMIOHEHTHI OBLINM pa3paboTaHbl He KO-
maumoi Ghidra, HO BEKJIHOUYAIOT KO, PACIPOCTPAHSIEMEBIN II0
nuiteasun GNU General Public License (GPL). B karasore
GPL paxomarcs OTHOCAIIAECS K TAKAM KOMIIOHeHTaM DAk,
a Takske MHQPOPMALINA 0 JIUIICHIUH.

licenses. Copepsxur aiiibl, OIMCHIBAIOIINE IOPUIUUYCCKHUE
YCJIOBHUSI UCITOJIB30BAHUA CTOPOHHUX KoMitoHeHT Ghidra.

server. llognep:xka ycranosku cepsepa Ghidra, Heobxommumo
IIJISI KOJLIIEKTUBHOM padoTsl Ham SRE. Oror karamor mogpobHo
obcyskmaercs B ryase 11.

support. CoopHas COJITHKA — PA3JINYHBIE CIEIINATIbHEIE BO3-
MosgHOocTH U cpeacrBa Ghidra. B kauecTse Oomyca mpuiaraer-
cs saavok Ghidra (ghidra.ico), eciiu BBI 3aX0THUTE IPOSOJIKUTE
HACTPOUKY CBOEM cpelbl (HampuMmep, CO3TaTh SAPJIBIK, YKASBI-
Baommii Ha ckpunt 3amycka Ghidra). OTor karasor Oymer 00-
CYKIaThCS IO Mepe HeoOXOJUMOCTHA B PA3HBIX YACTIX KHUTH.

3anyck Ghidra

Hapsany ¢ karasioramu, B KOpHEBOM KaTaJjiore eCcThb (pamJibl, KOTO-
pble momoryT HadaTh myrtemtectBue B mup Ghidra m SRE. 3mech
uMeercs emre oquH qaiia nuieHsun (LICENSE.txt), Ho riaBHoe —
ckpunthl 3amycka Ghidra. Ilocste mepBoro JBOMHOTO IIEeYKa I10
daitny ghidraRun.bat (unu ero skBuBasienTa ghidraRun B Linux
win macOS) HyKHO OyJgeT IPUHATEH JUIEH3UOHHOE COTJIAIeHMe
¢ xomeudblM noJsib3oBaresieM (EULA), moxasammoe Ha pume. 3.2,
IOATBEP/INB TEM CAMBIM, UTO IIaHUpPyeMoe ucmosib3oBanue Ghidra
HE IIPOTHBOPEUUT corjiaireHuio ¢ moJsb3oBaTenaem (Ghidra User
Agreement). [Ipu mocsregyromux 3amyckax aTo OKHO yike He Oyaer
MOKAa3bIBATHCS, HO €ro BCeraa MOYKHO BhI3BaTh n3 MeHio Help.
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Kpome Toro, MosxeT OBITEH 3aJaH BOIIPOC O IIYTH K YCTAHOBKE Java.
(Eciz Ha Bamem KomMmbioTepe Java He ycTaHOBJIEeH, cM. «PyKoBo-
CTBO II0 YCTAHOBKE» B IIoAKaTaIore docs, Ilie MMeeTCsI He00OX0IIMa st
moxyMmeHTalua B pasgese «Java Notes».) s Ghidra meobxogmma
Bepcuda Java Development Kit (JDK) 11 miu crapire.

Ghidra User Agreement

Licensed under the Apache License, Version 2.0 (the "License'"); Unless required by applicable law or agreed to in writing,
software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language governing permissions
and limitations under the License.

As a software reverse engineering (SRE) framework, Ghidra is designed solely to facilitate lawful SRE activities.
You should always ensure that any SRE activities in which you engage are permissible as T software may
be protected under governing law (e.g., copyright) or under an applicable licensing agr In making Ghidra

available for public use, the National Security Agency does not condone or encourage any improper usage of
Ghidra. Consistent with the Apache 2.0 license under which Ghidra has been made available, you are solely
responsible for determining the appropriateness of using or redistributing Ghidra.

o]

Puc. 3.2. CoenaweHue c noss3zosamenem Ghidra

PE3IOME

Yermerrao otkpeie Ghidra, BBI TOTOBBI COBEPINIUATDH UTO-HUOY/IH I10-
Je3Hoe. B HeCcKOJIBKUX CJIedyIoNInX IIaBaxX BBl y3HAETe, KaK HC-
monb3oBath Ghidra mias HauvambHOro amaamsa gaiina, Kak pa-
fooraTh ¢ OpaysepoM Koda M PA3JIMYHBIMUA HHQPOPMAITMOHHBIMHA
OKHAMH, a TaKyKe HAyIYUTeCh KOH(PUTYPUPOBATH ITH OKHA U pabo-
TaTh ¢ HUMH, YTOOBI JIyYIlle IIOHATDH ITI0BeJeHIe IPOTPaMMEL.
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HAYANO PABOTbHI C GHIDRA

Hacrauso Bpems Hemuoro mopaborats ¢ Ghidra. a-
Jee B 9TOM KHHIe MBI OyJeM M3ydaThb Pa3JINMdHbIe

cpeacrBa Ghidra m xax MMM mOJIB30BATHCS, YTOOBI
HAWJIYYIIAM CIIOCOOOM PEeIINTh CBOM 3aJauM obpar-

HOM paapaborkn. Haumem MeI ¢ TOro, 9To IIpeacraer B3o-
py cpaay mocie 3amnycka Ghidra, a saTrem ommiem, 4To IPOUCXO-
IUT, KOTJa MBI OTKPBIBAEM OIMH ABOMYHBINA (PAMI OJIs aHaIMr3a.
W B xoHIle IVIaBBEI JASUM KPATKUI 0030p I0JIb30BATEILCKOTO MH-
Tepderica, YTOOBI 3AJIOMKUTEH PYHIAMEHT IJIA IIOCJIeAYIOIINX I'JIaB.

3ANMNYCK GHIDRA

IIpu rasmom samycke Ghidra BbI B TedeHHe KOPOTKOTO BpeMe-
HU Oyzere BUIETHb 3aCTaBKy, comep:karryto Jiorotun Ghidra, mH-
dopmarimio o coopre, HoMmepa Bepcuii Ghidra u Java u cBemenus
o jureHsun. Eciu BaM 3axodeTcss BHUMATEIBHO IPOYUTATH, YTO
HAIIMCAHO Ha 3aCTaBKe, 1, B YACTHOCTH, OOJIbIIIE Y3HATH 00 MCITOJIb-
3yeMBIX BEpPCHAX, TO €e MOKHO OymerT B JIF0OOM MOMEHT BBIBECTH
Ha okpaH, BeiOpaB nyHKT Help » About Ghidra B oxue mpoekra



Ghidra. Korma 3acraBka mcuesHer, Ha dKpaHe IIOSIBUTCA OKHO IIPO-
exrta Ghidra, a moBepx mero guasorosoe okuo Tip of the Day (Co-
BeT JHs), Kak HokasaHo Ha puc. 4.1. Moskere mOJIHCTATL COBETHI,
"HaskuMmas kHonky Next Tip (Ciemyrommuit coser). Korma Oymere
TOTOBEI HAYATE PaboTy, 3aKPOMTe JUAJIOTOBOE OKHO.

Ecnu BBI He XoTmTe BHIETh COBeTHI, cOpochkTe (uiamor Show
Tips on Startup? (IlokaseiBaTh coBeTs! mpu 3airycke?) B HIKHEN
YacTH AUAJIOrOBOro OKHA. KcC/Iu BBEI COCKy4YHMTECH II0 COBETAM, 9TO
OKHO JIETKO BOCCTAHOBHUTD, BOCIIOJIb30BaBIIKch Mexio Help.

@ Ghidra: NO ACTIVE PROJECT — O X
File Edit Project Tools Help

CLRRE K LIRS

[ Tool Chest

[ Active Project: NO ACTIVE PROJECT
----- ~, NO ACTIVE PROJECT

@Tip of the Day X

Did you know...

Windows within a Ghidra tool can be moved, stacked,
resized, and undocked to suit your layout preferences. =

I~ Show Tips on Startup?

Close

Filter: | @

Tree View | Table View |

 Running Tools: INACTIVE

Puc. 4.1. 3anyck Ghidra
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Ecnu BeI 3axpoere guasorosoe okuo Tip of the Day mam copo-
cure (iraskok, a morom mepesamycture Ghidra, To oaBHUTCS OKHO
mpoekra Ghidra. B Ghidra mpoexTsr ciyskar IJIsT OpraHU3aIlAN
¥ yIIPABJIEHUSI MHCTPYMEHTAMH W JAaHHBIMHU, CBI3AHHBIMHU C (aii-
JIOM WLJTH TPYIIIOH (paiiIoB, ¢ KOTOPLIMHU BBI paboraere. [l Hauaa
MBI OyIeM paccMaTpuBATh OOUH (haiil B cocTaBe HEpas3IesIsseMoro
mpoekTa. Bosiee citoskHBIE cpeicTBa 00Cy K Ia0TCs B TyiaBe 11.

CO3QAHUE HOBOI'O NPOEKTA

I[Tpu mepBom 3amycke Ghidra Hy:xHO OymeT co3maTh IIPOEKT.
Ecnu Bo yixe sanmyckanu Ghidra pamee, To akTUBHEIM OyaeT Ipo-
€KT, ¢ KOTOPBEIM BEI paboranu B mocaenuuii pas. Komamma memro
File » New Project (®@aitn » Co3mars IIpOEKT) II03BOJISIET 3a1aTh
XapaKTePUCTUKHU CPEJIbI, ACCOITMUPOBAHHOM ¢ IIpoeKkToM. llepBhIit
mar Co3JaHusl HOBOIO IIPOEKTa — BBIOOP MEXKIy pasaesiseMbIM
U HepasessieMbIM MpoeKTamMu. B aToil riiaBe paccMaTpUBaOTCS
TOJIBKO HepasieJsisseMble IIPOEKThI. 3aTeM OTKPOETCS IHUAJIOr0BOe
OKHO, Tokas3amHoe Ha puc. 4.2. Jlia wmepasmessiemMoro mpoexTa
HYKHO 3a/JaTh KaTaJor U UM IIPOEeKTA.

@New Project X

[_g Select Project Location (i}

Project Directory: ID:\GhidraProjecB I
Project Name: |CHO4

<< Back | Next >> | Finish I Cancel |

Puc. 4.2. Coz30aHue npoekma Ghidra

3armoiHuB moJisd ¢ mHQOPMAIIHE 0 MecTe HAX0MKIeHUs IIPOeKTa,
HakmuTe KHOOKY Finish, uro0pl 3aBepumuTsh cosgaHie MpoeKTa.
Bru1 BepueTech B 0kHO mpoekTa, rae OyaeT IIPHUCyTCTBOBATE TOJIBKO
YTO CO3TAaHHBINA IPOEKT, KaK IIOKa3aHo Ha puc. 4.3.

HAYAJIO PABOTBI C GHIDRA £ 7
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@ Ghidra: CHO4 - O X
File Edit Project Tools Help

LERER LIRS

(Tool Chest

% ¥

r~Active Project: CHO4

..... @ CHO4
Filter: I Q
Tree View | Table Viewl
Running Tools
( Workspace ;I
|Creating project: D:\GhidraProjects\CH04 «g]

Puc. 4.3. OkHo npoekma Ghidra

3azpy3ka ¢hauna e Ghidra

YT00BI MOKHO OBLJIO CHEJIATH UTO-TO IIOJIE3HOE, HY’KHO H00aBHUTH
B IIPOEKT XOTSA ObI oguH (paityi. Bel Moskere oTKpBITH (haits, 1mbo
BoiOpaB xomangy File » Import File (@aitn » Ummopt daitna)
¥ OTHICKAB B CHCTEME HYKHBIN (haiiy, arbo meperamus qpair mps-
MO B ITAKy B OKHe Ipoekra. Ilocsie Toro kak ¢paiia BeIOpaH, I10-
SABUTCSA AUAJIOTOBOE OKHO UMIIOPTA, IIOKa3aHHoe Ha puc. 4.4.
Ghidra cTpout crmcor moTeHIIMAIBLHBIX TUIIOB (DAMJIOB U IPe]I-
Jaraert ero B packpsiBaloleMcsa curcke Format B mepBoii cTpoke
JIHAJIOrOBOTO OKHA. HasaB KHOIIKY CO 3HAYKOM 1 CIpaBa OT MOJIs
Format, BoI moyunTe mepedeHb HOOAEeP:KUBAEMBIX (DOPMATOB,
KoTopble onmcaHbl B riiase 17. B comcke Format mpepncrasiie-
HO TTOJMHOKecTBO 3arpy3unkoB Ghidra, momgxomsmux miis pabdo-
THI C BRIOPAHHBIM (paiisioM. B aToM mpuMepe CIIHCOK COMEPIKHUT
nBa asiemenTa: Portable Executable (PE) u Raw Binary. ®opmar
Raw Binary mpucytcTByeT Bcerga, IIoToMy YTO OH IIOApa3yMeBa-
eTcd II0 YMOJIUYAHHUIO B caydae, korma Ghidra me pacmosmaer tum
daitna; aTo cambIili HU3KUI YPOBEHbDb, IIPUTOIHBIN /I 3arpy3KH
soboro daitia. Eciti B crircke mMeeTcst HECKOJIBKO 3aTrpY3YHKOB,

TJIABA 4



TO Pa3yMHO BEIOPATH TOT, UTO IIPEIJIATAETCS II0 YMOJIYAHUIO, €CJIN
TOJILKO BBI He paciiojaraere HHQoOpMaIei, pacxoaIieiics ¢ Bhl-
6opom Ghidra.

@ Import /D:/GhidraBook/ch4_example.exe X

Format: I Portable Executable (PE)

Lo
©

Language: |x86:LE:32:default:window5

Destination Folder: |CH04:/

Program Name: |ch4_example.exe

Options...

Il

OK I Cancel |

Puc. 4.4. [luanozosoe okHO umMnopma

B moste Language (f3b1K) MOKHO yKa3aTh, KaKOI IIPOIIECCOPHBII
MOJIYJIb CJIeyeT UCII0JIh30BaTh I quaacceMmbsmmpoBanus. Creru-
(buralys A3bIKA ¥ KOMITHJIATOPA MOYKET BKJIIOYATDH THII IIPOIIECCO-
pa, mopsmox OatitoB (LE/BE — mpsamoit/o0paTHbIit)), pas3psaaHoCTh
(16/32/64), BapuaHT IIpoleccopa X HICHTHQUKATOP KOMIIIATOPA
(mampumep, ARM:LE:32:v7:default). I[Tonpobuee cmorpute Bo Bpes-
ke «Crrermmuranum s3blKa ¥ KOMIIMJISTOPa» B IJIaBe 13, a Takske
B pasmeste «DaiiTel orrpe/ie IeHUs sI3bIKa» TJIaBhI 17. B OosbimuHCTBE
ciaydaeB Ghidra BeiOMpaeT HpaBUIBLHEIM IIPOIIECCOP, OIMMPASICH HA
UHQOPMATTHO, TPOYUTAHHYIO U3 3aT0JIOBKOB MCIIOJIHAEMOTO (haiiia.

B mose Destination Folder (Koneunas mamnka) sagaercs namxa
IIPOEKTa, B KOTOPOI Oy 1eT 0ToOpaskaThCsI BHOBb UMIIOPTHPOBAHHBIH
dait. [To ymoruanmo oH 0TOOpaskaeTcs B IallKe BEPXHEro YPOBHSI,
HO TIPY JKeJIAHUU MOKHO JT00aBUTH ITOIIIAIKH, YTOOBI OPTaHU30BATh
HMIIOPTHPOBAHHBIE IIPOrPAMMEI BHYTPH IpoekTa. KHOIIKM ¢ MHOTO-
ToureMm cmupaBa ot mosett Language u Destination Folder mo-
3BOJISIOT IIOCMOTPETH JOIIOJIHUTEILHBIE BapruaHThl. Moskere Taxske
u3MeHHUTh TeKcT B 11oJie Program Name (ms nporpammer). IIycrs
BAC He CMyIlIaeT n3MeHeHne TepMuHoaorun: Program Name — aTo
umst, kotopoe Ghidra mcmosib3yeT /I CCBLIKM HA MMIIOPTUPOBAH-
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HBIM JBOMYHBIN Ayl BHYTPU IIPOEKTa, B T. Y. IJII OTOOpAKeHUT
B 3aroJIOBKe OKHA mIpoekTa. 1o yMoraaumo 0HO COBIALAET C MMe-
HEeM UMIIOPTUPOBAHHOTO (aiiia, HO MOKET OBITh H3MEeHEeHO Ha UTO-
HHUOyOb 00Jee comepskaTesibHOe, Hanpumep «Bpemoroc ot Starship
Enterprise».

ITomuMmo yeThIpex moJied, IIOKAa3aHHBIX Ha puc. 4.4, MOKHO 3a-
IaTh IpyrHe mapaMeTphl mpoliecca 3aTrpy3KH — JJIS 9TOTO TIpes-
masHauena kHonka Options (lomonmwmresnnsuo). Ilapamerpsr 3a-
BHCSAT OT BBIOpaHHOTO (popmara m 1poreccopa. g PE-caiinza
ch4_example.exe nns mporeccopa x86 mapaMerpsl IIOKA3AHBI HA
puc. 4.5, 1 TIpeaIaraeMbie TI0 YMOJTUAHHIO yike BEIOpaHbl. Booobre
TOBOPSI, IPOJOJIFKUTE C IIapaMeTPaMHU II0 YMOJIUYAHMIO — Pa3yMHBIH
MOJXOM, HO C 00peTeHHeM OIbITA BbI, BO3MOYKHO, 3aXOTHUTE YTO-TO
uamenutsb. Hampumep, daaxor Load External Libraries (3a-
rPY3UTH BHEIIHHE ONOJIMOTEKH) O3BOJISAET UMIIOPTHPOBATD B IIPO-
eKT OMOJIMOTEeKH, OT KOTOPBIX 3aBUCUT (DAL,

@ options X

Apply Processor Defined Labels [
Anchor Processor Defined Labels [v

Create Export Symbol Files [v

Load External Libraries [ =~ Edit Paths |

Parse CLI headers (if present) [v

OK I Cancel |

Puc. 4.5. Napamempesi 3aepy3ku PE-¢alina

[TapameTpsl ©UMIIOPTA HYKHBI JIJIST TOYHOT'O KOHTPOJIST HAJT IIPO-
meccoM 3arpys3ku dgatiina. He Bce mapaMeTpbl HpMEeHHUMBI KO BCEM
TunamMm QamaoB, U B OOJIBIIUHCTBE CJIyYaeB MOYKHO COTJIACUTHCS
C TIPeIJIOKEeHHBIMHI 110 yMOTYaHu0. J[0mToTHUTeTbHEBIE CBEIeHUS
o mapamerpax umernTcs B cupaBke mo Ghidra Help. A o mporitecce
UMIIOPTA U 3arpy3UYnKax OyaeT ImoJpo0oHo paccKkas3aHo B riiase 17.

3amaB mapamerps! 3arpy3ku u Haxkap KHonky OK miis 3akpsr-
THS BCEX JTMAJIOTOBBIX OKOH, BBl yBuauTe okHO Import Results
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Summary (PesysipraTsr mMmmopTa), mokasanuoe Ha puc. 4.6. 31ech

MOKHO Y3HATH O BEIOPAHHBIX ITapaMeTpax UMIIOPTA, 4 TAKMKE YBU-

IeTh OCHOBHYIO HWH(pOPMAITHAIO, KOTOPYIO 3arpy3udK W3BJIEK U3

BEIOpaHHOTO (aiina. B pasnene «VmmopT daiinos» riasel 13 MBI

00CyTM, KaK MOKHO MOAU(PUIITMPOBATH HEKOTOPHIE PEe3yJIbTATHI

WMIIOPTA, IIepell TeM KaK IPUCTYHATh K aHAJIN3y, €CJU Bl PACIIO-

JiaraeTte JIOIIOJTHUTEJIbHOU I/IH(bOpMaU,I/IeIL/'I, He OTpaHCGHHOfI B OKHeE

Import Results Summary.

@ Import Results Summary

Program Name:
Language ID:
Compiler ID:
Processor:
Endian:

Address Size:
Minimum Address:
Maximum Address:
of Bytes:

of Functions:
of Symbols:
of Data Types:

= S sk S Sk Sk sk s

Compiler:

Date Created:

Executable MD5:

FSRL:
Relocatable:

SectionAlignment:
Rl

of Memory Blocks:
of Instructions:
of Defined Data:

of Data Type Categories:

Created With Ghidra Version:

Executable Format:
Executable Location:

Executable SHA256:

X
Project File Name: ch4 example.exe »
@ Last Modified: Tue Mar 03 11:32:30 MST 2020
Readonly: false

ch4 _example.exe
x86:LE:32:default (2.9)

windows

x86

Little

32

00400000

00410c5b

68700

5

0

300

-

73

25

3

visualstudio:unknown

O

Tue Mar 03 11:32:29 MST 2020
Portable Executable (PE)
/D:/GhidraBook/ch47example.exe
148620d9cc0694d8bc2fc9ed74c747c2
80123e980078de8bbceaf771b££21280389de5decb8288e5
file:///D:/GhidraBook/ch4 example.exe?MD5=148620
false

4096 ~|
P |

~Additional Information

————— Loading /D:/GhidraBook/ch4_example.exe -----

Searching for referenced library: KERNEL32.DLL ...

Found and imported external library: C:\WINDOWS\SysWOW64\KERNEL32.DLL

Finished importing referenced libraries for: ch4 example.exe
[KERNEL32.DLL] -> not found

Puc. 4.6. OkHO pe3ysibmamos umMnopma
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Ucnonb3oeaHue npocmo2o 080UYHO20
3a2py34yuka

HNuorna Raw Binary (IIpocroit qBonYHbIH) — e TMHCTBEHHBIH dJ1€-
meHT B crmcke Format. Tak Ghidra coobimaer, uro HU oquH 3a-
TPYy3YUK He paciio3Has BeiOpaHHBIN (aityi. [IpocToit nBomyHBII
3arpy3yrK MOYKET IIPUTOAUTEHCS, HAIIPUMeEp, [IJIsd aHaJIU3a HeCTaH-
JTAPTHBIX IIPOIIUBOK U IIOJIE3HBIX HATPY30K OKCILJIOMTOB, M3BJIE-
YeHHBIX U3 CETEBBIX ITAKETOB WJIN KYPHAJBHBIX QaitioB. B Taxmx
ciaydasax Ghidra me MosxeT moIyunTh M3 3aroJI0BKa (haiiia mH@Oop-
MAIIHIo, ITOACKA3BIBAOIIYI0, KAK €T0 3arpysKaTh, II03TOMY BaM IIPHU-
JIeTCSI BMEIIAThCA M CAMOCTOATEJIBHO CIIeJIaTh TO, UYTO 3arpy3UuK
JlejlaeT aBTOMATHYECKH, HAIIPUMEpP YKa3aThb IIPOIIeccop, paspss-
HOCTb ¥ B HEKOTOPBIX CJIyYaAX KOHKPETHBIA KOMITHUJISATOP.

JlomycTum, ecyiu BBl 3HaeTe, YTO JBOMYHBIHN (PaijI COMEPsKUAT KO/T
IIJIsI IIpoleccopa x86, To B uajioroBoM okHe Language, moxkasaH-
HOM Ha puc. 4.7, mpeajiaraeTcsa MHOTO BAPUAHTOB. 3a4acTyi0 Tpe-
OyeTcsa mccemoBaHMEe UJIH JaskKe TT0I00P MEeTOI0M IIPO0 U ONTHUOO0K,
YTOOBI CY3UTDh AUAIIA30H BO3MOKHOCTEHM M BHIOpPATh BAPUAHT, IIPU-
TOOHBIN a1t mauuoro dgaiiia. [losmesna Oymer aobass mHpOpPMAIIII
00 ycTpoiicTBe, IJIS KOTOPOro IIpemHasHauasica gaii. Ecam Bb
yBepeH®I, uTo (atia He mpeqHasHavyeH masa Windows, To mOIpo-
OyitTe BBIOpaTh B KavecTBe KoMIrmyaropa gec miau default (eciom
TPUCYTCTBYET B CIIUCKE).

Eciu gBomuHBIA (paiiy He CONEp:KUT B 3arojioBKe HHGOpMA-
mumio, ¢ koropoir Ghidra moxker padorars, To Ghidra He pacmosuaer
u criocob pasmenenus daiiia B maMaTu. Keiu Bel 3HaeTe 6a30BBIM
ajipec, CMeIleHre OT HavaJja aiiyia win aanHy dgaiia, To MosKeTe
BBECTHU 9TH 3HAYEHUS B COOTBETCTBYIOIIME IIOJII OKHA IIapaMeTpPOB
HAa puc. 4.8 WK IPOIOJIKUATE 3aTrPy3KYy, He BBOJIS JIOIIOJTHUTEIHHY IO
nadopMaIuo. (ITy HHPDOPMAITHUIO MOYKHO BBECTH UJIH CKOPPEKTH-
poBaTh B JIF00OM MOMEHT JI0 WJIHM IIOCJIe HavaJyia aHaJn3a B OKHe
Memory Map, koTopoe o0cy:kmaercs B pasaesie «OKHO KapTHI I1a-
MSITH» TJIABEL 5.)
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@ Language X
~ Select Language and Compiler Specification
M Variant | Size l Endian Compiler
tricore TC29x 32 little default
%86 Protected Mode 16 little default
x86 Real Mode 16 little default
x86 System Manage... 32 little default
x86 default 32 little Borland C++
x86 default 32 little Delphi
x86 default 32 little gcc
x86 default 32 little Visual Studio
x86 default 64 little gce
x86 default 64 little Visual Studio —
7180 default 16 little default ~|
Filter: | 2 =
" Description
[V Show Only Recommended Language/Compiler Specs
Please select a language.
OK I Cancel

Puc. 4.7. 3adaHue a3biKa u KoMnNuasamopa

@ options X

Block Name I—
Base Address IW
File Offset [ox0
Length W

Apply Processor Defined Labels [v

Anchor Processor Defined Labels |V

OK I Cancel |

Puc. 4.8. lNapamempsi Nnpocmozo 080UYHO20 3a2py34uKa
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B raBe 17 mbr Oyzem mosipobHee 00CY:KIATh PYUHYIO 3aTPy3KY
¥ OPraHM3aIAI0 HePACIIO3HAHHLIX JTBOMYHEIX (DAIoB.

AHAJIN3 ®AUNOB B GHIDRA

84

ITo cyru cBoeit Ghidra — ato mpuioKeHme 0a3bl JAHHBIX, YIIPAB-
JsieMoe OMOJIMOTeKOM IIJIArMHOB, KAMKIBIA M3 KOTOPBIX 00JIaza-
eT cBOeM (PYHKIIMOHAJIBHOCTBHIO. Bce maHHBIE IIpoeKTa XpaHATCS
B CHEIMAJH3NPOBAHHOM 0ase MAHHBIX, KOTOPAas PacTeT U Pa3BHU-
BaeTcsd II0 Mepe TOro, Kak II0JIb30BaTe b J00aBiIsgeT HHQPOPMAIIHIO.
Pasnnunrie oxkma, npemocrasisiembie Ghidra, — aro mpocrto mpen-
cTaBJieHusa 0a3bl JAHHBIX, MOKA3BIBAIOIINE MHAOPMAIIUIO B BHE,
IOJIE3HOM HHIKEHEepPY, 3aHHMAIIIEeMyCs 00paTHOM paspadOTKOIL.
Bce mognduramum, npousseneHHbIe IOJIL30BATEIEM, OTPAKAIOT-
CA B IIPEICTABJIICHUAX W COXPAHSIIOTCI B 0ase HAHHBIX, HO HHKO-
uM 00pa3oM He BJIMAIOT HA MCXOMHBIN MCIIOJIHAeMbIH daiii. Moib
Ghidra kpoercs B ee HHCTpYMeHTAX JIJI aHAIA3a U MAHUITYJIUPO-
BaHUA JAHHBIMH, XpaHAIINMUCS B 0ase.

Bpaysep koga mHTErprpyeT MHOTHME MHCTPYMEHTEI, TMEIOIIIECS
B Ghidra, u mo3BoJisgeT opraHM30BHIBATH OKHA, J00ABIATH U yaa-
JIATh MHCTPYMEHTBI, PEOPTAaHN30BEIBATE COMEPIKIMOE U JOKYMEH-
THPOBATh Bech mporiecc. [lo ymomuanmio Opaysep Koaa OTKPHIBAET
OKHAa JlepeBa IPOorpaMMbI, JepeBa CHMBOJIOB, AUCIIeTYepa THUIIOB
MaHHBIX, JUCTUHTA, MEKOMITHJIATOPA W KOHCOJIM. JOTH W OPYyTHe
OKHAa OIUCHIBAIOTCA B TJIaBe 5.

TosbKO YTO OMMCAHHBIN IIPOIECC MOKHO MCIOJIb30BATH JIJIS CO3-
IaHWA IPOEKTa U 3arpy3Ky B HUX (paiijioB, HO K HACTOAIIEH pado-
Te — aHaan3y paiIioB — MBI ellle He IIpucTynasru. JIBoitHoHI meraok
o haiiiiy B OKHE IIPOEKTa OTKPBIBAET OKHO Opayaepa Koma, IoKa-
3anHoe Ha puc. 4.9. Eciu BB BEIOpaIN MMIIOPTUPOBAHHEIN (haii
B mepBhIi pas3, To Ghidra mpemoskuT IIpoaHaJu3upoBaTh Qaiis
aBToMaTnyecku. IIpuMep aBTOMATHMYECKOTO aHAJIM3a C IIOMOIIBIO
nuasiorosoro okuaa Analysis Options (ITapamerpnr anasnmsa) 1mo-
kasan Ha puc. 4.10. B GospInmmHCTBE ciyyaeB, KOra JBOMYHBIN
(paiiiI B3AT ¢ IIMPOKO PACIIPOCTPAHEHHOM JIaT(OPMBL X COOPAH O11-
HUM M3 IIHPOKO HCIOJIb3yeMBIX KOMIIMJIATOPOB, ABTOMATHYECKIM
AHAJIN3, BEPOSITHO, SBJISETCS IIPABIJILHBIM BEIOOPOM, II0 KpaiHel
Mepe B Hauasie paborsl. IIpomecc amanmnsa B 110001 MOMEHT MOZK-
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HO OCTAaHOBHUTB, HAKAB KPAaCHYI KHOIIKY CTOI'I B IIpaBOM HHKHEM
yIrily OKHa Opayaepa koma (sTa KHOIIKA BHIHA TOJBKO BO BpeMs
ABTOMATHYECKOTO aHAJIN34).

@2 CodeBrowser: CHO4:/ch4_example.exe - o X
File Edit Analysis Navigation Search Select Tools Window Help
LY WA T RIES [~ x
562 $oma
- [E77 ch4_example.exe 1 i‘l 1 ‘ |l'° Function
/! Headers
// ram: 00400000-00400££f
/"
assume DF = 0x0 (Default)
IMAGE_DOS_HEADER_00400000 X
El 00400000 4d 5a 90 IMAGE_DO...
00 03 00
00 00 04 ...
- 00400000 4d S5a char[2]  "Mz" e_magic
= 00400000 (0] M, e
— 00400002 20 00 dw 20n e_cblp Bytes of 1
00400004 03 00 aw 3n e_cp Pages in f
: — 00400006 00 00 aw on e_crlc Relocatior
',ﬂ“mq”‘s — 00400008 04 00 dw 4n e_cparhdr Size of he
- 5() Namespaces — 00400002 00 00 aw on e minalloc  Minimum ex
— 0040000c £f ££ aw FFFFh e maxalloc  Maximum ex
Fitter: | 5] 0040000 00 00 aw on e_ss Initial (x
— 00400010 b8 00 dw BSh e_sp Initial SE
- X — 00400012 00 00 aw on e_csum Checksum
— 00400014 00 00 aw on e_ip Initial IE
v v e~ -
: == || 98 ‘ — 00400016 00 00 dw oh e_cs Initial (x
\!E 00400018 40 00 aw 4on e_lfarlc File addreX
(23 Data Types K | | o — i
@-§@  BuitinTypes "
- [ Ochd_example.exe
@i generic_diib_64
Filter: 2
@l |00400mc

Puc. 4.9. OkHo 6pay3epa koda

@ Analysis Options X
~Analyzers ~ Description
Enabled |Ana|yz;er Name Creates parameter and local variables ﬂ
I~ Aggaressive Instruction Finder (Prototype) ~ for a Function using Decompiler.
|7 Apply Data Archives WARNING: This can take a SIGNIFICANT
I~ ASCII Strings Amount of Time!
2 Call Convention Identification
2 Call-Fixup Installer 1 Options
Condense Filler Bytes (Proto
E Create Address T:;Jles( i Analysis Clear Level IANALYSIS
4 Data Reference Analysis Decompiler Timeout ... [60
"4 [Decompierparameterin | .
2 Decompiler Switch Analysis Commit Data Types [V
~ Demangler; Microsoft Commit Void Return Values |
2 Disassemble Entry Points

Prototype Evaluation I_fastcallf_miscall/_shﬂca

Select Al |  DeselectAl |  Restore Defauts | o

s |

Puc. 4.10. luanozosoe okKHO napamempos aHaau3a
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[TomHUTE, YTO €CJTH BBI HEIOBOJILHEI PEe3yJIbTATAMH aBTOMATHYE-
CKOT'0 aHAaJIM3a, TO BCerga MOKeTe OTOPOCUTH MX, 3aKPBIB Opaysep
KO/Ta ¥l OTKA3aBIITUCH OT COXPAHEHUs N3MEHEeHUH, TI0CJIe YeT0 HYKHO
OyIeT 3aHOBO OTKPHITH Paiiyl 1 IOIpodoBaTh APYTyI0 KOMOMHAIIHIO
napaMeTpoB. THIMYHBIE IPHUYMHBL TAKOIO PA3BUTHA CUTYAIIUM —
HEOOBIYHO CTPYKTYPHUPOBAHHBIE (Paiiabl, HampuMep 00QYCITHpO-
BaHHBIE, WJIN JBOUYHEIEe (Paiijibl, coOpaHubie HendBecTHEIM Ghidra
KOMITHJIITOPOM WJTH JIJIsT HEM3BECTHOM OIePAITMOHHON CUCTEMBL.

3ameTnM, UTO IIPU OTKPBITHU OYEeHb OOJIBIIIONO JBOMYHOTO (paiiia
(10 MB u Bomre) Ghidra moskeT moTpeboBaThCS OT HECKOJIBKUX M-
HYT JI0 HECKOJIbKUX YACOB JIJII 3aBEPIIeHNsT aBTOMATHYECKOTO aHa-
nu3a. B Takux ciyuasix mMeeT CMBICII OTKJTIOUNTE HEKOTOPEIE 0CODEH-
HO TpeboBaTeJbHbIE aHATU3ATOPBI (Hampumep, Decompiler Switch
Analysis, Decompiler Parameter ID u Stack) mam 3amarts mis Hux
ravim-ayT. Kak morkasano Ha puc. 4.10, mpu BEIOOpe aHAIHM3aTOpa 0TO-
OpaskaeTrcst ero OmucaHue, IJie MOTYT IIPHCYTCTBOBATDH IIPEIyIIPEsk-
JIEHMS 0 TOM, CKOJIBKO BPEeMEHU MOKET 3aHATh aHaiau3. Kpome Toro,
Oyzmer mokasau pasges Options, II03BOJISIONINI YIIPABIATL HEKOTO-
PBIME acCIIeKTaMU OTAEJIbHBIX aHAJIn3aTopoB. JI100oit aHams, KoTo-
PBIiT OBLTT OTKJIIOUEH WUJIM IIPEePBaH I10 TaM-ayTy, MOKHO 3aIyCTUTh
03sKe, 3a1aB ITapaMeTpHI ¢ ITIOMOIIb0 MeHIo Analysis.

4 N\
n peaynpexXgeHna aBToMmaTuveckKkoro
aHanm3a

HavaB aHanus danna, 3arpy3qymK MOXET CTONKHYTbCSA C npobrnema-
MU, O KOTOPbIX CHATAET HYXXHbIM COOOLLNTL. Hanpumep, Takoe cryya-
etcq, korga PE-cbann cobpaH 6e3 accoummpoBaHHoro darvina 6asbl
AaHHbIX nporpammbl (PDB). B nogobHbIX criydasix no 3aBepLueHun
aHanusa Bbl yBuaAUTEe auanoroBoe okHo Auto Analysis Summary
(MTorn aBTOMaTU4YeCKoOro aHanmaa) ¢ coobuieHnem o060 Bcex BCTpe-
TMBLLKMXCA Npobrnemax (puc. 4.11).

&9 Auto Analysis Summary X

There were warnings/errors issued during analysis.

PDB> Incomplete PDB information (GUID/Signature and/or age) associated with this program.
A Either the program is not a PE, or it was not compiled with debug information.
/;li Windows x86 PE RTTI Analyzer> Couldn't find type info structure.

Puc.4.11. [luanoecosoe 0KHO UmMo208 asmomMmamu4eckoz2o
adasnausa
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Yawe Bcero coobLueHns YncTo MHopMaumoHHble. Ho nHorga oHm
coAepkaT MHCTPYKUUK, npegriaras, kak paspewmntb npobrnemy, Ha-

npumMmep nytem yCtaHOBKU

ﬂOHOﬂHMTeﬂbHOﬁCTOpOHHeﬂyTMﬂMTH,KO-

Topon Ghidra cMoXeT Bocnonb3oBaTbCs B OyayLLeMm.

[Io saBepirennn anamsa aiaa Bel YBUIUTE, UTO BAKHAS CBOJI-

HadA I/IHd)OpMaIJ;I/IH OnLIa JOII0OJIHEHA CBEJEeHUAMU O (baﬁﬂe, KaK IIO-

KasaHo Ha puc. 4.12.

@ About ch4_example.exe

Project File Name:
@ Last Modified:
Readonly:
Program Name:
Language ID:
Compiler ID:
Processor:
Endian:
Address Size:
Minimum Address:
Maximum Address:
# of Bytes:
4 of Memory Blocks:
of Instructions:
of Defined Data:
of Functions:
of Symbols:
of Data Types:
of Data Type Categories:
Analyzed:
Compiler:
Created With Ghidra Version:
Date Created:
Executable Format:

He e e Sk e e

Executable Location:
Executable MD5:
Executable SHA256:
FSRL:

PDB Age:

PDB File:

PDB GUID:

PDB Loaded:

PDB Signature:
Relocatable:
SectionAlignment:

Kl

ch4 example.exe

Tue Mar 03 11:32:30 MST 2020
false

ch4 example.exe
X86:LE:32:default (2.9)

windows

x86

Little

82

00400000

00410c5b

68700

5

12959

629

SLE)

1209

156

1L

true

visualstudio:unknown

G2

Tue Mar 03 11:32:29 MST 2020
Portable Executable (PE)
/D:/GhidraBook/ch4 example.exe
148620d9cc0694d8bc2fc9ed474cT47c2
80123e980078de8bbceaf771bff21280389de5decb8288e5
file:///D:/GhidraBook/ch4 example.exe?MD5=148620:

. I

Puc. 4.12. lpedcmasneHue 8axHOU c800HOU UHGOpMaAyUU U3 MEHIO
Help » About ch4_example.exe
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Pe3ynbmambl asmomMamu4ecKoc0 aHaJ/lu3a

B mportecce aBromatuueckoro ananusa Ghidra mpumensier k 3a-
TPYKEeHHOMY IBOMYHOMY (aijly KaskIbIA M3 BLIOPAHHBIX aHAa-
nusatopoB. B mmasmorosom oxHe Analysis Options, a rax:ke
B cupaBke mo Ghidra mMmerorcss ommcaHus BcexX aHAJIM3aTOPOB.
Anan3aTophl MO0 YMOJIYAHMIO BEIOMPAIOTCS, IIOTOMY YTO IIOJIb-
soBarenu Ghidra counn mx HamboJiee IOJIEe3HBIMH JIJIS IIIIPOKO-
ro Kpyra THIIOB (paitnos. B crmemymomux pasmesax MBI 00CyquM
caMyI MHTEePEeCHY MHQOPMAIINI, U3BJIEKAEeMYI0 M3 IBOMYHOIO
daiina Ha sTame ero HAYAJLHOM 3arpy3KH M IIOCJIEOYIOIIEr0 aB-
TOMATHYECKOT'0 aHAJIN3A.

MOEHTUOUKALUA KOMMUNATOPA

NaoentudunmpoBaTh KOMIMIATOP, KOTOPHIA COOMPAJI IIPOrPaAMMY,
IIOJIE3HO, IIOTOMY YTO 9TO IIOMOTaeT IMOHSTEH COrJIAIIEHMS O BHI30BE
W YCTAHOBUTDH, C KAKUMM OMOJIMOTEKAMM MOT OBITH CKOMIIOHOBAH
nBomuHBIN (aityi. Ecnu ynaercs umeHTUQUIIMPOBATE KOMIIMIIATOP
B IIpoIlecce 3arpy3KH, TO aBTOMATHYECKHHN AHAJN3 YUTET 3HAHUI
o ero crenudure. Pasimuunsa, HabmaomaeMble IPY UCIIOJIb30BAHNNA
Pa3HBIX KOMIIMJISITOPOB W PEKHMOB KOMIIMJISIIAN, O0OCY KIAI0TCS
B ryaBe 20.

MOEHTUOUKALMA APTYMEHTOB ®YHKLUU
N NOKANbHbIX MEPEMEHHbIX

Jlna xaskmolt uaeHTUPUITUPOBAHHON QPYHKITUH (9TO JesaeTcsa Ha
OCHOBe Ta0JIMITBI CHMBOJIOB U apecoB B KoMauaax Ber3oBa) Ghidra
BBITIOJTHAET JeTAJbHBIA aHAJINU3 ITOBEIeHUs PEerucTpa yKasaTess
cTeka, YTo0bI, BO-IIEPBHIX, PACIIO3HATH JIOCTYII K IIePEeMEeHHbBIM B CTe-
Ke, a BO-BTOPHIX, MMOHATH CTPYKTYPY KaJpa CTeKa JaHHON PYHK-
muu. MiMeHa TakWx IrepeMeHHBIX TeHEePUPYIOTCS aBTOMATUYECKHU
C YY€TOM UX HCIIOJIb30BAHUS: B KaUeCTBE JIOKAJIbHBIX ITePEMEHHBIX
WU pa3MeIeHHBIX B CTeKe apryMeHTOB, MepeJaHHBbIX (PYyHKITTN
mpu Be3oBe. Kagphl cTeka paccmaTpuBaioTes B T1aBe 6.

MHoOPMALMA O TUNAX OAHHbIX

Ghidra ucrmonb3yer 3HaHME 0 XOPOIIO M3BECTHBIX OMOJIMOTEUHBIX
QyHKIIIAX 1 UX TapamMeTpax IJIsd UIeHTUPUKAITAN PYHKIAH, TH-
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OB JAHHBIX U CTPYKTYP JAHHBIX, UCIIOJIL3YEMBIX BHYTPH KAMKIOM
dbyurmmu. Ira uadopmalus 100aBIsIeTCsI B OKHA JIepeBa CUMBO-
JIOB, OHCIIETYEepA THIIOB JAHHBLIX U JIHCTHHIra. JlaHHBINA IIpoliecc
9KOHOMHUT BaM Ky4y BpeMeHH, coo0Iass mHPOPMAIIUi, KOTOPYIO
HHAaYe IIPUIILIOCh ObI COOMPATH BPYYHYIO M3 PA3JIMYHBIX CIIPABOY-
HHUKOB II0 mHTepdeiicaM npukiagHoro nporpammuposanus (API).
O Tom, xak Ghidra obOparmraercss ¢ OHMOIMOTEUHBIMI (OYHKITASIME
¥ UX TUIIAMH JAHHBIX, MBI IIOAPOOHO IIOTOBOPUM B IJIaBe 8.

NMOBEAEHMUE PABOYEIO CTOJIA
BO BPEMA HAYAJIbHOIro AHAJIM3A

B mportecce HauapHOTO aHAIM3a BHOBH OTKPHITOTO (haiiyia Ha pa-
bouem cToJie B Opaya3epe Kolia IPOMCXOJUT MHOTO HHTEPECHOTrO.
[ToHATE CMBICT TIPOMCXOMAIIETO MOYKHO, HAOJIIOIas 3a OOHOBIIE-
HUSAMHK B IPABOM HIKHEM YIJIy OKHAa Opayaepa. 31ech ke coo0-
1aeTcs 0 TOM, KaKas YacTh aHaJM3a ysKe BBIIOJIHeHA. Kcau B
He yMmeere OBICTPO YHMTATH, TO MOYKETE€ OTKPBITH COOTBETCTBYIO-
muit sxypHas Ghidra u cieauTsb 3a ee elicTBUAMU B 0oJiee KOM-
doptHOM Temite. s OTKpHITHS KypHAJIa BBIOEPUTE KOMAHIY
Help » Show Log B oxne mpoekra. (3amMeTnm, 4TO IIyHKT MEHIO
Show Log mpucyrcreyer To1bK0 B MeHI0 Project » Help, B menio
CodeBrowser » Help ero uer.)

Huske mpuBenena BBIIEpIKKA M3 SKypHAJIA, CreHEPHPOBAHHO-
ro Ghidra B mpoitecce aBTOMaTH4YecKoro aHasma3a daiiaa ch4_
example.exe, oHa maeTr IpeacTaBjeHue 0 POPMUPYEMBIX COOOIIe-
Husx. MBI BHUIUM IIOBECTBOBAHHE O IIPOIleCCe aHAINU3a — BCHO
mocJsieioBaTesIbHOCTD omepariuit Ghidra u Bpemsi, 3aTpadernnoe Ha
KasKIyI0 OTIEPATIHIO.

2019-09-23 15:38:26 INFO (AutoAnalysisManager) ------------cccmmmmnnannn

ASCII Strings 0.016 secs
Apply Data Archives 1.105 secs
Call Convention Identification 0.018 secs
Call-Fixup Installer 0.000 secs
Create Address Tables 0.012 secs
Create Function 0.000 secs
Data Reference 0.014 secs
Decompiler Parameter ID 2.866 secs

HAYAJIO PABOTHEI C GHIDRA 89



Decompiler Switch Analysis 2.693 secs
Demangler 0.004 secs
Disassemble Entry Points 0.016 secs
Embedded Media 0.031 secs
External Entry References 0.000 secs
Function ID 0.312 secs
Function Start Search 0.051 secs
Function Start Search After Code 0.006 secs
Function Start Search After Data 0.005 secs
Non-Returning Functions - Discovered 0.062 secs
Non-Returning Functions - Known 0.000 secs
PDB 0.000 secs
Reference 0.025 secs
Scalar Operand References 0.074 secs
Shared Return Calls 0.000 secs
Stack 0.063 secs
Subroutine References 0.016 secs
Windows x86 PE Exception Handling 0.000 secs
Windows x86 PE RTTI Analyzer 0.000 secs
WindowsResourceReference 0.100 secs
X86 Function Callee Purge 0.001 secs
x86 Constant Reference Analyzer 0.509 secs

2019-09-23 15:38:26 DEBUG (ToolTaskManager) task finish (8.128 secs)
2019-09-23 15:38:26 DEBUG (ToolTaskManager) Queue - Auto Analysis
2019-09-23 15:38:26 DEBUG (ToolTaskManager) (0.0 secs)

2019-09-23 15:38:26 DEBUG (ToolTaskManager) task Complete (8.253 secs)

Eme 1o saBepiieHMss aBTOMATHYECKOI'0 aHAaJI3a MOYKHO
IIPUCTYIINTE K IIPOCMOTPY PA3JIMIHBIX OKOH JaHHBIX. A Korma
aHaJIN3 3aKOHYMUTCS, MOYKHO 0€30IIaCHO BHOCHUTH JIIOObIE H3-
MeHEeHUs B (PailjI IpoeKTa.

CoxpaHeHue pabomsi u 8bIxo00

Korma saxorure oTBeUbCcsa OT aHANM34, XOPOIIO OBl COXPAHUTH
IJIOABI CBOMX TPYHOB. B okHe Opayasepa Koma aTO MOKHO CIeJIATh
JIIOOBIM M3 CJIEIYIOIINX CIIOCODO0B:

P BOCIOJIL30BATHCA JII0001 KomaHoi Save (CoxpaHUTh) B MEHIO
File;
P IIEeJKHYTH [I0 3HAYKY Save Ha ITaHeJIM HHCTPYMEHTOB;

P 3aKpHITH OKHO Opay3aepa Koa;
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>
>

coxpaHuTh TpoeKT B okHe Ghidra;

BeiviTH u3 Ghidra ¢ momornisio komauasl B meHo File.

B sr06oM ciyuae Oymer IIpemIosKeHO COXPAHUTH BCE MOIUQI-

mupoBaHubie Qaiinabl. [logpoOHee m3aMeHeHMEe BHEITHETO0 BHUIA

U (pYHKIIMOHAJIBLHOCTL Opays3epa Koma W IPYTHX HHCTPYMEHTOB

Ghidra obcy:xmarorcsa B ri1ase 12.

COBETbI MO OPFAHU3ALUM
PABOYEINO CTOJIA GHIDRA

Ghidra oroOpaskaer orpoMHBIH 00beM WHQPOPMAIIUHU, TAK YTO
ee paboumii cTOJI cO BpeMeHeM 3arpomoskaaercs. Huske mpu-

BeleHO HEeCKOJIBKO COBETOB, KaK JIYyYIlle IIOJIb30BATbLCA CBOMM

pPaboYmM CTOJIOM.

>

Yem Oostbiire MecTa Ha akpaHe otBemero Ghidra, Tem ymooHee
¢ Hell paboTaTh. OTO MOMKET CIIY:KUATH OIpPaBIAHMEM JIJIS II0-
KYIKHM TUTaHTCKOI0 MOHHATOPA (MJIN Cpasdy YeThipex)!

He 3ab6riBaiiTe ncmonbsosath merio Window (OxHo) B 6pay-
3epe Koja JJIs OTKPBITHS HOBBIX IPEICTABJICHUI UM BOCCTA-
HOBJICHUA CJIy‘IaﬁHO 3AaKPBITEIX OKOH JaHHBIX. MHOI‘I/Ie OKHa
MOMHO TaKM¥e OTKPLITH C IIOMOIIIHI0O SHAYKOB Ha ITIaHeJIN HNH-
CTPYMEHTOB Opayaepa Koja.

Buoss OTKPBITOE OKHO MOKET 3aCJIOHUTHb KaK0e-TO 13 CyIIIeCT-
BYIOIIITMX. B Taxom cJiydae IIoumuTe BKJIAJKHU B HUKHEM WJIN
BE€pXHEM OKHE, IIO3BOJIAIOIIIME IIEPEKIJIII0OYAThCA MEKIAY HUMU.

MosxHO 3aKpBITH JII000€ OKHO, 4 3aT€M CHOBA OTKPBITH, KO-
JIa OHO TTOHAJO00UTCS, W HMEePEeTAIUTh B JAPyroe Mecto pado-
Yero CToJja.

BrermHuM BUIOM OKOH MOYKHO YIIPABJIATEH C IIOMOIIBIO IIa-
pamMeTpoB OTOOpaKeHHs B OKHE, OTKPBIBAEMOM KOMAaHJION
Edit » Tool Options (Pegaxruporaume » [lapamerpsr -
CTPYMEHTOB).

OTH coBeTHI — He 0oJIee YeM BepXyIIka arcoepra, HO 1 OHU IIPUTO-

IISATCS, KOT/Ia BRI HAUHeTe pasdupaThbesa B paboueM cTose Opayaepa

KoJIa. I[OHOJIHI/ITGJILHBIQ PEeKOMeHOalluy 1M XUTPOCTH, BKJIIOYAAd I'0-

psure KJIABUIIU U TaHeJ b MHCTPYMEHTOB, 00CY KIal0TCS B TJIaBe 5.
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PE3IOME

Bimnskoe smakoMcTBO ¢ pabodmmM cTOJIOM Opayaepa Koma pesKo II0-
BeIicuT KoMdopT paborsl ¢ Ghidra. O6paTtHasa paspaboTka IBOMU-
HOTO KOJ[a — JIOCTATOYHO CJIOKHOE JIeJI0 1 0€3 TOro, YTOOBI CPasKaTh-
cd ¢ MHCTPYMEHTaMHU. 3aJaHre IapaMeTpoB Ha dTalle HauyaJIbHOMI
3arpy3KH M ACCOLMUPOBAHHOIO C HHUM AHAJH34 T'OTOBUT IIOUBY
IS BCeX IIOCJIeOyIoIMX BumoB aHaamsa. Celiuac BBI, HaBepHOE,
IIOBOJILHEL paboToi, BEIIOJIHeHHO! 3a Bac Ghidra, u myis mmpocThix
IBOMYHLIX (PAMJIOB HIUUEro 00JIbIIe, BO3MOKHO, 1 He II0TpedyeTcs.
C mpyroii CTOPOHBI, €CJIM BBl XOTHUTE 3HATDH, KAK IOIIOJHUTEILHO
KOHTPOJIMPOBATE IIPOLIECC 00PATHOM PaspaboTKH, TO caMoOe BpeMs
YIUIyOUTBCSA B M3yYeHHE BO3MOYKHOCTEH MHOIOUYHCJIEHHBIX OKOH
mauueix Ghidra. B mocnenyromux riaBax OyayT mpejcTaBJIeHB
BC€ OCHOBHBIE OKHA M YCJIOBHS, IIPH KOTOPBIX OHU MOT'YT OBITH II0-
ne3ubl. MBI TakKe paccKaseM, KaK OBJIAIETh BCEMH TOHKOCTSIMU
HHCTPYMEHTOB M OKOH, YTOOBI OITHMHU3NPOBATE CBOM TEXHOJIOTHYE-
CKMH HIpoIiecc.



OTOBPAXEHUE BAHHbIX
B GHIDRA

Ceiiuac BBI yike 3HaeTe, KaK CO30aTh IIPOEKT, 3arpy-
3UTH B HETO JBOMYHEIE (PAMJIBI M 3aIyCTUTEH AaBTOMA-
tuueckni aganus. [locse Toro kax Ghidra sasepiimr

9TaIl HAYAJIBHOIO aHAJIM3a, HACTAHET Ballla OYepelb.

Kax Obuto crkasano B riase 4, cpasy IIocjie 3aIycKa
Ghidra BeI 0OKa3eIBaeTech B okHe mpoekra. Ilocsie oTkpeiTHS haiiaa
B OJHOM M3 IIPOEKTOB OTKPBIBAETCSI BTOPOE OKHO. JTO Opayaep Koza,
HMEHHO 3/1eCh OepyT HavaJI0 MHOTHE JeHCcTBUsd, cBA3auuble ¢ SRE.
MEgI y#e BOCIIONIB30BAJIMCHL Opay3epoM KOOa IJIS aBTOMATHYECKOI'O
aHaiamsa (paia, Temepb 0oJee MOIPOOHO PACCMOTPHM €ro MEHIO,
OKHA ¥ OCHOBHBIE IIapaMeTPhI. JITO IIOMOKET JIYUIIE II03HAKOMUTE-
csa ¢ BoamozkHOcTaMu Ghidra u cosmars cpeny SRE, orseuaromryio
BAIIMM JIMYHBIM IIPEICTABJIEHUSIM O TEXHOJOTHYECKOM IIPOIlecce.
Haunewm ¢ rmaBabix okon Ghidra.



BPAY3EP KOAA

OTKpEITE OKHO Opaya3epa Koma MOKHO, BBIIIOJIHHB KOMAHIY
Tools » RunTool » CodeBrowser B oxme mnpoexra Ghidra.
O6bruHO Opaysep Koaa OTKPBIBAETCS IIyTeM BhIOOpa daiiia miis
aHaJam3a, HO cefiyac MBI OTKPOEM IIYCTOM 9K3eMILIAp, YTOOBI IPO-
JIIEMOHCTPHUPOBATEH (PYHKIIMOHAJIBHOCTS U KOH(QUI'YPAI[TOHHEIE IIa-
paMeTphl, He OTBJIEKASCH Ha BeIU, OTHOCIIIHECT K KOHKPETHOMY
daitmy. Cm. pue. 5.1. Ilo ymosnuauuio B Opaysepe Koma MMeeTCs
1recTh moIokoH. [Ipeskae yeM mepexoauTh K UX PACCMOTPEHUIO, I10-
TpaTUM HEKOTOpOe BpeMsl Ha 3HAKOMCTBO C MEHIO Opaysepa koja
¥ CBS3aHHYIO C HUM (DYHKIIMOHAJIBLHOCTD.

&9 CodeBrowser e = X
File Edit Analysis Navigation Search Select Tools Window Help

B e = BPBRBPR|JIDULFEVYEB: @f@/va vESE®G
HOBOERS | @

MIINECINIEEE R
A% D@

| No Function

~-[Z) No Program

Program Tree x |

Filter: Q

B - ey |
e ' 7 x
NIE =) &
|£.5} Data Types

-- ﬁ BuiltInTypes
E- @ generic_clib_64

Filter: ﬁ Q
@ | | [

Puc. 5.1. ycmoe okHo 6pay3epa koda

B BepxHeit yactu okHa Opay3epa Kojga HaXOIUTCS IJIaBHOE MEHIO,
a TPSIMO TI0, HUM I1aHeJIb MHCTPYMEHTOB, KOTOpAasi II03BOJISET BBI-
MIOJIHUTH HamboJee BOCTPEOOBAHHBIE OIEPAITUM OJHUM IIEJTIKOM
mbiu. [[ocKOTbKY B JaHHBIM MOMEHT (haiiyi He 3arpyskeH, MBI
B 9TOM pagsjiesie 3aiiMeMcsI TEMH YaCTIMU MeHI0, KOTOpbIe He CBA3a-
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HEI C 3arpyskeHHBIM daiimom. OcrabHbIe IYHKTH 1 UX IPHIMeHeHIe
B mporrecce SRE OyayT ommcaHbI B COOTBETCTBYIOIIEM KOHTEKCTE.

File. BriouaeT pyHKITMOHAIBHOCTD, KOTOPYIO MBI OKHIae€M
oT MeHI0 omeparuii ¢ daiiamu, B T. 4. OTKPBITE/3aKPHITS,
Nmmnopt/Orcmopr, Coxpanutes u Ilewats. Ilommmo atoro,
B MEHIO ecTh cierupuueckre xomaugsl Ghidra, B vacTtHOCTH
Tool options (Ilapamerpsr HHCTPYMEHTOB), KOTOPBIE IT03BO-
JIAI0T COXPAHUTh COAEpPsKHMOe Opaysepa Koia UM BBIITOJIHSTH
omepanuu ¢ uuM, u Parse C Source (Pazobparh McxomHbIi
rox Ha C), KoTopas ma3BJeKaeT MHEPPOPMAIIHNIO M3 3aTr0JIOBOY-
HbIX QaiToB C 1 TeM caMbIM ITOMOTAET IIPOIIECCY JeKOMITHIISA-
nuu (cMm. paspen «Paszbop ucxomuoro xoma Ha C» B rirase 13).

Edit. Brirouaer ogHy KoMaH/Iy, He CBA3aHHYIO C KOHKPETHBI-
vu nogokHamu: Edit » Tool Options, xKoTopas oTKpBIBaET
OKHO, TJTe 3a/1af0TCsT Pa3JIMYHbIe TapaMeTPhl MHOTOYNCIeHHBIX
HHCTPYMEHTOB, IOCTYIHLIX 13 Opayaepa xoga. Ha puc. 5.2 mo-
Ka3aHbI ITapaMeTPhI, OTHOCSIIIECs K KOHCOJTH. B mpaBoM HIK-
HeM yrJIy Bcerga IpucyrtcrByer KHonka Restore Defaults
(BoccraHOBHTE 3HAYEHMS II0 YMOJIUAHMIO).

Analysis. [TosBoJsisieT 3aHOBO IPOAHATHU3UPOBATE JTBOMIHBIHN
haitsr mim n3dupaTesIbHO BHIIIOJIHUTD OT/IeJIbHBIE dTAIIBI aHa-
snm3a. BazoBelie mapaMeTphl aHaIM3a OBLIN OMUCAHBI B pasjie-
e «Aranns dainos ¢ momomisio Ghidra» rioaser 4.

Navigation. CpencrBa HaBuranum 1o ¢aiay. OTo MeHI0
IpenocTaBiaseT 0a30By0 (QPYHKIIMOHAJIHLHOCTh KJIABHATYPHI,
IIogOgepP:KuBaeMyK0 MHOI'MMM IIPHUJIOMKEHUAMHN, K ,E[O6aBJIHeT
CIIeIIMAJIbHEIC BO3MOYKHOCTH HABUTAIIMY JIJIs JBOMYHEIX (paii-
J10B. XOTSI MEHI0 IIpeJjiaraeT eIUHBIM MEeTO] IlepeMelleHns
10 (paiiIy, HAKOIIMB OIIBIT PAOOTHI C PA3JIMYHBIMU CPEICTBAMU
HABUTAIINH, BB, CKOpee BCero, Oy/ieTe MoJIb30BAThCS ITAHEJIBIO
HWHCTPYMEHTOB HWJIM TOpAYNMH KJIaBHUIIIaMI (YRaSaHHbIMI/I
cIIpaBa OT HA3BAHUS IIYHKTA MEHIO).

Search. Ilpemmaraer cpeacTBa IOMCKa IO ITAMSTH, TEKCTY
IIPOrPaMMEI, CTPOKAM, TAOIMIIAM aIpeCcoB, IIPSAMBIM CCHIIKAM,
KOMaH/HBIM IIaTTepHAM W MHOroe apyroe. basossre cpemcrsa
IIOMCEKA OITrCcaHbl B pasnesie «lomck» riaser 6, a boJiee cermuaib-
HBIE — B PA3JIMYHBIX IIPUMepax B IIOCTIEIYIONINX TJIaBax.
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@Options for CodeBrowser X

E? Options

----- @ Comments

&-3 iff
B Editors

@ Listing
B-|[C3) Listing
EEI--B Listing
@ Naviga

Naviga

EEI--B Search

~[&] Tool

@ Auto Analysis
ByteViewer

M Console
I2) Decompiler

@ Decompiler Popups ~Console

@ Entropy
#-IC3) Function Graph

@ Key Bindings

@ Overview
- [&] Processor Manuals
- [&] Program Tree

@ Selection by Flow

Character Limit {50000

Completion Window Tri... | TAB v |

Display
Fields
Popups
tion

tion Markers

Font  ABCabc ©«Smz1% |

Truncation Factor |0.1

Filter: I Q Restore Defaults

OK I Cancel Apply

Puc.
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5.2. PedakmuposaHue napamempos KoHcou bpay3zepa koda

Select (Beibop). IlpemocraBisger BO3MOKHOCTD 3a0aTh YaCTh
daiiaa s BBIDOJHEHHS KOHKPeTHOM 3amaun. MokHO BBI-
OupaTh MOAIPOrPaAMMEL, (PYHKIIAH, IIOTOKKU YIPABJICHUA WJIN
IIPOCTO BBIIEJINTH HYKHYIO 4acTh (paiiia.

Tools (Mucrpymentsr). Braouaer psii “HTepeCHBIX BO3MOIK-
HOCTEI, IO3BOJIAIONINX ITIOMECTUTH Ha pabodmil CTOJI JIOII0JI-
HurtesabHble pecypckl SRE. Onuu n3 camMbIx ITOJIE3HBIX — TIa-
pamerp Processor Manual, xoTopsiil BEIBOIUT PYKOBOICTBO
IO IIPOIIECCOPY, ACCOLIMUPOBAHHOMY C TeKyIIuM aiiom. [Ipu
TIOTIBITKE OTKPBITH OTCYTCTBYIOIIEE€ PYKOBOJCTBO OyHeT ITpeI-
JIOJKEH MeTOJ] BKJIIOUEeHUS PYKOBOJCTBA, KAK IIOKA3aHO Ha
puc. 5.3.

5



g‘f Missing Processor Manual X

Note: The Ghidra distribution does not include some of the processor manuals due to copyright issues.
Most of these manuals are readily available on-line.

To correct this issue, obtain the manual described below and place it at the specified location.

)
0 Manual information: Intel 64 and IA-32 Architectures Software D loper's I Vol 2(2A, 2B, 2C & 2D):
Instruction Set Reference, A-Z, Oct 2019 (325383-071US)

Location to place manual file:
D:\Ghidra\Processors\x86 \data\manuals\325383-sdm-vol-2abcd.pdf

Puc. 5.3. CoobueHue 06 omcymcmsyrouieM pykogodcmee no
npoueccopy

Window. IlosBossier HacTpouts pabdouyio cpexy Ghidra o
BAIll TEXHOJOTUYECKUH mporiecc. Bosrbirast yacTs 9ToM TIaBbl
mocBsIeHa pacceMorpernio oxoH Ghidra, oTKpBIBaeMBIX II0
YMOJTYAHUIO, 4 TAKKEe HEKOTOPHIX IPYTUX, KOTOPBIE MOTYT OKAa-
3aTbhCsI OJIE3HBI.

Help. IIpegnaraer pasaoodpasHbie XOPOIIIO OPraHU30BAHHEIE
¥ 0YeHb moIpobHbIe cBemeHuss. OKHO CIIPABKH IIO/IePKUBAET
IIOVICK, PA3JINYHbBIE IIPEICTABICHNS, IIePexo ] K 0oJjiee IeTallb-
HOHM mHGoOpMAaIINK ¥ BO3BPAT, 4 TaKKe MeYaThb W HACTPOUKY
meyaTu.

OKHA BPAY3EPA KOOA

Ha puc. 5.4 morasano packpserroe mexo Window. Ilo ymosruammio
mocjie 3amycka Opaysepa Koma OTKPBITO ITecTh OKOH: Program
Trees ([lepesbs mporpammer), Symbol Tree (/lepeBo cumBoJI0B),
Data Type Manager (/lucmeruep tumos mauubix), Listing (JImc-
tuHr), Console (Koncoss) u Decompiler ([lexommuasTop). Ha-
3BaHMe KaKIOr0 OKHA OTOOpaKaeTcs B €ro JeBOM BEepXHEM YIJIy.
Bce atu oxkma mpucyTcTByI0T B MeHI0 Window, a HeKOTOPBIM TaKiKe
COOTBETCTBYIOT 3HAYKH Ha IIaHeJIM HHCTpyMeHToB. Tak, Ha puc. 5.4
cTpesKamMu 0003HAYEHBI KOMAH/Ia MEHIO U 3HAYOK HAa MaHeJH WH-
CTPYMEHTOB, COOTBETCTBYIOIIME OTKPBITHIO OKHA JEeKOMIIHJIATOPA.
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Fopsume KNaBMWKN, KHOMNKWU, NaHesnm,
o boxe!

MouTn ¢ KaxkabiM YacTo ucnosnbdyembim gencrenem B Ghidra acco-
LMMPOBaH MyHKT MEHI0, ropsyasi KnaBuLia WU KHOMKa Ha MaHemnu uH-
CTPYMEHTOB. A €CIN HET, TO Bbl MOXETE CO34aTb UX CAMOCTOSATENLHO!
MaHenb nHcTpymeHToB Ghidra npekpacHo HacTpanBaeTcsi, paBHO Kak
N HasHa4YeHWe ropsumx Krnaeuw NyHKTam MeHt. (BbibepuTe komaH-
oy CodeBrowser Edit » Tool Options » Key Bindings nunu npocto
HaBeauTe MbIlb Ha MYHKT MEHI0 1 HaxxmuTe knasuwy F4.) Ho ecnin
M 3TOro HegocTaTo4vHo, To Ghidra ewe npegnaraeT KOHTEKCTHOE MEHHO
KOMaHg B OTBET Ha HaXkaTme NpaBOMN KHOMKU MbILIKN. XOTS KOHTEKCT-
Hble MEHI0 U HE COoAepXXaT MOSHbIA CMUCOK AeWCTBUM, AOMNYCTUMbIX
B AA@HHOM MeCTe M B JaHHbI MOMEHT, OHU Cry>aT XOpPOLUMM Haro-
MUHaHMEM O BOMNbLUMHCTBE TUMUYHLIX AeUCTBUMW. Bnarogaps Ttakown
rMMBKOCTM Bbl MOXETE BbINOMHATE AEWNCTBUSA, MOMb3YysiCb TEMU cpea-
CTBaMu, KOTOpble BaM ygobHee, 1 Npu 3TOM HacTpauBaTb cpegy Mo
Mepe Toro, kak y3HaeTe Gonblue 0 Bo3MoxHocTax Ghidra.

-
& CodeBrowser(2): - O X
File Edit Analysis Navigation Search Select Tools | Window Help
B e = BRERR |3 IDU  sookmurks s pox | RIS EABC0BO ER
& | @ Bytes: No Program
Checksum
| x B (- x
Comments
L LA & Console =N BN
£ No Program [8B Data Type Manager il wmo Function
Data Type Preview I\
C¢ Decompiler Ctrl+E >
) B4l Defined Data |/ C
_Program Tree x | 9 Defined Strings f
[W Disassembled View
L Equates Table
External Programs
Function Call Graph
&) Function Call Trees
sen Function Graph
Function Tags
Filter: | 2 Functions
{9 Listing:
Type Manager v X Memory Map = [l | |
LR R TRy = Program Trees 2 & x
= @ python 5
i3 Data Types ® Register Manager
# BuitinTypes Relocation Table
@ generic_cliib_64 © script Manager
Fer: | 2 _é Symbol References
|=| Symbol Table Ctrl+T
@| ) Symbol Tree I [—

Puc. 5.4. OkHo 6pay3epa Ko0a, 8 KOMOPOM 8bIOE/IEHbI 3/IeMEHMbI
07155 OMKpbIMUSI OKHA 0eKoMnuasmopa
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Temepsb mepeiizemM K IIeCTH OKHAM, OTKPBITHIM II0 YMOJYAHHIO,

u ux posu B porecce SRE.

e

OkHa pogHble u uyXxue

HauaB nccnegoBatb pasnuyHble okHa Ghidra, Bbl CKOpO 3aMeTuTe,
YTO MO YMOJSYaHMIO OOHM OKHA OTKPbLIBAKOTCS BHYTPU paboyero ctona
Opaysepa koga, a gpyrue nnaeatoT cHapyxu. OTBnedYeMcss Ha Mu-
HYTKY M MOrOBOPUM 00 3TUX «POAHBIXY» U «YYXKMX» OKHaX B KOHTEKCTE
cpenbl Ghidra.

Yyxne okHa nnaeatoT BHE cpefdbl bpaysepa koga n MoryT ObiTb CBSI-
3aHHLIMU UITN HE3aBUCUMbIMU. DTN OKHA MOXHO PacronoXuTb psi-
Jom ¢ 6paysepom. [Npymepammn MOryT CIyXUTb OKHa rpacoB yHK-
LA, KOMMEHTapUEB U KapTbl NAMSATH.

Kpome HuX, BbIAENATCA TpU Kracca «POAHbIX» OKOH:

e OKHa, OTKpbITblE MO YMON4YaHuio B Gpay3epe koda (Hanpumep,
[epeBo CYMBOSIOB U MNUCTUHT);

e OKHa, 0oOpa3sytoLine CTOMKy, BKIHOYaILLYyl0 OCHOBHOE OKHO
Opaysepa koga (Hanpumep, OKHO 6anToB);

e OKHa, KOTOpble pasgensoT MeCTo C ApYrMMu okHamu 6pay3epa
Koda (HanpvmMep, OKHa ypaBHMBAHWS Y BHELLUHWX MPOrpamMm).

Kor.u,a Bbl OTKpbIBaeTe OKHO, padaendiouiee Mecto C gpyrmMm OTKpbI-
TbIM OKHOM, HOBOE OKHO OKa3blBAETCSl Ha NepefHEM MaHe BHYTPU
CyLLecCTBYHOLLEro okHa. Bce okHa, pasgenstowine ogHO MeCTo, siB-
NATCSA BKNagKaMu, Y4To Mo3BofsieT BbICTPO NepexoanTb OT O4HOro
K Apyromy. Ecnn Bbl XOTUTEe OQHOBpPEMEHHO BUAETL [Ba OKHa, pas-
OEensoLLMX OQHO MECTO, LEMKHUTE MO MOSloce 3arofioBka OkHa U oT-
OykcupywnTe ero 3a npegensl OkHa 6pay3epa koga.

Ho 6yabre octopoxHbl! BepHyTb OKHO 0bpaTHO B OKHO Gpay3epa
He Tak MpoCTO, KaK BbIABMHYTb €ro Hapyxy (nogpobHee cM. pasgen
«Peoprannsaums okoH» rnaebl 12).

~
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Fne moe okHO?

KonnyectBo okoH B Ghidra Benuko, n nHorga TpygHO MOHATb, rae
kakoe HaxoguTcsi. [Mpobnema OCroXHSIeTCS NO Mepe Toro, Kak Bbl
OTKpblBaeTe BCE HOBbIE W HOBbIE OKHA, U OAHW 3aCIOHSAT Apyrue
B OkHe Bpaysepa koga unu Ha paboyvem ctone. B Ghidra nmeetcs
YHUKanbHbIA MEXaH1u3M, NO3BONAKLLMIA OTbICKaTb NPOMaBLUME OKHA.
LLlenyok no 3HayKy Ha NaHenn MHCTPYMEHTOB UITM MYHKTY MEHIO Bbl-
[OBUraeT COOTBETCTBYIOLLEE OKHO HA NMEPEAHMI NIaH, HO 3TOr0 MOXET
oKkasaTbcs HegocTaTodHo. Ecnn Bbl npogomkmute LWenkatb No 3Hay-
Ky Ha NaHenu MHCTPYMEHTOB, TO NponasLLee OKHO MOoMbITaeTcs npu-
BreYyb Balle BHUMaHWE, BUOPUPYSA, M3MEHNASA pasmep wpudTta nnm
uBeTa, Npubnmkasicb, NOBOpPa4YMBasaChb 1 coBepLlasa apyrne aKcTpa-
BaraHTHble AeNCTBUS, YTOObI Bbl €ro HaBepHsika 3ameTunu. Korga Ha-
[0€eCT, MOXEeTe OTMaxXHYTbCS.

- /

OKHO NTlucmuH2a

OKHO JHCTUHTA, UJIN, KAK eT0 eIlle Ha3bIBAaloT, OKHO au3acceMoIe-
pa, Oyzer BammM OCHOBHBIM WHCTPYMEHTOM IIPH ITPOCMOTPE, Ma-
HUIIYJIUPOBAHUHN W AHAJIH3€ Pe3yJIbTATOB IH3aCCEeMOJIMPOBAHU
Ghidra. B aTom TekcToBOM OKHE IIpe/CTaBJIEH BECH JU3aCCEeMOJIH-
POBAHHBIM JIUCTUHT TPOTPAMMEI, TTO3BOJISIOIINI ITPOCMOTPETh 00-
JIACTH JAHHBIX B JIBOMYHOM paiiie.

Ha pwuc. 5.5 mokasau Bum Opaysepa Koja, B KOTOPBIH 3arpyskKeH
daitn chb_examplel.exe, xorma KOH(pHUIYypallus OKOH, IIpeajarae-
Mas II0 YMOJIYaHUIO, He N3MeHsJIach. B ieBoM 110J1e OKHA JIMCTHHTA
mOoKa3aHa BaskHAasS HHQPOpMAIK o (paiiyie 1 0 MecTe B paitie, roe
BBI ceffuac HaxoOuTech. BepTukaJabHasa I10JI0CA IIPOKPYTKU OTPAa-
’KaeT TeKylIllee MOJIOJKeHne BHYTPH (pailyia U TOKe MOKET HCIIOJIb-
3oBaThes oy Hapuranuu., CopaBa oT moJI0CH TPOKPYTKH MMEeTCs
JTOTIOJTHUTEIbHAsT 00JIaCTh, B KOTOPOM PACIIOJIATAIOTCA 3aKJIATKH —
JIOIIOJIHUTEJIFHOE CPEACTBO HABUT AL,

TJIABA 5



o CodeBrowser. CHO5:/chS_example1.exe - u] X

File Edit Analysis Navigation Search Select Tools Window Help
e = - PREEPR JIDULFRYE: @@/ o vEIOBDGLO0BOERS | @
| [ - BN A WO E:
50> s
B ¥ ch5_examplel.exe FUN_004011b5 -l &l
+[F] Headers =1 004011b5 55 PUSH EBP b 2 |int _ cdecl FUN_004011b5(int pa
B text 004011b6 8b ec MoV EBP,ESP 3
.data 004011b8 8b 4d 10 MOV ECX,dword ptr [EBP... a4
004011bb 8b 55 Oc MOV EDX,dword ptr [EBE... 5| while (param 3 != 0) {
004011be 8b 45 08 MoV EAX,dword ptr [EBP... 6 if (param 2 == 0) {
004011c1 85 c9 TEST ECX,ECX 7 param 1 = param 1 + 1;
== 004011c3 74 Oc Iz LAB_004011d1 8 3
} 9 else {
- LAB_004011c5 10 param 1 = param 1 + -1;
. 004011c5 85 d2 TEST EDX,EDX 11 }
e 004011c7 74 03 Jz LAB_00401lcc 12 }
r o 004011c9 48 DEC EAX 13 | return param 1;
B imports e 004011ca eb 01 aup LAB_00401lcd 14 |}
[l
2 Exports 1!
- ) Functions | -* LAB_004011cc
P Labels i 004011cc 40 e EAX
- CID Classes e
BT 5(} Namespaces h LAB_004011cd
I 004011cd 85 c9 TEST ECX,ECX
Filter: 2 ! 004011cf 75 £4 Nz LAB_004011c5
I
—-» LAB_004011d1
< 004011d1 5d POP EBP
5 00401142 ¢3 RET -
= ' i -
| Data Types
- BuitinTypes i adgx
- [ ©chs_examplel.exe
E\E generic_clib_64
- windows_vs12_32
Filter: 2
@| [ood01105 [ Fun_oos0110s [ pusti eee |_
Puc. 5.5. OkHo 6pay3epa ko0a nNo yMOAYAHUI C 3a2PYHEHHbIM
o
¢atnom ch5_examplel.exe
4 N

Bawu niobumbie nonochl

[Mocne Toro kak aBToMaTU4eCKUn aHanua parina 3aBepLueH, Bbl MO-
XeTe UCMnornb30BaTb UHMOPMALMOHHbBIE MOMOCkI Ha Nonsax Ans Ha-
BUrauMm v ganbHenwero aHanusa. Mo ymonuyaHuio otobpaxaetcs
TONbKO HaBuraumnoHHasi noroca. MoxHo go6aBuTb (MNK CKPbITh) MO-
nocy Overview (0630p) 1 nonocy Entropy (QHTponus), BOCnonb3o-
BaBLUUCb KHOMKo Toggle Overview Margin ([Nepekniounts nonocy
0630pa) B NpaBOM BEPXHEM YrNny OKHa nucTuHra (puc. 5.6). Kakve 6bl
Morockl HY BbINY BKMOYEHbI, HABUIALMOHHBIN Mapkep crnesa OT BCex
noroc HanoMmnHaeT, B KakOM MecTe dhanna Bbl HaxoguTech. LLenyok
NEBOW KHOMKOM MbILLK B JTH060I NMOMoCce BbI3bIBAET NEPEXos, B 3TO MECTO
anna n obHOBMSIET COAEPXKUMOE OKHA NTUCTUHrA.

PasobpaBLumch ¢ TeMm, Kak ynpaenaTb NOSBIEHMEM (M UCHE3HOBEHNEM)
Mosioc, paccMOTPUM, YTO NMOKa3bIBAETCSA B KaXOoW MOMoce U Kak umu
MOXXHO BOCMOSb30BaTLCS B NPOLECCE 06PaTHOTO KOHCTPYUPOBaHMSI.
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Ob6nacTb HaBUrauMoOHHbIX MapKepoB. [103BoNseT nepemMeLlaTb-
cs1 no danny n obragaeT elle OOHOM BaXKHOW (DYHKUMEN: ecnu
LLENKHYTb MpaBov KHOMKOW MbILLIW BHYTPW 3To obriactu, 6yayT no-
KasaHbl Knaccbl MapkepoB W 3aKnagoK, KOTOpble MOXHO accoummn-
poBaTb C AaHHbIM (hannom. Bkrirouas v BbIKoYas TUMNbl Mapkepos,
Bbl MOXETE YNpaBnaTb TEM, YTO OTOOpaXKaeTcs B MOfoce HaBura-
unn. OTO NO3BONSAET NErKO NepemMeLLaTbCsl MO Mapkepam onpege-
NeHHo